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The first edition of the Frameworks for International Cyber Security is a response to the 
growing demand on the international cyber security community to keep pace with cy-
ber threats, whether mirrored in threat assessments or brought to attention by real-life 
incidents. The edition represents a compilation of cyber security legal and policy instru-
ments adopted by the Council of Europe, the European Union, the Group of Eight, the 
International Telecommunication Union, the Organization for Economic Co-Operation 
and Development, the Organization for Cooperation and Security in Europe and the 
United Nations that provide various tools and approaches to handle the threats against 
modern information societies.  

In this time where we are increasingly affected by international principles and rules of 
cyber security and need to ensure respect for their implementation on national level, 
this handbook aims to start a series of reference materials for those who are tasked with 
the legislative, policy-designing and decision-preparing tasks related to cyber incident 
handling. I intend to complement this series with editions reflecting more regional ap-
proaches to cyber security as well as compilations of recently developed national cyber 
security strategies, cyber security related case law and national legislative best practices.  

This edition is not an exhaustive set of existing international instruments;  it covers just 
a selection of international organizations – mainly those that are relevant to the Euro-
pean-American players on the security field. Also, it only contains instruments that are 
made available to the public. Yet, triggered by my personal interest towards how many 
legal and policy instruments are potentially influencing national cyber security arrange-
ments, it should be a rather comprehensive representation of what currently exists in 
international law to safeguard cyber security.   

I look forward to updating this material and am therefore thankful in advance to indi-
viduals and organizations for their feedback and comments that help to develop the 
online version and possibly a paperback version of this handbook.  

I want to thank Anna-Maria, Liis and Kadri for their help and insights and support. Also, 
I am most thankful to the Cooperative Cyber Defence Centre of Excellence and Cyber 
Conflict Studies Association for letting me invest time and effort in this study. Anyone 
who would like to contribute to the development project of this reference material  is 
more than welcome to join the team!  

 Tallinn, April 2010      
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Convention for the 
Protection of Individuals 
with Regard to Automatic 
Processing of Personal 
Data (1981)

Preamble

The member States of the Council of Europe, signa-
tory hereto,

Considering that the aim of the Council of Europe 
is to achieve greater unity between its members, 
based in particular on respect for the rule of law, as 
well as human rights and fundamental freedoms;

Considering that it is desirable to extend the safe-
guards for everyone’s rights and fundamental 
freedoms, and in particular the right to the respect 
for privacy, taking account of the increasing flow 
across frontiers of personal data undergoing auto-
matic processing;

Reaffirming at the same time their commitment to 
freedom of information regardless of frontiers;

Recognising that it is necessary to reconcile the fun-
damental values of the respect for privacy and the 
free flow of information between peoples,

Have agreed as follows: Data & Privacy

Chapter I 
General provIsIons

Article 1 
Object and purpose

The purpose of this convention is to secure in the 
territory of each Party for every individual, whatever 
his nationality or residence, respect for his rights and 
fundamental freedoms, and in particular his right to 
privacy, with regard to automatic processing of per-
sonal data relating to him (“data protection”).

Article 2  
Definitions 

For the purposes of this convention:

a. “personal data” means any information relating 
to an identified or identifiable individual (“data 
subject”);

b. “automated data file” means any set of data un-
dergoing automatic processing;

c. “automatic processing” includes the following 
operations if carried out in whole or in part by 
automated means: storage of data, carrying 
out of logical and/or arithmetical operations on 
those data, their alteration, erasure, retrieval or 
dissemination;

d. “controller of the file” means the natural or le-
gal person, public authority, agency or any 
other body who is competent according to 
the national law to decide what should be the 
purpose of the automated data file, which cat-
egories of personal data should be stored and 
which operations should be applied to them.

Article 3 
Scope

1. The Parties undertake to apply this convention 
to automated personal data files and automatic 
processing of personal data in the public and 
private sectors. 

2. Any State may, at the time of signature or when 
depositing its instrument of ratification, accept-
ance, approval or accession, or at any later time, 
give notice by a declaration addressed to the 
Secretary General of the Council of Europe:

a. that it will not apply this convention to cer-
tain categories of automated personal data 
files, a list of which will be deposited. In this 
list it shall not include, however, categories 
of automated data files subject under its 
domestic law to data protection provisions. 
Consequently, it shall amend this list by a 
new declaration whenever additional cat-
egories of automated personal data files are 
subjected to data protection provisions un-
der its domestic law;

b. that it will also apply this convention to in-
formation relating to groups of persons, 
associations, foundations, companies, cor-
porations and any other bodies consisting 
directly or indirectly of individuals, whether 
or not such bodies possess legal personality;

c. that it will also apply this convention to 
personal data files which are not processed 
automatically.

3. Any State which has extended the scope of this 
convention by any of the declarations provided 
for in sub-paragraph 2.b or c above may give 
notice in the said declaration that such exten-
sions shall apply only to certain categories of 
personal data files, a list of which will be depos-
ited.
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4. Any Party which has excluded certain catego-
ries of automated personal data files by a decla-
ration provided for in sub-paragraph 2.a above 
may not claim the application of this conven-
tion to such categories by a Party which has not 
excluded them.  

5. Likewise, a Party which has not made one or 
other of the extensions provided for in sub-
paragraphs 2b and c above may not claim the 
application of this convention on these points 
with respect to a Party which has made such 
extensions. 

6. The declarations provided for in paragraph 2 
above shall take effect from the moment of the 
entry into force of the convention with regard 
to the State which has made them if they have 
been made at the time of signature or deposit 
of its instrument of ratification, acceptance, ap-
proval or accession, or three months after their 
receipt by the Secretary General of the Council 
of Europe if they have been made at any later 
time. These declarations may be withdrawn, in 
whole or in part, by a notification addressed to 
the Secretary General of the Council of Europe. 
Such withdrawals shall take effect three months 
after the date of receipt of such notification.

Chapter II 
BasIC prInCIples for data 
proteCtIon 

Article 4 
Duties of the Parties 

1. Each Party shall take the necessary measures in 
its domestic law to give effect to the basic prin-
ciples for data protection set out in this chapter. 

2. These measures shall be taken at the latest at 
the time of entry into force of this convention in 
respect of that Party.

Article 5 
Quality of data

Personal data undergoing automatic processing 
shall be:

a. obtained and processed fairly and lawfully;

b. stored for specified and legitimate purposes 
and not used in a way incompatible with those 
purposes;

c. adequate, relevant and not excessive in relation 
to the purposes for which they are stored;

d. accurate and, where necessary, kept up to date;

e. preserved in a form which permits identifica-
tion of the data subjects for no longer than is 
required for the purpose for which those data 
are stored.

Article 6 
Special categories of data 

Personal data revealing racial origin, political opin-
ions or religious or other beliefs, as well as personal 
data concerning health or sexual life, may not be 
processed automatically unless domestic law pro-
vides appropriate safeguards. The same shall apply 
to personal data relating to criminal convictions.

Article 7 
Data security 

Appropriate security measures shall be taken for the 
protection of personal data stored in automated 
data files against accidental or unauthorised de-
struction or accidental loss as well as against unau-
thorised access, alteration or dissemination.

Article 8 
Additional safeguards for the data subject 

Any person shall be enabled:

a. to establish the existence of an automated 
personal data file, its main purposes, as well as 
the identity and habitual residence or principal 
place of business of the controller of the file;

b. to obtain at reasonable intervals and with-
out excessive delay or expense confirmation 
of whether personal data relating to him are 
stored in the automated data file as well as 
communication to him of such data in an intel-
ligible form;

c. to obtain, as the case may be, rectification or 
erasure of such data if these have been proc-
essed contrary to the provisions of domestic 
law giving effect to the basic principles set out 
in Articles 5 and 6 of this convention;

d. to have a remedy if a request for confirmation 
or, as the case may be, communication, rectifi-
cation or erasure as referred to in paragraphs b 
and c of this article is not complied with.

Article 9  
Exceptions and restrictions 

1. No exception to the provisions of Articles 5, 6 
and 8 of this convention shall be allowed ex-
cept within the limits defined in this article. 
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2. Derogation from the provisions of Articles 5, 6 
and 8 of this convention shall be allowed when 
such derogation is provided for by the law of 
the Party and constitutes a necessary measure 
in a democratic society in the interests of:

a. protecting State security, public safety, the 
monetary interests of the State or the sup-
pression of criminal offences;

b. protecting the data subject or the rights and 
freedoms of others.

3. restrictions on the exercise of the rights speci-
fied in Article 8, paragraphs b, c and d, may be 
provided by law with respect to automated per-
sonal data files used for statistics or for scientif-ic 
research purposes when there is obviously no 
risk of an infringement of the privacy of the data 
subjects.

Article 10 
Sanctions and remedies 

Each Party undertakes to establish appropriate sanc-
tions and remedies for violations of provisions of 
domestic law giving effect to the basic principles for 
data protection set out in this chapter.

Article 11 
Extended protection 

None of the provisions of this chapter shall be inter-
preted as limiting or otherwise affecting the possibil-
ity for a Party to grant data subjects a wider measure 
of protection than that stipulated in this convention.

Chapter III 
transBorder data flows

Article 12 
Transborder flows of personal data and 
domestic law 

1. The following provisions shall apply to the 
transfer across national borders, by whatever 
medium, of personal data undergoing auto-
matic processing or collected with a view to 
their being automatically processed. 

2. A Party shall not, for the sole purpose of the pro-
tection of privacy, prohibit or subject to special 
authorisation transborder flows of personal data 
going to the territory of another Party.

3. Nevertheless, each Party shall be entitled to der-
ogate from the provisions of paragraph 2:

a. insofar as its legislation includes specific 
regulations for certain categories of per-
sonal data or of automated personal data 
files, because of the nature of those data or 
those files, except where the regulations of 
the other Party provide an equivalent pro-
tection;

b. when the transfer is made from its territory 
to the territory of a non Contracting State 
through the intermediary of the territory of 
another Party, in order to avoid such trans-
fers resulting in circumvention of the legisla-
tion of the Party referred to at the beginning 
of this paragraph.

Chapter Iv 
Mutual assIstanCe

Article 13  
Co-operation between Parties

1. The Parties agree to render each other mutual 
assistance in order to implement this conven-
tion. 

2. For that purpose:

a. each Party shall designate one or more au-
thorities, the name and address of each of 
which it shall communicate to the Secretary 
General of the Council of Europe;

b. each Party which has designated more than 
one authority shall specify in its communi-
cation referred to in the previous sub-para-
graph the competence of each authority.

3. An authority designated by a Party shall at the 
request of an authority designated by another 
Party:

a. furnish information on its law and adminis-
trative practice in the field of data protec-
tion;

b. take, in conformity with its domestic law and 
for the sole purpose of protection of privacy, 
all appropriate measures for furnishing fac-
tual information relating to specific auto-
matic processing carried out in its territory, 
with the exception however of the personal 
data being processed.

Article 14 
Assistance to data subjects resident abroad 

1. Each Party shall assist any person resident 
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abroad to exercise the rights conferred by its 
domestic law giving effect to the principles set 
out in Article 8 of this convention. 

2. When such a person resides in the territory of 
another Party he shall be given the option of 
submitting his request through the intermedi-
ary of the authority designated by that Party.

3. The request for assistance shall contain all the 
necessary particulars, relating inter alia to:

a. the name, address and any other relevant 
particulars identifying the person making 
the request;

b. the automated personal data file to which 
the request pertains, or its controller;

c. the purpose of the request.

Article 15 
Safeguards concerning assistance rendered by 
designated authorities 

1. An authority designated by a Party which has 
received information from an authority desig-
nated by another Party either accompanying a 
request for assistance or in reply to its own re-
quest for assistance shall not use that informa-
tion for purposes other than those specified in 
the request for assistance. 

2. Each Party shall see to it that the persons be-
longing to or acting on behalf of the designated 
authority shall be bound by appropriate obliga-
tions of secrecy or confidentiality with regard to 
that information.

3. In no case may a designated authority be al-
lowed to make under Article 14, paragraph 
2, a request for assistance on behalf of a data 
subject resident abroad, of its own accord and 
without the express consent of the person con-
cerned.

Article 16 
Refusal of requests for assistance 

A designated authority to which a request for as-
sistance is addressed under Articles 13 or 14 of this 
convention may not refuse to comply with it unless:

a. the request is not compatible with the powers 
in the field of data protection of the authorities 
responsible for replying;

b. the request does not comply with the provi-
sions of this convention;

c. compliance with the request would be incom-
patible with the sovereignty, security or public 
policy (ordre public) of the Party by which it was 
designated, or with the rights and fundamental 
freedoms of persons under the jurisdiction of 
that Party.

Article 17  
Costs and procedures of assistance 

1. Mutual assistance which the Parties render 
each other under Article 13 and assistance they 
render to data subjects abroad under Article 14 
shall not give rise to the payment of any costs 
or fees other than those incurred for experts 
and interpreters. The latter costs or fees shall be 
borne by the Party which has designated the 
authority making the request for assistance. 

2. The data subject may not be charged costs or 
fees in connection with the steps taken on his 
behalf in the territory of another Party other 
than those lawfully payable by residents of that 
Party.

3. Other details concerning the assistance relating 
in particular to the forms and procedures and 
the languages to be used, shall be established 
directly between the Parties concerned.

Chapter v 
ConsultatIve CoMMIttee

Article 18 
Composition of the committee

1. A Consultative Committee shall be set up after 
the entry into force of this convention. 

2. Each Party shall appoint a representative to the 
committee and a deputy representative. Any 
member State of the Council of Europe which 
is not a Party to the convention shall have the 
right to be represented on the committee by 
an observer.

3. The Consultative Committee may, by unani-
mous decision, invite any non-member State of 
the Council of Europe which is not a Party to the 
convention to be represented by an observer at 
a given meeting.

Article 19  
Functions of the committee

The Consultative Committee:
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a. may make proposals with a view to facilitating 
or improving the application of the convention;

b. may make proposals for amendment of this 
convention in accordance with Article 21;

c. shall formulate its opinion on any proposal for 
amendment of this convention which is re-
ferred to it in accordance with Article 21, para-
graph 3;

d. may, at the request of a Party, express an opin-
ion on any question concerning the application 
of this convention.

Article 20 
Procedure

1. The Consultative Committee shall be convened 
by the Secretary General of the Council of Eu-
rope. Its first meeting shall be held within twelve 
months of the entry into force of this conven-
tion. It shall subsequently meet at least once 
every two years and in any case when one-third 
of the representatives of the Parties request its 
convocation. 

2. A majority of representatives of the Parties shall 
constitute a quorum for a meeting of the Con-
sultative Committee.

3. After each of its meetings, the Consultative 
Committee shall submit to the Committee of 
Ministers of the Council of Europe a report on its 
work and on the functioning of the convention.

4. Subject to the provisions of this convention, the 
Consultative Committee shall draw up its own 
rules of Procedure.

Chapter vI 
aMendMents

Article 21 
Amendments

1. Amendments to this convention may be pro-
posed by a Party, the Committee of Ministers of 
the Council of Europe or the Consultative Com-
mittee. 

2. Any proposal for amendment shall be commu-
nicated by the Secretary General of the Council 
of Europe to the member States of the Coun-
cil of Europe and to every non-member State 
which has acceded to or has been invited to 
accede to this convention in accordance with 
the provisions of Article 23.

3. Moreover, any amendment proposed by a Party 
or the Committee of Ministers shall be commu-
nicated to the Consultative Committee, which 
shall submit to the Committee of Ministers its 
opinion on that proposed amendment.

4. The Committee of Ministers shall consider the 
proposed amendment and any opinion sub-
mitted by the Consultative Committee and may 
approve the amendment.  

5. The text of any amendment approved by the 
Committee of Ministers in accordance with 
paragraph 4 of this article shall be forwarded to 
the Parties for acceptance. 

6. Any amendment approved in accordance 
with paragraph 4 of this article shall come into 
force on the thirtieth day after all Parties have 
informed the Secretary General of their accept-
ance thereof.

Chapter vII 
fInal Clauses

Article 22  
Entry into force

1. This convention shall be open for signature by 
the member States of the Council of Europe. It 
is subject to ratification, acceptance or approval. 
Instruments of ratification, acceptance or ap-
proval shall be deposited with the Secretary 
General of the Council of Europe. 

2. This convention shall enter into force on the first 
day of the month following the expiration of a 
period of three months after the date on which 
five member States of the Council of Europe 
have expressed their consent to be bound by 
the convention in accordance with the provi-
sions of the preceding paragraph.

3. In respect of any member State which subse-
quently expresses its consent to be bound by it, 
the convention shall enter into force on the first 
day of the month following the expiration of a 
period of three months after the date of deposit 
of the instrument of ratification, acceptance or 
approval.

Article 23 
Accession by non member States

1. After the entry into force of this convention, the 
Committee of Ministers of the Council of Eu-
rope may invite any State not a member of the 
Council of Europe to accede to this convention 
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by a decision taken by the majority provided for 
in Article 20.d of the Statute of the Council of 
Europe and by the unanimous vote of the rep-
resentatives of the Contracting States entitled 
to sit on the committee. 

2. In respect of any acceding State, the conven-
tion shall enter into force on the first day of the 
month following the expiration of a period of 
three months after the date of deposit of the in-
strument of accession with the Secretary Gen-
eral of the Council of Europe.

Article 24 
Territorial clause

1. Any State may at the time of signature or when 
depositing its instrument of ratification, accept-
ance, approval or accession, specify the territory 
or territories to which this convention shall ap-
ply. 

2. Any State may at any later date, by a declara-
tion addressed to the Secretary General of the 
Council of Europe, extend the application of 
this convention to any other territory specified 
in the declaration. In respect of such territory 
the convention shall enter into force on the first 
day of the month following the expiration of a 
period of three months after the date of receipt 
of such declaration by the Secretary General.

3. Any declaration made under the two preced-
ing paragraphs may, in respect of any territory 
specified in such declaration, be withdrawn by 
a notification addressed to the Secretary Gen-
eral. The withdrawal shall become effective on 
the first day of the month following the expi-
ration of a period of six months after the date 
of receipt of such notification by the Secretary 
General.

Article 25 
Reservations

No reservation may be made in respect of the provi-
sions of this convention.

Article 26  
Denunciation

1. Any Party may at any time denounce this con-
vention by means of a notification addressed to 
the Secretary General of the Council of Europe.

2. Such denunciation shall become effective on 
the first day of the month following the expi-
ration of a period of six months after the date 
of receipt of the notification by the Secretary 

General.

Article 27  
Notifications

The Secretary General of the Council of Europe shall 
notify the member States of the Council and any 
State which has acceded to this convention of:

a. any signature;

b. the deposit of any instrument of ratification, ac-
ceptance, approval or accession;

c. any date of entry into force of this convention in 
accordance with Articles 22, 23 and 24;

d. any other act, notification or communication 
relating to this Convention.

In witness whereof the undersigned, being duly au-
thorised thereto, have signed this Convention.

Done at Strasbourg, the 28th day of January 1981, 
in English and in French, both texts being equally 
authoritative, in a single copy which shall remain 
deposited in the archives of the Council of Europe. 
The Secretary General of the Council of Europe shall 
transmit certified copies to each member State of 
the Council of Europe and to any State invited to ac-
cede to this Convention.
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Additional Protocol 
to the Convention 
for the Protection of 
Individuals with Regard to 
Automatic Processing of 
Personal Data Regarding 
Supervisory Authorities 
and Transborder Data 
Flows (2001)

Preamble

The Parties to this additional Protocol to the Con-
vention for the Protection of Individuals with regard 
to Automatic Processing of Personal Data, opened 
for signature in Strasbourg on 28 January 1981 
(hereafter referred to as “the Convention”);

Convinced that supervisory authorities, exercising 
their functions in complete independence, are an 
element of the effective protection of individuals 
with regard to the processing of personal data; 

Considering the importance of the flow of informa-
tion between peoples;

Considering that, with the increase in exchanges of 
personal data across national borders, it is necessary 
to ensure the effective protection of human rights 
and fundamental freedoms, and in particular the 
right to privacy, in relation to such exchanges of 
personal data,

Have agreed as follows: 

Article 1 
Supervisory authorities 

1. Each Party shall provide for one or more authori-
ties to be responsible for ensuring compliance 
with the measures in its domestic law giving ef-
fect to the principles stated in Chapters II and III 
of the Convention and in this Protocol. 

2. 

a. To this end, the said authorities shall have, in 
particular, powers of investigation and inter-
vention, as well as the power to engage in 
legal proceedings or bring to the attention 
of the competent judicial authorities viola-
tions of provisions of domestic law giving 
effect to the principles mentioned in para-
graph 1 of Article 1 of this Protocol. 

b. Each supervisory authority shall hear claims 
lodged by any person concerning the pro-
tection of his/her rights and fundamental 
freedoms with regard to the processing of 
personal data within its competence.

3. The supervisory authorities shall exercise their 
functions in complete independence.

4. Decisions of the supervisory authorities, which 
give rise to complaints, may be appealed 
against through the courts.  

5. In accordance with the provisions of Chapter 
Iv, and without prejudice to the provisions of 
Article 13 of the Convention, the supervisory 
authorities shall co-operate with one another 
to the extent necessary for the performance of 
their duties, in particular by exchanging all use-
ful information.

Article 2  
Transborder flows of personal data to a 
recipient which is not subject to the jurisdiction 
of a Party to the Convention 

1. Each Party shall provide for the transfer of per-
sonal data to a recipient that is subject to the 
jurisdiction of a State or organisation that is not 
Party to the Convention only if that State or or-
ganisation ensures an adequate level of protec-
tion for the intended data transfer. 

2. By way of derogation from paragraph 1 of Arti-
cle 2 of this Protocol, each Party may allow for 
the transfer of personal data :  

a. if domestic law provides for it because of :

• specific interests of the data subject, or

• legitimate prevailing interests, especial-
ly important public interests, or 

b. if safeguards, which can in particular result 
from contractual clauses, are provided by 
the controller responsible for the transfer 
and are found adequate by the competent 
authorities according to domestic law. 

Article 3  
Final provisions 

1. The provisions of Articles 1 and 2 of this Protocol 
shall be regarded by the Parties as additional ar-
ticles to the Convention and all the provisions of 
the Convention shall apply accordingly.  

2. This Protocol shall be open for signature by 
States Signatories to the Convention. After ac-
ceding to the Convention under the conditions 
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provided by it, the European Communities may 
sign this Protocol. This Protocol is subject to rati-
fication, acceptance or approval. A Signatory to 
this Protocol may not ratify, accept or approve 
it unless it has previously or simultaneously rati-
fied, accepted or approved the Convention or 
has acceded to it. Instruments of ratification, 
acceptance or approval of this Protocol shall 
be deposited with the Secretary General of the 
Council of Europe.

3. 

a. This Protocol shall enter into force on the 
first day of the month following the expiry of 
a period of three months after the date on 
which five of its Signatories have expressed 
their consent to be bound by the Protocol 
in accordance with the provisions of para-
graph 2 of Article 3.

b. In respect of any Signatory to this Protocol 
which subsequently expresses its consent to 
be bound by it, the Protocol shall enter into 
force on the first day of the month following 
the expiry of a period of three months after 
the date of deposit of the instrument of rati-
fication, acceptance or approval.

4. 

a. After the entry into force of this Protocol, any 
State which has acceded to the Convention 
may also accede to the Protocol.

b. Accession shall be effected by the deposit 
with the Secretary General of the Council of 
Europe of an instrument of accession, which 
shall take effect on the first day of the month 
following the expiry of a period of three 
months after the date of its deposit.

5. 

a. Any Party may at any time denounce this 
Protocol by means of a notification ad-
dressed to the Secretary General of the 
Council of Europe.

b. Such denunciation shall become effective 
on the first day of the month following the 
expiry of a period of three months after the 
date of receipt of such notification by the 
Secretary General.

6. The Secretary General of the Council of Europe 
shall notify the member States of the Council 
of Europe, the European Communities and any 
other State which has acceded to this Protocol 
of:

a. any signature;

b. the deposit of any instrument of ratification, 
acceptance or approval;

c. any date of entry into force of this Protocol 
in accordance with Article 3;

d. any other act, notification or communica-
tion relating to this Protocol. 

In witness whereof the undersigned, being duly au-
thorised thereto, have signed this Protocol.

Done at Strasbourg, this 8th day of November 2001, 
in English and in French, both texts being equally 
authentic, in a single copy which shall be deposited 
in the archives of the Council of Europe. The Secre-
tary General of the Council of Europe shall transmit 
certified copies to each member State of the Coun-
cil of Europe, the European Communities and any 
State invited to accede to the Convention.
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Convention on 
Information and Legal 
Co-operation Concerning 
“Information Society 
Services” (2001)

Preamble Information Society Services

The Parties to this Convention, signatories hereto,  

Considering that the aim of the Council of Europe is 
to achieve a greater unity between its members for 
the purpose of safeguarding and realising the ide-
als and principles which are their common heritage;

Noting the continued development of information 
and communication technology and the numerous 
national initiatives and their impact at a European 
and international level;

Recognising the cross-border nature of interactive 
services that are diffused on-line by new means of 
electronic communication and their growing im-
portance in facilitating the economic, social and 
cultural progress of the Council of Europe member 
States;

Recalling the system established by the legislation of 
the European Community for the exchange of the 
texts of draft domestic regulations concerning “In-
formation Society Services”;

Noting the need for all Council of Europe member 
States to be kept regularly informed of legislative 
developments on “Information Society Services” at 
a Pan-European level and, where necessary, to have 
the possibility to discuss and exchange information 
and ideas regarding these developments;

Agreeing on the desirability to provide a legal frame-
work to enable member States of the Council of Eu-
rope to exchange, where practicable by electronic 
means, texts of draft domestic regulations aimed 
specifically at “Information Society Services”,

Have agreed as follows:

Article 1  
Object and scope of application

1. In accordance with the provisions of this Con-
vention, the Parties shall exchange texts, where 
practicable by electronic means, of draft do-
mestic regulations aimed specifically at “Infor-
mation Society Services” and shall co-operate in 
the functioning of the information and legal co-
operation system set up under the Convention.

2. This Convention shall not apply:

a. to domestic regulations which are exempt-
ed from prior notification by virtue of Euro-
pean Community legislation (hereinafter 
referred to as “Community law”), or 

b. where a notification has to be made to com-
ply with other international agreements.

3. This Convention shall not apply :

a. to radio broadcasting services;

b. to television programme services covered 
by the European Convention on Trans-
frontier Television, opened for signature in 
Strasbourg on 5 May 1989 (ETS No. 132), as 
amended by the Protocol of 1 October 1998 
(ETS No. 171);

c. to domestic regulations relating to matters 
which are covered by European Community 
legislation or international agreements in 
the fields of telecommunications services 
and financial services.

Article 2  
Definitions

For the purposes of this Convention 

a. “Information Society Services” means any serv-
ice, normally provided for remuneration, at a 
distance, by electronic means and at the indi-
vidual request of a recipient of services;

b. “domestic regulations” means legal texts con-
cerning the compliance with requirements of 
a general nature relating to the taking up and 
pursuit of service activities within the mean-
ing of paragraph a of this article, in particular 
provisions concerning the service provider, the 
services and the recipient of services, excluding 
any rules which are not specifically aimed at the 
Information Society Services.

Article 3 
Receiving and transmitting authorities 

Each Party shall designate an authority that is in 
charge of transmitting and receiving, where prac-
ticable by electronic means, draft domestic regula-
tions aimed specifically at “Information Society Serv-
ices” as well as any other documents pertaining to 
the functioning of the present Convention.

Article 4  
Procedure

1. Each Party shall transmit, where practicable 
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by electronic means, to the Secretary General 
of the Council of Europe the texts of draft do-
mestic regulations which are aimed specifically 
at “Information Society Services” and which are 
at a stage of preparation in which it is still pos-
sible for them to be substantially amended, as 
well as a short summary of these texts in English 
or French. The Parties shall communicate the 
draft again under the above conditions if they 
make changes to the draft that have the effect 
of significantly altering its scope, shortening the 
timetable originally envisaged for implementa-
tion, adding specifications or requirements, or 
making the latter more restrictive.

2. Upon receipt of the texts of the draft domestic 
regulations and summaries under paragraph 
1 above or paragraph 6 below, the Secretary 
General of the Council of Europe shall transmit 
them, where practicable by electronic means, 
to the authority of each Party.

3. Upon receipt of the texts and summaries under 
paragraph 2 above, each Party may transmit, 
where practicable by electronic means, ob-
servations on the texts of the draft domestic 
regulations in English or French to the Secretary 
General of the Council of Europe and to the 
Party concerned.

4. A Party receiving the observations under para-
graph 3 above shall endeavour to take them 
into account as far as possible when preparing 
new domestic regulations.

5. Paragraphs 1 to 4 above shall not apply:

a. in cases where, for urgent reasons, occa-
sioned by serious and unforeseeable cir-
cumstances relating to the protection of 
public health or safety, the protection of ani-
mals or the preservation of plants, and pub-
lic policy, notably the protection of minors, a 
Party is obliged to prepare technical regula-
tions in a very short space of time in order 
to enact and introduce them immediately 
without any consultations being possible;

b. in cases where for urgent reasons occa-
sioned by serious circumstances relating 
to the protection of the security and the 
integrity of the financial system, notably 
the protection of depositors, investors and 
insured persons, a Party is obliged to enact 
and to implement rules on financial services 
immediately; in the cases mentioned in sub-
paragraphs a and b, the Party shall give rea-
sons to the Secretary General of the Council 

of Europe for the urgency of the measures 
in question; 

c. to domestic regulations enacted by or for 
regulated markets or by or for other markets 
or bodies carrying out clearing or settlement 
functions for those markets.

6. Each Party which finalises any domestic regula-
tions aimed specifically at “Information Society 
Services” shall transmit the definitive text to the 
Secretary General of the Council of Europe with-
out delay and where practicable by electronic 
means.

7. Upon receipt of the texts of the adopted do-
mestic regulations under paragraph 6 above, 
the Secretary General of the Council of Europe 
shall make them available, where practicable by 
electronic means, and shall keep this informa-
tion in a single database within the Council of 
Europe.

Article 5 
Declarations 

The authorities referred to in Article 3 shall be des-
ignated by means of a declaration addressed to the 
Secretary General of the Council of Europe when 
the State concerned or the European Community 
becomes a Party to the present Convention in ac-
cordance with the provisions of Articles 8 and 9.  Any 
change shall likewise be declared to the Secretary 
General of the Council of Europe.

Article 6  
Relationship to other instruments and 
agreements

1. This Convention shall not affect any interna-
tional instrument which is binding on the Par-
ties and which contains provisions on matters 
governed by this Convention.

2. The European Community shall equally fulfil 
the obligation to notify the texts transmitted 
to it by its member States in pursuance of the 
provisions of paragraph 1 of Article 4, and shall 
transmit to them the observations received by 
the other Parties, in pursuance of the provisions 
of paragraph 3 of Article 4.

Article 7  
Amendments to Article 1 of the Convention 
concerning excluded matters

1. Any amendment to Article 1, paragraph 3 of 
this Convention proposed by a Party shall be 
communicated to the Secretary General of the 
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Council of Europe who shall forward the com-
munication to the European Committee on Le-
gal Co-operation (CDCJ). 

2. The proposed amendment shall be examined 
by the Parties, which may adopt it by a two-
thirds majority of the votes cast. The text adopt-
ed shall be forwarded to the Parties. The Euro-
pean Community shall have the same number 
of votes as the number of its member States.

3. On the first day of the month following the 
expiration of a period of four months after its 
adoption by the Parties, unless the Parties have 
notified objections by one-third of the votes 
cast, any amendment shall enter into force for 
those Parties which have not notified objection. 

4. A Party which has notified an objection in pur-
suance of the provisions of paragraph 3 of Ar-
ticle 7 may subsequently withdraw it in whole 
or in part. Such withdrawal shall be made by 
means of a notification addressed to the Secre-
tary General of the Council of Europe and shall 
become effective as from the date of its receipt.

Article 8  
Signature and entry into force

1. This Convention shall be open for signature by 
the member States of the Council of Europe, the 
non-member States which have participated in 
its elaboration and the European Community.  
Such States and the European Community may 
express their consent to be bound by: 

a. signature without reservation as to ratifica-
tion, acceptance or approval, or 

b. signature subject to ratification, acceptance 
or approval, followed by ratification, accept-
ance or approval. 

2. Instruments of ratification, acceptance or ap-
proval shall be deposited with the Secretary 
General of the Council of Europe. 

3. This Convention shall enter into force on the 
first day of the month following the expiration 
of a period of three months after the date on 
which five signatories, of which at least one is 
not a member State of the European Economic 
Area, have expressed their consent to be bound 
by the Convention in accordance with the pro-
visions of paragraph 1. 

4. In respect of any signatory which subsequently 
expresses its consent to be bound by it, the 
Convention shall enter into force on the first 
day of the month following the expiration of 

a period of three months after the date of the 
expression of their consent to be bound by the 
Convention in accordance with the provisions 
of paragraph 2.

Article 9 
Accession to the Convention

1. After the entry into force of the present Con-
vention, the Committee of Ministers of the 
Council of Europe, after consulting the Parties 
to the Convention, may invite any non-member 
State of the Council which has not participated 
in its elaboration to accede to this Convention, 
by a decision taken by the majority provided for 
in Article 20.d of the Statute of the Council of 
Europe and by the unanimous vote of the rep-
resentatives of the Parties entitled to sit on the 
Committee.

2. In respect of any State acceding to it, the Con-
vention shall enter into force on the first day of 
the month following the expiration of a period 
of three months after the date of deposit of the 
instrument of accession with the Secretary Gen-
eral of the Council of Europe. 

Article 10  
Reservations

No reservation may be made in respect of any provi-
sion of this Convention.

Article 11 
Territorial application

1. Any State or the European Community may, 
at the time of signature or when depositing its 
instrument of ratification, acceptance, approval 
or accession, specify the territory or territories to 
which this Convention shall apply. 

2. Any Party may, at any later date, by declara-
tion addressed to the Secretary General of the 
Council of Europe, extend the application of this 
Convention to any other territory or territories 
specified in the declaration and for whose inter-
national relations it is responsible or on whose 
behalf it is authorised to give undertakings. In 
respect of such territory the Convention shall 
enter into force on the first day of the month 
following the expiration of a period of three 
months after the date of receipt of such decla-
ration by the Secretary General.

3. Any declaration made in pursuance of the pre-
ceding paragraph may, in respect of any terri-
tory mentioned in such declaration, be with-
drawn by means of a notification addressed to 
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the Secretary General of the Council of Europe. 
Such withdrawal shall take effect on the first day 
of the month following the expiration of a pe-
riod of three months after the date of receipt by 
the Secretary General of the Council of Europe 
of the notification. 

Article 12 
Denunciation

1. Any Party may, at any time, denounce this Con-
vention by means of a notification addressed to 
the Secretary General of the Council of Europe.

2. Such denunciation shall become effective on 
the first day of the month following the expira-
tion of a period of three months after the date 
of receipt of the notification by the Secretary 
General.

Article 13  
Notification

The Secretary General of the Council of Europe shall 
notify the member States of the Council and any 
other signatories and Parties to this Convention of:

a. any signature;

b. the deposit of any instrument of ratification, ac-
ceptance, approval or accession;

c. any declaration made in pursuance of the provi-
sions of Article 5;  

d. any notification received in pursuance of the 
provisions of Article 7;

e. any date of entry into force of this Convention, 
in accordance with Articles 8, 9 and 11;

f. any declaration received in pursuance of the 
provisions of paragraphs 2 and 3 of Article 11;

g. any notification received in pursuance of the 
provision of paragraph 1 of Article 12;

h. any other act, notification or communication 
relating to this Convention.

In witness whereof the undersigned, being duly au-
thorised thereto, have signed this Convention.

Done at Moscow, this 4th day of October 2001, in 
English and in French, both texts being equally au-
thentic, in a single copy which shall be deposited in 
the archives of the Council of Europe. The Secretary 
General of the Council of Europe shall transmit cer-
tified copies to each member State of the Council 
of Europe, to the non-member States which have 
participated in the elaboration of this Convention, 

to the European Community, as well as to any State 
invited to accede to it.
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Convention on 
Cybercrime (2001)

Preamble

The member States of the Council of Europe and 
the other States signatory hereto, 

Considering that the aim of the Council of Europe is 
to achieve a greater unity between its members;

Recognising the value of fostering co-operation with 
the other States parties to this Convention;

Convinced of the need to pursue, as a matter of pri-
ority, a common criminal policy aimed at the pro-
tection of society against cybercrime, inter alia, by 
adopting appropriate legislation and fostering inter-
national co-operation;

Conscious of the profound changes brought about 
by the digitalisation, convergence and continuing 
globalisation of computer networks;

Concerned by the risk that computer networks and 
electronic information may also be used for com-
mitting criminal offences and that evidence relating 
to such offences may be stored and transferred by 
these networks;

Recognising the need for co-operation between 
States and private industry in combating cybercrime 
and the need to protect legitimate interests in the 
use and development of information technologies;

Believing that an effective fight against cybercrime 
requires increased, rapid and well-functioning inter-
national co-operation in criminal matters;

Convinced that the present Convention is necessary 
to deter action directed against the confidentiality, 
integrity and availability of computer systems, net-
works and computer data as well as the misuse of 
such systems, networks and data by providing for 
the criminalisation of such conduct, as described in 
this Convention, and the adoption of powers suffi-
cient for effectively combating such criminal offenc-
es, by facilitating their detection, investigation and 
prosecution at both the domestic and international 
levels and by providing arrangements for fast and 
reliable international co-operation;

Mindful of the need to ensure a proper balance be-
tween the interests of law enforcement and respect 
for fundamental human rights as enshrined in the 
1950 Council of Europe Convention for the Protec-
tion of Human rights and Fundamental Freedoms, 
the 1966 United Nations International Covenant on 
Civil and Political rights and other applicable inter-

national human rights treaties, which reaffirm the 
right of everyone to hold opinions without interfer-
ence, as well as the right to freedom of expression, 
including the freedom to seek, receive, and impart 
information and ideas of all kinds, regardless of 
frontiers, and the rights concerning the respect for 
privacy;

Mindful also of the right to the protection of per-
sonal data, as conferred, for example, by the 1981 
Council of Europe Convention for the Protection of 
Individuals with regard to Automatic Processing of 
Personal Data;

Considering the 1989 United Nations Convention on 
the rights of the Child and the 1999 International 
Labour Organization Worst Forms of Child Labour 
Convention;

Taking into account the existing Council of Europe 
conventions on co-operation in the penal field, as 
well as similar treaties which exist between Coun-
cil of Europe member States and other States, and 
stressing that the present Convention is intended 
to supplement those conventions in order to make 
criminal investigations and proceedings concerning 
criminal offences related to computer systems and 
data more effective and to enable the collection of 
evidence in electronic form of a criminal offence;

Welcoming recent developments which further 
advance international understanding and co-op-
eration in combating cybercrime, including action 
taken by the United Nations, the OECD, the Euro-
pean Union and the G8;

Recalling Committee of Ministers recommenda-
tions No. r (85) 10 concerning the practical ap-
plication of the European Convention on Mutual 
Assistance in Criminal Matters in respect of letters 
rogatory for the interception of telecommunica-
tions, No. r (88) 2 on piracy in the field of copyright 
and neighbouring rights, No. r (87) 15 regulating 
the use of personal data in the police sector, No. r 
(95) 4 on the protection of personal data in the area 
of telecommunication services, with particular refer-
ence to telephone services, as well as No. r (89) 9 
on computer-related crime providing guidelines for 
national legislatures concerning the definition of 
certain computer crimes and No. r (95) 13 concern-
ing problems of criminal procedural law connected 
with information technology;

Having regard to resolution No. 1 adopted by the 
European Ministers of Justice at their 21st Confer-
ence (Prague, 10 and 11 June 1997), which recom-
mended that the Committee of Ministers support 
the work on cybercrime carried out by the European 
Committee on Crime Problems (CDPC) in order to 
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bring domestic criminal law provisions closer to 
each other and enable the use of effective means of 
investigation into such offences, as well as to reso-
lution No. 3 adopted at the 23rd Conference of the 
European Ministers of Justice (London, 8 and 9 June 
2000), which encouraged the negotiating parties to 
pursue their efforts with a view to finding appropri-
ate solutions to enable the largest possible number 
of States to become parties to the Convention and 
acknowledged the need for a swift and efficient sys-
tem of international co-operation, which duly takes 
into account the specific requirements of the fight 
against cybercrime;

Having also regard to the Action Plan adopted by 
the Heads of State and Government of the Council 
of Europe on the occasion of their Second Summit 
(Strasbourg, 10 and 11 October 1997), to seek com-
mon responses to the development of the new in-
formation technologies based on the standards and 
values of the Council of Europe;

Have agreed as follows: Cyber Crime

Chapter I 
use of terMs

Article 1  
Definitions

For the purposes of this Convention:

a. “computer system” means any device or a 
group of interconnected or related devices, one 
or more of which, pursuant to a program, per-
forms automatic processing of data;

b. “computer data” means any representation of 
facts, information or concepts in a form suitable 
for processing in a computer system, including 
a program suitable to cause a computer system 
to perform a function;

c. “service provider” means: 

(i) any public or private entity that provides to 
users of its service the ability to communi-
cate by means of a computer system, and 

(ii) any other entity that processes or stores 
computer data on behalf of such communi-
cation service or users of such service;

d. “traffic data” means any computer data relating 
to a communication by means of a computer 
system, generated by a computer system that 
formed a part in the chain of communication, 
indicating the communication’s origin, destina-

tion, route, time, date, size, duration, or type of 
underlying service.

Chapter II  
Measures to Be taken at 
the natIonal level

SECTION 1  
SUbSTaNTIVE CRImINaL Law

TITLE 1  
OFFENCES aGaINST THE 
CONFIDENTIaLITY, INTEGRITY aND 
aVaILabILITY OF COmPUTER DaTa aND 
SYSTEmS

Article 2  
Illegal access

Each Party shall adopt such legislative and other 
measures as may be necessary to establish as crimi-
nal offences under its domestic law, when commit-
ted intentionally, the access to the whole or any part 
of a computer system without right. A Party may 
require that the offence be committed by infringing 
security measures, with the intent of obtaining com-
puter data or other dishonest intent, or in relation 
to a computer system that is connected to another 
computer system.

Article 3  
Illegal interception

Each Party shall adopt such legislative and other 
measures as may be necessary to establish as crimi-
nal offences under its domestic law, when commit-
ted intentionally, the interception without right, 
made by technical means, of non-public transmis-
sions of computer data to, from or within a com-
puter system, including electromagnetic emissions 
from a computer system carrying such computer 
data. A Party may require that the offence be com-
mitted with dishonest intent, or in relation to a com-
puter system that is connected to another compu-
ter system.

Article 4  
Data interference

1. Each Party shall adopt such legislative and other 
measures as may be necessary to establish as 
criminal offences under its domestic law, when 
committed intentionally, the damaging, dele-
tion, deterioration, alteration or suppression of 
computer data without right.
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2. A Party may reserve the right to require that the 
conduct described in paragraph 1 result in seri-
ous harm.

Article 5  
System interference

Each Party shall adopt such legislative and other 
measures as may be necessary to establish as crimi-
nal offences under its domestic law, when commit-
ted intentionally, the serious hindering without right 
of the functioning of a computer system by input-
ting, transmitting, damaging, deleting, deteriorat-
ing, altering or suppressing computer data.

Article 6  
Misuse of devices

1. Each Party shall adopt such legislative and other 
measures as may be necessary to establish as 
criminal offences under its domestic law, when 
committed intentionally and without right:

a. the production, sale, procurement for use, 
import, distribution or otherwise making 
available of:

(i) a device, including a computer pro-
gram, designed or adapted primarily 
for the purpose of committing any of 
the offences established in accordance 
with the above Articles 2 through 5;

(ii) a computer password, access code, or 
similar data by which the whole or any 
part of a computer system is capable of 
being accessed, with intent that it be 
used for the purpose of committing any 
of the offences established in Articles 2 
through 5; and 

b. the possession of an item referred to in 
paragraphs a.i or ii above, with intent that 
it be used for the purpose of committing 
any of the offences established in Articles 2 
through 5. A Party may require by law that a 
number of such items be possessed before 
criminal liability attaches.

2. This article shall not be interpreted as imposing 
criminal liability where the production, sale, pro-
curement for use, import, distribution or other-
wise making available or possession referred 
to in paragraph 1 of this article is not for the 
purpose of committing an offence established 
in accordance with Articles 2 through 5 of this 
Convention, such as for the authorised testing 
or protection of a computer system.

3. Each Party may reserve the right not to apply 
paragraph 1 of this article, provided that the 
reservation does not concern the sale, distribu-
tion or otherwise making available of the items 
referred to in paragraph 1 a.ii of this article.

TITLE 2  
COmPUTER-RELaTED OFFENCES

Article 7  
Computer-related forgery

Each Party shall adopt such legislative and other 
measures as may be necessary to establish as crimi-
nal offences under its domestic law, when commit-
ted intentionally and without right, the input, al-
teration, deletion, or suppression of computer data, 
resulting in inauthentic data with the intent that it 
be considered or acted upon for legal purposes as 
if it were authentic, regardless whether or not the 
data is directly readable and intelligible. A Party may 
require an intent to defraud, or similar dishonest in-
tent, before criminal liability attaches.

Article 8  
Computer-related fraud

Each Party shall adopt such legislative and other 
measures as may be necessary to establish as crimi-
nal offences under its domestic law, when commit-
ted intentionally and without right, the causing of a 
loss of property to another person by:

a. any input, alteration, deletion or suppression of 
computer data;

b. any interference with the functioning of a com-
puter system,

with fraudulent or dishonest intent of procuring, 
without right, an economic benefit for oneself or for 
another person. 

TITLE 3 
CONTENT-RELaTED OFFENCES

Article 9  
Offences related to child pornography

1. Each Party shall adopt such legislative and other 
measures as may be necessary to establish as 
criminal offences under its domestic law, when 
committed intentionally and without right, the 
following conduct:

a. producing child pornography for the pur-
pose of its distribution through a computer 
system;
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b. offering or making available child pornogra-
phy through a computer system;

c. distributing or transmitting child pornogra-
phy through a computer system;

d. procuring child pornography through a 
computer system for oneself or for another 
person;

e. possessing child pornography in a compu-
ter system or on a computer-data storage 
medium.

2. For the purpose of paragraph 1 above, the term 
“child pornography” shall include pornographic 
material that visually depicts:

a. a minor engaged in sexually explicit con-
duct;

b. a person appearing to be a minor engaged 
in sexually explicit conduct;

c. realistic images representing a minor en-
gaged in sexually explicit conduct.

3. For the purpose of paragraph 2 above, the term 
“minor” shall include all persons under 18 years 
of age. A Party may, however, require a lower 
age-limit, which shall be not less than 16 years.

4. Each Party may reserve the right not to apply, in 
whole or in part, paragraphs 1, sub-paragraphs 
d. and e, and 2, sub-paragraphs b. and c.

TITLE 4 
OFFENCES RELaTED TO INFRINGEmENTS 
OF COPYRIGHT aND RELaTED RIGHTS

Article 10  
Offences related to infringements of copyright 
and related rights

1. Each Party shall adopt such legislative and other 
measures as may be necessary to establish as 
criminal offences under its domestic law the 
infringement of copyright, as defined under the 
law of that Party, pursuant to the obligations it 
has undertaken under the Paris Act of 24 July 
1971 revising the Bern Convention for the Pro-
tection of Literary and Artistic Works, the Agree-
ment on Trade-related Aspects of Intellectual 
Property rights and the WIPO Copyright Treaty, 
with the exception of any moral rights con-
ferred by such conventions, where such acts are 
committed wilfully, on a commercial scale and 
by means of a computer system.

2. Each Party shall adopt such legislative and other 

measures as may be necessary to establish as 
criminal offences under its domestic law the 
infringement of related rights, as defined under 
the law of that Party, pursuant to the obliga-
tions it has undertaken under the International 
Convention for the Protection of Performers, 
Producers of Phonograms and Broadcasting 
Organisations (rome Convention), the Agree-
ment on Trade-related Aspects of Intellectual 
Property rights and the WIPO Performances 
and Phonograms Treaty, with the exception 
of any moral rights conferred by such conven-
tions, where such acts are committed wilfully, 
on a commercial scale and by means of a com-
puter system.

3. A Party may reserve the right not to impose 
criminal liability under paragraphs 1 and 2 of 
this article in limited circumstances, provided 
that other effective remedies are available and 
that such reservation does not derogate from 
the Party’s international obligations set forth 
in the international instruments referred to in 
paragraphs 1 and 2 of this article.

TITLE 5 
aNCILLaRY LIabILITY aND SaNCTIONS

Article 11 
Attempt and aiding or abetting 

1. Each Party shall adopt such legislative and other 
measures as may be necessary to establish as 
criminal offences under its domestic law, when 
committed intentionally, aiding or abetting the 
commission of any of the offences established 
in accordance with Articles 2 through 10 of the 
present Convention with intent that such of-
fence be committed.

2. Each Party shall adopt such legislative and other 
measures as may be necessary to establish as 
criminal offences under its domestic law, when 
committed intentionally, an attempt to commit 
any of the offences established in accordance 
with Articles 3 through 5, 7, 8, and 9.1.a and c. of 
this Convention.

3. Each Party may reserve the right not to apply, in 
whole or in part, paragraph 2 of this article.

Article 12  
Corporate liability

1. Each Party shall adopt such legislative and other 
measures as may be necessary to ensure that 
legal persons can be held liable for a criminal 
offence established in accordance with this 
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Convention, committed for their benefit by any 
natural person, acting either individually or as 
part of an organ of the legal person, who has a 
leading position within it, based on:

a. a power of representation of the legal per-
son; 

b. an authority to take decisions on behalf of 
the legal person; 

c. an authority to exercise control within the 
legal person.

2. In addition to the cases already provided for in 
paragraph 1 of this article, each Party shall take 
the measures necessary to ensure that a legal 
person can be held liable where the lack of su-
pervision or control by a natural person referred 
to in paragraph 1 has made possible the com-
mission of a criminal offence established in ac-
cordance with this Convention for the benefit 
of that legal person by a natural person acting 
under its authority.

3. Subject to the legal principles of the Party, the 
liability of a legal person may be criminal, civil or 
administrative. 

4. Such liability shall be without prejudice to the 
criminal liability of the natural persons who 
have committed the offence. 

Article 13  
Sanctions and measures

1. Each Party shall adopt such legislative and other 
measures as may be necessary to ensure that 
the criminal offences established in accordance 
with Articles 2 through 11 are punishable by ef-
fective, proportionate and dissuasive sanctions, 
which include deprivation of liberty.

2. Each Party shall ensure that legal persons held 
liable in accordance with Article 12 shall be sub-
ject to effective, proportionate and dissuasive 
criminal or non-criminal sanctions or measures, 
including monetary sanctions.

SECTION 2 
PROCEDURaL Law

TITLE 1 
COmmON PROVISIONS

Article 14 – Scope of procedural provisions

1. Each Party shall adopt such legislative and other 
measures as may be necessary to establish the 

powers and procedures provided for in this sec-
tion for the purpose of specific criminal investi-
gations or proceedings.

2. Except as specifically provided otherwise in Ar-
ticle 21, each Party shall apply the powers and 
procedures referred to in paragraph 1 of this 
article to:

a. the criminal offences established in accord-
ance with Articles 2 through 11 of this Con-
vention;

b. other criminal offences committed by 
means of a computer system; and

c. the collection of evidence in electronic form 
of a criminal offence.

3. 

a. Each Party may reserve the right to apply 
the measures referred to in Article 20 only 
to offences or categories of offences speci-
fied in the reservation, provided that the 
range of such offences or categories of of-
fences is not more restricted than the range 
of offences to which it applies the measures 
referred to in Article 21. Each Party shall con-
sider restricting such a reservation to enable 
the broadest application of the measure re-
ferred to in Article 20.

b. Where a Party, due to limitations in its legis-
lation in force at the time of the adoption of 
the present Convention, is not able to apply 
the measures referred to in Articles 20 and 
21 to communications being transmitted 
within a computer system of a service pro-
vider, which system:

(i) is being operated for the benefit of a 
closed group of users, and 

(ii) does not employ public communica-
tions networks and is not connected 
with another computer system, wheth-
er public or private, 

that Party may reserve the right not to apply 
these measures to such communications. Each 
Party shall consider restricting such a reserva-
tion to enable the broadest application of the 
measures referred to in Articles 20 and 21.

Article 15  
Conditions and safeguards

1. Each Party shall ensure that the establishment, 
implementation and application of the powers 
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and procedures provided for in this Section are 
subject to conditions and safeguards provided 
for under its domestic law, which shall provide 
for the adequate protection of human rights 
and liberties, including rights arising pursu-
ant to obligations it has undertaken under the 
1950 Council of Europe Convention for the 
Protection of Human rights and Fundamental 
Freedoms, the 1966 United Nations Interna-
tional Covenant on Civil and Political rights, and 
other applicable international human rights 
instruments, and which shall incorporate the 
principle of proportionality.

2. Such conditions and safeguards shall, as appro-
priate in view of the nature of the procedure or 
power concerned, inter alia, include judicial or 
other independent supervision, grounds justify-
ing application, and limitation of the scope and 
the duration of such power or procedure.

3. To the extent that it is consistent with the public 
interest, in particular the sound administration 
of justice, each Party shall consider the impact 
of the powers and procedures in this section 
upon the rights, responsibilities and legitimate 
interests of third parties.

TITLE 2 
ExPEDITED PRESERVaTION OF STORED 
COmPUTER DaTa

Article 16  
Expedited preservation of stored computer 
data

1. Each Party shall adopt such legislative and other 
measures as may be necessary to enable its 
competent authorities to order or similarly ob-
tain the expeditious preservation of specified 
computer data, including traffic data, that has 
been stored by means of a computer system, 
in particular where there are grounds to believe 
that the computer data is particularly vulner-
able to loss or modification.

2. Where a Party gives effect to paragraph 1 above 
by means of an order to a person to preserve 
specified stored computer data in the person’s 
possession or control, the Party shall adopt 
such legislative and other measures as may 
be necessary to oblige that person to preserve 
and maintain the integrity of that computer 
data for a period of time as long as necessary, 
up to a maximum of ninety days, to enable the 
competent authorities to seek its disclosure. A 
Party may provide for such an order to be sub-
sequently renewed.

3. Each Party shall adopt such legislative and other 
measures as may be necessary to oblige the 
custodian or other person who is to preserve 
the computer data to keep confidential the un-
dertaking of such procedures for the period of 
time provided for by its domestic law.

4. The powers and procedures referred to in this 
article shall be subject to Articles 14 and 15.

Article 17  
Expedited preservation and partial disclosure 
of traffic data

1. Each Party shall adopt, in respect of traffic data 
that is to be preserved under Article 16, such 
legislative and other measures as may be nec-
essary to:

a. ensure that such expeditious preservation of 
traffic data is available regardless of whether 
one or more service providers were involved 
in the transmission of that communication; 
and

b. ensure the expeditious disclosure to the 
Party’s competent authority, or a person 
designated by that authority, of a sufficient 
amount of traffic data to enable the Party to 
identify the service providers and the path 
through which the communication was 
transmitted.

2. The powers and procedures referred to in this 
article shall be subject to Articles 14 and 15.

TITLE 3 
PRODUCTION ORDER

Article 18  
Production order

1. Each Party shall adopt such legislative and other 
measures as may be necessary to empower its 
competent authorities to order:

a. a person in its territory to submit specified 
computer data in that person’s possession 
or control, which is stored in a computer 
system or a computer-data storage me-
dium; and

b. a service provider offering its services in the 
territory of the Party to submit subscriber 
information relating to such services in that 
service provider’s possession or control.

2. The powers and procedures referred to in this 
article shall be subject to Articles 14 and 15.
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3. For the purpose of this article, the term “sub-
scriber information” means any information 
contained in the form of computer data or any 
other form that is held by a service provider, 
relating to subscribers of its services other than 
traffic or content data and by which can be es-
tablished:

a. the type of communication service used, 
the technical provisions taken thereto and 
the period of service;

b. the subscriber’s identity, postal or geo-
graphic address, telephone and other ac-
cess number, billing and payment informa-
tion, available on the basis of the service 
agreement or arrangement;

c. any other information on the site of the in-
stallation of communication equipment, 
available on the basis of the service agree-
ment or arrangement.

TITLE 4 
SEaRCH aND SEIZURE OF STORED 
COmPUTER DaTa

Article 19  
Search and seizure of stored computer data 

1. Each Party shall adopt such legislative and other 
measures as may be necessary to empower its 
competent authorities to search or similarly ac-
cess:

a. a computer system or part of it and compu-
ter data stored therein; and

b. a computer-data storage medium in which 
computer data may be stored in its territory.

2. Each Party shall adopt such legislative and other 
measures as may be necessary to ensure that 
where its authorities search or similarly access 
a specific computer system or part of it, pursu-
ant to paragraph 1.a, and have grounds to be-
lieve that the data sought is stored in another 
computer system or part of it in its territory, and 
such data is lawfully accessible from or available 
to the initial system, the authorities shall be able 
to expeditiously extend the search or similar ac-
cessing to the other system.

3. Each Party shall adopt such legislative and other 
measures as may be necessary to empower 
its competent authorities to seize or similarly 
secure computer data accessed according to 
paragraphs 1 or 2. These measures shall include 
the power to:

a. seize or similarly secure a computer system 
or part of it or a computer-data storage me-
dium;

b. make and retain a copy of those computer 
data; 

c. maintain the integrity of the relevant stored 
computer data;

d. render inaccessible or remove those com-
puter data in the accessed computer sys-
tem.

4. Each Party shall adopt such legislative and other 
measures as may be necessary to empower its 
competent authorities to order any person who 
has knowledge about the functioning of the 
computer system or measures applied to pro-
tect the computer data therein to provide, as 
is reasonable, the necessary information, to en-
able the undertaking of the measures referred 
to in paragraphs 1 and 2.

5. The powers and procedures referred to in this 
article shall be subject to Articles 14 and 15.

TITLE 5 
REaL-TImE COLLECTION OF COmPUTER 
DaTa

Article 20 
Real-time collection of traffic data

1. Each Party shall adopt such legislative and other 
measures as may be necessary to empower its 
competent authorities to:

a. collect or record through the application 
of technical means on the territory of that 
Party, and 

b. compel a service provider, within its existing 
technical capability:

(i) to collect or record through the applica-
tion of technical means on the territory 
of that Party; or

(ii) to co-operate and assist the competent 
authorities in the collection or record-
ing of, traffic data, in real-time, associ-
ated with specified communications in 
its territory transmitted by means of a 
computer system.

2. Where a Party, due to the established principles 
of its domestic legal system, cannot adopt the 
measures referred to in paragraph 1.a, it may 
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instead adopt legislative and other measures as 
may be necessary to ensure the real-time col-
lection or recording of traffic data associated 
with specified communications transmitted in 
its territory, through the application of technical 
means on that territory.

3. Each Party shall adopt such legislative and other 
measures as may be necessary to oblige a serv-
ice provider to keep confidential the fact of the 
execution of any power provided for in this arti-
cle and any information relating to it.

4. The powers and procedures referred to in this 
article shall be subject to Articles 14 and 15. 

Article 21 
Interception of content data 

1. Each Party shall adopt such legislative and other 
measures as may be necessary, in relation to a 
range of serious offences to be determined by 
domestic law, to empower its competent au-
thorities to:

a. collect or record through the application 
of technical means on the territory of that 
Party, and 

b. compel a service provider, within its existing 
technical capability:

(i) to collect or record through the applica-
tion of technical means on the territory 
of that Party, or

(ii) to co-operate and assist the competent 
authorities in the collection or record-
ing of, content data, in real-time, of 
specified communications in its terri-
tory transmitted by means of a compu-
ter system.

2. Where a Party, due to the established principles 
of its domestic legal system, cannot adopt the 
measures referred to in paragraph 1.a, it may 
instead adopt legislative and other measures as 
may be necessary to ensure the real-time col-
lection or recording of content data on speci-
fied communications in its territory through the 
application of technical means on that territory.

3. Each Party shall adopt such legislative and other 
measures as may be necessary to oblige a serv-
ice provider to keep confidential the fact of the 
execution of any power provided for in this arti-
cle and any information relating to it.

4. The powers and procedures referred to in this 

article shall be subject to Articles 14 and 15. 

SECTION 3 
JURISDICTION

Article 22 
Jurisdiction

1. Each Party shall adopt such legislative and other 
measures as may be necessary to establish juris-
diction over any offence established in accord-
ance with Articles 2 through 11 of this Conven-
tion, when the offence is committed:

a. in its territory; or

b. on board a ship flying the flag of that Party; 
or

c. on board an aircraft registered under the 
laws of that Party; or

d. by one of its nationals, if the offence is pun-
ishable under criminal law where it was 
committed or if the offence is committed 
outside the territorial jurisdiction of any 
State.

2. Each Party may reserve the right not to apply 
or to apply only in specific cases or conditions 
the jurisdiction rules laid down in paragraphs 
1.b through 1.d of this article or any part thereof.

3. Each Party shall adopt such measures as may 
be necessary to establish jurisdiction over the 
offences referred to in Article 24, paragraph 1, 
of this Convention, in cases where an alleged 
offender is present in its territory and it does not 
extradite him or her to another Party, solely on 
the basis of his or her nationality, after a request 
for extradition.

4. This Convention does not exclude any criminal 
jurisdiction exercised by a Party in accordance 
with its domestic law.

5. When more than one Party claims jurisdiction 
over an alleged offence established in accord-
ance with this Convention, the Parties involved 
shall, where appropriate, consult with a view to 
determining the most appropriate jurisdiction 
for prosecution.
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Chapter III 
InternatIonal Co-
operatIon

SECTION 1 
GENERaL PRINCIPLES

TITLE 1 
GENERaL PRINCIPLES RELaTING TO 
INTERNaTIONaL CO-OPERaTION

Article 23  
General principles relating to international 
co-operation 

The Parties shall co-operate with each other, in ac-
cordance with the provisions of this chapter, and 
through the application of relevant international 
instruments on international co-operation in crimi-
nal matters, arrangements agreed on the basis of 
uniform or reciprocal legislation, and domestic laws, 
to the widest extent possible for the purposes of 
investigations or proceedings concerning criminal 
offences related to computer systems and data, or 
for the collection of evidence in electronic form of 
a criminal offence. 

TITLE 2 
PRINCIPLES RELaTING TO ExTRaDITION

Article 24  
Extradition 

1. 

a. This article applies to extradition between 
Parties for the criminal offences established 
in accordance with Articles 2 through 11 
of this Convention, provided that they are 
punishable under the laws of both Parties 
concerned by deprivation of liberty for a 
maximum period of at least one year, or by a 
more severe penalty. 

b. Where a different minimum penalty is to be 
applied under an arrangement agreed on 
the basis of uniform or reciprocal legislation 
or an extradition treaty, including the Euro-
pean Convention on Extradition (ETS No. 
24), applicable between two or more par-
ties, the minimum penalty provided for un-
der such arrangement or treaty shall apply.

2. The criminal offences described in paragraph 1 
of this article shall be deemed to be included 
as extraditable offences in any extradition treaty 

existing between or among the Parties. The Par-
ties undertake to include such offences as extra-
ditable offences in any extradition treaty to be 
concluded between or among them.

3. If a Party that makes extradition conditional 
on the existence of a treaty receives a request 
for extradition from another Party with which 
it does not have an extradition treaty, it may 
consider this Convention as the legal basis for 
extradition with respect to any criminal offence 
referred to in paragraph 1 of this article.

4. Parties that do not make extradition conditional 
on the existence of a treaty shall recognise the 
criminal offences referred to in paragraph 1 of 
this article as extraditable offences between 
themselves.

5. Extradition shall be subject to the conditions 
provided for by the law of the requested Party 
or by applicable extradition treaties, including 
the grounds on which the requested Party may 
refuse extradition.

6. If extradition for a criminal offence referred to 
in paragraph 1 of this article is refused solely 
on the basis of the nationality of the person 
sought, or because the requested Party deems 
that it has jurisdiction over the offence, the re-
quested Party shall submit the case at the re-
quest of the requesting Party to its competent 
authorities for the purpose of prosecution and 
shall report the final outcome to the requesting 
Party in due course. Those authorities shall take 
their decision and conduct their investigations 
and proceedings in the same manner as for any 
other offence of a comparable nature under the 
law of that Party.

7. 

a. Each Party shall, at the time of signature or 
when depositing its instrument of ratifica-
tion, acceptance, approval or accession, 
communicate to the Secretary General of 
the Council of Europe the name and address 
of each authority responsible for making or 
receiving requests for extradition or provi-
sional arrest in the absence of a treaty. 

b. The Secretary General of the Council of Eu-
rope shall set up and keep updated a regis-
ter of authorities so designated by the Par-
ties. Each Party shall ensure that the details 
held on the register are correct at all times.
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TITLE 3 
GENERaL PRINCIPLES RELaTING TO 
mUTUaL aSSISTaNCE

Article 25  
General principles relating to mutual assistance 

1. The Parties shall afford one another mutual as-
sistance to the widest extent possible for the 
purpose of investigations or proceedings con-
cerning criminal offences related to computer 
systems and data, or for the collection of evi-
dence in electronic form of a criminal offence.

2. Each Party shall also adopt such legislative 
and other measures as may be necessary to 
carry out the obligations set forth in Articles 27 
through 35. 

3. Each Party may, in urgent circumstances, make 
requests for mutual assistance or communica-
tions related thereto by expedited means of 
communication, including fax or e-mail, to the 
extent that such means provide appropriate 
levels of security and authentication (including 
the use of encryption, where necessary), with 
formal confirmation to follow, where required 
by the requested Party. The requested Party 
shall accept and respond to the request by any 
such expedited means of communication.

4. Except as otherwise specifically provided in ar-
ticles in this chapter, mutual assistance shall be 
subject to the conditions provided for by the 
law of the requested Party or by applicable mu-
tual assistance treaties, including the grounds 
on which the requested Party may refuse co-
operation. The requested Party shall not ex-
ercise the right to refuse mutual assistance in 
relation to the offences referred to in Articles 
2 through 11 solely on the ground that the re-
quest concerns an offence which it considers a 
fiscal offence.

5. Where, in accordance with the provisions of 
this chapter, the requested Party is permitted to 
make mutual assistance conditional upon the 
existence of dual criminality, that condition shall 
be deemed fulfilled, irrespective of whether its 
laws place the offence within the same cat-
egory of offence or denominate the offence by 
the same terminology as the requesting Party, if 
the conduct underlying the offence for which 
assistance is sought is a criminal offence under 
its laws.

Article 26  
Spontaneous information

1. A Party may, within the limits of its domestic law 
and without prior request, forward to another 
Party information obtained within the frame-
work of its own investigations when it considers 
that the disclosure of such information might 
assist the receiving Party in initiating or carrying 
out investigations or proceedings concerning 
criminal offences established in accordance 
with this Convention or might lead to a request 
for co-operation by that Party under this chap-
ter.

2. Prior to providing such information, the pro-
viding Party may request that it be kept con-
fidential or only used subject to conditions. If 
the receiving Party cannot comply with such 
request, it shall notify the providing Party, which 
shall then determine whether the information 
should nevertheless be provided. If the receiv-
ing Party accepts the information subject to the 
conditions, it shall be bound by them.

TITLE 4 
PROCEDURES PERTaINING TO mUTUaL 
aSSISTaNCE REqUESTS IN THE abSENCE 
OF aPPLICabLE INTERNaTIONaL 
aGREEmENTS

Article 27  
Procedures pertaining to mutual assistance 
requests in the absence of applicable 
international agreements

1. Where there is no mutual assistance treaty or ar-
rangement on the basis of uniform or reciprocal 
legislation in force between the requesting and 
requested Parties, the provisions of paragraphs 
2 through 9 of this article shall apply. The provi-
sions of this article shall not apply where such 
treaty, arrangement or legislation exists, unless 
the Parties concerned agree to apply any or all 
of the remainder of this article in lieu thereof.

2. 

a. Each Party shall designate a central author-
ity or authorities responsible for sending 
and answering requests for mutual assist-
ance, the execution of such requests or their 
transmission to the authorities competent 
for their execution.

b. The central authorities shall communicate 
directly with each other;
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c. Each Party shall, at the time of signature or 
when depositing its instrument of ratifica-
tion, acceptance, approval or accession, 
communicate to the Secretary General of 
the Council of Europe the names and ad-
dresses of the authorities designated in pur-
suance of this paragraph;

d. The Secretary General of the Council of Eu-
rope shall set up and keep updated a reg-
ister of central authorities designated by 
the Parties. Each Party shall ensure that the 
details held on the register are correct at all 
times.

3. Mutual assistance requests under this article 
shall be executed in accordance with the pro-
cedures specified by the requesting Party, ex-
cept where incompatible with the law of the 
requested Party.

4. The requested Party may, in addition to the 
grounds for refusal established in Article 25, 
paragraph 4, refuse assistance if:

a. the request concerns an offence which the 
requested Party considers a political offence 
or an offence connected with a political of-
fence, or 

b. it considers that execution of the request is 
likely to prejudice its sovereignty, security, 
ordre public or other essential interests.

5. The requested Party may postpone action on a 
request if such action would prejudice criminal 
investigations or proceedings conducted by its 
authorities.

6. Before refusing or postponing assistance, the 
requested Party shall, where appropriate after 
having consulted with the requesting Party, 
consider whether the request may be granted 
partially or subject to such conditions as it 
deems necessary.

7. The requested Party shall promptly inform the 
requesting Party of the outcome of the execu-
tion of a request for assistance. reasons shall be 
given for any refusal or postponement of the 
request. The requested Party shall also inform 
the requesting Party of any reasons that render 
impossible the execution of the request or are 
likely to delay it significantly.

8. The requesting Party may request that the re-
quested Party keep confidential the fact of any 
request made under this chapter as well as its 
subject, except to the extent necessary for its 
execution. If the requested Party cannot com-

ply with the request for confidentiality, it shall 
promptly inform the requesting Party, which 
shall then determine whether the request 
should nevertheless be executed.

9. 

a. In the event of urgency, requests for mu-
tual assistance or communications related 
thereto may be sent directly by judicial au-
thorities of the requesting Party to such au-
thorities of the requested Party. In any such 
cases, a copy shall be sent at the same time 
to the central authority of the requested 
Party through the central authority of the 
requesting Party.

b. Any request or communication under this 
paragraph may be made through the Inter-
national Criminal Police Organisation (Inter-
pol).

c. Where a request is made pursuant to sub-
paragraph a. of this article and the authority 
is not competent to deal with the request, 
it shall refer the request to the competent 
national authority and inform directly the 
requesting Party that it has done so.

d. requests or communications made under 
this paragraph that do not involve coercive 
action may be directly transmitted by the 
competent authorities of the requesting 
Party to the competent authorities of the 
requested Party.

e. Each Party may, at the time of signature or 
when depositing its instrument of ratifica-
tion, acceptance, approval or accession, 
inform the Secretary General of the Council 
of Europe that, for reasons of efficiency, re-
quests made under this paragraph are to be 
addressed to its central authority.

Article 28 
Confidentiality and limitation on use

1. When there is no mutual assistance treaty or ar-
rangement on the basis of uniform or reciprocal 
legislation in force between the requesting and 
the requested Parties, the provisions of this arti-
cle shall apply. The provisions of this article shall 
not apply where such treaty, arrangement or 
legislation exists, unless the Parties concerned 
agree to apply any or all of the remainder of this 
article in lieu thereof.

2. The requested Party may make the supply of 
information or material in response to a request 
dependent on the condition that it is:
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a. kept confidential where the request for mu-
tual legal assistance could not be complied 
with in the absence of such condition, or

b. not used for investigations or proceedings 
other than those stated in the request.

3. If the requesting Party cannot comply with a 
condition referred to in paragraph 2, it shall 
promptly inform the other Party, which shall 
then determine whether the information 
should nevertheless be provided. When the re-
questing Party accepts the condition, it shall be 
bound by it. 

4. Any Party that supplies information or material 
subject to a condition referred to in paragraph 
2 may require the other Party to explain, in re-
lation to that condition, the use made of such 
information or material.

SECTION 2 
SPECIFIC PROVISIONS 

TITLE 1 
mUTUaL aSSISTaNCE REGaRDING 
PROVISIONaL mEaSURES

Article 29  
Expedited preservation of stored computer 
data

1. A Party may request another Party to order or 
otherwise obtain the expeditious preservation 
of data stored by means of a computer system, 
located within the territory of that other Party 
and in respect of which the requesting Party in-
tends to submit a request for mutual assistance 
for the search or similar access, seizure or similar 
securing, or disclosure of the data.

2. A request for preservation made under para-
graph 1 shall specify:

a. the authority seeking the preservation;

b. the offence that is the subject of a criminal 
investigation or proceedings and a brief 
summary of the related facts;

c. the stored computer data to be preserved 
and its relationship to the offence;

d. any available information identifying the 
custodian of the stored computer data or 
the location of the computer system;

e. the necessity of the preservation; and

f. that the Party intends to submit a request for 
mutual assistance for the search or similar 
access, seizure or similar securing, or disclo-
sure of the stored computer data.

3. Upon receiving the request from another Party, 
the requested Party shall take all appropriate 
measures to preserve expeditiously the speci-
fied data in accordance with its domestic law. 
For the purposes of responding to a request, 
dual criminality shall not be required as a condi-
tion to providing such preservation. 

4. A Party that requires dual criminality as a condi-
tion for responding to a request for mutual as-
sistance for the search or similar access, seizure 
or similar securing, or disclosure of stored data 
may, in respect of offences other than those es-
tablished in accordance with Articles 2 through 
11 of this Convention, reserve the right to refuse 
the request for preservation under this article in 
cases where it has reasons to believe that at the 
time of disclosure the condition of dual crimi-
nality cannot be fulfilled. 

5. In addition, a request for preservation may only 
be refused if: 

a. the request concerns an offence which the 
requested Party considers a political offence 
or an offence connected with a political of-
fence, or 

b. the requested Party considers that execu-
tion of the request is likely to prejudice its 
sovereignty, security, ordre public or other 
essential interests.

6. Where the requested Party believes that pres-
ervation will not ensure the future availability 
of the data or will threaten the confidentiality 
of or otherwise prejudice the requesting Party’s 
investigation, it shall promptly so inform the 
requesting Party, which shall then determine 
whether the request should nevertheless be 
executed.

7. Any preservation effected in response to the 
request referred to in paragraph 1 shall be for 
a period not less than sixty days, in order to en-
able the requesting Party to submit a request 
for the search or similar access, seizure or similar 
securing, or disclosure of the data. Following 
the receipt of such a request, the data shall con-
tinue to be preserved pending a decision on 
that request.
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Article 30  
Expedited disclosure of preserved traffic data

1. Where, in the course of the execution of a re-
quest made pursuant to Article 29 to preserve 
traffic data concerning a specific communica-
tion, the requested Party discovers that a serv-
ice provider in another State was involved in 
the transmission of the communication, the 
requested Party shall expeditiously disclose to 
the requesting Party a sufficient amount of traf-
fic data to identify that service provider and the 
path through which the communication was 
transmitted.

2. Disclosure of traffic data under paragraph 1 may 
only be withheld if: 

a. the request concerns an offence which the 
requested Party considers a political offence 
or an offence connected with a political of-
fence; or

b. the requested Party considers that execu-
tion of the request is likely to prejudice its 
sovereignty, security, ordre public or other 
essential interests.

TITLE 2 
mUTUaL aSSISTaNCE REGaRDING 
INVESTIGaTIVE POwERS

Article 31 
Mutual assistance regarding accessing of 
stored computer data 

1. A Party may request another Party to search 
or similarly access, seize or similarly secure, 
and disclose data stored by means of a com-
puter system located within the territory of 
the requested Party, including data that has 
been preserved pursuant to Article 29. 
 
The requested Party shall respond to the 
request through the application of interna-
tional instruments, arrangements and laws 
referred to in Article 23, and in accordance 
with other relevant provisions of this chapter. 
 
The request shall be responded to on an expe-
dited basis where:

a. there are grounds to believe that relevant 
data is particularly vulnerable to loss or 
modification; or

b. the instruments, arrangements and laws re-
ferred to in paragraph 2 otherwise provide 
for expedited co-operation.

Article 32 
Trans-border access to stored computer data 
with consent or where publicly available

A Party may, without the authorisation of another 
Party:

a. access publicly available (open source) stored 
computer data, regardless of where the data is 
located geographically; or

b. access or receive, through a computer system 
in its territory, stored computer data located in 
another Party, if the Party obtains the lawful and 
voluntary consent of the person who has the 
lawful authority to disclose the data to the Party 
through that computer system.

Article 33  
Mutual assistance in the real-time collection of 
traffic data

1. The Parties shall provide mutual assistance to 
each other in the real-time collection of traffic 
data associated with specified communica-
tions in their territory transmitted by means of 
a computer system. Subject to the provisions of 
paragraph 2, this assistance shall be governed 
by the conditions and procedures provided for 
under domestic law.

2. Each Party shall provide such assistance at least 
with respect to criminal offences for which real-
time collection of traffic data would be available 
in a similar domestic case.

Article 34 
Mutual assistance regarding the interception of 
content data

The Parties shall provide mutual assistance to each 
other in the real-time collection or recording of con-
tent data of specified communications transmitted 
by means of a computer system to the extent per-
mitted under their applicable treaties and domestic 
laws. 

TITLE 3 
24/7 NETwORk

Article 35  
24/7 Network 

1. Each Party shall designate a point of contact 
available on a twenty-four hour, seven-day-a-
week basis, in order to ensure the provision of 
immediate assistance for the purpose of inves-
tigations or proceedings concerning criminal 
offences related to computer systems and data, 
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or for the collection of evidence in electronic 
form of a criminal offence. Such assistance shall 
include facilitating, or, if permitted by its domes-
tic law and practice, directly carrying out the fol-
lowing measures:

a. the provision of technical advice;

b. the preservation of data pursuant to Articles 
29 and 30; 

c. the collection of evidence, the provision of 
legal information, and locating of suspects.

2. 

a. A Party’s point of contact shall have the ca-
pacity to carry out communications with 
the point of contact of another Party on an 
expedited basis.

b. If the point of contact designated by a Party 
is not part of that Party’s authority or authori-
ties responsible for international mutual as-
sistance or extradition, the point of contact 
shall ensure that it is able to co-ordinate 
with such authority or authorities on an ex-
pedited basis.

3. Each Party shall ensure that trained and 
equipped personnel are available, in order to 
facilitate the operation of the network.

Chapter Iv 
fInal provIsIons

Article 36 
Signature and entry into force

1. This Convention shall be open for signature by 
the member States of the Council of Europe 
and by non-member States which have partici-
pated in its elaboration.  

2. This Convention is subject to ratification, ac-
ceptance or approval. Instruments of ratifica-
tion, acceptance or approval shall be deposited 
with the Secretary General of the Council of 
Europe.

3. This Convention shall enter into force on the 
first day of the month following the expira-
tion of a period of three months after the date 
on which five States, including at least three 
member States of the Council of Europe, have 
expressed their consent to be bound by the 
Convention in accordance with the provisions 
of paragraphs 1 and 2.

4. In respect of any signatory State which subse-
quently expresses its consent to be bound by 
it, the Convention shall enter into force on the 
first day of the month following the expiration 
of a period of three months after the date of the 
expression of its consent to be bound by the 
Convention in accordance with the provisions 
of paragraphs 1 and 2.

Article 37 
Accession to the Convention

1. After the entry into force of this Convention, 
the Committee of Ministers of the Council of 
Europe, after consulting with and obtaining the 
unanimous consent of the Contracting States 
to the Convention, may invite any State which 
is not a member of the Council and which has 
not participated in its elaboration to accede to 
this Convention. The decision shall be taken by 
the majority provided for in Article 20.d. of the 
Statute of the Council of Europe and by the 
unanimous vote of the representatives of the 
Contracting States entitled to sit on the Com-
mittee of Ministers.

2. In respect of any State acceding to the Conven-
tion under paragraph 1 above, the Convention 
shall enter into force on the first day of the 
month following the expiration of a period of 
three months after the date of deposit of the in-
strument of accession with the Secretary Gen-
eral of the Council of Europe.

Article 38  
Territorial application

1. Any State may, at the time of signature or when 
depositing its instrument of ratification, accept-
ance, approval or accession, specify the territory 
or territories to which this Convention shall ap-
ply.

2. Any State may, at any later date, by a declara-
tion addressed to the Secretary General of the 
Council of Europe, extend the application of 
this Convention to any other territory specified 
in the declaration.  In respect of such territory 
the Convention shall enter into force on the first 
day of the month following the expiration of a 
period of three months after the date of receipt 
of the declaration by the Secretary General.

3. Any declaration made under the two preced-
ing paragraphs may, in respect of any territory 
specified in such declaration, be withdrawn by a 
notification addressed to the Secretary General 
of the Council of Europe. The withdrawal shall 
become effective on the first day of the month 
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following the expiration of a period of three 
months after the date of receipt of such notifi-
cation by the Secretary General.

Article 39 
Effects of the Convention

1. The purpose of the present Convention is to 
supplement applicable multilateral or bilateral 
treaties or arrangements as between the Parties, 
including the provisions of:

• the European Convention on Extradition, 
opened for signature in Paris, on 13 De-
cember 1957 (ETS No. 24);

• the European Convention on Mutual As-
sistance in Criminal Matters, opened for 
signature in Strasbourg, on 20 April 1959 
(ETS No. 30); 

• the Additional Protocol to the European 
Convention on Mutual Assistance in 
Criminal Matters, opened for signature 
in Strasbourg, on 17 March 1978 (ETS No. 
99).

2. If two or more Parties have already concluded 
an agreement or treaty on the matters dealt 
with in this Convention or have otherwise es-
tablished their relations on such matters, or 
should they in future do so, they shall also be 
entitled to apply that agreement or treaty or to 
regulate those relations accordingly. However, 
where Parties establish their relations in respect 
of the matters dealt with in the present Conven-
tion other than as regulated therein, they shall 
do so in a manner that is not inconsistent with 
the Convention’s objectives and principles.

3. Nothing in this Convention shall affect other 
rights, restrictions, obligations and responsibili-
ties of a Party.

Article 40 
Declarations

By a written notification addressed to the Secretary 
General of the Council of Europe, any State may, at 
the time of signature or when depositing its instru-
ment of ratification, acceptance, approval or acces-
sion, declare that it avails itself of the possibility of 
requiring additional elements as provided for under 
Articles 2, 3, 6 paragraph 1.b, 7, 9 paragraph 3, and 
27, paragraph 9.e. 

Article 41 
Federal clause

1. A federal State may reserve the right to assume 

obligations under Chapter II of this Convention 
consistent with its fundamental principles gov-
erning the relationship between its central gov-
ernment and constituent States or other similar 
territorial entities provided that it is still able to 
co-operate under Chapter III.

2. When making a reservation under paragraph 1, 
a federal State may not apply the terms of such 
reservation to exclude or substantially diminish 
its obligations to provide for measures set forth 
in Chapter II. Overall, it shall provide for a broad 
and effective law enforcement capability with 
respect to those measures.

3. With regard to the provisions of this Conven-
tion, the application of which comes under the 
jurisdiction of constituent States or other similar 
territorial entities, that are not obliged by the 
constitutional system of the federation to take 
legislative measures, the federal government 
shall inform the competent authorities of such 
States of the said provisions with its favourable 
opinion, encouraging them to take appropriate 
action to give them effect. 

Article 42 
Reservations

By a written notification addressed to the Secretary 
General of the Council of Europe, any State may, at 
the time of signature or when depositing its instru-
ment of ratification, acceptance, approval or acces-
sion, declare that it avails itself of the reservation(s) 
provided for in Article 4, paragraph 2, Article 6, para-
graph 3, Article 9, paragraph 4, Article 10, paragraph 
3, Article 11, paragraph 3, Article 14, paragraph 3, 
Article 22, paragraph 2, Article 29, paragraph 4, and 
Article 41, paragraph 1. No other reservation may be 
made.

Article 43 
Status and withdrawal of reservations

1. A Party that has made a reservation in accord-
ance with Article 42 may wholly or partially with-
draw it by means of a notification addressed to 
the Secretary General of the Council of Europe. 
Such withdrawal shall take effect on the date 
of receipt of such notification by the Secretary 
General. If the notification states that the with-
drawal of a reservation is to take effect on a date 
specified therein, and such date is later than the 
date on which the notification is received by 
the Secretary General, the withdrawal shall take 
effect on such a later date.

2. A Party that has made a reservation as referred 
to in Article 42 shall withdraw such reservation, 
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in whole or in part, as soon as circumstances so 
permit.

3. The Secretary General of the Council of Europe 
may periodically enquire with Parties that have 
made one or more reservations as referred to in 
Article 42 as to the prospects for withdrawing 
such reservation(s).

Article 44 
Amendments

1. Amendments to this Convention may be pro-
posed by any Party, and shall be communicated 
by the Secretary General of the Council of Eu-
rope to the member States of the Council of 
Europe, to the non-member States which have 
participated in the elaboration of this Conven-
tion as well as to any State which has acceded 
to, or has been invited to accede to, this Con-
vention in accordance with the provisions of 
Article 37.

2. Any amendment proposed by a Party shall be 
communicated to the European Committee on 
Crime Problems (CDPC), which shall submit to 
the Committee of Ministers its opinion on that 
proposed amendment.

3. The Committee of Ministers shall consider the 
proposed amendment and the opinion sub-
mitted by the CDPC and, following consulta-
tion with the non-member States Parties to this 
Convention, may adopt the amendment.

4. The text of any amendment adopted by the 
Committee of Ministers in accordance with 
paragraph 3 of this article shall be forwarded to 
the Parties for acceptance.

5. Any amendment adopted in accordance with 
paragraph 3 of this article shall come into 
force on the thirtieth day after all Parties have 
informed the Secretary General of their accept-
ance thereof.

Article 45 
Settlement of disputes

1. The European Committee on Crime Problems 
(CDPC) shall be kept informed regarding the in-
terpretation and application of this Convention.

2. In case of a dispute between Parties as to the 
interpretation or application of this Conven-
tion, they shall seek a settlement of the dispute 
through negotiation or any other peaceful 
means of their choice, including submission of 
the dispute to the CDPC, to an arbitral tribunal 
whose decisions shall be binding upon the Par-

ties, or to the International Court of Justice, as 
agreed upon by the Parties concerned.

Article 46 
Consultations of the Parties

1. The Parties shall, as appropriate, consult periodi-
cally with a view to facilitating:

a. the effective use and implementation of this 
Convention, including the identification of 
any problems thereof, as well as the effects 
of any declaration or reservation made un-
der this Convention;

b. the exchange of information on significant 
legal, policy or technological developments 
pertaining to cybercrime and the collection 
of evidence in electronic form; 

c. consideration of possible supplementation 
or amendment of the Convention.

2. The European Committee on Crime Problems 
(CDPC) shall be kept periodically informed re-
garding the result of consultations referred to 
in paragraph 1.

3. The CDPC shall, as appropriate, facilitate the 
consultations referred to in paragraph 1 and 
take the measures necessary to assist the Par-
ties in their efforts to supplement or amend the 
Convention. At the latest three years after the 
present Convention enters into force, the Eu-
ropean Committee on Crime Problems (CDPC) 
shall, in co-operation with the Parties, conduct 
a review of all of the Convention’s provisions 
and, if necessary, recommend any appropriate 
amendments.

4. Except where assumed by the Council of Eu-
rope, expenses incurred in carrying out the pro-
visions of paragraph 1 shall be borne by the Par-
ties in the manner to be determined by them. 

5. The Parties shall be assisted by the Secretariat of 
the Council of Europe in carrying out their func-
tions pursuant to this article.

Article 47  
Denunciation

1. Any Party may, at any time, denounce this Con-
vention by means of a notification addressed to 
the Secretary General of the Council of Europe.

2. Such denunciation shall become effective on 
the first day of the month following the expira-
tion of a period of three months after the date 
of receipt of the notification by the Secretary 
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General.

Article 48  
Notification

The Secretary General of the Council of Europe shall 
notify the member States of the Council of Europe, 
the non-member States which have participated 
in the elaboration of this Convention as well as any 
State which has acceded to, or has been invited to 
accede to, this Convention of:

a. any signature;

b. the deposit of any instrument of ratification, ac-
ceptance, approval or accession;

c. any date of entry into force of this Convention 
in accordance with Articles 36 and 37;

d. any declaration made under Article 40 or reser-
vation made in accordance with Article 42;

e. any other act, notification or communication 
relating to this Convention.

In witness whereof the undersigned, being duly au-
thorised thereto, have signed this Convention.

Done at Budapest, this 23rd day of November 2001, 
in English and in French, both texts being equally 
authentic, in a single copy which shall be deposited 
in the archives of the Council of Europe. The Secre-
tary General of the Council of Europe shall transmit 
certified copies to each member State of the Coun-
cil of Europe, to the non-member States which have 
participated in the elaboration of this Convention, 
and to any State invited to accede to it.

Additional Protocol 
to the Convention on 
Cybercrime Concerning 
the Criminalisation of 
Acts of a Racist and 
Xenophobic Nature 
Committed through 
Computer Systems (2002)
The member states of the Council of Europe and 
the other States to the Convention on Cybercrime, 
opened for signature in Budapest on 23 November 
2001, signatory hereto;

Considering that the aim of the Council of Europe 
is to achieve a greater unity between its members;

recalling that all human beings are born free and 
equal in dignity and rights;

Stressing the need to secure a full and effective imp-
lementation of all human rights without any disc-
rimination or distinction, as enshrined in European 
and other international instruments;

Convinced that acts of a racist and xenophobic na-
ture constitute a violation of human rights and a th-
reat to the rule of law and democratic stability;

Considering that national and international law 
need to provide adequate legal responses to pro-
paganda of a racist and xenophobic nature through 
computer systems;

Aware of the fact that propaganda to such acts is of-
ten subject to criminalisation in national legislation;

Having regard to the Convention on Cybercrime, 
which provides for modern and flexible means of in-
ternational co-operation and convinced of the need 
to harmonise substantive law provisions concerning 
the fight against racist and xenophobic propagan-
da;

Aware that computer systems offer an unpreceden-
ted means of facilitating freedom of expression and 
communication around the globe;

recognising that freedom of expression constitutes 
one of the essential foundations of a democratic 
society, and is one of the basic conditions for its 
progress and for the development of every human 
being;

Concerned, however, by the risk of misuse or abuse 
of such computer systems to disseminate racist and 
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xenophobic propaganda;

Mindful of the need to ensure a proper balance be-
tween freedom of expression and an effective fight 
against acts of a racist and xenophobic nature;

recognising that this Protocol is not intended to 
affect established principles relating to freedom of 
expression in national legal systems;

Taking into account the relevant international legal 
instruments in this field, and in particular the Con-
vention for the Protection of Human rights and 
Fundamental Freedoms and its Protocol No. 12 
concerning the general prohibition of discrimina-
tion, the existing Council of Europe conventions on 
cooperation in the penal field, in particular the Con-
vention on Cybercrime, the United Nations Interna-
tional Convention on the Elimination of All Forms of 
racial Discrimination of 21 December 1965, the Eu-
ropean Union Joint Action of 15 July 1996 adopted 
by the Council on the basis of Article K.3 of the Trea-
ty on European Union, concerning action to combat 
racism and xenophobia;

Welcoming the recent developments which furt-
her advance international understanding and coo-
peration in combating cybercrime and racism and 
xenophobia;

Having regard to the Action Plan adopted by the 
Heads of State and Government of the Council of 
Europe on the occasion of their Second Summit 
(Strasbourg, 10-11 October 1997) to seek common 
responses to the developments of the new tech-
nologies based on the standards and values of the 
Council of Europe;

Have agreed as follows:

Chapter I 
CoMMon provIsIons

Article 1 
Purpose

The purpose of this Protocol is to supplement, as 
between the Parties to the Protocol, the provisions 
of the Convention on Cybercrime, opened for signa-
ture in Budapest on 23 November 2001 (hereinafter 
referred to as “the Convention”), as regards the crimi-
nalisation of acts of a racist and xenophobic nature 
committed through computer systems.

Article 2  
Definition

1. For the purposes of this Protocol, “racist and 

xenophobic material” means any written mate-
rial, any image or any other representation of 
ideas or theories, which advocates, promotes 
or incites hatred, discrimination or violence, 
against any individual or group of individuals, 
based on race, colour, descent or national or 
ethnic origin, as well as religion if used as a pre-
text for any of these factors.

2. The terms and expressions used in this Protocol 
shall be interpreted in the same manner as they 
are interpreted under the Convention.

Chapter II 
Measures to Be taken at 
natIonal level

Article 3  
Dissemination of racist and xenophobic 
material through computer systems

1. Each Party shall adopt such legislative and other 
measures as may be necessary to establish as 
criminal offences under its domestic law, when 
committed intentionally and without right, the 
following conduct:distributing, or otherwise 
making available, racist and xenophobic mate-
rial to the public through a computer system.

2. A Party may reserve the right not to attach crim-
inal liability to conduct as defined by paragraph 
1 of this article, where the material, as defined in 
Article 2, paragraph 1, advocates, promotes or 
incites discrimination that is not associated with 
hatred or violence, provided that other effective 
remedies are available.

3. Notwithstanding paragraph 2 of this article, 
a Party may reserve the right not to apply pa-
ragraph 1 to those cases of discrimination for 
which, due to established principles in its natio-
nal legal system concerning freedom of expres-
sion, it cannot provide for effective remedies as 
referred to in the said paragraph 2.

Article 4  
Racist and xenophobic motivated threat

Each Party shall adopt such legislative and other me-
asures as may be necessary to establish as criminal 
offences under its domestic law, when committed 
intentionally and without right, the following con-
duct:

threatening, through a computer system, with the 
commission of a serious criminal offence as defined 
under its domestic law, (i) persons for the reason 
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that they belong to a group, distinguished by race, 
colour, descent or national or ethnic origin, as well as 
religion, if used as a pretext for any of these factors, 
or (ii) a group of persons which is distinguished by 
any of these characteristics.

Article 5  
Racist and xenophobic motivated insult

1. Each Party shall adopt such legislative and other 
measures as may be necessary to establish as 
criminal offences under its domestic law, when 
committed intentionally and without right, the 
following conduct: insulting publicly, through a 
computer system, (i) persons for the reason that 
they belong to a group distinguished by race, 
colour, descent or national or ethnic origin, as 
well as religion, if used as a pretext for any of 
these factors; or (ii) a group of persons which 
is distinguished by any of these characteristics.

2. A Party may either:

a. require that the offence referred to in para-
graph 1 of this article has the effect that the 
person or group of persons referred to in 
paragraph 1 is exposed to hatred, contempt 
or ridicule; or

b. reserve the right not to apply, in whole or in 
part, paragraph 1 of this article.

Article 6  
Denial, gross minimisation, approval or 
justification of genocide or crimes against 
humanity

1. Each Party shall adopt such legislative measures 
as may be necessary to establish the following 
conduct as criminal offences under its domestic 
law, when committed intentionally and without 
right: distributing or otherwise making availab-
le, through a computer system to the public, 
material which denies, grossly minimises, ap-
proves or justifies acts constituting genocide or 
crimes against humanity, as defined by interna-
tional law and recognised as such by final and 
binding decisions of the International Military 
Tribunal, established by the London Agreement 
of 8 April 1945, or of any other international 
court established by relevant international inst-
ruments and whose jurisdiction is recognised 
by that Party.

2. A Party may either

a. require that the denial or the gross minimi-
sation referred to in paragraph 1 of this ar-
ticle is committed with the intent to incite 

hatred, discrimination or violence against 
any individual or group of individuals, based 
on race, colour, descent or national or ethnic 
origin, as well as religion if used as a pretext 
for any of these factors, or otherwise

b. reserve the right not to apply, in whole or in 
part, paragraph 1 of this article.

Article 7 
Aiding and abetting

1. Each Party shall adopt such legislative and other 
measures as may be necessary to establish as 
criminal offences under its domestic law, when 
committed intentionally and without right, aid-
ing or abetting the commission of any of the 
offences established in accordance with this 
Protocol, with intent that such offence be com-
mitted.

Chapter III 
relatIons Between the 
ConventIon and thIs 
protoCol

Article 8 
Relations between the Convention and this 
Protocol

1. Articles 1, 12, 13, 22, 41, 44, 45 and 46 of the 
Convention shall apply, mutatis mutandis, to this 
Protocol.

2. The Parties shall extend the scope of application 
of the measures defined in Articles 14 to 21 and 
Articles 23 to 35 of the Convention to Articles 2 
to 7 of this Protocol.

Chapter Iv 
fInal provIsIons

Article 9  
Expression of consent to be bound

1. This Protocol shall be open for signature by 
the States which have signed the Convention, 
which may express their consent to be bound 
by either:

a. signature without reservation as to ratifica-
tion, acceptance or approval; or
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b. signature subject to ratification, acceptance 
or approval, followed by ratification, accept-
ance or approval.

2. A State may not sign this Protocol without reser-
vation as to ratification, acceptance or approval, 
or deposit an instrument of ratification, accep-
tance or approval, unless it has already deposi-
ted or simultaneously deposits an instrument 
of ratification, acceptance or approval of the 
Convention.

3. The instruments of ratification, acceptance or 
approval shall be deposited with the Secretary 
General of the Council of Europe.

Article 10  
Entry into force

1. This Protocol shall enter into force on the first 
day of the month following the expiration of a 
period of three months after the date on which 
five States have expressed their consent to be 
bound by the Protocol, in accordance with the 
provisions of Article 9.

2. In respect of any State which subsequently 
expresses its consent to be bound by it, the Pro-
tocol shall enter into force on the first day of the 
month following the expiration of a period of 
three months after the date of its signature wit-
hout reservation as to ratification, acceptance or 
approval or deposit of its instrument of ratifica-
tion, acceptance or approval.

Article 11  
Accession

1. After the entry into force of this Protocol, any 
State which has acceded to the Convention 
may also accede to the Protocol.

2. Accession shall be effected by the deposit with 
the Secretary General of the Council of Europe 
of an instrument of accession which shall take 
effect on the first day of the month following 
the expiration of a period of three months after 
the date of its deposit.

Article 12 
Reservations and declarations

1. reservations and declarations made by a Party 
to a provision of the Convention shall be ap-
plicable also to this Protocol, unless that Party 
declares otherwise at the time of signature or 
when depositing its instrument of ratification, 
acceptance, approval or accession.

2. By a written notification addressed to the Secre-

tary General of the Council of Europe, any Party 
may, at the time of signature or when deposi-
ting its instrument of ratification, acceptance, 
approval or accession, declare that it avails itself 
of the reservation(s) provided for in Articles 3, 5 
and 6 of this Protocol. At the same time, a Party 
may avail itself, with respect to the provisions 
of this Protocol, of the reservation(s) provided 
for in Article 22, paragraph 2 and Article 41, 
paragraph 1, of the Convention, irrespective of 
the implementation made by that Party under 
the Convention. No other reservations may be 
made.

3. By a written notification addressed to the Secre-
tary General of the Council of Europe, any state 
may, at the time of signature or when deposi-
ting its instrument of ratification, acceptance, 
approval or accession, declare that it avails itself 
of the possibility of requiring additional ele-
ments as provided for in Article 5, paragraph 2.a 
and Article 6, paragraph 2.a of this Protocol.

Article 13 
Status and withdrawal of reservations

1. A Party that has made a reservation in accord-
ance with Article 12 above shall withdraw such 
reservation, in whole or in part, as soon as cir-
cumstances so permit. Such withdrawal shall 
take effect on the date of receipt of a notifica-
tion addressed to the Secretary General of the 
Council of Europe. If the notification states that 
the withdrawal of a reservation is to take effect 
on a date specified therein, and such date is lat-
er than the date on which the notification is re-
ceived by the Secretary General, the withdrawal 
shall take effect on such a later date.

2. The Secretary General of the Council of Europe 
may periodically enquire with Parties that have 
made one or more reservations in accordance 
with Article 12 as to the prospects for withd-
rawing such reservation(s).

Article 14 
Territorial application

1. Any Party may at the time of signature or when 
depositing its instrument of ratification, accept-
ance, approval or accession, specify the territory 
or territories to which this Protocol shall apply.

2. Any Party may, at any later date, by a declara-
tion addressed to the Secretary General of the 
Council of Europe, extend the application of 
this Protocol to any other territory specified in 
the declaration. In respect of such territory, the 
Protocol shall enter into force on the first day of 
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the month following the expiration of a period 
of three months after the date of receipt of the 
declaration by the Secretary General.

3. Any declaration made under the two prece-
ding paragraphs may, in respect of any territory 
specified in such declaration, be withdrawn by a 
notification addressed to the Secretary General 
of the Council of Europe. The withdrawal shall 
become effective on the first day of the month 
following the expiration of a period of three 
months after the date of receipt of such noti-
fication by the Secretary General.

Article 15  
Denunciation

1. Any Party may, at any time, denounce this Pro-
tocol by means of a notification addressed to 
the Secretary General of the Council of Europe.

2. Such denunciation shall become effective on 
the first day of the month following the expira-
tion of a period of three months after the date 
of receipt of the notification by the Secretary 
General.

Article 16 
Notification

The Secretary General of the Council of Europe shall 
notify the member States of the Council of Europe, 
the non-member States which have participated in 
the elaboration of this Protocol as well as any State 
which has acceded to, or has been invited to accede 
to, this Protocol of:

a. any signature;

b. the deposit of any instrument of ratification, ac-
ceptance, approval or accession;

c. any date of entry into force of this Protocol in 
accordance with Articles 9, 10 and 11;

d. any other act, notification or communication 
relating to this Protocol.

In witness whereof the undersigned, being duly aut-
horised thereto, have signed this Protocol.
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Directive 95/46/EC of 
the European Parliament 
and of the Council of 
24 October 1995 on the 
Protection of Individuals 
with regard to the 
Processing of Personal 
Data and on the Free 
Movement of such data
THE EUrOPEAN PArLIAMENT AND THE COUNCIL OF 
THE EUrOPEAN UNION, data & privacy

Having regard to the Treaty establishing the Euro-
pean Community, and in particular Article 100a 
thereof,

Having regard to the proposal from the Commission 
(1),

Having regard to the opinion of the Economic and 
Social Committee (2),

Acting in accordance with the procedure referred to 
in Article 189b of the Treaty (3),

(1) Whereas the objectives of the Community, as 
laid down in the Treaty, as amended by the 
Treaty on European Union, include creating an 
ever closer union among the peoples of Europe, 
fostering closer relations between the States 
belonging to the Community, ensuring eco-
nomic and social progress by common action 
to eliminate the barriers which divide Europe, 
encouraging the constant improvement of the 
living conditions of its peoples, preserving and 
strengthening peace and liberty and promot-
ing democracy on the basis of the fundamental 
rights recognized in the constitution and laws 
of the Member States and in the European Con-
vention for the Protection of Human rights and 
Fundamental Freedoms;

(2) Whereas data-processing systems are designed 
to serve man; whereas they must, whatever the 
nationality or residence of natural persons, re-
spect their fundamental rights and freedoms, 
notably the right to privacy, and contribute to 
economic and social progress, trade expansion 
and the well-being of individuals;

(3) Whereas the establishment and functioning of 

an internal market in which, in accordance with 
Article 7a of the Treaty, the free movement of 
goods, persons, services and capital is ensured 
require not only that personal data should be 
able to flow freely from one Member State to 
another, but also that the fundamental rights of 
individuals should be safeguarded;

(4) Whereas increasingly frequent recourse is be-
ing had in the Community to the processing 
of personal data in the various spheres of eco-
nomic and social activity; whereas the progress 
made in information technology is making the 
processing and exchange of such data consid-
erably easier;

(5) Whereas the economic and social integration 
resulting from the establishment and function-
ing of the internal market within the meaning 
of Article 7a of the Treaty will necessarily lead 
to a substantial increase in cross-border flows 
of personal data between all those involved in 
a private or public capacity in economic and 
social activity in the Member States; whereas 
the exchange of personal data between un-
dertakings in different Member States is set to 
increase; whereas the national authorities in the 
various Member States are being called upon 
by virtue of Community law to collaborate and 
exchange personal data so as to be able to per-
form their duties or carry out tasks on behalf of 
an authority in another Member State within 
the context of the area without internal frontiers 
as constituted by the internal market;

(6) Whereas, furthermore, the increase in scientific 
and technical cooperation and the coordinated 
introduction of new telecommunications net-
works in the Community necessitate and facili-
tate cross-border flows of personal data;

(7) Whereas the difference in levels of protection of 
the rights and freedoms of individuals, notably 
the right to privacy, with regard to the process-
ing of personal data afforded in the Member 
States may prevent the transmission of such 
data from the territory of one Member State to 
that of another Member State; whereas this dif-
ference may therefore constitute an obstacle to 
the pursuit of a number of economic activities 
at Community level, distort competition and 
impede authorities in the discharge of their re-
sponsibilities under Community law; whereas 
this difference in levels of protection is due to 
the existence of a wide variety of national laws, 
regulations and administrative provisions;

(8) Whereas, in order to remove the obstacles to 
flows of personal data, the level of protection 
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of the rights and freedoms of individuals with 
regard to the processing of such data must be 
equivalent in all Member States; whereas this 
objective is vital to the internal market but can-
not be achieved by the Member States alone, 
especially in view of the scale of the divergenc-
es which currently exist between the relevant 
laws in the Member States and the need to 
coordinate the laws of the Member States so as 
to ensure that the cross-border flow of personal 
data is regulated in a consistent manner that 
is in keeping with the objective of the internal 
market as provided for in Article 7a of the Treaty; 
whereas Community action to approximate 
those laws is therefore needed;

(9) Whereas, given the equivalent protection re-
sulting from the approximation of national laws, 
the Member States will no longer be able to 
inhibit the free movement between them of 
personal data on grounds relating to protection 
of the rights and freedoms of individuals, and in 
particular the right to privacy; whereas Mem-
ber States will be left a margin for manoeuvre, 
which may, in the context of implementation of 
the Directive, also be exercised by the business 
and social partners; whereas Member States will 
therefore be able to specify in their national law 
the general conditions governing the lawful-
ness of data processing; whereas in doing so 
the Member States shall strive to improve the 
protection currently provided by their legisla-
tion; whereas, within the limits of this margin for 
manoeuvre and in accordance with Communi-
ty law, disparities could arise in the implementa-
tion of the Directive, and this could have an ef-
fect on the movement of data within a Member 
State as well as within the Community;

(10) Whereas the object of the national laws on the 
processing of personal data is to protect funda-
mental rights and freedoms, notably the right to 
privacy, which is recognized both in Article 8 of 
the European Convention for the Protection of 
Human rights and Fundamental Freedoms and 
in the general principles of Community law; 
whereas, for that reason, the approximation of 
those laws must not result in any lessening of 
the protection they afford but must, on the con-
trary, seek to ensure a high level of protection in 
the Community;

(11) Whereas the principles of the protection of the 
rights and freedoms of individuals, notably the 
right to privacy, which are contained in this 
Directive, give substance to and amplify those 
contained in the Council of Europe Convention 
of 28 January 1981 for the Protection of Indi-

viduals with regard to Automatic Processing of 
Personal Data;

(12) Whereas the protection principles must ap-
ply to all processing of personal data by any 
person whose activities are governed by Com-
munity law; whereas there should be excluded 
the processing of data carried out by a natural 
person in the exercise of activities which are 
exclusively personal or domestic, such as cor-
respondence and the holding of records of ad-
dresses;

(13) Whereas the acitivities referred to in Titles v and 
vI of the Treaty on European Union regarding 
public safety, defence, State security or the aci-
tivities of the State in the area of criminal laws 
fall outside the scope of Community law, with-
out prejudice to the obligations incumbent 
upon Member States under Article 56 (2), Article 
57 or Article 100a of the Treaty establishing the 
European Community; whereas the processing 
of personal data that is necessary to safeguard 
the economic well-being of the State does not 
fall within the scope of this Directive where such 
processing relates to State security matters;

(14) Whereas, given the importance of the devel-
opments under way, in the framework of the 
information society, of the techniques used to 
capture, transmit, manipulate, record, store or 
communicate sound and image data relating 
to natural persons, this Directive should be ap-
plicable to processing involving such data;

(15) Whereas the processing of such data is covered 
by this Directive only if it is automated or if the 
data processed are contained or are intended 
to be contained in a filing system structured ac-
cording to specific criteria relating to individu-
als, so as to permit easy access to the personal 
data in question;

(16) Whereas the processing of sound and image 
data, such as in cases of video surveillance, does 
not come within the scope of this Directive if it 
is carried out for the purposes of public secu-
rity, defence, national security or in the course 
of State activities relating to the area of criminal 
law or of other activities which do not come 
within the scope of Community law;

(17) Whereas, as far as the processing of sound and 
image data carried out for purposes of journal-
ism or the purposes of literary or artistic expres-
sion is concerned, in particular in the audio-
visual field, the principles of the Directive are to 
apply in a restricted manner according to the 
provisions laid down in Article 9;
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(18) Whereas, in order to ensure that individuals are 
not deprived of the protection to which they 
are entitled under this Directive, any processing 
of personal data in the Community must be car-
ried out in accordance with the law of one of 
the Member States; whereas, in this connection, 
processing carried out under the responsibility 
of a controller who is established in a Member 
State should be governed by the law of that 
State;

(19) Whereas establishment on the territory of a 
Member State implies the effective and real ex-
ercise of activity through stable arrangements; 
whereas the legal form of such an establish-
ment, whether simply branch or a subsidiary 
with a legal personality, is not the determining 
factor in this respect; whereas, when a single 
controller is established on the territory of sever-
al Member States, particularly by means of sub-
sidiaries, he must ensure, in order to avoid any 
circumvention of national rules, that each of the 
establishments fulfils the obligations imposed 
by the national law applicable to its activities;

(20) Whereas the fact that the processing of data is 
carried out by a person established in a third 
country must not stand in the way of the pro-
tection of individuals provided for in this Di-
rective; whereas in these cases, the processing 
should be governed by the law of the Member 
State in which the means used are located, and 
there should be guarantees to ensure that the 
rights and obligations provided for in this Direc-
tive are respected in practice;

(21) Whereas this Directive is without prejudice to 
the rules of territoriality applicable in criminal 
matters;

(22) Whereas Member States shall more precisely 
define in the laws they enact or when bring-
ing into force the measures taken under this 
Directive the general circumstances in which 
processing is lawful; whereas in particular Arti-
cle 5, in conjunction with Articles 7 and 8, allows 
Member States, independently of general rules, 
to provide for special processing conditions for 
specific sectors and for the various categories of 
data covered by Article 8;

(23) Whereas Member States are empowered to 
ensure the implementation of the protection 
of individuals both by means of a general law 
on the protection of individuals as regards the 
processing of personal data and by sectorial 
laws such as those relating, for example, to sta-
tistical institutes;

(24) Whereas the legislation concerning the protec-
tion of legal persons with regard to the process-
ing data which concerns them is not affected 
by this Directive;

(25) Whereas the principles of protection must be 
reflected, on the one hand, in the obligations 
imposed on persons, public authorities, enter-
prises, agencies or other bodies responsible for 
processing, in particular regarding data quality, 
technical security, notification to the supervi-
sory authority, and the circumstances under 
which processing can be carried out, and, on 
the other hand, in the right conferred on in-
dividuals, the data on whom are the subject 
of processing, to be informed that processing 
is taking place, to consult the data, to request 
corrections and even to object to processing in 
certain circumstances;

(26) Whereas the principles of protection must ap-
ply to any information concerning an identified 
or identifiable person; whereas, to determine 
whether a person is identifiable, account should 
be taken of all the means likely reasonably to be 
used either by the controller or by any other 
person to identify the said person; whereas the 
principles of protection shall not apply to data 
rendered anonymous in such a way that the 
data subject is no longer identifiable; whereas 
codes of conduct within the meaning of Article 
27 may be a useful instrument for providing 
guidance as to the ways in which data may be 
rendered anonymous and retained in a form in 
which identification of the data subject is no 
longer possible;

(27) Whereas the protection of individuals must ap-
ply as much to automatic processing of data 
as to manual processing; whereas the scope 
of this protection must not in effect depend 
on the techniques used, otherwise this would 
create a serious risk of circumvention; whereas, 
nonetheless, as regards manual processing, this 
Directive covers only filing systems, not unstruc-
tured files; whereas, in particular, the content of 
a filing system must be structured according to 
specific criteria relating to individuals allowing 
easy access to the personal data; whereas, in 
line with the definition in Article 2 (c), the differ-
ent criteria for determining the constituents of 
a structured set of personal data, and the differ-
ent criteria governing access to such a set, may 
be laid down by each Member State; whereas 
files or sets of files as well as their cover pages, 
which are not structured according to specific 
criteria, shall under no circumstances fall within 
the scope of this Directive;
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(28) Whereas any processing of personal data must 
be lawful and fair to the individuals concerned; 
whereas, in particular, the data must be ad-
equate, relevant and not excessive in relation 
to the purposes for which they are processed; 
whereas such purposes must be explicit and 
legitimate and must be determined at the time 
of collection of the data; whereas the purposes 
of processing further to collection shall not be 
incompatible with the purposes as they were 
originally specified;

(29) Whereas the further processing of personal data 
for historical, statistical or scientific purposes is 
not generally to be considered incompatible 
with the purposes for which the data have pre-
viously been collected provided that Member 
States furnish suitable safeguards; whereas 
these safeguards must in particular rule out the 
use of the data in support of measures or deci-
sions regarding any particular individual;

(30) Whereas, in order to be lawful, the processing 
of personal data must in addition be carried 
out with the consent of the data subject or be 
necessary for the conclusion or performance of 
a contract binding on the data subject, or as a 
legal requirement, or for the performance of a 
task carried out in the public interest or in the 
exercise of official authority, or in the legitimate 
interests of a natural or legal person, provided 
that the interests or the rights and freedoms of 
the data subject are not overriding; whereas, in 
particular, in order to maintain a balance be-
tween the interests involved while guarantee-
ing effective competition, Member States may 
determine the circumstances in which personal 
data may be used or disclosed to a third party 
in the context of the legitimate ordinary busi-
ness activities of companies and other bodies; 
whereas Member States may similarly specify 
the conditions under which personal data may 
be disclosed to a third party for the purposes of 
marketing whether carried out commercially or 
by a charitable organization or by any other as-
sociation or foundation, of a political nature for 
example, subject to the provisions allowing a 
data subject to object to the processing of data 
regarding him, at no cost and without having to 
state his reasons;

(31) Whereas the processing of personal data must 
equally be regarded as lawful where it is carried 
out in order to protect an interest which is es-
sential for the data subject’s life;

(32) Whereas it is for national legislation to deter-
mine whether the controller performing a task 

carried out in the public interest or in the exer-
cise of official authority should be a public ad-
ministration or another natural or legal person 
governed by public law, or by private law such 
as a professional association;

(33) Whereas data which are capable by their nature 
of infringing fundamental freedoms or privacy 
should not be processed unless the data sub-
ject gives his explicit consent; whereas, how-
ever, derogations from this prohibition must 
be explicitly provided for in respect of specific 
needs, in particular where the processing of 
these data is carried out for certain health-relat-
ed purposes by persons subject to a legal obli-
gation of professional secrecy or in the course 
of legitimate activities by certain associations or 
foundations the purpose of which is to permit 
the exercise of fundamental freedoms;

(34) Whereas Member States must also be author-
ized, when justified by grounds of important 
public interest, to derogate from the prohibi-
tion on processing sensitive categories of data 
where important reasons of public interest so 
justify in areas such as public health and so-
cial protection - especially in order to ensure 
the quality and cost-effectiveness of the pro-
cedures used for settling claims for benefits 
and services in the health insurance system 
- scientific research and government statistics; 
whereas it is incumbent on them, however, to 
provide specific and suitable safeguards so as to 
protect the fundamental rights and the privacy 
of individuals;

(35) Whereas, moreover, the processing of personal 
data by official authorities for achieving aims, 
laid down in constitutional law or international 
public law, of officially recognized religious as-
sociations is carried out on important grounds 
of public interest;

(36) Whereas where, in the course of electoral ac-
tivities, the operation of the democratic system 
requires in certain Member States that political 
parties compile data on people’s political opin-
ion, the processing of such data may be per-
mitted for reasons of important public interest, 
provided that appropriate safeguards are estab-
lished;

(37) Whereas the processing of personal data for 
purposes of journalism or for purposes of lit-
erary of artistic expression, in particular in the 
audiovisual field, should qualify for exemption 
from the requirements of certain provisions 
of this Directive in so far as this is necessary to 
reconcile the fundamental rights of individuals 
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with freedom of information and notably the 
right to receive and impart information, as guar-
anteed in particular in Article 10 of the European 
Convention for the Protection of Human rights 
and Fundamental Freedoms; whereas Member 
States should therefore lay down exemptions 
and derogations necessary for the purpose of 
balance between fundamental rights as re-
gards general measures on the legitimacy of 
data processing, measures on the transfer of 
data to third countries and the power of the 
supervisory authority; whereas this should not, 
however, lead Member States to lay down ex-
emptions from the measures to ensure security 
of processing; whereas at least the supervisory 
authority responsible for this sector should also 
be provided with certain ex-post powers, e.g. 
to publish a regular report or to refer matters to 
the judicial authorities

(38) Whereas, if the processing of data is to be fair, 
the data subject must be in a position to learn 
of the existence of a processing operation and, 
where data are collected from him, must be 
given accurate and full information, bearing in 
mind the circumstances of the collection;

(39) Whereas certain processing operations involve 
data which the controller has not collected di-
rectly from the data subject; whereas, further-
more, data can be legitimately disclosed to a 
third party, even if the disclosure was not antici-
pated at the time the data were collected from 
the data subject; whereas, in all these cases, the 
data subject should be informed when the data 
are recorded or at the latest when the data are 
first disclosed to a third party;

(40) Whereas, however, it is not necessary to impose 
this obligation of the data subject already has 
the information; whereas, moreover, there will 
be no such obligation if the recording or dis-
closure are expressly provided for by law or if 
the provision of information to the data subject 
proves impossible or would involve dispropor-
tionate efforts, which could be the case where 
processing is for historical, statistical or scientific 
purposes; whereas, in this regard, the number of 
data subjects, the age of the data, and any com-
pensatory measures adopted may be taken into 
consideration;

(41) Whereas any person must be able to exercise 
the right of access to data relating to him which 
are being processed, in order to verify in par-
ticular the accuracy of the data and the lawful-
ness of the processing; whereas, for the same 
reasons, every data subject must also have the 

right to know the logic involved in the automat-
ic processing of data concerning him, at least in 
the case of the automated decisions referred to 
in Article 15 (1); whereas this right must not ad-
versely affect trade secrets or intellectual prop-
erty and in particular the copyright protecting 
the software; whereas these considerations 
must not, however, result in the data subject 
being refused all information;

(42) Whereas Member States may, in the interest of 
the data subject or so as to protect the rights 
and freedoms of others, restrict rights of access 
and information; whereas they may, for exam-
ple, specify that access to medical data may be 
obtained only through a health professional;

(43) Whereas restrictions on the rights of access and 
information and on certain obligations of the 
controller may similarly be imposed by Member 
States in so far as they are necessary to safe-
guard, for example, national security, defence, 
public safety, or important economic or finan-
cial interests of a Member State or the Union, as 
well as criminal investigations and prosecutions 
and action in respect of breaches of ethics in 
the regulated professions; whereas the list of 
exceptions and limitations should include the 
tasks of monitoring, inspection or regulation 
necessary in the three last-mentioned areas 
concerning public security, economic or finan-
cial interests and crime prevention; whereas the 
listing of tasks in these three areas does not af-
fect the legitimacy of exceptions or restrictions 
for reasons of State security or defence;

(44) Whereas Member States may also be led, by 
virtue of the provisions of Community law, to 
derogate from the provisions of this Directive 
concerning the right of access, the obligation 
to inform individuals, and the quality of data, in 
order to secure certain of the purposes referred 
to above;

(45) Whereas, in cases where data might lawfully be 
processed on grounds of public interest, official 
authority or the legitimate interests of a natural 
or legal person, any data subject should never-
theless be entitled, on legitimate and compel-
ling grounds relating to his particular situation, 
to object to the processing of any data relating 
to himself; whereas Member States may nev-
ertheless lay down national provisions to the 
contrary;

(46) Whereas the protection of the rights and 
freedoms of data subjects with regard to the 
processing of personal data requires that ap-
propriate technical and organizational meas-
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ures be taken, both at the time of the design 
of the processing system and at the time of the 
processing itself, particularly in order to main-
tain security and thereby to prevent any unau-
thorized processing; whereas it is incumbent 
on the Member States to ensure that controllers 
comply with these measures; whereas these 
measures must ensure an appropriate level of 
security, taking into account the state of the art 
and the costs of their implementation in rela-
tion to the risks inherent in the processing and 
the nature of the data to be protected;

(47) Whereas where a message containing personal 
data is transmitted by means of a telecommuni-
cations or electronic mail service, the sole pur-
pose of which is the transmission of such mes-
sages, the controller in respect of the personal 
data contained in the message will normally 
be considered to be the person from whom 
the message originates, rather than the person 
offering the transmission services; whereas, 
nevertheless, those offering such services will 
normally be considered controllers in respect of 
the processing of the additional personal data 
necessary for the operation of the service;

(48) Whereas the procedures for notifying the su-
pervisory authority are designed to ensure dis-
closure of the purposes and main features of 
any processing operation for the purpose of 
verification that the operation is in accordance 
with the national measures taken under this Di-
rective;

(49) Whereas, in order to avoid unsuitable adminis-
trative formalities, exemptions from the obliga-
tion to notify and simplification of the notifica-
tion required may be provided for by Member 
States in cases where processing is unlikely ad-
versely to affect the rights and freedoms of data 
subjects, provided that it is in accordance with 
a measure taken by a Member State specifying 
its limits; whereas exemption or simplification 
may similarly be provided for by Member States 
where a person appointed by the controller en-
sures that the processing carried out is not likely 
adversely to affect the rights and freedoms of 
data subjects; whereas such a data protection 
official, whether or not an employee of the con-
troller, must be in a position to exercise his func-
tions in complete independence;

(50) Whereas exemption or simplification could be 
provided for in cases of processing operations 
whose sole purpose is the keeping of a register 
intended, according to national law, to provide 
information to the public and open to consulta-

tion by the public or by any person demonstrat-
ing a legitimate interest;

(51) Whereas, nevertheless, simplification or exemp-
tion from the obligation to notify shall not re-
lease the controller from any of the other obli-
gations resulting from this Directive;

(52) Whereas, in this context, ex post facto verifica-
tion by the competent authorities must in gen-
eral be considered a sufficient measure;

(53) Whereas, however, certain processing opera-
tion are likely to pose specific risks to the rights 
and freedoms of data subjects by virtue of their 
nature, their scope or their purposes, such as 
that of excluding individuals from a right, ben-
efit or a contract, or by virtue of the specific use 
of new technologies; whereas it is for Member 
States, if they so wish, to specify such risks in 
their legislation;

(54) Whereas with regard to all the processing un-
dertaken in society, the amount posing such 
specific risks should be very limited; whereas 
Member States must provide that the super-
visory authority, or the data protection official 
in cooperation with the authority, check such 
processing prior to it being carried out; whereas 
following this prior check, the supervisory au-
thority may, according to its national law, give 
an opinion or an authorization regarding the 
processing; whereas such checking may equally 
take place in the course of the preparation ei-
ther of a measure of the national parliament or 
of a measure based on such a legislative meas-
ure, which defines the nature of the processing 
and lays down appropriate safeguards;

(55) Whereas, if the controller fails to respect the 
rights of data subjects, national legislation must 
provide for a judicial remedy; whereas any dam-
age which a person may suffer as a result of 
unlawful processing must be compensated for 
by the controller, who may be exempted from 
liability if he proves that he is not responsible 
for the damage, in particular in cases where he 
establishes fault on the part of the data subject 
or in case of force majeure; whereas sanctions 
must be imposed on any person, whether gov-
erned by private of public law, who fails to com-
ply with the national measures taken under this 
Directive;

(56) Whereas cross-border flows of personal data 
are necessary to the expansion of international 
trade; whereas the protection of individuals 
guaranteed in the Community by this Direc-
tive does not stand in the way of transfers of 
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personal data to third countries which ensure 
an adequate level of protection; whereas the 
adequacy of the level of protection afforded by 
a third country must be assessed in the light of 
all the circumstances surrounding the transfer 
operation or set of transfer operations;

(57) Whereas, on the other hand, the transfer of per-
sonal data to a third country which does not 
ensure an adequate level of protection must be 
prohibited;

(58) Whereas provisions should be made for exemp-
tions from this prohibition in certain circum-
stances where the data subject has given his 
consent, where the transfer is necessary in rela-
tion to a contract or a legal claim, where protec-
tion of an important public interest so requires, 
for example in cases of international transfers 
of data between tax or customs administra-
tions or between services competent for social 
security matters, or where the transfer is made 
from a register established by law and intended 
for consultation by the public or persons hav-
ing a legitimate interest; whereas in this case 
such a transfer should not involve the entirety 
of the data or entire categories of the data con-
tained in the register and, when the register is 
intended for consultation by persons having a 
legitimate interest, the transfer should be made 
only at the request of those persons or if they 
are to be the recipients;

(59) Whereas particular measures may be taken to 
compensate for the lack of protection in a third 
country in cases where the controller offers ap-
propriate safeguards; whereas, moreover, provi-
sion must be made for procedures for negotia-
tions between the Community and such third 
countries;

(60) Whereas, in any event, transfers to third coun-
tries may be effected only in full compliance 
with the provisions adopted by the Member 
States pursuant to this Directive, and in particu-
lar Article 8 thereof;

(61) Whereas Member States and the Commission, 
in their respective spheres of competence, 
must encourage the trade associations and 
other representative organizations concerned 
to draw up codes of conduct so as to facilitate 
the application of this Directive, taking account 
of the specific characteristics of the processing 
carried out in certain sectors, and respecting 
the national provisions adopted for its imple-
mentation;

(62) Whereas the establishment in Member States 

of supervisory authorities, exercising their func-
tions with complete independence, is an essen-
tial component of the protection of individuals 
with regard to the processing of personal data;

(63) Whereas such authorities must have the neces-
sary means to perform their duties, including 
powers of investigation and intervention, par-
ticularly in cases of complaints from individuals, 
and powers to engage in legal proceedings; 
whereas such authorities must help to ensure 
transparency of processing in the Member 
States within whose jurisdiction they fall;

(64) Whereas the authorities in the different Mem-
ber States will need to assist one another in 
performing their duties so as to ensure that 
the rules of protection are properly respected 
throughout the European Union;

(65) Whereas, at Community level, a Working Party 
on the Protection of Individuals with regard 
to the Processing of Personal Data must be 
set up and be completely independent in the 
performance of its functions; whereas, having 
regard to its specific nature, it must advise the 
Commission and, in particular, contribute to the 
uniform application of the national rules adopt-
ed pursuant to this Directive;

(66) Whereas, with regard to the transfer of data to 
third countries, the application of this Directive 
calls for the conferment of powers of imple-
mentation on the Commission and the estab-
lishment of a procedure as laid down in Council 
Decision 87/373/EEC (1);

(67) Whereas an agreement on a modus vivendi 
between the European Parliament, the Council 
and the Commission concerning the imple-
menting measures for acts adopted in accord-
ance with the procedure laid down in Article 
189b of the EC Treaty was reached on 20 De-
cember 1994;

(68) Whereas the principles set out in this Direc-
tive regarding the protection of the rights and 
freedoms of individuals, notably their right to 
privacy, with regard to the processing of per-
sonal data may be supplemented or clarified, in 
particular as far as certain sectors are concerned, 
by specific rules based on those principles;

(69) Whereas Member States should be allowed a 
period of not more than three years from the 
entry into force of the national measures trans-
posing this Directive in which to apply such 
new national rules progressively to all process-
ing operations already under way; whereas, in 
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order to facilitate their cost-effective implemen-
tation, a further period expiring 12 years after 
the date on which this Directive is adopted 
will be allowed to Member States to ensure 
the conformity of existing manual filing sys-
tems with certain of the Directive’s provisions; 
whereas, where data contained in such filing 
systems are manually processed during this 
extended transition period, those systems must 
be brought into conformity with these provi-
sions at the time of such processing;

(70) Whereas it is not necessary for the data subject 
to give his consent again so as to allow the con-
troller to continue to process, after the national 
provisions taken pursuant to this Directive enter 
into force, any sensitive data necessary for the 
performance of a contract concluded on the 
basis of free and informed consent before the 
entry into force of these provisions;

(71) Whereas this Directive does not stand in the 
way of a Member State’s regulating marketing 
activities aimed at consumers residing in territo-
ry in so far as such regulation does not concern 
the protection of individuals with regard to the 
processing of personal data;

(72) Whereas this Directive allows the principle of 
public access to official documents to be taken 
into account when implementing the princi-
ples set out in this Directive,

HAvE ADOPTED THIS DIrECTIvE:

Chapter I  
General provIsIons 

Article 1  
Object of the Directive

1. In accordance with this Directive, Member 
States shall protect the fundamental rights 
and freedoms of natural persons, and in par-
ticular their right to privacy with respect to the 
processing of personal data.

2. Member States shall neither restrict nor prohibit 
the free flow of personal data between Member 
States for reasons connected with the protec-
tion afforded under paragraph 1.

Article 2  
Definitions

For the purposes of this Directive:

(a) ‘personal data’ shall mean any information re-
lating to an identified or identifiable natural 
person (‘data subject’); an identifiable person is 
one who can be identified, directly or indirectly, 
in particular by reference to an identification 
number or to one or more factors specific to 
his physical, physiological, mental, economic, 
cultural or social identity;

(b) ‘processing of personal data’ (‘processing’) shall 
mean any operation or set of operations which 
is performed upon personal data, whether or 
not by automatic means, such as collection, 
recording, organization, storage, adaptation or 
alteration, retrieval, consultation, use, disclosure 
by transmission, dissemination or otherwise 
making available, alignment or combination, 
blocking, erasure or destruction;

(c) ‘personal data filing system’ (‘filing system’) shall 
mean any structured set of personal data which 
are accessible according to specific criteria, 
whether centralized, decentralized or dispersed 
on a functional or geographical basis;

(d) ‘controller’ shall mean the natural or legal per-
son, public authority, agency or any other body 
which alone or jointly with others determines 
the purposes and means of the processing of 
personal data; where the purposes and means 
of processing are determined by national or 
Community laws or regulations, the controller 
or the specific criteria for his nomination may 
be designated by national or Community law;

(e) ‘processor’ shall mean a natural or legal person, 
public authority, agency or any other body 
which processes personal data on behalf of the 
controller;

(f ) ‘third party’ shall mean any natural or legal per-
son, public authority, agency or any other body 
other than the data subject, the controller, the 
processor and the persons who, under the di-
rect authority of the controller or the processor, 
are authorized to process the data;

(g) ‘recipient’ shall mean a natural or legal person, 
public authority, agency or any other body to 
whom data are disclosed, whether a third party 
or not; however, authorities which may receive 
data in the framework of a particular inquiry 
shall not be regarded as recipients;

(h) ‘the data subject’s consent’ shall mean any 
freely given specific and informed indication of 
his wishes by which the data subject signifies 
his agreement to personal data relating to him 
being processed.
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Article 3  
Scope

1. This Directive shall apply to the processing of 
personal data wholly or partly by automatic 
means, and to the processing otherwise than 
by automatic means of personal data which 
form part of a filing system or are intended to 
form part of a filing system.

2. This Directive shall not apply to the processing 
of personal data:

• in the course of an activity which falls out-
side the scope of Community law, such 
as those provided for by Titles v and vI of 
the Treaty on European Union and in any 
case to processing operations concern-
ing public security, defence, State securi-
ty (including the economic well-being of 
the State when the processing operation 
relates to State security matters) and the 
activities of the State in areas of criminal 
law,

• by a natural person in the course of a 
purely personal or household activity.

Article 4  
National law applicable

1. Each Member State shall apply the national pro-
visions it adopts pursuant to this Directive to the 
processing of personal data where:

(a) the processing is carried out in the context 
of the activities of an establishment of the 
controller on the territory of the Member 
State; when the same controller is estab-
lished on the territory of several Member 
States, he must take the necessary measures 
to ensure that each of these establishments 
complies with the obligations laid down by 
the national law applicable;

(b) the controller is not established on the 
Member State’s territory, but in a place 
where its national law applies by virtue of 
international public law;

(c) the controller is not established on Commu-
nity territory and, for purposes of processing 
personal data makes use of equipment, au-
tomated or otherwise, situated on the terri-
tory of the said Member State, unless such 
equipment is used only for purposes of tran-
sit through the territory of the Community.

2. In the circumstances referred to in paragraph 1 
(c), the controller must designate a representa-

tive established in the territory of that Member 
State, without prejudice to legal actions which 
could be initiated against the controller himself.

Chapter II  
General rules on the 
lawfulness of the 
proCessInG of personal 
data 

Article 5 

Member States shall, within the limits of the provi-
sions of this Chapter, determine more precisely the 
conditions under which the processing of personal 
data is lawful.

SECTION I 
PRINCIPLES RELaTING TO DaTa qUaLITY

Article 6 

1. Member States shall provide that personal data 
must be:

(a) processed fairly and lawfully;

(b) collected for specified, explicit and legiti-
mate purposes and not further processed 
in a way incompatible with those purposes. 
Further processing of data for historical, 
statistical or scientific purposes shall not be 
considered as incompatible provided that 
Member States provide appropriate safe-
guards;

(c) adequate, relevant and not excessive in rela-
tion to the purposes for which they are col-
lected and/or further processed;

(d) accurate and, where necessary, kept up to 
date; every reasonable step must be taken 
to ensure that data which are inaccurate or 
incomplete, having regard to the purposes 
for which they were collected or for which 
they are further processed, are erased or 
rectified;

(e) kept in a form which permits identification 
of data subjects for no longer than is nec-
essary for the purposes for which the data 
were collected or for which they are further 
processed. Member States shall lay down 
appropriate safeguards for personal data 
stored for longer periods for historical, statis-
tical or scientific use.
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2. It shall be for the controller to ensure that para-
graph 1 is complied with.

SECTION II 
CRITERIa FOR makING DaTa 
PROCESSING LEGITImaTE

Article 7 

Member States shall provide that personal data may 
be processed only if:

(a) the data subject has unambiguously given his 
consent; or

(b) processing is necessary for the performance of 
a contract to which the data subject is party or 
in order to take steps at the request of the data 
subject prior to entering into a contract; or

(c) processing is necessary for compliance with a 
legal obligation to which the controller is sub-
ject; or

(d) processing is necessary in order to protect the 
vital interests of the data subject; or

(e) processing is necessary for the performance of 
a task carried out in the public interest or in the 
exercise of official authority vested in the con-
troller or in a third party to whom the data are 
disclosed; or

(f ) processing is necessary for the purposes of the 
legitimate interests pursued by the controller or 
by the third party or parties to whom the data 
are disclosed, except where such interests are 
overridden by the interests for fundamental 
rights and freedoms of the data subject which 
require protection under Article 1 (1).

SECTION III 
SPECIaL CaTEGORIES OF PROCESSING

Article 8  
The processing of special categories of data

1. Member States shall prohibit the processing of 
personal data revealing racial or ethnic origin, 
political opinions, religious or philosophical be-
liefs, trade-union membership, and the process-
ing of data concerning health or sex life.

2. Paragraph 1 shall not apply where:

(a) the data subject has given his explicit con-
sent to the processing of those data, except 
where the laws of the Member State provide 
that the prohibition referred to in paragraph 

1 may not be lifted by the data subject’s giv-
ing his consent; or

(b) processing is necessary for the purposes 
of carrying out the obligations and specific 
rights of the controller in the field of em-
ployment law in so far as it is authorized by 
national law providing for adequate safe-
guards; or

(c) processing is necessary to protect the vital 
interests of the data subject or of another 
person where the data subject is physically 
or legally incapable of giving his consent; or

(d) processing is carried out in the course of its 
legitimate activities with appropriate guar-
antees by a foundation, association or any 
other non-profit-seeking body with a po-
litical, philosophical, religious or trade-union 
aim and on condition that the processing 
relates solely to the members of the body or 
to persons who have regular contact with it 
in connection with its purposes and that the 
data are not disclosed to a third party with-
out the consent of the data subjects; or

(e) the processing relates to data which are 
manifestly made public by the data subject 
or is necessary for the establishment, exer-
cise or defence of legal claims.

3. Paragraph 1 shall not apply where processing of 
the data is required for the purposes of preven-
tive medicine, medical diagnosis, the provision 
of care or treatment or the management of 
health-care services, and where those data are 
processed by a health professional subject un-
der national law or rules established by national 
competent bodies to the obligation of profes-
sional secrecy or by another person also subject 
to an equivalent obligation of secrecy.

4. Subject to the provision of suitable safeguards, 
Member States may, for reasons of substantial 
public interest, lay down exemptions in addi-
tion to those laid down in paragraph 2 either 
by national law or by decision of the supervisory 
authority.

5. Processing of data relating to offences, crimi-
nal convictions or security measures may be 
carried out only under the control of official 
authority, or if suitable specific safeguards are 
provided under national law, subject to dero-
gations which may be granted by the Member 
State under national provisions providing suit-
able specific safeguards. However, a complete 
register of criminal convictions may be kept 
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only under the control of official authority. 
 
Member States may provide that data relat-
ing to administrative sanctions or judgements 
in civil cases shall also be processed under the 
control of official authority.

6. Derogations from paragraph 1 provided for in 
paragraphs 4 and 5 shall be notified to the Com-
mission.

7. Member States shall determine the conditions 
under which a national identification number or 
any other identifier of general application may 
be processed.

Article 9  
Processing of personal data and freedom of 
expression

Member States shall provide for exemptions or der-
ogations from the provisions of this Chapter, Chap-
ter Iv and Chapter vI for the processing of personal 
data carried out solely for journalistic purposes or 
the purpose of artistic or literary expression only if 
they are necessary to reconcile the right to privacy 
with the rules governing freedom of expression.

SECTION IV 
INFORmaTION TO bE GIVEN TO THE 
DaTa SUbJECT

Article 10  
Information in cases of collection of data from 
the data subject

Member States shall provide that the controller or 
his representative must provide a data subject from 
whom data relating to himself are collected with at 
least the following information, except where he al-
ready has it:

(a) the identity of the controller and of his repre-
sentative, if any;

(b) the purposes of the processing for which the 
data are intended;

(c) any further information such as

• the recipients or categories of recipients 
of the data,

• whether replies to the questions are ob-
ligatory or voluntary, as well as the possi-
ble consequences of failure to reply,

• the existence of the right of access to and 
the right to rectify the data concerning 

him

in so far as such further information is necessary, hav-
ing regard to the specific circumstances in which 
the data are collected, to guarantee fair processing 
in respect of the data subject.

Article 11  
Information where the data have not been 
obtained from the data subject

1. Where the data have not been obtained from 
the data subject, Member States shall provide 
that the controller or his representative must 
at the time of undertaking the recording of 
personal data or if a disclosure to a third party is 
envisaged, no later than the time when the data 
are first disclosed provide the data subject with 
at least the following information, except where 
he already has it:

(a) the identity of the controller and of his rep-
resentative, if any;

(b) the purposes of the processing;

(c) any further information such as

• the categories of data concerned,

• the recipients or categories of recipi-
ents,

• the existence of the right of access to 
and the right to rectify the data con-
cerning him

in so far as such further information is necessary, 
having regard to the specific circumstances in 
which the data are processed, to guarantee fair 
processing in respect of the data subject.

2. Paragraph 1 shall not apply where, in particular 
for processing for statistical purposes or for the 
purposes of historical or scientific research, the 
provision of such information proves impossi-
ble or would involve a disproportionate effort or 
if recording or disclosure is expressly laid down 
by law. In these cases Member States shall pro-
vide appropriate safeguards.

SECTION V 
THE DaTa SUbJECT’S RIGHT OF aCCESS 
TO DaTa

Article 12  
Right of access

Member States shall guarantee every data subject 
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the right to obtain from the controller:

(a) without constraint at reasonable intervals and 
without excessive delay or expense:

• confirmation as to whether or not data 
relating to him are being processed and 
information at least as to the purposes 
of the processing, the categories of data 
concerned, and the recipients or catego-
ries of recipients to whom the data are 
disclosed,

• communication to him in an intelligible 
form of the data undergoing processing 
and of any available information as to 
their source,

• knowledge of the logic involved in any 
automatic processing of data concerning 
him at least in the case of the automated 
decisions referred to in Article 15 (1);

(b) as appropriate the rectification, erasure or 
blocking of data the processing of which does 
not comply with the provisions of this Directive, 
in particular because of the incomplete or inac-
curate nature of the data;

(c) notification to third parties to whom the data 
have been disclosed of any rectification, erasure 
or blocking carried out in compliance with (b), 
unless this proves impossible or involves a dis-
proportionate effort.

SECTION VI 
ExEmPTIONS aND RESTRICTIONS

Article 13  
Exemptions and restrictions

1. Member States may adopt legislative meas-
ures to restrict the scope of the obligations and 
rights provided for in Articles 6 (1), 10, 11 (1), 12 
and 21 when such a restriction constitutes a 
necessary measures to safeguard:

(a) national security;

(b) defence;

(c) public security;

(d) the prevention, investigation, detection 
and prosecution of criminal offences, or of 
breaches of ethics for regulated professions;

(e) an important economic or financial interest 
of a Member State or of the European Union, 
including monetary, budgetary and taxation 
matters;

(f ) a monitoring, inspection or regulatory func-
tion connected, even occasionally, with the 
exercise of official authority in cases referred 
to in (c), (d) and (e);

(g) the protection of the data subject or of the 
rights and freedoms of others.

2. Subject to adequate legal safeguards, in par-
ticular that the data are not used for taking 
measures or decisions regarding any particular 
individual, Member States may, where there is 
clearly no risk of breaching the privacy of the 
data subject, restrict by a legislative measure 
the rights provided for in Article 12 when data 
are processed solely for purposes of scientific 
research or are kept in personal form for a peri-
od which does not exceed the period necessary 
for the sole purpose of creating statistics.

SECTION VII 
THE DaTa SUbJECT’S RIGHT TO ObJECT

Article 14  
The data subject’s right to object

Member States shall grant the data subject the 
right:

(a) at least in the cases referred to in Article 7 (e) 
and (f ), to object at any time on compelling le-
gitimate grounds relating to his particular situ-
ation to the processing of data relating to him, 
save where otherwise provided by national leg-
islation. Where there is a justified objection, the 
processing instigated by the controller may no 
longer involve those data;

(b) to object, on request and free of charge, to the 
processing of personal data relating to him 
which the controller anticipates being proc-
essed for the purposes of direct marketing, or 
to be informed before personal data are dis-
closed for the first time to third parties or used 
on their behalf for the purposes of direct mar-
keting, and to be expressly offered the right to 
object free of charge to such disclosures or uses. 
 
Member States shall take the necessary meas-
ures to ensure that data subjects are aware of 
the existence of the right referred to in the first 
subparagraph of (b).

Article 15 
Automated individual decisions

1. Member States shall grant the right to every 
person not to be subject to a decision which 
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produces legal effects concerning him or sig-
nificantly affects him and which is based solely 
on automated processing of data intended to 
evaluate certain personal aspects relating to 
him, such as his performance at work, credit-
worthiness, reliability, conduct, etc.

2. Subject to the other Articles of this Directive, 
Member States shall provide that a person may 
be subjected to a decision of the kind referred 
to in paragraph 1 if that decision:

(a) is taken in the course of the entering into 
or performance of a contract, provided the 
request for the entering into or the perform-
ance of the contract, lodged by the data 
subject, has been satisfied or that there are 
suitable measures to safeguard his legiti-
mate interests, such as arrangements allow-
ing him to put his point of view; or

(b) is authorized by a law which also lays down 
measures to safeguard the data subject’s le-
gitimate interests.

SECTION VIII 
CONFIDENTIaLITY aND SECURITY OF 
PROCESSING

Article 16  
Confidentiality of processing

Any person acting under the authority of the con-
troller or of the processor, including the processor 
himself, who has access to personal data must not 
process them except on instructions from the con-
troller, unless he is required to do so by law.

Article 17  
Security of processing

1. Member States shall provide that the con-
troller must implement appropriate techni-
cal and organizational measures to protect 
personal data against accidental or unlaw-
ful destruction or accidental loss, alteration, 
unauthorized disclosure or access, in par-
ticular where the processing involves the 
transmission of data over a network, and 
against all other unlawful forms of processing. 
 
Having regard to the state of the art and the 
cost of their implementation, such measures 
shall ensure a level of security appropriate to 
the risks represented by the processing and the 
nature of the data to be protected.

2. The Member States shall provide that the con-

troller must, where processing is carried out on 
his behalf, choose a processor providing suf-
ficient guarantees in respect of the technical 
security measures and organizational measures 
governing the processing to be carried out, and 
must ensure compliance with those measures.

3. The carrying out of processing by way of a proc-
essor must be governed by a contract or legal 
act binding the processor to the controller and 
stipulating in particular that:

• the processor shall act only on instruc-
tions from the controller,

• the obligations set out in paragraph 1, as 
defined by the law of the Member State in 
which the processor is established, shall 
also be incumbent on the processor.

4. For the purposes of keeping proof, the parts 
of the contract or the legal act relating to data 
protection and the requirements relating to the 
measures referred to in paragraph 1 shall be in 
writing or in another equivalent form.

SECTION Ix 
NOTIFICaTION

Article 18  
Obligation to notify the supervisory authority

1. Member States shall provide that the controller 
or his representative, if any, must notify the su-
pervisory authority referred to in Article 28 be-
fore carrying out any wholly or partly automatic 
processing operation or set of such operations 
intended to serve a single purpose or several 
related purposes.

2. Member States may provide for the simplifica-
tion of or exemption from notification only in 
the following cases and under the following 
conditions:

• where, for categories of processing oper-
ations which are unlikely, taking account 
of the data to be processed, to affect ad-
versely the rights and freedoms of data 
subjects, they specify the purposes of the 
processing, the data or categories of data 
undergoing processing, the category or 
categories of data subject, the recipients 
or categories of recipient to whom the 
data are to be disclosed and the length 
of time the data are to be stored, and/or

• where the controller, in compliance with 
the national law which governs him, ap-
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points a personal data protection official, 
responsible in particular:

• for ensuring in an independent manner 
the internal application of the national 
provisions taken pursuant to this Direc-
tive

• for keeping the register of processing 
operations carried out by the controller, 
containing the items of information re-
ferred to in Article 21 (2),

thereby ensuring that the rights and freedoms 
of the data subjects are unlikely to be adversely 
affected by the processing operations.

3. Member States may provide that paragraph 1 
does not apply to processing whose sole pur-
pose is the keeping of a register which accord-
ing to laws or regulations is intended to provide 
information to the public and which is open to 
consultation either by the public in general or 
by any person demonstrating a legitimate inter-
est.

4. Member States may provide for an exemption 
from the obligation to notify or a simplification 
of the notification in the case of processing op-
erations referred to in Article 8 (2) (d).

5. Member States may stipulate that certain or all 
non-automatic processing operations involving 
personal data shall be notified, or provide for 
these processing operations to be subject to 
simplified notification.

Article 19 
Contents of notification

1. Member States shall specify the information to 
be given in the notification. It shall include at 
least:

(a) the name and address of the controller and 
of his representative, if any;

(b) the purpose or purposes of the processing;

(c) a description of the category or categories 
of data subject and of the data or categories 
of data relating to them;

(d) the recipients or categories of recipient to 
whom the data might be disclosed;

(e) proposed transfers of data to third countries;

(f ) a general description allowing a preliminary 
assessment to be made of the appropriate-
ness of the measures taken pursuant to Arti-
cle 17 to ensure security of processing.

2. Member States shall specify the procedures un-
der which any change affecting the information 
referred to in paragraph 1 must be notified to 
the supervisory authority.

Article 20 
Prior checking

1. Member States shall determine the processing 
operations likely to present specific risks to the 
rights and freedoms of data subjects and shall 
check that these processing operations are ex-
amined prior to the start thereof.

2. Such prior checks shall be carried out by the 
supervisory authority following receipt of a 
notification from the controller or by the data 
protection official, who, in cases of doubt, must 
consult the supervisory authority.

3. Member States may also carry out such checks 
in the context of preparation either of a meas-
ure of the national parliament or of a measure 
based on such a legislative measure, which de-
fine the nature of the processing and lay down 
appropriate safeguards.

Article 21 
Publicizing of processing operations

1. Member States shall take measures to ensure 
that processing operations are publicized.

2. Member States shall provide that a register of 
processing operations notified in accordance 
with Article 18 shall be kept by the supervisory 
authority. 
 
The register shall contain at least the informa-
tion listed in Article 19 (1) (a) to (e).

The register may be inspected by any person.

3. Member States shall provide, in relation to 
processing operations not subject to notifica-
tion, that controllers or another body appointed 
by the Member States make available at least the 
information referred to in Article 19 (1) (a) to (e) 
in an appropriate form to any person on request. 
 
Member States may provide that this provision 
does not apply to processing whose sole pur-
pose is the keeping of a register which accord-
ing to laws or regulations is intended to provide 
information to the public and which is open to 
consultation either by the public in general or 
by any person who can provide proof of a legiti-
mate interest.
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Chapter III 
JudICIal reMedIes, lIaBIlItY 
and sanCtIons 

Article 22  
Remedies

Without prejudice to any administrative remedy for 
which provision may be made, inter alia before the 
supervisory authority referred to in Article 28, prior 
to referral to the judicial authority, Member States 
shall provide for the right of every person to a judi-
cial remedy for any breach of the rights guaranteed 
him by the national law applicable to the processing 
in question.

Article 23 
Liability

1. Member States shall provide that any per-
son who has suffered damage as a result of 
an unlawful processing operation or of any 
act incompatible with the national provisions 
adopted pursuant to this Directive is entitled to 
receive compensation from the controller for 
the damage suffered.

2. The controller may be exempted from this li-
ability, in whole or in part, if he proves that he is 
not responsible for the event giving rise to the 
damage.

Article 24 
Sanctions

The Member States shall adopt suitable measures 
to ensure the full implementation of the provisions 
of this Directive and shall in particular lay down the 
sanctions to be imposed in case of infringement of 
the provisions adopted pursuant to this Directive.

Chapter Iv 
transfer of personal data 
to thIrd CountrIes 

Article 25 
Principles

1. The Member States shall provide that the trans-
fer to a third country of personal data which 
are undergoing processing or are intended for 
processing after transfer may take place only if, 
without prejudice to compliance with the na-
tional provisions adopted pursuant to the other 

provisions of this Directive, the third country in 
question ensures an adequate level of protec-
tion.

2. The adequacy of the level of protection af-
forded by a third country shall be assessed in 
the light of all the circumstances surrounding 
a data transfer operation or set of data transfer 
operations; particular consideration shall be giv-
en to the nature of the data, the purpose and 
duration of the proposed processing operation 
or operations, the country of origin and country 
of final destination, the rules of law, both gen-
eral and sectoral, in force in the third country in 
question and the professional rules and secu-
rity measures which are complied with in that 
country.

3. The Member States and the Commission shall 
inform each other of cases where they consider 
that a third country does not ensure an ad-
equate level of protection within the meaning 
of paragraph 2.

4. Where the Commission finds, under the proce-
dure provided for in Article 31 (2), that a third 
country does not ensure an adequate level of 
protection within the meaning of paragraph 
2 of this Article, Member States shall take the 
measures necessary to prevent any transfer of 
data of the same type to the third country in 
question.

5. At the appropriate time, the Commission shall 
enter into negotiations with a view to rem-
edying the situation resulting from the finding 
made pursuant to paragraph 4.

6. The Commission may find, in accordance with 
the procedure referred to in Article 31 (2), that 
a third country ensures an adequate level of 
protection within the meaning of paragraph 
2 of this Article, by reason of its domestic 
law or of the international commitments it 
has entered into, particularly upon conclu-
sion of the negotiations referred to in para-
graph 5, for the protection of the private lives 
and basic freedoms and rights of individuals. 
 
Member States shall take the measures neces-
sary to comply with the Commission’s decision.

Article 26 
Derogations

1. By way of derogation from Article 25 and save 
where otherwise provided by domestic law 
governing particular cases, Member States shall 
provide that a transfer or a set of transfers of 
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personal data to a third country which does not 
ensure an adequate level of protection within 
the meaning of Article 25 (2) may take place on 
condition that:

(a) the data subject has given his consent un-
ambiguously to the proposed transfer; or

(b) the transfer is necessary for the performance 
of a contract between the data subject and 
the controller or the implementation of pre-
contractual measures taken in response to 
the data subject’s request; or

(c) the transfer is necessary for the conclusion 
or performance of a contract concluded in 
the interest of the data subject between the 
controller and a third party; or

(d) the transfer is necessary or legally required 
on important public interest grounds, or for 
the establishment, exercise or defence of 
legal claims; or

(e) the transfer is necessary in order to protect 
the vital interests of the data subject; or

(f ) the transfer is made from a register which 
according to laws or regulations is intended 
to provide information to the public and 
which is open to consultation either by the 
public in general or by any person who can 
demonstrate legitimate interest, to the ex-
tent that the conditions laid down in law 
for consultation are fulfilled in the particular 
case.

2. Without prejudice to paragraph 1, a Member 
State may authorize a transfer or a set of trans-
fers of personal data to a third country which 
does not ensure an adequate level of protection 
within the meaning of Article 25 (2), where the 
controller adduces adequate safeguards with 
respect to the protection of the privacy and 
fundamental rights and freedoms of individuals 
and as regards the exercise of the correspond-
ing rights; such safeguards may in particular re-
sult from appropriate contractual clauses.

3. The Member State shall inform the Commis-
sion and the other Member States of the au-
thorizations it grants pursuant to paragraph 2. 
 
If a Member State or the Commission objects 
on justified grounds involving the protec-
tion of the privacy and fundamental rights 
and freedoms of individuals, the Commission 
shall take appropriate measures in accordance 
with the procedure laid down in Article 31 (2). 
 

Member States shall take the necessary meas-
ures to comply with the Commission’s decision.

4. Where the Commission decides, in accordance 
with the procedure referred to in Article 31 (2), 
that certain standard contractual clauses offer 
sufficient safeguards as required by paragraph 
2, Member States shall take the necessary meas-
ures to comply with the Commission’s decision.

Chapter v 
Codes of ConduCt 

Article 27 

1. The Member States and the Commission shall 
encourage the drawing up of codes of conduct 
intended to contribute to the proper imple-
mentation of the national provisions adopted 
by the Member States pursuant to this Direc-
tive, taking account of the specific features of 
the various sectors.

2. Member States shall make provision for trade 
associations and other bodies representing 
other categories of controllers which have 
drawn up draft national codes or which have 
the intention of amending or extending ex-
isting national codes to be able to submit 
them to the opinion of the national authority. 
 
Member States shall make provision for this au-
thority to ascertain, among other things, wheth-
er the drafts submitted to it are in accordance 
with the national provisions adopted pursuant 
to this Directive. If it sees fit, the authority shall 
seek the views of data subjects or their repre-
sentatives.

3. Draft Community codes, and amendments or 
extensions to existing Community codes, may 
be submitted to the Working Party referred to 
in Article 29. This Working Party shall determine, 
among other things, whether the drafts submit-
ted to it are in accordance with the national 
provisions adopted pursuant to this Directive. If 
it sees fit, the authority shall seek the views of 
data subjects or their representatives. The Com-
mission may ensure appropriate publicity for 
the codes which have been approved by the 
Working Party.
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Chapter vI 
supervIsorY authorItY 
and workInG partY on the 
proteCtIon of IndIvIduals 
wIth reGard to the 
proCessInG of personal 
data 

Article 28 
Supervisory authority

1. Each Member State shall provide that one or 
more public authorities are responsible for 
monitoring the application within its territory of 
the provisions adopted by the Member States 
pursuant to this Directive.

These authorities shall act with complete inde-
pendence in exercising the functions entrusted 
to them.

2. Each Member State shall provide that the su-
pervisory authorities are consulted when draw-
ing up administrative measures or regulations 
relating to the protection of individuals’ rights 
and freedoms with regard to the processing of 
personal data.

3. Each authority shall in particular be endowed 
with:

• investigative powers, such as powers of 
access to data forming the subject-mat-
ter of processing operations and powers 
to collect all the information necessary for 
the performance of its supervisory duties,

• effective powers of intervention, such as, 
for example, that of delivering opinions 
before processing operations are carried 
out, in accordance with Article 20, and 
ensuring appropriate publication of such 
opinions, of ordering the blocking, eras-
ure or destruction of data, of imposing a 
temporary or definitive ban on process-
ing, of warning or admonishing the 
controller, or that of referring the matter 
to national parliaments or other political 
institutions,

• the power to engage in legal proceed-
ings where the national provisions adopt-
ed pursuant to this Directive have been 
violated or to bring these violations to the 
attention of the judicial authorities.

Decisions by the supervisory authority which 

give rise to complaints may be appealed against 
through the courts.

4. Each supervisory authority shall hear claims 
lodged by any person, or by an association 
representing that person, concerning the pro-
tection of his rights and freedoms in regard to 
the processing of personal data. The person 
concerned shall be informed of the outcome 
of the claim.

Each supervisory authority shall, in particular, 
hear claims for checks on the lawfulness of data 
processing lodged by any person when the na-
tional provisions adopted pursuant to Article 13 
of this Directive apply. The person shall at any 
rate be informed that a check has taken place.

5. Each supervisory authority shall draw up a re-
port on its activities at regular intervals. The re-
port shall be made public.

6. Each supervisory authority is competent, what-
ever the national law applicable to the process-
ing in question, to exercise, on the territory of its 
own Member State, the powers conferred on it 
in accordance with paragraph 3. Each authority 
may be requested to exercise its powers by an 
authority of another Member State.

The supervisory authorities shall cooperate with 
one another to the extent necessary for the 
performance of their duties, in particular by ex-
changing all useful information.

7. Member States shall provide that the members 
and staff of the supervisory authority, even after 
their employment has ended, are to be subject 
to a duty of professional secrecy with regard to 
confidential information to which they have ac-
cess.

Article 29 
Working Party on the Protection of Individuals 
with regard to the Processing of Personal Data

1. A Working Party on the Protection of Individuals 
with regard to the Processing of Personal Data, 
hereinafter referred to as ‘the Working Party’, is 
hereby set up.

It shall have advisory status and act independ-
ently.

2. The Working Party shall be composed of a 
representative of the supervisory authority or 
authorities designated by each Member State 
and of a representative of the authority or au-
thorities established for the Community institu-
tions and bodies, and of a representative of the 
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Commission.

Each member of the Working Party shall be 
designated by the institution, authority or au-
thorities which he represents. Where a Member 
State has designated more than one supervi-
sory authority, they shall nominate a joint rep-
resentative. The same shall apply to the authori-
ties established for Community institutions and 
bodies.

3. The Working Party shall take decisions by a sim-
ple majority of the representatives of the super-
visory authorities.

4. The Working Party shall elect its chairman. The 
chairman’s term of office shall be two years. His 
appointment shall be renewable.

5. The Working Party’s secretariat shall be provid-
ed by the Commission.

6. The Working Party shall adopt its own rules of 
procedure.

7. The Working Party shall consider items placed 
on its agenda by its chairman, either on his own 
initiative or at the request of a representative of 
the supervisory authorities or at the Commis-
sion’s request.

Article 30 

1. The Working Party shall:

(a) examine any question covering the applica-
tion of the national measures adopted un-
der this Directive in order to contribute to 
the uniform application of such measures;

(b) give the Commission an opinion on the 
level of protection in the Community and in 
third countries;

(c) advise the Commission on any proposed 
amendment of this Directive, on any ad-
ditional or specific measures to safeguard 
the rights and freedoms of natural persons 
with regard to the processing of personal 
data and on any other proposed Com-
munity measures affecting such rights and 
freedoms;

(d) give an opinion on codes of conduct drawn 
up at Community level.

2. If the Working Party finds that divergences likely 
to affect the equivalence of protection for per-
sons with regard to the processing of personal 
data in the Community are arising between the 
laws or practices of Member States, it shall in-

form the Commission accordingly.

3. The Working Party may, on its own initiative, 
make recommendations on all matters relating 
to the protection of persons with regard to the 
processing of personal data in the Community.

4. The Working Party’s opinions and recommen-
dations shall be forwarded to the Commission 
and to the committee referred to in Article 31.

5. The Commission shall inform the Working Party 
of the action it has taken in response to its opin-
ions and recommendations. It shall do so in a 
report which shall also be forwarded to the Eu-
ropean Parliament and the Council. The report 
shall be made public.

6. The Working Party shall draw up an annual re-
port on the situation regarding the protection 
of natural persons with regard to the process-
ing of personal data in the Community and in 
third countries, which it shall transmit to the 
Commission, the European Parliament and the 
Council. The report shall be made public.

Chapter vII 
CoMMunItY IMpleMentInG 
Measures 

Article 31 
The Committee

1. The Commission shall be assisted by a com-
mittee composed of the representatives of the 
Member States and chaired by the representa-
tive of the Commission.

2. The representative of the Commission shall 
submit to the committee a draft of the meas-
ures to be taken. The committee shall deliver its 
opinion on the draft within a time limit which 
the chairman may lay down according to the 
urgency of the matter.

The opinion shall be delivered by the majority 
laid down in Article 148 (2) of the Treaty. The 
votes of the representatives of the Member 
States within the committee shall be weighted 
in the manner set out in that Article. The chair-
man shall not vote.

The Commission shall adopt measures which 
shall apply immediately. However, if these 
measures are not in accordance with the opin-
ion of the committee, they shall be communi-
cated by the Commission to the Council forth-
with. It that event:
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• the Commission shall defer application of 
the measures which it has decided for a 
period of three months from the date of 
communication,

• the Council, acting by a qualified majority, 
may take a different decision within the 
time limit referred to in the first indent.

fInal provIsIons 

Article 32 

1. Member States shall bring into force the laws, 
regulations and administrative provisions nec-
essary to comply with this Directive at the latest 
at the end of a period of three years from the 
date of its adoption.

When Member States adopt these measures, 
they shall contain a reference to this Directive or 
be accompanied by such reference on the oc-
casion of their official publication. The methods 
of making such reference shall be laid down by 
the Member States.

2. Member States shall ensure that processing al-
ready under way on the date the national provi-
sions adopted pursuant to this Directive enter 
into force, is brought into conformity with these 
provisions within three years of this date.

By way of derogation from the preceding sub-
paragraph, Member States may provide that the 
processing of data already held in manual filing 
systems on the date of entry into force of the 
national provisions adopted in implementation 
of this Directive shall be brought into conform-
ity with Articles 6, 7 and 8 of this Directive within 
12 years of the date on which it is adopted. 
Member States shall, however, grant the data 
subject the right to obtain, at his request and 
in particular at the time of exercising his right of 
access, the rectification, erasure or blocking of 
data which are incomplete, inaccurate or stored 
in a way incompatible with the legitimate pur-
poses pursued by the controller.

3. By way of derogation from paragraph 2, Mem-
ber States may provide, subject to suitable safe-
guards, that data kept for the sole purpose of 
historical research need not be brought into 
conformity with Articles 6, 7 and 8 of this Direc-
tive.

4. Member States shall communicate to the Com-
mission the text of the provisions of domestic 
law which they adopt in the field covered by 

this Directive.

Article 33 

The Commission shall report to the Council and the 
European Parliament at regular intervals, starting 
not later than three years after the date referred to 
in Article 32 (1), on the implementation of this Direc-
tive, attaching to its report, if necessary, suitable pro-
posals for amendments. The report shall be made 
public.

The Commission shall examine, in particular, the ap-
plication of this Directive to the data processing of 
sound and image data relating to natural persons 
and shall submit any appropriate proposals which 
prove to be necessary, taking account of develop-
ments in information technology and in the light of 
the state of progress in the information society.

Article 34 

This Directive is addressed to the Member States.

Done at Luxembourg, 24 October 1995.
For the European Parliament
The President K. HAENSCH
For the Council
The President L. ATIENZA SErNA

[1] OJ No C 277, 5. 11. 1990, p. 3 and OJ No C 311, 27. 11. 1992, 
p. 30.

[2] OJ No C 159, 17. 6. 1991, p 38.

[3] Opinion of the European Parliament of 11 March 1992 (OJ 
No C 94, 13. 4. 1992, p. 198), confirmed on 2 December 1993 
(OJ No C 342, 20. 12. 1993, p. 30); Council common position 
of 20 February 1995 (OJ No C 93, 13. 4. 1995, p. 1) and Deci-
sion of the European Parliament of 15 June 1995 (OJ No C 
166, 3. 7. 1995).

[4] OJ No L 197, 18. 7. 1987, p. 33.
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Directive 1999/93/EC of 
the European Parliament 
and of the Council of 
13 December 1999 on a 
Community framework 
for electronic signatures
THE EUrOPEAN PArLIAMENT AND THE COUNCIL OF 
THE EUrOPEAN UNION,

Having regard to the Treaty establishing the Euro-
pean Community, and in particular Articles 47(2), 55 
and 95 thereof,

Having regard to the proposal from the Commis-
sion(1),

Having regard to the opinion of the Economic and 
Social Committee(2),

Having regard to the opinion of the Committee of 
the regions(3),

Acting in accordance with the procedure laid down 
in Article 251 of the Treaty(4), ELECTRONIC SIGANTURES

Whereas:

(1) On 16 April 1997 the Commission presented to 
the European Parliament, the Council, the Eco-
nomic and Social Committee and the Commit-
tee of the regions a Communication on a Euro-
pean Initiative in Electronic Commerce;

(2) On 8 October 1997 the Commission presented 
to the European Parliament, the Council, the 
Economic and Social Committee and the Com-
mittee of the regions a Communication on 
ensuring security and trust in electronic com-
munication - towards a European framework for 
digital signatures and encryption;

(3) On 1 December 1997 the Council invited the 
Commission to submit as soon as possible a 
proposal for a Directive of the European Parlia-
ment and of the Council on digital signatures;

(4) Electronic communication and commerce ne-
cessitate “ electronic signatures” and related 
services allowing data authentication; diver-
gent rules with respect to legal recognition of 
electronic signatures and the accreditation of 
certification-service providers in the Member 
States may create a significant barrier to the use 

of electronic communications and electronic 
commerce; on the other hand, a clear Commu-
nity framework regarding the conditions apply-
ing to electronic signatures will strengthen con-
fidence in, and general acceptance of, the new 
technologies; legislation in the Member States 
should not hinder the free movement of goods 
and services in the internal market;

(5) The interoperability of electronic-signature 
products should be promoted; in accordance 
with Article 14 of the Treaty, the internal market 
comprises an area without internal frontiers in 
which the free movement of goods is ensured; 
essential requirements specific to electronic-
signature products must be met in order to 
ensure free movement within the internal mar-
ket and to build trust in electronic signatures, 
without prejudice to Council regulation (EC) 
No 3381/94 of 19 December 1994 setting up 
a Community regime for the control of exports 
of dual-use goods(5) and Council Decision 
94/942/CFSP of 19 December 1994 on the joint 
action adopted by the Council concerning the 
control of exports of dual-use goods(6);

(6) This Directive does not harmonise the provision 
of services with respect to the confidentiality of 
information where they are covered by national 
provisions concerned with public policy or pub-
lic security;

(7) The internal market ensures the free movement 
of persons, as a result of which citizens and resi-
dents of the European Union increasingly need 
to deal with authorities in Member States other 
than the one in which they reside; the availabil-
ity of electronic communication could be of 
great service in this respect;

(8) rapid technological development and the glo-
bal character of the Internet necessitate an ap-
proach which is open to various technologies 
and services capable of authenticating data 
electronically;

(9) Electronic signatures will be used in a large vari-
ety of circumstances and applications, resulting 
in a wide range of new services and products re-
lated to or using electronic signatures; the defi-
nition of such products and services should not 
be limited to the issuance and management 
of certificates, but should also encompass any 
other service and product using, or ancillary to, 
electronic signatures, such as registration serv-
ices, time-stamping services, directory services, 
computing services or consultancy services re-
lated to electronic signatures;
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(10) The internal market enables certification-serv-
ice-providers to develop their cross-border 
activities with a view to increasing their com-
petitiveness, and thus to offer consumers and 
businesses new opportunities to exchange in-
formation and trade electronically in a secure 
way, regardless of frontiers; in order to stimulate 
the Community-wide provision of certifica-
tion services over open networks, certification-
service-providers should be free to provide 
their services without prior authorisation; prior 
authorisation means not only any permission 
whereby the certification-service-provider 
concerned has to obtain a decision by national 
authorities before being allowed to provide its 
certification services, but also any other meas-
ures having the same effect;

(11) voluntary accreditation schemes aiming at an 
enhanced level of service-provision may offer 
certification-service-providers the appropriate 
framework for developing further their services 
towards the levels of trust, security and qual-
ity demanded by the evolving market; such 
schemes should encourage the development 
of best practice among certification-service-
providers; certification-service-providers should 
be left free to adhere to and benefit from such 
accreditation schemes;

(12) Certification services can be offered either by a 
public entity or a legal or natural person, when 
it is established in accordance with the national 
law; whereas Member States should not pro-
hibit certification-service-providers from oper-
ating outside voluntary accreditation schemes; 
it should be ensured that such accreditation 
schemes do not reduce competition for certi-
fication services;

(13) Member States may decide how they ensure 
the supervision of compliance with the provi-
sions laid down in this Directive; this Directive 
does not preclude the establishment of private-
sector-based supervision systems; this Directive 
does not oblige certification-service-providers 
to apply to be supervised under any applicable 
accreditation scheme;

(14) It is important to strike a balance between con-
sumer and business needs;

(15) Annex III covers requirements for secure signa-
ture-creation devices to ensure the functional-
ity of advanced electronic signatures; it does 
not cover the entire system environment in 
which such devices operate; the functioning 
of the internal market requires the Commission 
and the Member States to act swiftly to enable 

the bodies charged with the conformity assess-
ment of secure signature devices with Annex 
III to be designated; in order to meet market 
needs conformity assessment must be timely 
and efficient;

(16) This Directive contributes to the use and le-
gal recognition of electronic signatures within 
the Community; a regulatory framework is not 
needed for electronic signatures exclusively 
used within systems, which are based on volun-
tary agreements under private law between a 
specified number of participants; the freedom 
of parties to agree among themselves the terms 
and conditions under which they accept elec-
tronically signed data should be respected to 
the extent allowed by national law; the legal 
effectiveness of electronic signatures used in 
such systems and their admissibility as evidence 
in legal proceedings should be recognised;

(17) This Directive does not seek to harmonise na-
tional rules concerning contract law, particularly 
the formation and performance of contracts, 
or other formalities of a non-contractual na-
ture concerning signatures; for this reason the 
provisions concerning the legal effect of elec-
tronic signatures should be without prejudice 
to requirements regarding form laid down in 
national law with regard to the conclusion of 
contracts or the rules determining where a con-
tract is concluded;

(18) The storage and copying of signature-creation 
data could cause a threat to the legal validity of 
electronic signatures;

(19) Electronic signatures will be used in the public 
sector within national and Community adminis-
trations and in communications between such 
administrations and with citizens and economic 
operators, for example in the public procure-
ment, taxation, social security, health and justice 
systems;

(20) Harmonised criteria relating to the legal effects 
of electronic signatures will preserve a coher-
ent legal framework across the Community; 
national law lays down different requirements 
for the legal validity of hand-written signatures; 
whereas certificates can be used to confirm the 
identity of a person signing electronically; ad-
vanced electronic signatures based on qualified 
certificates aim at a higher level of security; ad-
vanced electronic signatures which are based 
on a qualified certificate and which are created 
by a secure-signature-creation device can be 
regarded as legally equivalent to hand-written 
signatures only if the requirements for hand-
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written signatures are fulfilled;

(21) In order to contribute to the general accept-
ance of electronic authentication methods it 
has to be ensured that electronic signatures 
can be used as evidence in legal proceedings in 
all Member States; the legal recognition of elec-
tronic signatures should be based upon objec-
tive criteria and not be linked to authorisation 
of the certification-service-provider involved; 
national law governs the legal spheres in which 
electronic documents and electronic signatures 
may be used; this Directive is without prejudice 
to the power of a national court to make a ruling 
regarding conformity with the requirements of 
this Directive and does not affect national rules 
regarding the unfettered judicial consideration 
of evidence;

(22) Certification-service-providers providing certifi-
cation-services to the public are subject to na-
tional rules regarding liability;

(23) The development of international electronic 
commerce requires cross-border arrangements 
involving third countries; in order to ensure in-
teroperability at a global level, agreements on 
multilateral rules with third countries on mutual 
recognition of certification services could be 
beneficial;

(24) In order to increase user confidence in electron-
ic communication and electronic commerce, 
certification-service-providers must observe 
data protection legislation and individual pri-
vacy;

(25) Provisions on the use of pseudonyms in certifi-
cates should not prevent Member States from 
requiring identification of persons pursuant to 
Community or national law;

(26) The measures necessary for the implementa-
tion of this Directive are to be adopted in ac-
cordance with Council Decision 1999/468/EC of 
28 June 1999 laying down the procedures for 
the exercise of implementing powers conferred 
on the Commission(7);

(27) Two years after its implementation the Com-
mission will carry out a review of this Directive 
so as, inter alia, to ensure that the advance of 
technology or changes in the legal environ-
ment have not created barriers to achieving the 
aims stated in this Directive; it should examine 
the implications of associated technical areas 
and submit a report to the European Parliament 
and the Council on this subject;

(28) In accordance with the principles of subsidiarity 

and proportionality as set out in Article 5 of the 
Treaty, the objective of creating a harmonised 
legal framework for the provision of electronic 
signatures and related services cannot be suf-
ficiently achieved by the Member States and 
can therefore be better achieved by the Com-
munity; this Directive does not go beyond what 
is necessary to achieve that objective,

HAvE ADOPTED THIS DIrECTIvE:

Article 1 
Scope

The purpose of this Directive is to facilitate the use of 
electronic signatures and to contribute to their legal 
recognition. It establishes a legal framework for elec-
tronic signatures and certain certification-services in 
order to ensure the proper functioning of the inter-
nal market.

It does not cover aspects related to the conclusion 
and validity of contracts or other legal obligations 
where there are requirements as regards form pre-
scribed by national or Community law nor does it 
affect rules and limits, contained in national or Com-
munity law, governing the use of documents.

Article 2 
Definitions

For the purpose of this Directive:

1. “electronic signature” means data in electronic 
form which are attached to or logically associ-
ated with other electronic data and which serve 
as a method of authentication;

2. “advanced electronic signature” means an elec-
tronic signature which meets the following re-
quirements:

(a) it is uniquely linked to the signatory;

(b) it is capable of identifying the signatory;

(c) it is created using means that the signatory 
can maintain under his sole control; and

(d) it is linked to the data to which it relates in 
such a manner that any subsequent change 
of the data is detectable;

3. “signatory” means a person who holds a signa-
ture-creation device and acts either on his own 
behalf or on behalf of the natural or legal person 
or entity he represents;

4. “signature-creation data” means unique data, 
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such as codes or private cryptographic keys, 
which are used by the signatory to create an 
electronic signature;

5. “signature-creation device” means configured 
software or hardware used to implement the 
signature-creation data;

6. “secure-signature-creation device” means a 
signature-creation device which meets the re-
quirements laid down in Annex III;

7. “signature-verification-data” means data, such 
as codes or public cryptographic keys, which 
are used for the purpose of verifying an elec-
tronic signature;

8. “signature-verification device” means config-
ured software or hardware used to implement 
the signature-verification-data;

9. “certificate” means an electronic attestation 
which links signature-verification data to a per-
son and confirms the identity of that person;

10. “qualified certificate” means a certificate which 
meets the requirements laid down in Annex I 
and is provided by a certification-service-pro-
vider who fulfils the requirements laid down in 
Annex II;

11. “certification-service-provider” means an entity 
or a legal or natural person who issues certifi-
cates or provides other services related to elec-
tronic signatures;

12. “electronic-signature product” means hardware 
or software, or relevant components thereof, 
which are intended to be used by a certifica-
tion-service-provider for the provision of elec-
tronic-signature services or are intended to be 
used for the creation or verification of electronic 
signatures;

13. “voluntary accreditation” means any permission, 
setting out rights and obligations specific to the 
provision of certification services, to be granted 
upon request by the certification-service-pro-
vider concerned, by the public or private body 
charged with the elaboration of, and supervi-
sion of compliance with, such rights and obliga-
tions, where the certification-service-provider 
is not entitled to exercise the rights stemming 
from the permission until it has received the de-
cision by the body.

Article 3 
Market access

1. Member States shall not make the provision of 

certification services subject to prior authorisa-
tion.

2. Without prejudice to the provisions of para-
graph 1, Member States may introduce or main-
tain voluntary accreditation schemes aiming at 
enhanced levels of certification-service provi-
sion. All conditions related to such schemes 
must be objective, transparent, proportionate 
and non-discriminatory. Member States may 
not limit the number of accredited certification-
service-providers for reasons which fall within 
the scope of this Directive.

3. Each Member State shall ensure the establish-
ment of an appropriate system that allows for 
supervision of certification-service-providers 
which are established on its territory and issue 
qualified certificates to the public.

4. The conformity of secure signature-creation-
devices with the requirements laid down in 
Annex III shall be determined by appropri-
ate public or private bodies designated by 
Member States. The Commission shall, pursu-
ant to the procedure laid down in Article 9, 
establish criteria for Member States to deter-
mine whether a body should be designated. 
 
A determination of conformity with the require-
ments laid down in Annex III made by the bod-
ies referred to in the first subparagraph shall be 
recognised by all Member States.

5. The Commission may, in accordance with the 
procedure laid down in Article 9, establish 
and publish reference numbers of generally 
recognised standards for electronic-signature 
products in the Official Journal of the European 
Communities. Member States shall presume 
that there is compliance with the requirements 
laid down in Annex II, point (f ), and Annex III 
when an electronic signature product meets 
those standards.

6. Member States and the Commission shall work 
together to promote the development and use 
of signature-verification devices in the light of 
the recommendations for secure signature-
verification laid down in Annex Iv and in the 
interests of the consumer.

7. Member States may make the use of electronic 
signatures in the public sector subject to possi-
ble additional requirements. Such requirements 
shall be objective, transparent, proportionate 
and non-discriminatory and shall relate only to 
the specific characteristics of the application 
concerned. Such requirements may not con-
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stitute an obstacle to cross-border services for 
citizens.

Article 4 
Internal market principles

1. Each Member State shall apply the national 
provisions which it adopts pursuant to this Di-
rective to certification-service-providers estab-
lished on its territory and to the services which 
they provide. Member States may not restrict 
the provision of certification-services originat-
ing in another Member State in the fields cov-
ered by this Directive.

2. Member States shall ensure that electronic-
signature products which comply with this Di-
rective are permitted to circulate freely in the 
internal market.

Article 5 
Legal effects of electronic signatures

1. Member States shall ensure that advanced elec-
tronic signatures which are based on a qualified 
certificate and which are created by a secure-
signature-creation device:

(a) satisfy the legal requirements of a signature 
in relation to data in electronic form in the 
same manner as a handwritten signature 
satisfies those requirements in relation to 
paper-based data; and

(b) are admissible as evidence in legal proceed-
ings.

2. Member States shall ensure that an electronic 
signature is not denied legal effectiveness and 
admissibility as evidence in legal proceedings 
solely on the grounds that it is:

• in electronic form, or

• not based upon a qualified certificate, or

• not based upon a qualified certificate is-
sued by an accredited certification-serv-
ice-provider, or

• not created by a secure signature-crea-
tion device.

Article 6 
Liability

1. As a minimum, Member States shall ensure that 
by issuing a certificate as a qualified certificate 
to the public or by guaranteeing such a certifi-
cate to the public a certification-service-provid-
er is liable for damage caused to any entity or 

legal or natural person who reasonably relies on 
that certificate:

(a) as regards the accuracy at the time of is-
suance of all information contained in the 
qualified certificate and as regards the fact 
that the certificate contains all the details 
prescribed for a qualified certificate;

(b) for assurance that at the time of the issuance 
of the certificate, the signatory identified in 
the qualified certificate held the signature-
creation data corresponding to the signa-
ture-verification data given or identified in 
the certificate;

(c) for assurance that the signature-creation 
data and the signature-verification data 
can be used in a complementary man-
ner in cases where the certification-
service-provider generates them both; 
 
unless the certification-service-provider 
proves that he has not acted negligently.

2. As a minimum Member States shall ensure that 
a certification-service-provider who has issued a 
certificate as a qualified certificate to the public 
is liable for damage caused to any entity or legal 
or natural person who reasonably relies on the 
certificate for failure to register revocation of the 
certificate unless the certification-service-pro-
vider proves that he has not acted negligently.

3. Member States shall ensure that a certification-
service-provider may indicate in a qualified cer-
tificate limitations on the use of that certificate. 
provided that the limitations are recognisable 
to third parties. The certification-service-pro-
vider shall not be liable for damage arising from 
use of a qualified certificate which exceeds the 
limitations placed on it.

4. Member States shall ensure that a certification-
service-provider may indicate in the qualified 
certificate a limit on the value of transactions 
for which the certificate can be used, provided 
that the limit is recognisable to third parties. 
 
The certification-service-provider shall not be li-
able for damage resulting from this maximum 
limit being exceeded.

5. The provisions of paragraphs 1 to 4 shall be 
without prejudice to Council Directive 93/13/
EEC of 5 April 1993 on unfair terms in consumer 
contracts(8).
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Article 7 
International aspects

1. Member States shall ensure that certificates 
which are issued as qualified certificates to 
the public by a certification-service-provider 
established in a third country are recognised 
as legally equivalent to certificates issued by a 
certification-service-provider established within 
the Community if:

(a) the certification-service-provider fulfils the 
requirements laid down in this Directive and 
has been accredited under a voluntary ac-
creditation scheme established in a Mem-
ber State; or

(b) a certification-service-provider established 
within the Community which fulfils the re-
quirements laid down in this Directive guar-
antees the certificate; or

(c) the certificate or the certification-service-
provider is recognised under a bilateral or 
multilateral agreement between the Com-
munity and third countries or international 
organisations.

2. In order to facilitate cross-border certification 
services with third countries and legal recog-
nition of advanced electronic signatures origi-
nating in third countries, the Commission shall 
make proposals, where appropriate, to achieve 
the effective implementation of standards and 
international agreements applicable to certifi-
cation services. In particular, and where neces-
sary, it shall submit proposals to the Council for 
appropriate mandates for the negotiation of 
bilateral and multilateral agreements with third 
countries and international organisations. The 
Council shall decide by qualified majority.

3. Whenever the Commission is informed of any 
difficulties encountered by Community under-
takings with respect to market access in third 
countries, it may, if necessary, submit proposals 
to the Council for an appropriate mandate for 
the negotiation of comparable rights for Com-
munity undertakings in these third countries. 
The Council shall decide by qualified majority. 
 
Measures taken pursuant to this paragraph shall 
be without prejudice to the obligations of the 
Community and of the Member States under 
relevant international agreements.

Article 8 
Data protection

1. Member States shall ensure that certification-
service-providers and national bodies respon-
sible for accreditation or supervision comply 
with the requirements laid down in Directive 
95/46/EC of the European Parliament and of 
the Council of 24 October 1995 on tile protec-
tion of individuals with regard to the processing 
of personal data and on the free movement of 
such data(9).

2. Member States shall ensure that a certification-
service-provider which issues certificates to the 
public may collect personal data only directly 
from the data subject, or after the explicit con-
sent of the data subject, and only insofar as it 
is necessary for the purposes of issuing and 
maintaining the certificate. The data may not be 
collected or processed for any other purposes 
without the explicit consent of the data subject.

3. Without prejudice to the legal effect given 
to pseudonyms under national law, Member 
States shall not prevent certification service pro-
viders from indicating in the certificate a pseu-
donym instead of the signatory’s name.

Article 9 
Committee

1. The Commission shall be assisted by an “Elec-
tronic-Signature Committee”, hereinafter re-
ferred to as “the committee”.

2. Where reference is made to this paragraph, Arti-
cles 4 and 7 of Decision 1999/468/EC shall apply, 
having regard to the provisions of Article 8 thereof. 
 
The period laid down in Article 4(3) of Decision 
1999/468/EC shall be set at three months.

3. The Committee shall adopt its own rules of pro-
cedure.

Article 10 
Tasks of the committee

The committee shall clarify the requirements laid 
down in the Annexes of this Directive, the criteria 
referred to in Article 3(4) and the generally recog-
nised standards for electronic signature products 
established and published pursuant to Article 3(5), 
in accordance with the procedure laid down in Ar-
ticle 9(2).
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Article 11 
Notification

1. Member States shall notify to the Commission 
and the other Member States the following:

(a) information on national voluntary accredita-
tion schemes, including any additional re-
quirements pursuant to Article 3(7);

(b) the names and addresses of the national 
bodies responsible for accreditation and su-
pervision as well as of the bodies referred to 
in Article 3(4);

(c) the names and addresses of all accredited 
national certification service providers.

2. Any information supplied under paragraph 1 
and changes in respect of that information shall 
be notified by the Member States as soon as 
possible.

Article 12 
Review

1. The Commission shall review the operation of 
this Directive and report thereon to the Euro-
pean Parliament and to the Council by 19 July 
2003 at the latest.

2. The review shall inter alia assess whether the 
scope of this Directive should be modified, tak-
ing account of technological, market and legal 
developments. The report shall in particular in-
clude an assessment, on the basis of experience 
gained, of aspects of harmonisation. The report 
shall be accompanied, where appropriate, by 
legislative proposals.

Article 13 
Implementation

1. Member States shall bring into force the 
laws, regulations and administrative provi-
sions necessary to comply with this Direc-
tive before 19 July 2001. They shall forth-
with inform the Commission thereof. 
 
When Member States adopt these measures, 
they shall contain a reference to this Directive 
or shall be accompanied by such a reference 
on the occasion of their official publication. The 
methods of making such reference shall be laid 
down by the Member States.

2. Member States shall communicate to the Com-
mission the text of the main provisions of do-
mestic law which they adopt in the field gov-
erned by this Directive.

Article 14 
Entry into force

This Directive shall enter into force on the day of its 
publication in the Official Journal of the European 
Communities

Article 15 
Addressees

This Directive is addressed to the Member States.

Done at Brussels, 13 December 1999.
For the European Parliament
The President N. FONTAINE
For the Council
The President S. HASSI
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anneX I

requirements for qualified certificates

Qualified certificates must contain:

(a) an indication that the certificate is issued as a 
qualified certificate;

(b) the identification of the certification-service-
provider and the State in which it is established;

(c) the name of the signatory or a pseudonym, 
which shall be identified as such;

(d) provision for a specific attribute of the signatory 
to be included if relevant, depending on the 
purpose for which the certificate is intended;
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(e) signature-verification data which correspond to 
signature-creation data under the control of the 
signatory;

(f ) an indication of the beginning and end of the 
period of validity of the certificate;

(g) the identity code of the certificate;

(h) the advanced electronic signature of the certifi-
cation-service-provider issuing it;

(i) limitations on the scope of use of the certificate, 
if applicable; and

(j) limits on the value of transactions for which the 
certificate can be used, if applicable.

anneX II

requirements for certification-service-providers is-
suing qualified certificates

Certification-service-providers must:

(a) demonstrate the reliability necessary for provid-
ing certification services;

(b) ensure the operation of a prompt and secure 
directory and a secure and immediate revoca-
tion service;

(c) ensure that the date and time when a certificate 
is issued or revoked can be determined pre-
cisely;

(d) verify, by appropriate means in accordance 
with national law, the identity and, if applicable, 
any specific attributes of the person to which a 
qualified certificate is issued;

(e) employ personnel who possess the expert 
knowledge, experience, and qualifications nec-
essary for the services provided, in particular 
competence at managerial level, expertise in 
electronic signature techology and familiarity 
with proper security procedures; they must also 
apply administrative and management proce-
dures which are adequate and correspond to 
recognised standards;

(f ) use trustworthy systems and products which 
are protected against modification and ensure 
the technical and cryptographic security of the 
process supported by them;

(g) take measures against forgery of certificates, 
and, in cases where the certification-service-
provider generates signature-creation data, 

guarantee confidentiality during the process of 
generating such data;

(h) maintain sufficient financial resources to oper-
ate in conformity with the requirements laid 
down in the Directive, in particular to bear the 
risk of liability for damages, for example, by ob-
taining appropriate insurance;

(i) record all relevant information concerning a 
qualified certificate for an appropriate period of 
time, in particular for the purpose of providing 
evidence of certification for the purposes of le-
gal proceedings. Such recording may be done 
electronically;

(j) not store or copy signature-creation data of the 
person to whom the certification-service-pro-
vider provided key management services;

(k) before entering into a contractual relationship 
with a person seeking a certificate to support 
his electronic signature inform that person by 
a durable means of communication of the pre-
cise terms and conditions regarding the use of 
the certificate, including any limitations on its 
use, the existence of a voluntary accreditation 
scheme and procedures for complaints and 
dispute settlement. Such information, which 
may be transmitted electronically, must be in 
writing and in redily understandable language. 
relevant parts of this information must also be 
made available on request to third-parties rely-
ing on the certificate;

(l) use trustworthy systems to store certificates in a 
verifiable form so that:

• only authorised persons can make entries 
and changes,

• information can be checked for authen-
ticity,

• certificates are publicly available for re-
trieval in only those cases for which the 
certificate-holder’s consent has been ob-
tained, and

• any technical changes compromising 
these security requirements are apparent 
to the operator.

anneX III

requirements for secure signature-creation devices

1. Secure signature-creation devices must, by ap-
propriate technical and procedural means, en-
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sure at the least that:

(a) the signature-creation-data used for signa-
ture generation can practically occur only 
once, and that their secrecy is reasonably 
assured;

(b) the signature-creation-data used for signa-
ture generation cannot, with reasonable 
assurance, be derived and the signature is 
protected against forgery using currently 
available technology;

(c) the signature-creation-data used for signa-
ture generation can be reliably protected 
by the legitimate signatory against the use 
of others.

2. Secure signature-creation devices must not al-
ter the data to be signed or prevent such data 
from being presented to the signatory prior to 
the signature process.

anneX Iv

recommendations for secure signature verification

During the signature-verification process it should 
be ensured with reasonable certainty that:

(a) the data used for verifying the signature corre-
spond to the data displayed to the verifier;

(b) the signature is reliably verified and the result of 
that verification is correctly displayed;

(c) the verifier can, as necessary, reliably establish 
the contents of the signed data;

(d) the authenticity and validity of the certificate 
required at the time of signature verification are 
reliably verified;

(e) the result of verification and the signatory’s 
identity are correctly displayed;

(f ) the use of a pseudonym is clearly indicated; and

(g) any security-relevant changes can be detected. 

Communication from 
the Commission to the 
Council, the European 
Parliament, the Economic 
and Social Committee 
and the Committee of 
the Regions – Creating 
a Safer Information 
Society by Improving the 
Security of Information 
Infrastructures and 
Combating Computer-
related Crime

SUmmaRY

Europe’s transition to an information society is being 
marked by profound developments in all aspects of 
human life: in work, education and leisure, in gov-
ernment, industry and trade. The new information 
and communication technologies are having a rev-
olutionary and fundamental impact on our econo-
mies and societies. The success of the information 
society is important for Europe’s growth, competi-
tiveness and employment opportunities, and has 
far-reaching economic, social and legal implications.

The Commission launched the eEurope initiative in 
December 1999 in order to ensure that Europe can 
reap the benefits of the digital technologies and 
that the emerging information society is socially 
inclusive. In June 2000, The Feira European Coun-
cil adopted a comprehensive eEurope Action Plan 
and called for its implementation before the end of 
2002. The Action Plan highlights the importance of 
network security and the fight against cybercrime. 
CYBER CRIME

Information and communication infrastructures 
have become a critical part of our economies. Un-
fortunately, these infrastructures have their own 
vulnerabilities and offer new opportunities for 
criminal conduct. These criminal activities may take 
a large variety of forms and may cross many bor-
ders. Although, for a number of reasons, there are 
no reliable statistics, there is little doubt that these 
offences constitute a threat to industry investment 
and assets, and to safety and confidence in the in-
formation society. Some recent examples of denial 
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of service and virus attacks have been reported to 
have caused extensive financial damage.

There is scope for action both in terms of prevent-
ing criminal activity by enhancing the security of 
information infrastructures and by ensuring that the 
law enforcement authorities have the appropriate 
means to act, whilst fully respecting the fundamen-
tal rights of individuals.

The European Union has already taken a number of 
steps to fight harmful and illegal content on the In-
ternet, to protect intellectual property and personal 
data, to promote electronic commerce and the use 
of electronic signatures and to enhance the secu-
rity of transactions. In April 1998, the Commission 
presented to the Council the results of a study on 
computer-related crime (the so-called ‘COMCrIME’ 
study). In October 1999, the Tampere Summit of the 
European Council concluded that high-tech crime 
should be included in the efforts to agree on com-
mon definitions and sanctions. The European Par-
liament has also called for commonly acceptable 
definitions of computer-related offences and for 
effective approximation of legislation, in particular 
in substantive criminal law. The Council of the Euro-
pean Union has adopted a Common Position on the 
Council of Europe cybercrime convention negotia-
tions and has adopted a number of initial elements 
as part of the Union’s strategy against high-tech 
crime. Some EU Member States have also been at 
the forefront of relevant G8 activities.

This Communication discusses the need for and 
possible forms of a comprehensive policy initiative 
in the context of the broader Information Society 
and Freedom, Security and Justice objectives for im-
proving the security of information infrastructures 
and combating cybercrime, in accordance with the 
commitment of the European Union to respect fun-
damental human rights.

In the short-term, the Commission believes that 
there is a clear need for an EU instrument to ensure 
that Members States have effective sanctions in 
place to combat child pornography on the Inter-
net. The Commission will introduce later this year 
a proposal for a Framework Decision which, within 
the wider context of a package covering issues as-
sociated with the sexual exploitation of children and 
trafficking in human beings, will include provisions 
for the approximation of laws and sanctions.

In the longer-term, the Commission will bring for-
ward legislative proposals to further approximate 
substantive criminal law in the area of high-tech 

crime. In accordance with the conclusions of the 
European Council in Tampere in October 1999, the 
Commission will also consider the options for mu-
tual recognition of pre-trial orders associated with 
cybercrime investigations.

In parallel, the Commission intends to promote the 
creation of specialised computer-crime police units 
at the national level, where they do not already ex-
ist, support appropriate technical training for law 
enforcement and encourage European information 
security actions.

At the technical level and in line with the legal 
framework, the Commission will promote r&D to 
understand and reduce vulnerabilities and will stim-
ulate the dissemination of know-how.

The Commission intends also to set up an EU Forum 
in which law enforcement agencies, Internet Service 
Providers, telecommunications operators, civil liber-
ties organisations, consumer representatives, data 
protection authorities and other interested parties 
will be brought together with the aim of enhanc-
ing mutual understanding and co-operation at EU 
level. The Forum will seek to raise public awareness 
of the risks posed by criminals on the Internet, to 
promote best practice for security, to identify effec-
tive counter-crime tools and procedures to combat 
computer-related crime and to encourage further 
development of early warning and crisis manage-
ment mechanisms.
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1. Opportunities and Threats in the Information 
Society

The increasing affordability and use of the Informa-
tion Society Technologies (ISTs) and the globalisa-
tion of the economy are characteristics of our era. 
Further technological development and growth in 
use of open networks, such as the Internet, over the 
coming years will provide major new opportunities 
and will pose new challenges.

At the Lisbon Summit of March 2000, the European 
Council stressed the importance of the transition 
to a competitive, dynamic and knowledge-based 
economy, and invited the Council and the Com-
mission to draw up an eEurope Action plan to make 
most of this opportunity.1 This Action Plan, prepared 
by the Commission and the Council, adopted by the 
Feira Summit of the European Council in June 2000, 
includes actions to enhance network security and 
the establishment of a co-ordinated and coherent 
approach to cybercrime by the end of 2002.2

The information infrastructure has become a criti-
cal part of the backbone of our economies. Users 
should be able to rely on the availability of infor-
mation services and have the confidence that their 
communications and data are safe from unauthor-
ised access or modification. The take up of electron-
ic commerce and the full realisation of Information 
Society depend on this.

1 Presidency Conclusions of the Lisbon European Council of 
23 and 24 March 2000, available at http://ue.eu.int/en/Info/
eurocouncil/index.htm.

2 http://europa.eu.int/comm/information_society/eeurope/
actionplan/index_en.htm.

The new digital and wireless technologies are al-
ready all pervasive. They give us the freedom to be 
mobile and yet always be connected, connected 
to a myriad of services built upon networks of net-
works. They give us the possibility to participate; to 
teach and to learn, to play together and to work to-
gether, to get involved in the political process. As so-
cieties though become increasingly reliant on these 
technologies, effective practical and legal means 
will have to be employed to help manage the as-
sociated risks.

Information Society Technologies (ISTs) can be and 
are being used for perpetrating and facilitating vari-
ous criminal activities. In the hands of persons acting 
with bad faith, malice, or grave negligence, these 
technologies may become tools for activities that 
endanger or injure, the life, property or dignity of 
individuals or damage the public interest.

The classical security approach called for strict or-
ganisational, geographic and structural compart-
mentalisation of information according to sensitivity 
and category. This is no longer really feasible in this 
digital world since information processing is distrib-
uted, services follow mobile users and interoperabil-
ity of systems is a prerequisite. Innovative solutions 
relying on emerging technologies are replacing 
traditional security approaches. These solutions in-
volve the use of encryption and digital signatures, 
new access control and authentication tools and 
software filters of all kinds3. Ensuring secure and reli-
able information infrastructures not only requires a 
range of technologies but also their correct deploy-
ment and effective use. Some of these technologies 
already exist but often users are either not aware of 
their existence, of the ways to use them, or of the 
reasons why they may even be necessary.

1.1. NaTIONaL aND INTERNaTIONaL 
RESPONSES

Computer-related crimes are committed across 
cyber space and do not stop at the conventional 
state-borders. They can, in principle, be perpetrated 
from anywhere and against any computer user in 
the world. It has been generally recognised that ef-
fective action to combat computer-related crime is 

3 Information flows are filtered and controlled at all levels; 
from the firewall that looks at data packets, through the 
filter that looks for malicious software, the e-mail filter 
that discretely eliminates spam, to the browser filter that 
prevents access to harmful material.
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necessary at both national and international level.4

On the national level, comprehensive and interna-
tionally oriented answers to the new challenges of 
network security and computer crime are often still 
missing. In most countries, reactions to computer 
crime focus on national law (especially criminal law), 
neglecting alternative preventive measures.

Despite the efforts of international and suprana-
tional organisations, the various national laws world-
wide show remarkable differences, especially with 
respect to the criminal law provisions on hacking, 
trade secret protection and illegal content. Consid-
erable differences also exist with respect to the co-
ercive powers of investigative agencies (especially 
with respect to encrypted data and investigations 
in international networks), the range of jurisdiction 
in criminal matters, and with respect to the liability 
of intermediary service providers on the one hand 
and content providers on the other hand. Directive 
2000/31/EC5 on electronic commerce amends this 
as regards the liability of intermediary service provid-
ers on certain intermediary activities. The Directive 
also prohibits Member States from imposing such 
intermediary service providers a general obligation 
to monitor the information which they transmit or 
store.

On the international and supranational levels, the 
need to effectively combat computer-related crime 
has been broadly recognised and various organi-
sations have been co-ordinating or attempting to 
harmonise relevant activities. The G8 Justice and 
Home Affairs Ministers adopted a set of principles 
and a 10-point action plan in December 1997, 
which was endorsed by the G8 Birmingham summit 
in May 1998 and is currently being implemented.6 
The Council of Europe (C.o.E.) started preparing an 
international convention on cyber-crime in Febru-
ary 1997 and is expected to complete this task in 

4 See, e.g., the e-Europe Action Plan at http://europa.
eu.int/comm/information_society/eeurope/actionplan/
index_en.htm, and statements of European Commissioner 
Antõnio Vitorino at http://europa.eu.int/comm/commis-
sioners/vitorino/speeches/2000/septembre/2000-19-09-
en_brussels.pdf, and French Prime Minister Lionel Jospin 
at http://www.france.diplomatie.fr/actual/evenements/
cybercrim/jospin.gb.html.

5 Directive 2000/31/EC of the European Parliament and of 
the Council of 8 June 2000 on certain aspects of Informa-
tion Society services, in particular electronic commerce, in 
the Internal Market (“Directive on electronic commerce”).

6 The EU JHA Council on 19 March 1998 endorsed the 10 
Principles to combat high-tech crime adopted by the G8 
and invited the non-G8 Countries Member States of the EU 
to arrange for to join the network. Available on European 
Judicial Network website http://ue.eu.int/ejn/index.htm.

2001.7 Combating cybercrime is also on the agenda 
in bilateral discussions the European Commission 
has with some governments (apart from the EU). A 
Joint EC/US Task Force on Critical Infrastructure Pro-
tection has been established.8

The UN and OECD have also been active in this area, 
and it is being discussed in international fora such as 
the Global Business Dialogue and the Trans-Atlantic 
Business Dialogue.9

At the European Union level, until recently, legisla-
tive action has mainly taken the form of measures 
in the fields of copyright, the protection of the fun-
damental right to privacy and data protection, con-
ditional access services, electronic commerce, elec-
tronic signatures and in particular the liberalisation 
of trade in encryption products, which are indirectly 
related to computer crime.

A number of important non-legislative measures 
have also been taken in the last 3-4 years. These 
include the Action Plan against illegal and harmful 
content on the Internet which co-finances aware-
ness actions, experiments in rating and filtering of 
content and hot-lines, and initiatives concerning the 
protection of minors and human dignity in the infor-
mation society, child pornography and interception 
of communications for law-enforcement purpos-

7 The Draft text is available on the web, in two languages, in 
French: http://conventions.coe.int/treaty/fr/projets/cyber-
crime.htm.

8 Under the auspices of the Joint Consultative Group of the 
EC/US Science and Technology Co-operation Agreement.

9 The United Nations produced a comprehensive “Manual 
on the prevention and control of computer-related crime,” 
which has recently been updated. In 1983, the OECD 
undertook a study of the possibility of an international ap-
plication and harmonisation of criminal laws to address the 
problem of computer crime or abuse. In 1986, it published 
“Computer-Related Crime: Analysis of Legal Policy,” a 
report that surveyed the existing laws and proposals for 
reform in a number of Member States and recommended 
a minimum list of abuses that countries should consider 
prohibiting and penalising by criminal laws. Finally, in 1992, 
the OECD developed a set of guidelines for the security 
of information systems, which is intended to provide a 
foundation on which States and the private sector could 
construct a framework for the security of information 
systems.
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es.10 The EU has for a long time been supporting 
r&D Projects which aim at promoting security and 
trust in information infrastructures and electronic 
transactions and has recently increased the associat-
ed IST Programme budget allocations. research and 
operational projects aimed at promoting specialised 
training of law enforcement personnel as well as co-
operation between law enforcement and industry 
have also been supported in the framework of the 
Third Pillar Programmes such as STOP, FALCONE, OI-
SIN and GrOTIUS.11

The Action Plan to combat organised crime, adopt-
ed by the JHA Council in May 1997 and endorsed 
by the European Council of Amsterdam, included 
a request for a study on computer related crime to 
be prepared by the Commission by the end of year 
1998. This study, the so-called ‘COMCrIME study,’ 
was presented by the Commission to the Council 
Multi-Disciplinary Working Group against organised 
crime in April 1998.12 This Communication is partly a 
follow-up to the JHA Council request.

Before drafting this Communication, the Commis-
sion considered it appropriate to undertake informal 
consultations with representatives from Member 
States law enforcement and data protection super-
visory authorities13 and from the European industry 

10 Council Recommendation 98/560/EC of 24 September 
1998 on the development of the competitiveness of the 
European audiovisual and information services industry 
by promoting national frameworks aimed at achieving a 
comparable and effective level of protection of minors and 
human dignity; Green Paper on the Protection of Minors 
and Human Dignity in Audiovisual and Information Ser-
vices; COM(96) 483, October 1996, http://europa.eu.int/en/
record/green/gp9610/protec.htm; Communication from 
the Commission to the Council, the European Parliament, 
the Economic and Social Committee and the Committee 
of the Regions -Illegal and harmful content on the Internet 
(COM(96) 487 final); Resolution on the Commission com-
munication on illegal and harmful content on the Internet 
(COM(96)487 - C4-0592/96); Council Resolution of 17 Janu-
ary 1995 on the lawful interception of telecommunications 
(OJ C 329, 04.11.1996, pp. 1- 6).

11 http://europa.eu.int/comm/justice_home/jai/prog_en.htm.
12 “Legal Aspects of Computer-related Crime in the Informa-

tion Society - COMCRIME.” The study was prepared by Prof. 
U. Sieber of the University of Würzburg under contract with 
the European Commission. The final report is available at: 
http://europa.eu.int/ISPO/legal/en/crime/crime.html.

13 At EU level, the data protection supervisory authorities 
constitute the Article 29 Data Protection Working Party, 
which is the independent EU advisory body on privacy and 
data protection, see art. 29 and 30 of Directive 95/46/EC.

(mostly ISPs and telecommunications operators).14

On the basis of the analysis and the recommenda-
tions made by the study, the conclusions drawn 
from the consultation process, the new possibilities 
provided for by the Treaty of Amsterdam and the 
work already accomplished in the EU, the G8 and 
the C.o.E., this Communication will examine various 
options for further action by the EU against compu-
ter-related crime. On the European Union level the 
chosen solutions should not lead to any impedi-
ment for and fragmentation of the Internal Market, 
nor to measures which undermine the protection of 
fundamental rights.15

2. SECURITY OF INFORmaTION 
INFRaSTRUCTURES

In the information society, user-controlled global 
networks are gradually replacing the older genera-
tion of national communication networks. One of 
the reasons for the success of the Internet is that 
it has given users access to the very newest tech-
nologies. Moore’s Law16 predicts that computing 
power doubles every 18 months. Communications 
technology however is developing at an even faster 
pace.17 One result of this is that the volume of data 
carried over the Internet has been doubling in peri-
ods of less than a year.

The classical telephone networks were constructed 
and operated by national organisations. Its users 
had little choice of services and no control over 
the environment. The first data networks that were 
developed were built on the same philosophy of a 
centrally controlled environment. Security within 
these environments reflected this.

14 Two meetings with law enforcement took place on 
10.12.1999 and 1.3.2000. A meeting with Internet industry 
representatives took place on 13.3.2000. A meeting with 
a small number of personal data protection experts took 
place on 31.3.2000. A final meeting with all the above 
took place on 17.4.2000. Minutes of the meetings can be 
obtained by writing to: European Commission, Unit INFSO/
A4, or to: European Commission, Unit JAI/B2, Wetstraat/Rue 
de la Loi 200, 1049 Brussels, Belgium.

15 EU Charter on Fundamental Rights (http://europa.eu.int/
comm/justice_home/unit/charte_en.htm), Article 6 of the 
TEU and jurisprudence of the European Court of Justice.

16 The observation made in 1965 by Gordon Moore, co-
founder of Intel, about the speed at which the density 
of transistors in integrated circuits was increasing. This 
density is now approximately doubling every 18 months 
and this has a direct impact on the price and performance 
of computer chips. Many experts expect this to hold for at 
least another decade.

17 The latest technology makes it possible for a single optical 
fibre cable to simultaneously carry the equivalent of 100 
million voice calls.
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The Internet and other new networks are very differ-
ent, and security needs to be handled accordingly. 
Intelligence and control in these networks is mostly 
at the periphery, where the users and services are. 
The core of the network is simple and efficient, and 
essentially dedicated to the task of transmitting 
data. There is limited checking or control of content. 
It is only at the final destination where the bits be-
come the sound of a voice, the image of an x-ray 
or the confirmation of a bank transaction. Security 
is therefore to an important extent a responsibility 
of the users, as only they can appreciate the value of 
the bits being sent or received, and can determine 
the level of protection needed.

The user environment is therefore a key part of the 
information infrastructure. Security techniques have 
to be implemented there with the permission and 
participation of the user and according to his/her 
needs. This is particularly important when one con-
siders the increasing range of activities that people 
are carrying out from the same terminal. They work 
and play, they watch television and authorise bank 
transfers, all from the same device.

Several security technologies are available and new 
technologies are being developed. The advantages 
of open source development in terms of security are 
becoming clearer. Much work has been done on 
formal methods and on security evaluation criteria. 
The use of encryption technologies and electronic 
signatures are becoming indispensable, particularly 
with the growth in wireless access. An increasing 
variety of authentication mechanisms is required 
to meet our different needs in the environments in 
which we interact. In some environments, we may 
need or wish to remain anonymous. In others, we 
may need to be able to prove a certain characteris-
tic while not revealing our identity, such as being an 
adult or being an employee or a client of a particular 
company. In yet other situations, it may be neces-
sary to give proof or our identity. Also software filters 
are becoming ever more sophisticated, and enable 
us to protect ourselves or those in our care from 
data we do not want, such as undesirable content, 
spam mail, malicious software and other forms of 
attack. The implementation and management of 
such security requirements within the Internet and 
new networks also involve considerable expense to 
industry and users. Therefore it is important to en-
courage innovation and commercial use of security 
technology and services.

Naturally, also the shared infrastructure of commu-
nication links and name-servers has its security as-
pects. Data transmission depends on the physical 
links whereby data is routed from one computer 

to another. These links have to be put in place and 
protected in such a way that transmission remains 
possible in spite of accidents, attacks and an ever 
increasing volume of traffic. Communication also 
depends on critical services such as those provided 
by the name servers, and in particular on the small 
number of root name servers, that provide the 
needed addresses. Each of these components will 
also need appropriate protection, which will vary ac-
cording to the part of the name space and the user 
base that is being served.

Driven by the objective of bringing more flexibility 
and responsiveness to people’s needs, information 
infrastructure technologies have become increas-
ingly complex with often insufficient design effort 
devoted to security. In addition, this complexity in-
volves more and more sophisticated and intercon-
nected software programmes, which sometimes in-
clude weaknesses, security holes, that may easily be 
exploited for attacks. As cyberspace gets more and 
more complex and its components more and more 
sophisticated, new and unforeseen vulnerabilities 
may emerge.

Several technological mechanisms already exist and 
new ones are being developed to improve security 
in cyber-space. The response includes measures:

• To secure critical elements of the infrastruc-
ture through the deployment of public-key 
infrastructures (PKI), the development of se-
cure protocols, etc.

• To secure private and public environments 
through the development of quality soft-
ware, firewalls, anti-virus programs, electronic 
rights management systems, encryption, etc.

• To secure authentication of authorised users, 
use of smart cards, biometric identification, 
electronic signatures, role-based technolo-
gies, etc.

This calls for an increased effort to develop secu-
rity technologies, involving co-operation in order to 
achieve a necessary interoperability between solu-
tions through agreements on international stand-
ards.

It is important also that any future conceptual 
framework for security be an integral part of the 
overall architecture, addressing threats and vulner-
abilities from the outset of the design process. This 
contrasts with traditional add-on approaches, which 
have necessarily attempted to plug the holes ex-
ploited by an increasingly sophisticated criminal 
community.
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The EU Information Society Technologies (IST) 
Programme,18 in particular work relating to informa-
tion-, and network security, and other confidence-
building technologies,19 provides a framework to 
develop capability and technologies to understand 
and tackle emerging challenges related to com-
puter crime. These technologies include technical 
tools to protect against infringement of the funda-
mental rights to privacy and personal data and other 
personal rights and to fight computer crime. In addi-
tion, in the context of the IST Programme, a depend-
ability initiative has been launched. This initiative will 
contribute towards trust and confidence in highly 
inter-linked information infrastructures and in tightly 
networked embedded systems by promoting de-
pendability awareness and dependability enabling 
technologies. An integral part of this initiative is in-
ternational co-operation. The IST Programme has 
developed working relationships with DArPA and 
NSF and has established, in collaboration with the 
US Department of State, a Joint EC/US Task Force on 
Critical Infrastructure Protection.20

Finally, the implementation of security obligations 
following in particular from the EU Data Protection 
Directives21 contributes to enhancing security of the 
networks and of data processing.

3. COmPUTER-RELaTED CRImE

Modern information and communications systems 
make it possible to perform illegal activities from 
anywhere to anywhere in the world at any time. 
There are no reliable statistics available on the full 
scale of the computer-related crime phenomenon. 
The number of intrusions detected and reported 
up to now, probably under-represent the scope of 
the problem. Because of limited awareness and ex-
perience of system administrators and users, many 
intrusions are not detected. In addition, many com-
panies are not willing to report cases of computer 
abuse, to avoid bad publicity and exposure to future 
attacks. Many police forces do not yet keep statistics 
on the use of computers and communication sys-
tems involved in these and other crimes. However, 
the number of illegal activities can be expected to 

18 The IST Programme is managed by the European Com-
mission. It is part of the 5th Framework Programme, which 
runs from 1998 to 2002. More information is available at 
http://www.cordis.lu/ist.

19 In Key Action 2 - New Methods of Work and Electronic 
Commerce.

20 Under the auspices of the Joint Consultative Group of the 
EC/US Science and Technology Co-operation Agreement.

21 See Article 4 of Directive 97/66/EC (including also an obli-
gation to inform about remaining security risks) and Article 
17 of Directive 95/46/EC.

grow as computer and network use increases. There 
is a clear need to gather reliable evidence on the sig-
nificance of computer-related crime.

In this Communication, computer-related crime is 
addressed in the broadest sense, as any crime that 
in some way or other involves the use of informa-
tion technology. However, different views exist on 
what constitutes “computer-related crime.” The 
terms “computer crime,” “computer-related crime,” 
“high-tech crime” and “cybercrime” are often used 
interchangeably. A difference can be made be-
tween computer specific crimes and traditional 
crimes performed with the aid of computer technol-
ogy. A topical example of this can be found in the 
realm of Customs where the Internet proves to be 
an instrument for committing typical crimes against 
Customs Law, such as smuggling, counterfeit, etc. 
Whereas the computer-specific crimes require up-
dates of the definitions of crimes in national criminal 
codes, the traditional crimes performed with the aid 
of computers call for improved co-operation and 
procedural measures.

Yet all of them benefit from the availability of infor-
mation and communication networks which are 
borderless and from the circulation of data which is 
intangible and extremely volatile. These characteris-
tics call for a review of existing measures to address 
illegal activities performed on or using these net-
works and systems.

Many countries have passed legislation to address 
computer-related crime. In European Union Mem-
ber States, a number of legal instruments have 
been issued. Other than a Council Decision on child 
pornography on the Internet, there are no EU legal 
instruments so far directly addressing computer-
related crime, but there are a number of indirectly 
relevant legal instruments.

The main issues addressed by legislation in relation 
to computer specific crimes at EU or Member State 
level are:

Privacy Offences: various countries have introduced 
criminal law addressing illegal collection, storage, 
modification, disclosure or dissemination of per-
sonal data. In the European Union, two Directives 
have been adopted that approximate the national 
laws on the protection of privacy with regard to 
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the processing of personal data.22 Article 24 of the 
Directive 95/46/EC clearly obliges Member States 
to adopt all suitable measures to ensure the full 
implementation of the provisions of the Directive, 
including sanctions to be imposed in case of in-
fringements of the provisions of national laws. The 
fundamental rights to privacy and data protection 
are furthermore included in the Charter of Funda-
mental rights of the European Union.

Content-related offences: The dissemination, espe-
cially via the Internet, of pornography, in particular 
child pornography, racist statements and informa-
tion inciting violence raises the question as to what 
extent these acts could be confronted with the help 
of criminal law. The Commission has supported the 
view that what is illegal off-line should also be illegal 
on-line. The author or the content provider23 may 
be liable under criminal law. A Council Decision has 
been adopted to combat child pornography on the 
Internet.24

The liability of the intermediary service providers, 
whose networks or servers are used for the transmis-
sion or storage of third-party information, has been 
addressed by the Directive on electronic commerce.

Economic crimes, unauthorised access and sabo-
tage: Many countries have passed laws that address 
computer-specific economic crime and define new 
offences related to unauthorised access to compu-
ter systems (e.g., hacking, computer sabotage and 
distribution of viruses, computer espionage, com-
puter forgery, and computer fraud25) and new forms 

22 Directive 95/46/EC of the European Parliament and of the 
Council of 24 October 1995 on the protection of individuals 
with regard to the processing of personal data and on the 
free movement of such data and Directive 97/66/EC of the 
European Parliament and of the Council of 15 December 
1997 concerning the processing of personal data and the 
protection of privacy in the telecommunications sector. 
Art. 24 of Directive 95/46/EC obliges Member States to lay 
down sanctions to be imposed in case of infringement of 
data protection provisions.

23 The content provider should not be confused with the 
service provider.

24 Council Decision of 29 May 2000 to combat child pornog-
raphy on the Internet (OJ L 138, 9.6.2000, p.1).

25 The media has given much attention to the recent “distrib-
uted Denial of Service” attacks on large web-sites and the 
distribution of the so-called LoveBug virus. This however 
should be kept in perspective. Denial of service attacks, 
either deliberate or accidental, and e-mail related viruses 
have been around for many years. The Morris worm and 
the IBM Xmas-tree email were earlier examples. There exist 
products and procedures to help deal with these. There is 
also a great deal of good co-operation within the Internet 
community to limit the damage from such incidents as 
they happen. There is similar co-operation to limit spam-
ming abuses.

of committing offences (e.g., computer manipula-
tions instead of deceiving a human). The object of 
the crime is often intangible, e.g., money in bank de-
posits or computer programmes. At present, there 
are no EU instruments regarding such types of illegal 
activity. Concerning prevention, the recently adopt-
ed revised dual-use goods regulation contributed 
significantly to liberalise the availability of encryp-
tion products.

Intellectual Property Offences: Two Directives have 
been adopted, on the legal protection of computer 
programs and of databases,26 relating directly to the 
Information Society and providing for sanctions. 
A Common Position on a proposal for a Directive 
on copyright and related rights in the Information 
Society has been adopted by the Council . This is 
expected to be adopted early 2001.27 The violation 
of copyright and related rights as well as the cir-
cumvention of technological measures designed to 
protect these rights are to be sanctioned. As regards 
counterfeiting and piracy, the Commission will 
present, before the end of 2000, a Communication 
taking stock of the consultation process initiated 
with its 1998 Green Paper and announcing a rele-
vant action plan. As the Internet becomes more and 
more important commercially, we are beginning to 
see new disputes around domain names related to 
cybersquatting, warehousing and reverse hijacking, 
and, naturally, there are also calls for rules and proce-
dures to help deal with these problems.28

Enforcement of taxation obligations also needs to 
be addressed. In the case of commercial transac-
tions where the recipient of on-line supply of an 
electronic service is located in the EU, this will in 
most cases give rise to tax obligations in the ju-
risdiction where consumption of such a service 

26 Council Directive 91/250/EEC of 14 May 1991 on the legal 
protection of computer programs (OJ L 122 , 17.5.1991, pp. 
42 - 46). Directive 96/9/EC of the European Parliament and 
of the Council of 11 March 1996 on the legal protection of 
databases ( OJ L 77 , 27.3.1996, pp. 20 - 28).

27 Common Position adopted by the Council with a view 
to the adoption of a Directive of theEuropean Parliament 
and of the Council on harmonization of certain aspects 
of copyright and related rights in the Information Society 
(CS/2000/9512).

28 Communication from the Commission to the Council and 
the European Parliament, The Organisation and Manage-
ment of the Internet; International and European Policy 
Issues 1998 - 2000, April 2000, COM(2000) 202.
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is deemed to take place.29 Failure to comply with 
tax obligations exposes an operator to civil (and in 
some cases criminal) sanctions which may include 
seizure of bank accounts or other assets. Although 
voluntary compliance is always the preferred option, 
such obligations must ultimately be enforceable.

Co-operation between tax administrations is a key 
element in achieving this objective. Giving the pos-
sibility to some people to protect their lawful trans-
actions will also give the same means to criminals 
to protect their unlawful transactions. The tools that 
give us secure e-commerce can also be used to sup-
port drug trafficking. Priorities will need to be identi-
fied and choices will need to be made.

Protecting the victims of computer-related crime 
also needs to cover issues of liability, redress and 
compensation which arise when computer-related 
crimes do occur. Confidence depends not only on 
appropriate technology being used, but also on 
the accompanying legal and economic guarantees. 
These questions will need to be examined across 
the range of computer-related crimes.

There is a need for effective substantive and pro-
cedural law instruments approximated at global, 
or at least at European level, to protect the victims 
of computer-related crime and to bring the perpe-
trators to justice. At the same time, personal com-
munications, privacy and data protection, access to 
and dissemination of information, are fundamental 
rights in modern democracies. This is why the avail-
ability and use of effective prevention measures are 
desirable so to reduce the need to apply enforce-
ment measures. Any legislative measures that might 
be necessary to tackle computer-related crime need 
to strike the right balance between these important 
interests.

4. SUbSTaNTIVE Law ISSUES

Approximation of substantive law in the area of high 
tech crime will ensure a minimum level of protec-
tion for victims of cybercrime (for example, victims 
of child pornography), will help to meet the require-
ment that an activity must be an offence in both 

29 The Commission has proposed a series of amendments to 
the EU VAT system aimed at clarifying the jurisdiction of tax 
liability (COM (2000) 349 - Proposal for a Council Directive 
amending Directive 77/388/EEC as regards the Value 
Added tax Arrangements applicable to certain services 
supplied by electronic means) which is currently under 
consideration in the Council and the Parliament. In some 
circumstances, however, the liability to pay tax may fall on 
the supplier, even when the supplier has no physical pres-
ence in the taxing jurisdiction.

countries before mutual legal assistance can be 
provided to assist a criminal investigation (the dual 
criminality requirement), and will provide greater 
clarity for industry (for example, on what constitutes 
illegal content).

In fact, an EU legislative instrument approximating 
substantive criminal law in the field of computer-
related crime has been on the EU agenda follow-
ing the Tampere Summit of the European Council 
in October 1999.30 The Summit included high-tech 
crime in a limited list of areas where efforts should 
be made to agree on common definitions, incrimi-
nations and sanctions. This is included in recom-
mendation 7 of the European Union strategy for 
the new Millennium on the prevention and control 
of organised crime adopted by the JHA Council in 
March 2000.31 It is also part of the Commission Work 
Programme for the Year 2000 and the Scoreboard 
for the establishment of an area of Freedom, Secu-
rity and Justice, produced by the Commission and 
adopted by the Justice and Home Affairs Council on 
27 March 2000.32

The Commission has followed the work of the Coun-
cil of Europe on the Cybercrime Convention. Four 
categories of criminal offences are listed in the cur-
rent draft C.o.E. Cybercrime Convention: 1) Offences 
against the confidentiality, integrity and availability 
of computer data and systems; 2) Computer-related 
offences; 3) Content-related offences; 4) Offences 
related to infringements of copyright and related 
rights.

EU approximation could go further than the C.o.E. 
Convention, which will represent a minimum of in-
ternational approximation. It could be operational 
within a shorter period of time than the entry into 
force of the C.o.E. Convention.33 It would bring com-
puter crime within the realms of EU law and intro-
duce EU enforcement mechanisms.

The Commission attaches great importance to en-
suring that the European Union is able to take effec-
tive action in particular against child pornography 
on the Internet. The Commission welcomes the 
Council Decision on combating child pornography 
on the Internet, but shares the view of the European 
Parliament that further action is required to ap-

30 http://db.consilium.eu.int/en/Info/eurocouncil/index.htm.
31 The Prevention and control of organised crime: A European 

Union strategy for the beginning of the new Millennium 
(OJ 2000 C124, 3.5.2000).

32 http://europa.eu.int/comm/dgs/justice_home/index_
en.htm.

33 Entry into force of the C.o.E. Convention will only take place 
after ratification.
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proximate national laws. The Commission intends 
to introduce later this year a proposal for a Council 
Framework Decision that will include provisions for 
the approximation of laws and sanctions on child 
pornography on the Internet.34

In accordance with the Tampere conclusions, the 
Commission will bring forward a legislative proposal 
under Title vI of the TEU to approximate high tech 
crime offences. This will build on the progress made 
at the Council of Europe, and will address in particu-
lar the need to approximate legislation relating to 
hacking and denial of service attacks. The proposal 
will include standard definitions for the European 
Union in this area. This could also go further than 
the draft Council of Europe Convention by ensuring 
that serious cases of hacking and denial of service 
attacks are punishable by a minimum penalty in all 
Member States.

Furthermore, the Commission will examine the 
scope for action against racism and xenophobia on 
the Internet with a view to bringing forward a pro-
posal for a Council Framework Decision under Title 
vI of the TEU covering both off-line and on-line rac-
ist and xenophobic activity. This will take account 
of the forthcoming evaluation of the implemen-
tation by Member States of the Joint Action of 15 
July 1996 concerning action to combat racism and 
xenophobia.35 The Joint Action was a first step to-
wards approximation of criminal offences relating 
to racism and xenophobia, but there is a need for 
further approximation within the European Union. 
The importance and sensitivity of this issue has been 
highlighted by the decision of a French court on 20 
November 2000 requiring Yahoo to block French us-
ers from accessing sites selling Nazi memorabilia.36

Finally, the Commission will consider how to im-
prove the effectiveness of efforts against the il-
licit drugs trade on the Internet, the importance of 
which is recognised in the European Union Drugs 
Strategy 2000-2004 endorsed at the European 

34 This initiative is part of a package of proposals which also 
covers wider issues associated with the sexual exploitation 
of children and trafficking in human beings, as announced 
in the Commission’s Communication on trafficking in 
human beings of December 1998. The text of the proposal 
for a Council Framework decision is annexed to the Com-
munication from the Commission to the Council and the 
European Parliament on combating trafficking in human 
beings an the sexual exploitation of children: two propos-
als for Framework Decisions which is being published in 
parallel with this Communication.

35 OJ, L185, 24.7.1996, p. 5-7. Also available on the European 
Judicial Network website http://ue.eu.int/ejn/index.htm.

36 Tribunal de Grande Instance de Paris, Ordonnance de 
Référé rendue le 20 November 2000, No. RG 00/05308.

Council in Helsinki.37

5. PROCEDURaL Law ISSUES

The very nature of computer-related criminal of-
fences brings procedural issues to the forefront of 
national and international attention as different 
sovereignties, jurisdictions and laws come into play. 
More than in any other transnational crime, the 
speed, mobility and flexibility of computer crime 
challenge the existing rules of criminal procedural 
law.

Approximation of procedural law powers will im-
prove the protection of victims by ensuring that law 
enforcement agencies have the powers they need 
to investigate offences on their own territory, and 
will ensure that they are able to respond quickly and 
effectively to requests from other countries for co-
operation.

It is also important to ensure that measures taken 
on the basis of criminal law, which generally falls 
with the competence of Member States and Title 
vI of the TEU, are in accordance with Community 
law requirements. In particular, the Court of Justice 
has consistently held that such legislative provisions 
may not discriminate against persons to whom 
Community law gives the right to equal treatment 
or restrict the fundamental freedoms guaranteed by 
Community law.38 Any new powers for law enforce-
ment need to be assessed against Community law 
and their impact to privacy.

5.1. Interception of communications

In the European Union, there is a general principle 
of confidentiality of communications (and related 
traffic data). Interceptions are illegal unless they are 
authorised by law when necessary in specific cases 
for limited purposes. This follows from Article 8 of 
the European Convention of Human rights, referred 
to in Article 6 of the TEU and more particularly from 
Directives 95/46/EC and 97/66/EC.

37 EU Action Plan to Combat Drugs (2000 - 2004). COM(1999) 
239 final, http://europa.eu.int/comm/justice_home/unit/
drogue_en.htm.

38 Case C-274/96 Bickel & Franz (1998) ECR I-7637 para 17, 
Case C-186/87 Cowan (1989) ECR 195 para 19. In particular, 
the administrative measures or penalties must not go 
beyond what is strictly necessary, the control procedures 
must not be conceived in such a way as to restrict the 
freedom required by the Treaty and they must not be ac-
companies by a penalty which is so disproportionate to the 
gravity of infringement that it becomes an obstacle to the 
exercise of that freedom (Case C-203/80 Casati (1981) ECR 
2595 para 27).
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All Member States have a legal framework in place 
to allow law enforcement to obtain judicial orders 
(or, in the case of two Member States, a warrant per-
sonally authorised by a senior Minister) for the inter-
ception of communications on the public telecom-
munications network.39 This legislation, which has 
to be in line with Community law to the extent that 
it applies, contains safeguards protecting individu-
als’ fundamental right to privacy, such as limiting 
the use of interception to investigations of serious 
crimes, requiring that interception in individual in-
vestigations should be necessary and proportionate, 
or ensuring that the individual is informed about the 
interception as soon as it will no longer hamper the 
investigation. In many Member States, interception 
legislation contains obligations for (public service) 
telecommunications operators to provide for inter-
ception capabilities. A 1995 Council resolution was 
aimed at co-ordinating interception requirements.40

Traditional network operators, in particular those 
offering voice services, have in the past established 
working relations with law enforcement to facilitate 
lawful interception of communications. Telecom-
munications liberalisation and the explosion of 
Internet use have attracted many entrants to the 
marketplace, who have been confronted afresh 
with interception requirements. Questions on 
regulations, technical feasibility, allocation of costs 
and commercial impact will need to be discussed 
in government-industry dialogues together with all 
other parties concerned including data protection 
supervisory authorities.

New technologies make it essential that Member 
States work together if they are to maintain their 

39 Two Member States do not allow intercepted communica-
tions as evidence in criminal proceedings.

40 Council Resolution of 17 January 1995 on the lawful inter-
ception of telecommunications (OJ C 329, 4.11.1996, pp. 
1- 6). The Annex contains a list of law-enforcement inter-
ception requirements that Member States were requested 
to take into account in the definition and implementation 
of relevant national policies and measures. In 1998, the 
Austrian Presidency proposed an EU Council Resolution 
to extend the scope of the 1995 Resolution to cover new 
technologies, including Internet and satellite communica-
tions. This has been the subject of debate in two European 
Parliament Committees, the Committee on Civil Liberties 
and Internal Affairs and the Committee on Legal Affairs and 
Citizens’ Rights, which reached different conclusions. The 
former considered this resolution to be a clarification and 
update of the old one and thought it was acceptable. The 
latter was strongly critical, both on potential human rights 
infringements and on the costs to operators, rejecting the 
EU Council proposal and calling on the Commission to 
draw up a new proposal once the Treaty of Amsterdam 
had entered into force. The draft Council Resolution has 
not been actively considered by the Council or its working 
parties in recent months.

capabilities for lawful interception of communica-
tions. Where Member States introduce new techni-
cal interception requirements on telecommunica-
tions operators and Internet service providers, the 
Commission believes these standards should be 
co-ordinated internationally to prevent distortion of 
the Single Market, to minimise the costs for industry 
and to respect privacy and data protection require-
ments. The standards should be public and open 
where possible and should not introduce weakness-
es into the communications infrastructure.

In the context of the EU Convention on Mutual As-
sistance in Criminal Matters,41 an approach has been 
agreed to facilitate co-operation on legal intercep-
tion.42 The Convention contains provisions on the in-
terception of satellite telephone communication,43 
and on interception of communications of a per-
son on the territory of another Member State.44 The 
Commission believes that the interception rules in 
the Mutual Legal Assistance Convention constitute 
the maximum possible at the current stage. The text 
of the Convention is technology neutral; it will have 
to be tested how it will work in practice before any 
improvements can be considered. The Commission 
will review its implementation with Member States, 
industry, users and data protection supervisory au-
thorities to ensure that relevant initiatives are effec-
tive, transparent and well balanced.

Abusive, indiscriminate use of interception capa-

41 O J C 197 of 12.7.2000, p.1. The Convention was adopted 
29 May 2000. The interception provisions in the Conven-
tion apply only to the Member States of the European 
Union and not to third countries.

42 The Convention provides for minimum safeguards con-
cerning the protection of privacy and personal data.

43 The initial purpose of the negotiations was to provide an 
interception capability concerning persons using satellite 
telephones on the territory of the intercepting Member 
State. Technically, the critical point to intercept these 
communications is at the satellite ground station. It was 
therefore necessary to seek technical assistance from the 
Member State where the ground station was located. The 
Convention contains two options that address this issue: 
an expedited mutual legal assistance procedure which 
requires individual requests for assistance to the Member 
State with the satellite ground station, and a technical 
solution based on remote access to the satellite ground 
station from the intercepting Member State which does 
not require individual requests.

44 The Convention also provides for a legal framework for re-
quests for interception of the communications of a person 
on the territory of another Member State (the requested 
Member State). In this case, the intercepting Member State 
and the requested Member State both need to obtain 
interception warrants under their domestic laws. Finally, 
the Convention establishes rules to cover situations where 
the intercepting Member State may have the possibility to 
intercept the communications of a person on the territory 
of another Member State without the need to seek techni-
cal assistance from that Member State.
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bilities, particularly internationally, will raise human 
rights questions and will undermine citizens’ trust in 
the Information Society. The Commission has seen 
with grave concern reports on alleged abuses of in-
terception capabilities.45

5.2. Retention of traffic data

To investigate and prosecute crimes involving the 
use of the communications networks, including the 
Internet, law enforcement authorities frequently use 
traffic data when they are stored by service provid-
ers for billing purposes. As the price charged for a 
communication is becoming less and less depend-
ent on distance and destination, and service pro-
viders move towards flat rate billing, there will no 
longer be any need to store traffic data for billing 
purposes. Law enforcement authorities fear that this 
will reduce potential material for criminal investiga-
tions and therefore advocate that service providers 
keep certain traffic data for at least a minimum pe-
riod of time so that these data may be used for law 
enforcement purposes.46

In accordance with the EU personal Data Protection 
Directives, both the general purpose-limitation prin-
ciples of Directive 95/46/EC and the more specific 
provisions of Directive 97/66/EC, traffic data must be 
erased or made anonymous immediately after the 
telecommunications service is provided, unless they 
are necessary for billing purposes. For flat rate or 
free-of-charge access to telecommunications serv-
ices, service providers are in principle not allowed to 
preserve traffic data.

Under the EU Data Protection Directives, Member 
States may adopt legislative measures to restrict the 
scope of the obligation to erase traffic data when 
this constitutes a necessary measure for, amongst 
others, the prevention, investigation, detection and 
prosecution of criminal offences or of unauthorised 
use of the telecommunications system.47

However, any legislative measure at national level 

45 A long, extensively documented report by Mr Campbell 
(http://www.gn.apc.org/duncan/stoa_cover.htm) on an 
intelligence interception network called ECHELON was 
the subject of a European Parliament public hearing. The 
report argues that ECHELON was conceived for national 
security purposes but has also been used for industrial es-
pionage. The European Parliament has set up a temporary 
Committee that will study the subject and will submit a 
report to the plenary within a year.

46 These would include criminal investigations in cases that 
are not related to computers or communications networks, 
but where the data may help to resolve the crime.

47 Art. 14 of Directive 97/66/EC and art 13 of Directive 95/46/
EC.

that may provide for the retention of traffic data 
for law enforcement purposes would need to fulfil 
certain conditions: the proposed measures need 
to be appropriate, necessary and proportionate, as 
required by Community law and international law, 
including Directive 97/66/EC and 95/46/EC, the 
European Convention for the Protection of Human 
rights of 4 November 1950 and the Council of Eu-
rope Convention for the Protection of Individuals 
with regard to Automatic Processing of Personal 
Data of 28 January 1981. This is particularly relevant 
for measures that would involve the routine reten-
tion of data on a large part of the population.

Some Member States are taking legal initiatives re-
quiring or allowing service providers to store certain 
categories of traffic data, not needed for billing pur-
poses, after the provision of the service but which 
are considered useful for criminal investigations.

The scope and form of these initiatives varies con-
siderably, but they are all based on the idea that 
more data should be available for law enforcement 
authorities than would be the case if service pro-
viders only process data which are strictly needed 
for the provision of the service. The Commission is 
examining these measures in the light of existing 
Community law.

The European Parliament is sensitive to privacy is-
sues and generally has taken a stance in favour of 
strong protection of personal data. However, in dis-
cussions on combating child pornography on the 
Internet, the European Parliament has expressed an 
opinion favouring a general obligation to preserve 
traffic data for a period of three months.48

This illustrates the importance of the context in 
which a sensitive topic such as traffic data retention 
is discussed and the challenge facing policy makers 
seeking to strike appropriate balances.

The Commission considers that any solution on the 
complex issue of retention of traffic data should be 
well founded, proportionate and achieve a fair bal-
ance between the different interests at stake. Only 
an approach that brings together the expertise and 
capacities of government, industry, data protec-
tion supervisory authorities and users will succeed 
in meeting such goals. A consistent approach in 
all Member States on this complex issue would be 

48 Legislative resolution embodying Parliament’s opinion on 
the draft Joint Action, adopted by the Council on the basis 
of Article K.3 of the Treaty on European Union, to combat 
child pornography on the Internet, Amendment 17 (OJ C 
219,30.7.1999, pp. 68 ff., on p. 71).
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highly desirable, to meet the objectives of both ef-
fectiveness and proportionality and to avoid the 
situation where both law enforcement and the In-
ternet community would have to deal with a patch-
work of diverse technical and legal environments.

There are quite different important concerns to be 
taken into account. On one hand, data protection 
supervisory authorities have considered that the 
most effective means to reduce unacceptable risks 
to privacy while recognising the needs for effective 
law enforcement is that traffic data should in princi-
ple not be kept only for law enforcement purpos-
es.49 On the other hand, law enforcement authori-
ties have stated that they consider the retention of 
a minimum amount of traffic data for a minimum 
period of time necessary to facilitate criminal inves-
tigations.

Industry has an interest to co-operate in the fight 
against crimes like hacking and computer-fraud, but 
should not be confronted with measures that are 
unreasonably costly. The economic impact of any 
measures should be carefully analysed and com-
pared with the effectiveness of such a measure in 
the fight against cybercrime in order to avoid mak-
ing the Internet more costly and less affordable for 
users. Adequate security of any retained traffic data 
would have to be ensured.

In any case, industry will have a key role to play in 
contributing, to the process of creating a safer Infor-
mation Society. Users should have confidence in the 
safety of the Information Society and feel protected 
from crime and from infringements of their privacy.

The Commission fully supports and encourages a 
constructive dialogue between law enforcement, 
industry, data protection authorities and consumer 
organisations as well as other parties that might be 
concerned. Within the framework of the proposed 
EU Forum (see point 6.4 of this Communication), the 
Commission will urge all the parties concerned to 
discuss in-depth, as a matter of priority, the complex 
issue of retention of traffic data with a view to jointly 
finding appropriate, balanced and proportionate 

49 “Large-scale exploratory or general surveillance must be 
forbidden…the most effective means to reduce unac-
ceptable risks to privacy while recognising the needs for 
effective law enforcement is that traffic data should in 
principle not be kept only for law enforcement purposes 
and that national laws should not oblige telecommunica-
tions operators, telecommunications service and Internet 
Service providers to keep traffic data for a period of time 
longer than necessary for billing purposes,” Recommenda-
tion 3/99 of the Art. 29 Data Protection Working Party of 7 
September 1999, http://europa.eu.int/comm/internal_mar-
ket/en/media/dataprot/wpdocs/index.htm.

solutions fully respecting the fundamental rights to 
privacy and data protection.50 On the basis of the 
outcome of this work, the Commission will be able 
to assess the need for any legislative or non-legisla-
tive actions at EU level.

5.3. Anonymous access and use

Law enforcement experts have expressed concern 
that anonymity may result in non-accountability 
and could seriously impede the possibility to catch 
certain criminals. Anonymous use of mobile teleph-
ony is possible in some countries through pre-pay 
cards (not in others). Anonymous access to and use 
of the Internet is offered by some service and access 
providers, including re-mailers and Internet cafés. A 
degree of anonymity is also facilitated by the system 
of dynamic Internet addressing, in which addresses 
are not allocated to users on a permanent basis but 
only for the duration of a given session.

In their discussions with the Commission, some 
representatives from industry have not been in fa-
vour of full anonymity, partly for their own security, 
anti-fraud and network integrity purposes. The Lon-
don Internet Exchange has pointed to best practice 
guidelines they had issued which had proved useful 
in the UK.51 However, other industry representatives 
and privacy experts have stated that without ano-
nymity it is not possible to guarantee fundamental 
rights.

The Art. 29 Data Protection Working Party has issued 
a recommendation on the subject of anonymous 
use of the Internet.52 It considers the issue of ano-
nymity on the Internet as being at the centre of a 
dilemma for governments and international or-
ganisations. On the one hand the possibility of re-
maining anonymous is essential if the fundamental 
rights to privacy and freedom of expression are to 
be maintained in cyberspace. On the other hand 
the ability to participate and communicate on-line 
without revealing one’s identity runs against the 
grain of initiatives being developed to support other 
key areas of public policy, such as the fight against 
illegal and harmful content, financial fraud or copy-
right infringements. Of course such apparent con-

50 As incorporated in the European Convention on Human 
Rights (Article 8, right to privacy), the EU Charter on 
Fundamental Rights, the EU Treaty and EC Data Protection 
Directives.

51 http://www.linx.net/noncore/bcp/.
52 Working Party on the Protection of Individuals with regard 

to the Processing of Personal data. Recommendation 3/97 
Anonymity on the Internet. Adopted by the Working Party 
on 3 December 1997. http://europa.eu.int/comm/inter-
nal_market/en/media/dataprot/wpdocs/index.htm.
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flict between different public policy objectives is not 
new. In the context of the more traditional off-line 
modes of communication, such as letter and parcel 
post, the telephone, newspapers, or broadcasting 
via radio and television, a balance between these 
objectives has been achieved. The challenge facing 
policy-makers today is to ensure that this balanced 
approach, which guarantees basic rights while per-
mitting proportionate restrictions to these rights in 
limited and specified circumstances, is maintained 
in the new context of cyberspace. Central to this bal-
ance will be the extent of, and limits to, a person’s 
ability to participate on-line in an anonymous fash-
ion.

In the concluding Declaration of the Ministerial Con-
ference in Bonn on Global Information Networks, 
6-8 July 1997, it was stated that the principle should 
be that where the user can choose to remain anony-
mous off-line, that choice should also be available 
on-line. There is a clear consensus therefore that ac-
tivity on networks should be viewed using the basic 
legal principles that apply elsewhere. The Internet is 
not an anarchic ghetto where society’s rules do not 
apply. Equally, though, the ability of governments 
and public authorities to restrict the rights of indi-
viduals and monitor potentially unlawful behaviour 
should be no greater on public networks than it is 
in the outside, off-line world. The requirement that 
restrictions to fundamental rights and freedoms 
be properly justified, necessary and proportional in 
view of other public policy objectives, must also ap-
ply in cyberspace.

In the Article 29 Data Protection Working Party rec-
ommendation it is indicated in detail how this may 
be achieved in specific cases (for example concern-
ing e-mail, newsgroups, etc).53 The Commission 
shares the views expressed by the Working Party.

5.4. Practical co-operation at international level

In the recent past, world-wide combined law en-
forcement operations, such as Operations Star-
burst and Cathedral against paedophile rings, have 
shown the value of co-ordinated international ac-
tion by law enforcement and judiciary, both in ex-
changing information at the preliminary stage and 
in preventing the tipping off of other ring members 
when arrests and seizures are made. The Internet 
has also proved to be a valuable and efficient tool for 
police and customs investigations where it is used 
as an instrument for committing traditional crimes, 
such as counterfeiting and smuggling.On the other 

53 http://europa.eu.int/comm/internal_market/en/media/
dataprot/wpdocs/index.htm.

hand, these operations have also revealed the ma-
jor legal and operational difficulties with which law 
enforcement and judiciary were confronted while 
managing this action, such as preparation of cross 
border evidence or commission rogatoire, victim 
identification, and the role of intergovernmental or-
ganisations dealing with police issues (Interpol and 
Europol in particular).

In the field of practical international co-operation 
measures international networks for the exchange 
of information are becoming increasingly important 
for police and customs authorities.

Within the G8, a 24 hour/7 day information network 
of law-enforcement points of contact has been es-
tablished and is already operational. Its main pur-
pose is to receive and respond to urgent requests 
for co-operation in cases involving electronic 
evidence. The network has been used successfully 
in a number of cases. The EU JHA Council on 19 
March 1998 endorsed the 10 Principles to combat 
high-tech crime adopted by the G8 and invited the 
non-G8 Countries of the Member States of the EU to 
join the network.54 These contact points should co-
operate directly, supplementing existing structures 
of mutual assistance and channels for communica-
tions.55

Creation of such a network is also foreseen by the 
draft C.o.E. Convention. reference to a 24h/7d net-
work of points of contact exists also in the Council 
Decision on combating Child Pornography on the 
Internet and in the EU Common Position on the 
draft C.o.E. Convention on cyber-crime56 and in the 
Council decision endorsing the G8 action plan,57 but 
no concrete EU-specific initiatives have yet been 
taken.

The Commission considers that given the need for 

54 Apart from the G8 Members, five EU Member States have 
so far joined the G8 24/7 network.

55 At the World Conference against Commercial Sexual 
Exploitation of Children in Stockholm on 28 August 
1996 proposals were made to include INTERPOL in the 
mentioned networks. The Decision of the EU Council on 
combating child pornography on the Internet foresees also 
the involvement of Europol in this field.

56 Article 1.4 of the Common Position: “Member States 
should support the establishment of provisions, which will 
facilitate international co-operation including provisions 
concerning mutual legal assistance to the widest extent 
possible. The Convention should facilitate the swift co-op-
eration regarding computer-related and computer-aided 
offences. This form of co-operation may include the setting 
of 24-hour law enforcement points of contact, which 
supplement existing structures of mutual assistance.”

57 Available on the European Judicial Network website http://
ue.eu.int/ejn/index.htm.
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appropriate expertise and expedited action in this 
field, the Council’s intentions should be implement-
ed without delay. To be successful, however, such a 
network would require both legally and technically 
literate staff, which implies appropriate training.

There is a similar need to intensify co-operation and 
information exchange between customs authorities. 
Existing forms of co-operation should be enhanced, 
and new means of managing joint operations and 
exchanging information should be developed. With 
due regard to data protection requirements, there 
is a growing consensus among customs authorities 
that international information networks should be 
formed to further facilitate the exchange of informa-
tion. There is also a need for greater resources to be 
invested in this area, both regarding the upgrade of 
computer systems but also in educating personnel, 
in order for customs authorities to perform their du-
ties more effectively.

5.5. Procedural law powers and jurisdiction

At the domestic level, and once the necessary condi-
tions enshrined in law are fulfilled, law-enforcement 
authorities need to be able to search and seize data 
stored in computers speedily enough to prevent the 
destruction of criminal evidence. Law-enforcement 
authorities consider that they should have sufficient 
coercive powers to be able, within their jurisdiction, 
to search computer systems and seize data, order 
persons to submit specified computer data, order or 
obtain the expeditious preservation of specific data 
in accordance with normal legal safeguards and 
procedures. At present, however, the safeguards 
and procedures are not approximated.

Questions may arise if, when accessing a computer, 
law-enforcement authorities find that a number of 
computers and networks are involved which are 
located all over the country. Issues become much 
more complicated if, while searching a computer 
or simply pursuing an investigation, a law-enforce-
ment authority finds itself accessing or needing to 
access data located in one or more different coun-
tries. Important sovereignty, human rights and law-
enforcement interests are at stake and need to be 
balanced.

Existing legal tools for international co-operation 
in criminal law matters, i.e., mutual legal assistance, 
may not be appropriate or sufficient, since their im-
plementation normally takes several days, weeks or 
months. There is a need for a mechanism by which 
countries can investigate offences and obtain evi-
dence quickly and efficiently, or at least not lose im-

portant evidence in cross-border law-enforcement 
procedures, in a manner consistent with principles 
of national sovereignty and constitutional and hu-
man rights, including privacy and data protection.

New proposals under consideration in the Council 
of Europe draft Convention on Cybercrime to ad-
dress these problems include orders for the pres-
ervation of data to assist specific investigations. 
However, other issues, such as transborder search 
and seizure, present difficult and as yet unresolved 
policy questions. More discussion among all parties 
concerned is clearly required before any concrete 
initiatives may be envisaged.

The G8 high-tech crime subgroup has discussed 
the issue of transborder search and seizure and, 
in anticipation of a subsequent more permanent 
agreement, has reached consensus on provisional 
principles58. Important questions, however, related 
in particular to when expedited search and seizure 
in particular situations is possible prior to informing 
the searched state, and appropriate safeguards to 
respect fundamental rights will need to be estab-
lished. In the EU Common Position relating to the 
C.o.E. Draft Convention on Cybercrime, the Ministers 
have adopted an open-ended position.59

In transborder computer-related crime cases, it is 
also important that there are clear rules on which 
country has jurisdiction for prosecution. In particular 
it should be avoided that no country has jurisdiction. 
The main rules proposed by the draft Council of Eu-
rope Convention are that jurisdiction be established 
by a state when the offence is committed in its ter-
ritory or by one of its nationals. When more than 
one state claims jurisdiction, the states concerned 
should consult with a view to determining the most 
appropriate jurisdiction. However, a lot will depend 
on effective bilateral or multilateral consultation. The 
Commission will keep this issue under review to see 
whether any further action may be required at EU 
level.

58 Communiqué of the Ministerial Conference of the G8 
Countries on Combating Transnational Organised Crime-
Moscow, 19-20 October 1999 (see http://www.usdoj.gov/
criminal/cybercrime/action.htm and also http://www.
usdoj.gov/criminal/cybercrime/principles.htm).

59 OJ L 142/2: “Subject to constitutional principles and 
specific safeguards in order to respect appropriately the 
sovereignty, security, public policy or other essential 
interests of other States, a transborder computer search 
for the purpose of the investigation of a serious criminal 
offence, to be further defined in the Convention, may be 
considered in exceptional cases, and in particular where 
there is an emergency, for example, as far as necessary to 
prevent the commission of an offence that is likely to result 
in the death of or serious injury to a person.”
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The Commission, having participated in both the 
C.o.E. and the G8 discussions, recognises the com-
plexity and difficulties associated with procedural 
law issues. But effective co-operation within the EU 
to combat cybercrime is an essential element of a 
safer Information Society and the establishment of 
an Area of Freedom, Security and Justice.

The Commission intends to continue its consulta-
tions with all parties concerned over the coming 
months with a view to building on this work. This 
issue will also be considered in the wider context of 
its work on implementing the conclusions of the Eu-
ropean Council in Tampere in October 1999. In par-
ticular, the Tampere Summit asked the Council and 
the Commission to adopt, by December 2000, a pro-
gramme of measures to implement the principle of 
mutual recognition of judicial decisions. The Com-
mission has already published a Communication on 
Mutual recognition of Final Decisions in Criminal 
Matters.60 As part of its contribution to implement-
ing the part of the programme of measures dealing 
with enforcement of pre-trial orders, the Commis-
sion will consider the options for mutual recognition 
of pre-trial orders associated with cybercrime inves-
tigations with a view to bringing forward a legisla-
tive proposal under Title vI of the TEU.

5.6. Evidential validity of computer data

Even in cases in which law-enforcement authorities 
have accessed computer data which seem to be 
criminal evidence, they need to be able to retrieve 
and authenticate them for use in criminal investiga-
tions and prosecutions. This is not a very easy task 
given the volatile nature and ease of manipulation, 
falsification, technological protection or deletion of 
electronic data. It is addressed by computer foren-
sics, which encompasses the development and use 
of scientific protocols and procedures for searching 
computers and analysing and maintaining the au-
thenticity of data that has been retrieved.

At the request of the G8 experts, the International 
Organisation of Computer Evidence (IOCE) has 
agreed to develop recommendations for standards, 
including the definition of common terms, identi-
fication methods and techniques to be used and 
establishment of a common format for forensic re-
quests. The EU should be associated with this work, 
both at the level of Member States specialised com-
puter-crime investigation bodies and through the 
r&D supported by the 5th Framework Programme 
(IST Programme).

60 COM (2000) 495, Brussels 26.7.2000.

6. NON-LEGISLaTIVE mEaSURES

Appropriate legislation at both national and interna-
tional level is necessary but not in itself sufficient for 
effectively combating computer-related crime and 
network misuse. A number of supplementary, non-
legislative conditions are also required to comple-
ment the legislative measures. Most have been in-
cluded in the recommendations of the COMCrIME 
study, the G8 has proposed such in its 10-point ac-
tion plan and they have received broad support in 
the informal consultation process that preceded the 
drafting of this Communication. They include:

• the creation of special computer-crime po-
lice units at the national level, where they do 
not already exist;

• improved co-operation between law en-
forcement, industry, consumer organisations 
and data protection authorities;

• encouraging appropriate industry and com-
munity-led initiatives, including on security 
products.

The issue of encryption is likely to remain important 
in this context. Encryption is an essential tool to facil-
itate the implementation and adoption of new serv-
ices, including electronic commerce, and can make 
a substantial contribution to the prevention of crime 
on the Internet. The Commission’s policy on encryp-
tion has been laid down in its Communication on 
trust and confidence in electronic communication 
of 1997,61 in which the Commission indicated that 
it would try to abolish all restrictions on the free cir-
culation of all encryption products at the level of the 
European Community. The Communication further 
stated that domestic restrictions on the free circu-
lation of encryption products have to be compat-
ible with Community law and that it will examine 
whether such national restrictions are justified and 
proportionate, notably with respect to the free cir-
culation provisions of the Treaty, the case law of the 
Court of Justice and the requirements of the Data 
Protection Directives. Nevertheless, the Commission 
recognises that encryption also presents new and 
difficult challenges for law enforcement agencies.

The Commission therefore welcomes the recently 
adopted revised dual-use goods regulation that 
significantly contributed to liberalise the availability 
of encryption products, while recognising that this 
needs to be accompanied by a better dialogue be-
tween users, industry and law enforcement. For its 
part, the Commission intends to promote this dia-

61 COM(97)503.
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logue at EU level through the proposed EU Forum. 
The EU wide availability of security products, includ-
ing strong encryption products, where appropriate 
certified to agreed evaluation criteria, would im-
prove both crime prevention possibilities and users’ 
trust in information society processes.

6.1.  Specialised units at the national level

Given the technical and legal complexity of some 
of the computer-related criminal acts, the setting 
up of specialised units at national level is essential. 
Such specialised units, consisting of knowledgeable, 
multidisciplinary (law enforcement and judiciary) 
personnel should be equipped with adequate tech-
nical facilities and operate as rapid contact points for 
the purposes of:

• responding quickly to requests for informa-
tion on suspected offences. Common for-
mats for the exchange of such information 
will need to be defined, although discussions 
at G8 experts level have shown that this may 
not be an easy task, given differences in na-
tional legal cultures;

• acting as the law enforcement-interface 
nationally and internationally for hotlines62 
receiving complaints about illegal content 
from Internet users;

• improving and/or developing specialised 
computer investigation techniques for the 
purpose of detecting, investigating and pros-
ecuting computer-related crimes;

• acting as a centre of excellence on cyber-
crime issues for the purpose of sharing best 
practices and experience.

Within the EU some Member States have already set 
up these specialised units dealing specifically with 
computer-related crimes. The Commission consid-

62 So far, hotlines exist only in a limited number of countries. 
Examples are Cybertipline in the US and Internet Watch 
Foundation (IWF) in the UK, which, since Dec. 1996, has 
operated a telephone and e-mail hotline for members of 
the public to report material encountered on the Internet, 
which they consider illegal. The IWF judges whether the 
material is illegal, informs the ISPs and the police. Other 
monitoring bodies exist also in Norway (Redd Barna), 
the NL (Meldpunt), Germany (Newswatch, FSM and 
Jugendschutz), Austria (ISPAA) and Ireland (ISPAI). In the 
framework of the EU Daphne Programme, Childnet Inter-
national is currently undertaken a project directly related 
to this issue (“International Hotline Providers in Europe 
Forum”). The UNESCO Expert Meeting in Paris in January 
1999 supports and encourages also national hotlines and 
the creation of networks of hotlines or an international 
“electronic watchtower.”

ers that the setting up of such specialised units is 
a Members State prerogative and strongly encour-
ages Member States to take steps in that direction. 
Purchasing the latest hardware and software for 
these units and training their personnel involves 
substantial cost and presupposes priorities and po-
litical decisions at appropriate government levels.63 
The experience of already existing Member States 
units may be particularly valuable. The Commission 
will encourage the exchange of such experience.

The Commission also believes that Europol can 
provide further added value at EU level through 
co-ordination, analysis and other assistance to the 
national specialised units. The Commission will 
therefore support the extension of Europol’s remit 
to cover cybercrime.

6.2. Specialised training

A considerable effort is required in the area of con-
tinuous, specialised training of both police and judi-
cial staff. Computer-related criminal techniques and 
capabilities change more rapidly than those in more 
traditional areas of criminal activity.

Some Member States have been implementing 
initiatives for the high-tech training of law enforce-
ment staff. They could provide advice and guidance 
to Member States that have not yet taken similar 
steps.

Individual projects aiming to achieve this - taking 
the form of exchanges of experiences, seminars 
on common challenges faced by the relevant pro-
fessional categories- have been launched with the 
support of programmes administered by the Com-
mission (in particular STOP, FALCONE and GrOTIUS 
Programmes). The Commission will propose more 
activities in this area, including computer and on-
line training.

Europol has taken the initiative to host a one-week 
training session for law-enforcement personnel 
from the Member States in November 2000, with 
particular reference to child pornography issues. 
The scope of such a session could be extended to 
include computer-related crime in general. Interpol 
has also been active in this field since a number of 
years. Its relevant initiatives could be extended to 
include a larger number of trainees.

63 On the U.S. experience on this issue, see Michael A. Suss-
mann “The Critical Challenges from International High-Tech 
and Computer-Related Crime at the Millennium,” Duke 
Journal of Comparative and International Law, Vol. 9 Spring 
1999, p. 464.
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The G8 has organised initiatives allowing the ex-
change of experience amongst law enforcement 
authorities and the establishment of common inves-
tigation techniques on the basis of concrete cases. A 
further initiative in the field of training is expected to 
be taken in the second half of year 2001. EU Member 
States participating in the G8 could share these ex-
periences with the other Member States.

In the specific field of combating child pornography 
on the Internet, the creation and maintenance of a 
digital Central Library of child pornography images 
at an international level (to be made available on 
the Internet for specialised law enforcement units 
at national level, with the necessary conditions and 
limitations as regards access and protection of pri-
vacy) would aid the search for victims and perpetra-
tors, help determine the nature of offences and train 
specialised police officers.64

6.3. Improved information and common rules 
for record keeping

The creation of a harmonised set of rules for police 
and judicial record-keeping and of the appropriate 
tools for statistical analysis of computer crime would 
help law enforcement and judicial authorities to 
better store, analyse, evaluate the formal informa-
tion gathered in this still changing area.

Also, from the point of view of the private sector, 
such statistics are required for a proper assessment 
of the risks involved, and a cost-benefit analysis of 
their management. This is important not only for op-
erational reasons (such as deciding on what security 
measures to take) but also for insurance purposes.

A database on computer crime statutes that was 
provided as part of the COMCrIME study, is being 
updated and made accessible to the Commission. 
The Commission will consider improving the con-
tent (include laws, court cases and literature) and 
usability of the database.

64 In this context, the project “Excalibur” developed by the 
Swedish National Crime Intelligence Division and co-
sponsored by the European Commission under the STOP 
Programme has been a very successful initiative. This proj-
ect has been set up with the co-operation of police forces 
from Germany, UK, the Netherlands and Belgium, together 
with Europol and Interpol. Other projects undertaken by 
the German BKA (the so-called “Perkeo”) and the French 
Ministry of Interior (“Surfimage” project also co-sponsored 
under the STOP Programme) have also to be taken into 
right account.

6.4. Co-operation between the various actors: 
the EU Forum

Effective co-operation between government and 
industry within the legal framework has been con-
sidered as an essential element of any public policy 
to tackle computer-related crimes.65 Law-enforce-
ment representatives have admitted that they have 
not always been sufficiently clear and precise on 
what they need from service providers. Industry rep-
resentatives have expressed a generally positive atti-
tude towards better co-operation with law enforce-
ment whilst underlining the need for an appropriate 
balance between the protection of the fundamen-
tal rights and freedoms of citizens, in particular their 
right to privacy,66 the need of combating crime and 
the economic burdens placed on providers.

Together, industry and law enforcement can raise 
public awareness on the risks posed by criminals 
on the Internet, promote best practices for security, 
and develop effective counter-crime tools and pro-
cedures. There have already been relevant initiatives 
in a number of Member States of which the UK In-
ternet Crime Forum is probably the oldest and most 
far-reaching.67

The Commission welcomes these initiatives and 
considers they need to be encouraged in all Mem-
ber States. The Commission intends to establish 
an EU Forum in which law enforcement agencies, 
Internet Service Providers, telecommunications 
operators, civil liberties organisations, consumer 
representatives, data protection authorities and 
other interested parties will be brought together 

65 In the Communiqué adopted in Washington on 9/10 
December 1997 on Principles and 10 Points Action Plan 
to combat high-tech crime, G8 Ministers of Justice and of 
the Interior declared that: “it is the industrial sector that is 
designing, deploying and maintaining these global net-
works and is primarily responsible for the development of 
technical standards. Thus, it is incumbent on the industrial 
sector to play its part in developing and distributing secure 
systems designed to help detect computer abuse, preserve 
electronic evidence and assist in ascertaining the location 
and identity of criminals.” The Decision of the EU Council 
to combat child pornography on the Internet underlines 
the need that Member States have a constructive dialogue 
with industry, and in contact with it, shall co-operate by 
sharing their experiences.

66 As set out in the EU Data Protection Directives, the Council 
of Europe Convention on Human Rights and the Council of 
Europe Convention no 108 for the Protection of Individuals 
with regard to the Automatic Processing of Personal Data 
and relevant national law.

67 Established in 1997, the Internet Crime Forum includes 
police officers, Home Office and data protection officials 
and Internet industry representatives; it has plenary meet-
ings 3-4 times a year and a number of permanent working 
groups.
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with the aim of fully enhancing co-operation at EU 
level. At a first stage, this will include public officials 
to be named by Member States, technology experts, 
privacy experts to be appointed by the Art. 29 Data 
Protection Working Party and industry and consum-
er representatives to be identified in close consulta-
tion with industry and consumers associations. At a 
later stage, this Forum will include representatives 
from relevant national initiatives.

The EU Forum will be operated in an open and 
transparent manner, and relevant documents will 
be published on a website, and comments will be 
invited from all interested parties.

The EU Forum will be invited to consider in particu-
lar the following areas:

• Developing, where appropriate, 24-hours 
points of contact between government and 
industry;

• Developing an appropriate standard format 
for law enforcement requests for information 
from industry, increasing law enforcement’s 
use of the Internet when communicating 
with service providers;

• Encouraging the development and/or im-
plementation of codes of conduct and best 
practices and the sharing of such codes 
among industries and governments68;

• Encouraging the exchange of information 
on trends in high-tech crime between the 
various parties, particularly industry and law 
enforcement agencies;

• Exploring law enforcement concerns in the 
development of new technologies;

• Encouraging further development of early 
warning and crisis management mecha-
nisms to prevent, identify and handle threats 
or disrupting events on information infra-
structures;

• Providing, where required, an enhanced ex-
pert contribution to work underway within 
the Council and in other international fora, 
for example the Council of Europe and G8;

• Encouraging co-operation between interest-

68 As far as codes of conduct in the sense of Article 27 of 
Directive 95/46/EC are concerned (they could cover for 
example issues falling under Directive 97/66/EC such as 
interceptions), the Article 29 Data Protection Working Party 
and national data protection supervisory authorities are 
involved.

ed parties including principles shared by law 
enforcement, industry and users (e.g., Memo-
randum of Understanding (MOU), Codes of 
Practice in line with the legal framework).

6.5. Direct industry actions

To a large extent, combating computer-related 
crime is in the wider community’s own interest. If 
consumers are to have confidence in electronic 
commerce, measures to prevent computer-related 
crime need to be an accepted element of good 
business practice. Many industries, e.g. in the bank-
ing, electronic communications, credit card and 
copyright sectors, and their customers are poten-
tial victims of computer-related crime. Companies 
naturally protect their own names and trademarks, 
and consequently have a role in fraud prevention. 
Organisations representing the software and audio 
industries (e.g., British Phonographic Industry - BPI) 
have teams investigating piracy (including Inter-
net-related piracy). Internet service providers in a 
number of Member States have set up hot-lines for 
the reporting of illegal and harmful content.

The Commission has been supporting some of 
these initiatives by encouraging their participation 
in the EU r&D Framework Programme, the Internet 
Action Plan69 and Title vI Programmes such as STOP 
and DAPHNE.

Best practice in these areas will be exchanged in the 
context of the EU Forum.

6.6. EU-supported RTD projects

In the Information Society Technologies (IST) rTD 
Programme, which is part of the 5th Framework Pro-
gramme, 1998 to 2002, emphasis is put on the de-
velopment and deployment of confidence-building 
technologies. As such, confidence-building tech-
nologies embrace both information and network 
security technologies as well as technical tools and 
methods to protect from abuses of the fundamental 
right to privacy and data protection and other per-
sonal rights and to fight computer crime.

The IST Programme, in particular work related to 
Information and network security and other confi-
dence-building technologies in Key Action 2 - New 
Methods of Work and Electronic Commerce, pro-
vides the framework to develop capability and tech-
nologies to understand and tackle the emerging 

69 More information about the Internet Action Plan: Action 
Plan on Promoting Safer Use of the Internet is available at 
http://158.169.50.95:10080/iap/.
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technology challenges related to preventing and 
combating computer crime and assure that security 
and privacy requirements can be met at EU level, at 
the level of virtual communities and at the level of 
the individual.

In addition, in order to properly deal with the chal-
lenges related to trust and confidence, including 
preventing and investigating computer crime, a 
dependability initiative has also been launched in 
the context of the IST Programme. The role of this 
initiative is to contribute towards raising and assur-
ing trust and confidence in highly inter-linked in-
formation infrastructures and in tightly networked, 
embedded systems by promoting dependability 
awareness and dependability-enabling technolo-
gies. An integral part of this initiative is international 
co-operation. The IST Programme has developed 
working relationships with DArPA and NSF and es-
tablished, in collaboration with the Department of 
State, the Joint Task Force on the Critical Infrastruc-
ture Protection under the auspices of the EC/US 
Joint Consultative Group of the S&T Co-operation 
Agreement.70

The Commission’s Joint research Centre (JrC), 
which has been supporting the dependability ini-
tiative in the IST Programme, will focus its efforts on 
developing appropriate and harmonised measures, 
indicators and statistics in consultation with other 
interested parties, including Europol. This will have 
the aim of developing a proper classification and 
understanding of illegal activities, their geographical 
distribution, their rate of increase and the effective-
ness of measures taken to counteract them. Where 
appropriate, the JrC will involve other research 
groups and integrate their efforts and results. It will 
maintain an Internet web-site on the issue and re-
port its progress to the EU Forum.

7. CONCLUSIONS aND PROPOSaLS

Preventing and effectively combating computer-re-
lated crime presupposes the existence of a number 
of necessary conditions:

• the availability of preventive technologies. 
This requires an appropriate regulatory en-
vironment which gives room and incentives 
for innovation and research. Public financing 
can be justified to support the development 
and deployment of appropriate security 
technologies.

70 More information about the IST Programme is available at 
http://www.cordis.lu/ist.

• the awareness of potential security risks and 
ways to combat them;

• adequate substantive and procedural legisla-
tive provisions, as regards both domestic and 
transnational criminal activities. National sub-
stantive criminal laws should be sufficiently 
comprehensive and effective in criminalis-
ing serious computer-related abuses and 
provide for dissuasive sanctions, helping to 
overcome dual criminality71 problems and 
facilitating international co-operation. Where 
there is a well-founded need for action by 
law enforcement to expeditedly search, seize 
and securely copy computer data within 
their national territory in order to be able to 
investigate a computer related crime, this 
should be made possible by procedural laws, 
in conformity with the principles and excep-
tions provided for by Community law and in 
accordance with the European Convention 
on Human rights.The Commission believes 
that the agreement reached on the intercep-
tion provisions in the Convention on Mutual 
Assistance in Criminal Matters is the maxi-
mum possible that is achievable at present. 
The Commission will keep reviewing its im-
plementation with Member States, industry 
and users to ensure that relevant initiatives 
are effective, transparent and well balanced;

• the availability of a sufficient number of well 
trained and equipped law-enforcement 
personnel. Close collaboration with Internet 
service providers and telecommunications 
operators in the field of training will be fur-
ther encouraged;

• improved co-operation between all the 
actors concerned; users and consumers, 
industry, law enforcement and data protec-
tion authorities. This is critical to investigat-
ing computer crime and protecting public 
safety. Industry needs to operate within clear 
rules and obligations. Governments should 
recognise that the needs of law enforcement 
may place burdens on industry and thus take 
reasonable steps to minimise such burdens. 
At the same time, industry ought to include 
public safety considerations in its business 
practices. Increasingly this will need the ac-
tive co-operation and support of the indi-
vidual user and consumer;

71 Where criminal investigations necessitate the assistance 
of authorities in other countries, many legal systems 
require that the crime is punishable in both countries as a 
prerequisite for certain types of mutual legal assistance and 
for extradition.
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• continuous industry and community-led ini-
tiatives. Hotlines, already in place for report-
ing illegal and harmful content cases, may be 
extended to other types of abuse. Industry 
self-regulation and a multidisciplinary mem-
orandum of understanding could involve 
the broadest possible number of interested 
parties and play a multiple role in helping 
prevent and combat computer crime and 
increasing awareness and trust;

• the achievements and potential of r&D 
should be exploited to the maximum extent 
possible. The strategic focus will be on bring-
ing together affordable and effective security 
and other confidence building technology 
developments and EU policy initiatives.

Any measures to be agreed by the EU, however, 
should take into account the need to gradually 
bring the candidate countries into the realms of 
EU and international co-operation in this field and 
avoid that they are used as computer crime havens. 
Involvement of representatives of these countries in 
some or all of the relevant EU meetings should be 
considered.

The Commission proposals can be divided into the 
following areas.

7.1. Legislative proposals

The Commission will bring forward legislative pro-
posals under the Title vI of the TEU:

• to approximate Member States’ laws in the 
area of child pornography offences. This ini-
tiative will be part of a package of proposals 
which will also cover wider issues associated 
with the sexual exploitation of children and 
trafficking in human beings, as announced 
in the Commission’s Communication on traf-
ficking in human beings of December 1998. 
Such a proposal will be fully in line with the 
European Parliament’s attempt to turn the 
Austrian initiative for a Council Decision on 
child pornography into a Framework Deci-
sion requiring approximation of laws. This 
is also consistent with the Tampere conclu-
sions and the EU strategy for the new Mil-
lennium to combat organised crime. This is 
already part of the Scoreboard for the estab-
lishment of an area of Freedom, Security and 
Justice.

• to further approximate substantive criminal 
law in the area of high-tech crime. This will in-
clude offences related to hacking and denial 

of service attacks. The Commission will also 
examine the scope for action against racism 
and xenophobia on the Internet with a view 
to bringing forward a Framework Decision 
under Title vI of the TEU covering both off-
line and on-line racist and xenophobic activ-
ity. Finally, the problem of illicit drugs on the 
Internet will also be examined.

• to apply the principle of mutual recognition 
to pre-trial orders associated with cybercrime 
investigations and to facilitate computer-re-
lated criminal investigations involving more 
than one Member State with appropriate 
safeguards concerning fundamental rights. 
This proposal is consistent with the outline 
programme of measures for mutual recog-
nition, which refers to the need to consider 
proposals on the production and freezing of 
evidence.

The need to take any measures, in particular of a leg-
islative nature on the question of retention of traffic 
data will be assessed by the Commission amongst 
other consultations, on the basis of the outcome of 
the work that will be done by the proposed EU Fo-
rum in this area.

7.2. Non-legislative proposals

Action is proposed in a number of areas:

• the Commission will establish and chair an 
EU Forum in which law enforcement agen-
cies, service providers, network operators, 
consumer groups and data protection au-
thorities will be brought together with the 
aim of enhancing co-operation at EU level by 
raising public awareness on the risks posed 
by criminals on the Internet, promoting best 
practices for IT security, developing effec-
tive counter-crime tools and procedures to 
combat computer-related crime as well as 
encouraging further development of early 
warning and crisis management mecha-
nisms. This would be an EU version of similar 
successful fora which exist in certain Member 
States. Where such fora do not exist the Com-
mission would encourage Member States to 
set them up. Co-operation between these 
various fora would be encouraged and facili-
tated through the EU Forum.

• the Commission will continue to promote 
security and trust in the context of the eEu-
rope initiative, the Internet Action Plan, the 
IST programme and the next framework 
programme for rTD. These will include pro-
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moting the availability of products and serv-
ices with an appropriate level of security and 
encouragement of a more liberalised use 
of strong encryption through a dialogue 
amongst all interested parties.

• the Commission will promote further 
projects under existing programmes to sup-
port the training of law enforcement staff on 
high-tech crime issues and to support re-
search in forensic computing.

• the Commission will consider providing 
funding for improving the content and us-
ability of the database of Member States’ 
national laws provided by the COMCrIME 
study, and will launch a study to obtain a bet-
ter picture of the nature and extent of com-
puter-related crime in the Member States.

7.3  Action in other international fora

The Commission will continue to play a full role in 
ensuring co-ordination between Member States in 
other international fora in which cybercrime is be-
ing discussed such as the Council of Europe and G8. 
The Commission’s initiatives at EU level will take full 
account of progress in other international fora, while 
seeking to achieve approximation within the EU.

Council Resolution 
of 3 October 2000 on 
the organisation and 
management of the 
Internet (2000/C 293/02)
THE COUNCIL OF THE EUrOPEAN UNION, 

1. rECALLING:

• the Final Declaration of the European 
Ministerial Conference held in Bonn (6 to 
8 July 1997) referring in particular to the 
creation of an “internationally recognised 
and transparent system of management 
of the Domain Name System” comprising 
“adequate European representation”; cyber 
security in general

• the EU-US joint statement on electronic 
commerce (5 December 1997) emphasis-
ing in particular that the role of govern-
ment was to “provide a consistent and 
predictable legal framework, …and to en-
sure adequate protection of public interest 
objectives such as privacy, intellectual prop-
erty rights, prevention of fraud, consumer 
protection and public safety”; 

• that greater consideration for public poli-
cies and the pursuit of globalisation of the 
management of Internet addresses and 
domain names are key objectives for the 
European Union;

• the importance of the development of 
electronic commerce, which will require 
efficient and transparent management 
of the resources represented by domain 
names and Internet Protocol (IP) address-
es, in particular through the deployment 
of the next generation of addresses using 
the IPv6 standard;

2. WELCOMES:

• the Commission communication of 11 
April 2000 on the organisation and man-
agement of the Internet;

• the concerted work already done by the 
Member States and the Commission in 
that context and the active involvement 
of Internet professionals and profession-
als from Europe’s private sector in the 
setting up of the Internet Corporation for 
Assigned Names and Numbers (ICANN);
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• the fact that ICANN’s Governmental Ad-
visory Committee (GAC) has authorised 
account to be taken of public policy goals 
and has defined a clear and balanced sys-
tem for country code Top Level Domain 
names (ccTLD);

• the work undertaken in the relevant inter-
national organisations, notably the World 
Intellectual Property Organisation (WIPO) 
and the International Telecommunica-
tion Union (ITU);

3. NOTES: 

• that a number of significant advances 
have been made on the management 
of addresses and domain names, such as 
the global make-up of ICANN’s Board of 
Directors, generating competition at the 
level of the registrars, setting up dispute-
resolution machinery for generic Top 
Level Domain names (gTLDs);

• that the reform of Internet management 
is nonetheless still going through a tran-
sitional phase, and consequently the 
objectives which the European Union 
has set itself on domain name manage-
ment cannot be regarded as having been 
achieved;

• that a number of important issues cur-
rently remain unresolved, in particular:

• the nature of, and arrangements for, 
balanced and equal oversight of some 
of ICANN’s activities by public authori-
ties;

• the rules to govern generic domains, 
notably database ownership and sepa-
ration of registries’ and registrars’ activi-
ties;

• the redelegation of certain ccTLDs to 
another manager at the request of the 
Government concerned;

• regarding the relationships between 
the registries established in the Com-
munity with their public authorities on 
the one hand and with ICANN on the 
other hand;

• the transfer of the management of the 
root server system from the US Depart-
ment of Commerce to ICANN, under 
appropriate international supervision 
by public authorities;

• that those issues need to be addressed 
with due regard for both the interests of 
the international community as a whole 
and the public policy challenges involved, 
particularly as regards competition, per-
sonal data protection and respect for in-
tellectual property rights;

4. ENCOUrAGES:

• the implementation of the principles 
adopted by the GAC;

• WIPO to continue its work on the recog-
nition of rights and the use of names in 
the Domain Name System. Furthermore 
WIPO is encouraged to develop, for the 
assistance of ccTLD administrators, volun-
tary guidelines for practices and policies 
to curb abusive and bad faith registration 
of protected names, and resolve related 
disputes;

• the ITU to continue to take an active 
part in the international discussions and 
initiatives on the organisation and man-
agement of the Internet, especially on 
issues related to Internet addresses and 
protocols;

5. rESOLvES TO INvITE THE MEMBEr STATES: 

• to consult each other with a view to es-
tablishing common European positions 
on the subject in the international bodies 
concerned and to securing genuine glo-
balisation of Internet management;

• to take due account of the policy objec-
tives listed by the Commission communi-
cation in the Community’s policies on the 
information society and on research and 
development;

• to implement, in accordance with nation-
al provisions, the principles adopted by 
the GAC on domain name management;

6. rESOLvES TO INSTrUCT THE COMMISSION: 

• to encourage the coordination of policies 
on Internet management, in particular by 
defining an appropriate framework to or-
ganise and structure activities in this area;

• to continue its efforts, in consultation 
with the Member States, to achieve gen-
uine globalisation of Internet manage-
ment with due regard for the imperatives 
of both public policies and international 
agreements;
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• to set up a European network bringing 
together the scientific, technical and le-
gal skills that currently exist in the Mem-
ber States with regard to domain name, 
address and Internet protocol manage-
ment.

Directive 2000/31/
EC of the European 
Parliament and of the 
Council of 8 June 2000 
on certain legal aspects 
of information society 
services, in particular 
electronic commerce, 
in the Internal Market 
(‘Directive on electronic 
commerce’)
THE EUrOPEAN PArLIAMENT AND THE COUNCIL OF 
THE EUrOPEAN UNION,

Having regard to the Treaty establishing the Euro-
pean Community, and in particular Articles 47(2), 55 
and 95 thereof, e-commerce

Having regard to the proposal from the Commis-
sion(1),

Having regard to the opinion of the Economic and 
Social Committee(2),

Acting in accordance with the procedure laid down 
in Article 251 of the Treaty(3),

Whereas:

(1) The European Union is seeking to forge ever 
closer links between the States and peoples 
of Europe, to ensure economic and social 
progress; in accordance with Article 14(2) of 
the Treaty, the internal market comprises an 
area without internal frontiers in which the free 
movements of goods, services and the freedom 
of establishment are ensured; the development 
of information society services within the area 
without internal frontiers is vital to eliminating 
the barriers which divide the European peoples.

(2) The development of electronic commerce 
within the information society offers significant 
employment opportunities in the Community, 
particularly in small and medium-sized enter-
prises, and will stimulate economic growth and 
investment in innovation by European compa-
nies, and can also enhance the competitiveness 
of European industry, provided that everyone 
has access to the Internet.
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(3) Community law and the characteristics of the 
Community legal order are a vital asset to en-
able European citizens and operators to take full 
advantage, without consideration of borders, of 
the opportunities afforded by electronic com-
merce; this Directive therefore has the purpose 
of ensuring a high level of Community legal 
integration in order to establish a real area with-
out internal borders for information society 
services.

(4) It is important to ensure that electronic com-
merce could fully benefit from the internal 
market and therefore that, as with Council Di-
rective 89/552/EEC of 3 October 1989 on the 
coordination of certain provisions laid down by 
law, regulation or administrative action in Mem-
ber States concerning the pursuit of television 
broadcasting activities(4), a high level of Com-
munity integration is achieved.

(5) The development of information society serv-
ices within the Community is hampered by a 
number of legal obstacles to the proper func-
tioning of the internal market which make less 
attractive the exercise of the freedom of es-
tablishment and the freedom to provide serv-
ices; these obstacles arise from divergences in 
legislation and from the legal uncertainty as to 
which national rules apply to such services; in 
the absence of coordination and adjustment of 
legislation in the relevant areas, obstacles might 
be justified in the light of the case-law of the 
Court of Justice of the European Communities; 
legal uncertainty exists with regard to the ex-
tent to which Member States may control serv-
ices originating from another Member State.

(6) In the light of Community objectives, of Articles 
43 and 49 of the Treaty and of secondary Com-
munity law, these obstacles should be elimi-
nated by coordinating certain national laws and 
by clarifying certain legal concepts at Commu-
nity level to the extent necessary for the proper 
functioning of the internal market; by dealing 
only with certain specific matters which give 
rise to problems for the internal market, this 
Directive is fully consistent with the need to re-
spect the principle of subsidiarity as set out in 
Article 5 of the Treaty.

(7) In order to ensure legal certainty and consumer 
confidence, this Directive must lay down a clear 
and general framework to cover certain legal 
aspects of electronic commerce in the internal 
market.

(8) The objective of this Directive is to create a le-
gal framework to ensure the free movement of 

information society services between Member 
States and not to harmonise the field of criminal 
law as such.

(9) The free movement of information society serv-
ices can in many cases be a specific reflection 
in Community law of a more general principle, 
namely freedom of expression as enshrined 
in Article 10(1) of the Convention for the Pro-
tection of Human rights and Fundamental 
Freedoms, which has been ratified by all the 
Member States; for this reason, directives cov-
ering the supply of information society services 
must ensure that this activity may be engaged 
in freely in the light of that Article, subject only 
to the restrictions laid down in paragraph 2 of 
that Article and in Article 46(1) of the Treaty; this 
Directive is not intended to affect national fun-
damental rules and principles relating to free-
dom of expression. 

(10) In accordance with the principle of proportion-
ality, the measures provided for in this Directive 
are strictly limited to the minimum needed to 
achieve the objective of the proper functioning 
of the internal market; where action at Commu-
nity level is necessary, and in order to guarantee 
an area which is truly without internal frontiers 
as far as electronic commerce is concerned, the 
Directive must ensure a high level of protection 
of objectives of general interest, in particular the 
protection of minors and human dignity, con-
sumer protection and the protection of public 
health; according to Article 152 of the Treaty, 
the protection of public health is an essential 
component of other Community policies.

(11) This Directive is without prejudice to the level 
of protection for, in particular, public health and 
consumer interests, as established by Com-
munity acts; amongst others, Council Directive 
93/13/EEC of 5 April 1993 on unfair terms in 
consumer contracts(5) and Directive 97/7/EC of 
the European Parliament and of the Council of 
20 May 1997 on the protection of consumers in 
respect of distance contracts(6) form a vital ele-
ment for protecting consumers in contractual 
matters; those Directives also apply in their en-
tirety to information society services; that same 
Community acquis, which is fully applicable to 
information society services, also embraces in 
particular Council Directive 84/450/EEC of 10 
September 1984 concerning misleading and 
comparative advertising(7), Council Directive 
87/102/EEC of 22 December 1986 for the ap-
proximation of the laws, regulations and ad-
ministrative provisions of the Member States 
concerning consumer credit(8), Council Direc-
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tive 93/22/EEC of 10 May 1993 on investment 
services in the securities field(9), Council Direc-
tive 90/314/EEC of 13 June 1990 on package 
travel, package holidays and package tours(10), 
Directive 98/6/EC of the European Parliament 
and of the Council of 16 February 1998 on con-
sumer production in the indication of prices of 
products offered to consumers(11), Council Di-
rective 92/59/EEC of 29 June 1992 on general 
product safety(12), Directive 94/47/EC of the 
European Parliament and of the Council of 26 
October 1994 on the protection of purchasers 
in respect of certain aspects on contracts relat-
ing to the purchase of the right to use immov-
able properties on a timeshare basis(13), Direc-
tive 98/27/EC of the European Parliament and 
of the Council of 19 May 1998 on injunctions 
for the protection of consumers’ interests(14), 
Council Directive 85/374/EEC of 25 July 1985 
on the approximation of the laws, regulations 
and administrative provisions concerning li-
ability for defective products(15), Directive 
1999/44/EC of the European Parliament and of 
the Council of 25 May 1999 on certain aspects 
of the sale of consumer goods and associated 
guarantees(16), the future Directive of the Euro-
pean Parliament and of the Council concerning 
the distance marketing of consumer financial 
services and Council Directive 92/28/EEC of 
31 March 1992 on the advertising of medicinal 
products(17); this Directive should be without 
prejudice to Directive 98/43/EC of the Europe-
an Parliament and of the Council of 6 July 1998 
on the approximation of the laws, regulations 
and administrative provisions of the Member 
States relating to the advertising and sponsor-
ship of tobacco products(18) adopted within 
the framework of the internal market, or to di-
rectives on the protection of public health; this 
Directive complements information require-
ments established by the abovementioned Di-
rectives and in particular Directive 97/7/EC.

(12) It is necessary to exclude certain activities from 
the scope of this Directive, on the grounds that 
the freedom to provide services in these fields 
cannot, at this stage, be guaranteed under the 
Treaty or existing secondary legislation; ex-
cluding these activities does not preclude any 
instruments which might prove necessary for 
the proper functioning of the internal market; 
taxation, particularly value added tax imposed 
on a large number of the services covered by 
this Directive, must be excluded form the scope 
of this Directive.

(13) This Directive does not aim to establish rules on 
fiscal obligations nor does it pre-empt the draw-

ing up of Community instruments concerning 
fiscal aspects of electronic commerce.

(14) The protection of individuals with regard to the 
processing of personal data is solely governed 
by Directive 95/46/EC of the European Parlia-
ment and of the Council of 24 October 1995 
on the protection of individuals with regard 
to the processing of personal data and on the 
free movement of such data(19) and Directive 
97/66/EC of the European Parliament and of the 
Council of 15 December 1997 concerning the 
processing of personal data and the protection 
of privacy in the telecommunications sector(20) 
which are fully applicable to information soci-
ety services; these Directives already establish 
a Community legal framework in the field of 
personal data and therefore it is not necessary 
to cover this issue in this Directive in order to 
ensure the smooth functioning of the inter-
nal market, in particular the free movement of 
personal data between Member States; the 
implementation and application of this Direc-
tive should be made in full compliance with the 
principles relating to the protection of personal 
data, in particular as regards unsolicited com-
mercial communication and the liability of in-
termediaries; this Directive cannot prevent the 
anonymous use of open networks such as the 
Internet.

(15) The confidentiality of communications is guar-
anteed by Article 5 Directive 97/66/EC; in ac-
cordance with that Directive, Member States 
must prohibit any kind of interception or sur-
veillance of such communications by others 
than the senders and receivers, except when 
legally authorised.

(16) The exclusion of gambling activities from the 
scope of application of this Directive covers 
only games of chance, lotteries and betting 
transactions, which involve wagering a stake 
with monetary value; this does not cover pro-
motional competitions or games where the 
purpose is to encourage the sale of goods or 
services and where payments, if they arise, serve 
only to acquire the promoted goods or services.

(17) The definition of information society services 
already exists in Community law in Directive 
98/34/EC of the European Parliament and of the 
Council of 22 June 1998 laying down a proce-
dure for the provision of information in the field 
of technical standards and regulations and of 
rules on information society services(21) and in 
Directive 98/84/EC of the European Parliament 
and of the Council of 20 November 1998 on the 
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legal protection of services based on, or con-
sisting of, conditional access(22); this definition 
covers any service normally provided for remu-
neration, at a distance, by means of electronic 
equipment for the processing (including digital 
compression) and storage of data, and at the in-
dividual request of a recipient of a service; those 
services referred to in the indicative list in Annex 
v to Directive 98/34/EC which do not imply data 
processing and storage are not covered by this 
definition.

(18) Information society services span a wide range 
of economic activities which take place on-
line; these activities can, in particular, consist 
of selling goods on-line; activities such as the 
delivery of goods as such or the provision of 
services off-line are not covered; information 
society services are not solely restricted to serv-
ices giving rise to on-line contracting but also, 
in so far as they represent an economic activity, 
extend to services which are not remunerated 
by those who receive them, such as those offer-
ing on-line information or commercial commu-
nications, or those providing tools allowing for 
search, access and retrieval of data; information 
society services also include services consisting 
of the transmission of information via a commu-
nication network, in providing access to a com-
munication network or in hosting information 
provided by a recipient of the service; television 
broadcasting within the meaning of Directive 
EEC/89/552 and radio broadcasting are not 
information society services because they are 
not provided at individual request; by contrast, 
services which are transmitted point to point, 
such as video-on-demand or the provision of 
commercial communications by electronic mail 
are information society services; the use of elec-
tronic mail or equivalent individual communi-
cations for instance by natural persons acting 
outside their trade, business or profession in-
cluding their use for the conclusion of contracts 
between such persons is not an information 
society service; the contractual relationship be-
tween an employee and his employer is not an 
information society service; activities which by 
their very nature cannot be carried out at a dis-
tance and by electronic means, such as the stat-
utory auditing of company accounts or medical 
advice requiring the physical examination of a 
patient are not information society services.

(19) The place at which a service provider is estab-
lished should be determined in conformity with 
the case-law of the Court of Justice according 
to which the concept of establishment involves 
the actual pursuit of an economic activity 

through a fixed establishment for an indefinite 
period; this requirement is also fulfilled where a 
company is constituted for a given period; the 
place of establishment of a company providing 
services via an Internet website is not the place 
at which the technology supporting its web-
site is located or the place at which its website 
is accessible but the place where it pursues its 
economic activity; in cases where a provider has 
several places of establishment it is important to 
determine from which place of establishment 
the service concerned is provided; in cases 
where it is difficult to determine from which of 
several places of establishment a given service 
is provided, this is the place where the provider 
has the centre of his activities relating to this 
particular service.

(20) The definition of “recipient of a service” covers 
all types of usage of information society serv-
ices, both by persons who provide information 
on open networks such as the Internet and by 
persons who seek information on the Internet 
for private or professional reasons.

(21) The scope of the coordinated field is without 
prejudice to future Community harmonisation 
relating to information society services and to 
future legislation adopted at national level in 
accordance with Community law; the coordi-
nated field covers only requirements relating 
to on-line activities such as on-line information, 
on-line advertising, on-line shopping, on-line 
contracting and does not concern Member 
States’ legal requirements relating to goods 
such as safety standards, labelling obligations, 
or liability for goods, or Member States’ require-
ments relating to the delivery or the transport of 
goods, including the distribution of medicinal 
products; the coordinated field does not cover 
the exercise of rights of pre-emption by public 
authorities concerning certain goods such as 
works of art.

(22) Information society services should be super-
vised at the source of the activity, in order to 
ensure an effective protection of public interest 
objectives; to that end, it is necessary to ensure 
that the competent authority provides such 
protection not only for the citizens of its own 
country but for all Community citizens; in or-
der to improve mutual trust between Member 
States, it is essential to state clearly this respon-
sibility on the part of the Member State where 
the services originate; moreover, in order to ef-
fectively guarantee freedom to provide services 
and legal certainty for suppliers and recipients 
of services, such information society services 
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should in principle be subject to the law of the 
Member State in which the service provider is 
established.

(23) This Directive neither aims to establish addi-
tional rules on private international law relating 
to conflicts of law nor does it deal with the ju-
risdiction of Courts; provisions of the applicable 
law designated by rules of private international 
law must not restrict the freedom to provide in-
formation society services as established in this 
Directive.

(24) In the context of this Directive, notwithstanding 
the rule on the control at source of information 
society services, it is legitimate under the con-
ditions established in this Directive for Mem-
ber States to take measures to restrict the free 
movement of information society services.

(25) National courts, including civil courts, dealing 
with private law disputes can take measures to 
derogate from the freedom to provide informa-
tion society services in conformity with condi-
tions established in this Directive.

(26) Member States, in conformity with conditions 
established in this Directive, may apply their 
national rules on criminal law and criminal pro-
ceedings with a view to taking all investigative 
and other measures necessary for the detection 
and prosecution of criminal offences, without 
there being a need to notify such measures to 
the Commission.

(27) This Directive, together with the future Directive 
of the European Parliament and of the Council 
concerning the distance marketing of consum-
er financial services, contributes to the creating 
of a legal framework for the on-line provision 
of financial services; this Directive does not 
pre-empt future initiatives in the area of finan-
cial services in particular with regard to the 
harmonisation of rules of conduct in this field; 
the possibility for Member States, established 
in this Directive, under certain circumstances of 
restricting the freedom to provide information 
society services in order to protect consumers 
also covers measures in the area of financial 
services in particular measures aiming at pro-
tecting investors.

(28) The Member States’ obligation not to subject 
access to the activity of an information society 
service provider to prior authorisation does not 
concern postal services covered by Directive 
97/67/EC of the European Parliament and of 
the Council of 15 December 1997 on common 
rules for the development of the internal mar-

ket of Community postal services and the im-
provement of quality of service(23) consisting 
of the physical delivery of a printed electronic 
mail message and does not affect voluntary ac-
creditation systems, in particular for providers of 
electronic signature certification service.

(29) Commercial communications are essential 
for the financing of information society serv-
ices and for developing a wide variety of new, 
charge-free services; in the interests of con-
sumer protection and fair trading, commercial 
communications, including discounts, promo-
tional offers and promotional competitions or 
games, must meet a number of transparency 
requirements; these requirements are without 
prejudice to Directive 97/7/EC; this Directive 
should not affect existing Directives on com-
mercial communications, in particular Directive 
98/43/EC.

(30) The sending of unsolicited commercial com-
munications by electronic mail may be unde-
sirable for consumers and information society 
service providers and may disrupt the smooth 
functioning of interactive networks; the ques-
tion of consent by recipient of certain forms 
of unsolicited commercial communications 
is not addressed by this Directive, but has al-
ready been addressed, in particular, by Directive 
97/7/EC and by Directive 97/66/EC; in Member 
States which authorise unsolicited commercial 
communications by electronic mail, the setting 
up of appropriate industry filtering initiatives 
should be encouraged and facilitated; in addi-
tion it is necessary that in any event unsolicited 
commercial communities are clearly identifi-
able as such in order to improve transparency 
and to facilitate the functioning of such industry 
initiatives; unsolicited commercial communica-
tions by electronic mail should not result in ad-
ditional communication costs for the recipient.

(31) Member States which allow the sending of 
unsolicited commercial communications by 
electronic mail without prior consent of the re-
cipient by service providers established in their 
territory have to ensure that the service provid-
ers consult regularly and respect the opt-out 
registers in which natural persons not wishing 
to receive such commercial communications 
can register themselves.

(32) In order to remove barriers to the development 
of cross-border services within the Community 
which members of the regulated professions 
might offer on the Internet, it is necessary that 
compliance be guaranteed at Community level 
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with professional rules aiming, in particular, to 
protect consumers or public health; codes of 
conduct at Community level would be the best 
means of determining the rules on professional 
ethics applicable to commercial communica-
tion; the drawing-up or, where appropriate, the 
adaptation of such rules should be encouraged 
without prejudice to the autonomy of profes-
sional bodies and associations.

(33) This Directive complements Community law 
and national law relating to regulated profes-
sions maintaining a coherent set of applicable 
rules in this field.

(34) Each Member State is to amend its legislation 
containing requirements, and in particular re-
quirements as to form, which are likely to curb 
the use of contracts by electronic means; the 
examination of the legislation requiring such 
adjustment should be systematic and should 
cover all the necessary stages and acts of the 
contractual process, including the filing of the 
contract; the result of this amendment should 
be to make contracts concluded electronically 
workable; the legal effect of electronic signa-
tures is dealt with by Directive 1999/93/EC of 
the European Parliament and of the Council of 
13 December 1999 on a Community framework 
for electronic signatures(24); the acknowledge-
ment of receipt by a service provider may take 
the form of the on-line provision of the service 
paid for.

(35) This Directive does not affect Member States’ 
possibility of maintaining or establishing gen-
eral or specific legal requirements for contracts 
which can be fulfilled by electronic means, in 
particular requirements concerning secure 
electronic signatures.

(36) Member States may maintain restrictions for 
the use of electronic contracts with regard to 
contracts requiring by law the involvement of 
courts, public authorities, or professions exercis-
ing public authority; this possibility also covers 
contracts which require the involvement of 
courts, public authorities, or professions exercis-
ing public authority in order to have an effect 
with regard to third parties as well as contracts 
requiring by law certification or attestation by a 
notary.

(37) Member States’ obligation to remove obstacles 
to the use of electronic contracts concerns only 
obstacles resulting from legal requirements and 
not practical obstacles resulting from the im-
possibility of using electronic means in certain 
cases.

(38) Member States’ obligation to remove obstacles 
to the use of electronic contracts is to be imple-
mented in conformity with legal requirements 
for contracts enshrined in Community law.

(39) The exceptions to the provisions concerning 
the contracts concluded exclusively by elec-
tronic mail or by equivalent individual com-
munications provided for by this Directive, in 
relation to information to be provided and the 
placing of orders, should not enable, as a result, 
the by-passing of those provisions by providers 
of information society services.

(40) Both existing and emerging disparities in Mem-
ber States’ legislation and case-law concerning 
liability of service providers acting as interme-
diaries prevent the smooth functioning of the 
internal market, in particular by impairing the 
development of cross-border services and pro-
ducing distortions of competition; service pro-
viders have a duty to act, under certain circum-
stances, with a view to preventing or stopping 
illegal activities; this Directive should constitute 
the appropriate basis for the development 
of rapid and reliable procedures for remov-
ing and disabling access to illegal information; 
such mechanisms could be developed on the 
basis of voluntary agreements between all par-
ties concerned and should be encouraged by 
Member States; it is in the interest of all parties 
involved in the provision of information society 
services to adopt and implement such proce-
dures; the provisions of this Directive relating to 
liability should not preclude the development 
and effective operation, by the different inter-
ested parties, of technical systems of protection 
and identification and of technical surveillance 
instruments made possible by digital technol-
ogy within the limits laid down by Directives 
95/46/EC and 97/66/EC.

(41) This Directive strikes a balance between the 
different interests at stake and establishes prin-
ciples upon which industry agreements and 
standards can be based.

(42) The exemptions from liability established in this 
Directive cover only cases where the activity of 
the information society service provider is lim-
ited to the technical process of operating and 
giving access to a communication network 
over which information made available by third 
parties is transmitted or temporarily stored, for 
the sole purpose of making the transmission 
more efficient; this activity is of a mere technical, 
automatic and passive nature, which implies 
that the information society service provider 
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has neither knowledge of nor control over the 
information which is transmitted or stored.

(43) A service provider can benefit from the exemp-
tions for “mere conduit” and for “caching” when 
he is in no way involved with the information 
transmitted; this requires among other things 
that he does not modify the information that 
he transmits; this requirement does not cover 
manipulations of a technical nature which take 
place in the course of the transmission as they 
do not alter the integrity of the information con-
tained in the transmission.

(44) A service provider who deliberately collaborates 
with one of the recipients of his service in order 
to undertake illegal acts goes beyond the activi-
ties of “mere conduit” or “caching” and as a re-
sult cannot benefit from the liability exemptions 
established for these activities.

(45) The limitations of the liability of intermediary 
service providers established in this Directive do 
not affect the possibility of injunctions of differ-
ent kinds; such injunctions can in particular con-
sist of orders by courts or administrative authori-
ties requiring the termination or prevention of 
any infringement, including the removal of ille-
gal information or the disabling of access to it.

(46) In order to benefit from a limitation of liability, 
the provider of an information society service, 
consisting of the storage of information, upon 
obtaining actual knowledge or awareness of 
illegal activities has to act expeditiously to re-
move or to disable access to the information 
concerned; the removal or disabling of ac-
cess has to be undertaken in the observance 
of the principle of freedom of expression and 
of procedures established for this purpose at 
national level; this Directive does not affect 
Member States’ possibility of establishing spe-
cific requirements which must be fulfilled ex-
peditiously prior to the removal or disabling of 
information.

(47) Member States are prevented from imposing a 
monitoring obligation on service providers only 
with respect to obligations of a general nature; 
this does not concern monitoring obligations in 
a specific case and, in particular, does not affect 
orders by national authorities in accordance 
with national legislation.

(48) This Directive does not affect the possibility for 
Member States of requiring service providers, 
who host information provided by recipients of 
their service, to apply duties of care, which can 
reasonably be expected from them and which 

are specified by national law, in order to detect 
and prevent certain types of illegal activities.

(49) Member States and the Commission are to en-
courage the drawing-up of codes of conduct; 
this is not to impair the voluntary nature of such 
codes and the possibility for interested parties 
of deciding freely whether to adhere to such 
codes.

(50) It is important that the proposed directive on 
the harmonisation of certain aspects of copy-
right and related rights in the information soci-
ety and this Directive come into force within a 
similar time scale with a view to establishing a 
clear framework of rules relevant to the issue of 
liability of intermediaries for copyright and relat-
ing rights infringements at Community level.

(51) Each Member State should be required, where 
necessary, to amend any legislation which is 
liable to hamper the use of schemes for the 
out-of-court settlement of disputes through 
electronic channels; the result of this amend-
ment must be to make the functioning of such 
schemes genuinely and effectively possible in 
law and in practice, even across borders.

(52) The effective exercise of the freedoms of the in-
ternal market makes it necessary to guarantee 
victims effective access to means of settling dis-
putes; damage which may arise in connection 
with information society services is character-
ised both by its rapidity and by its geographical 
extent; in view of this specific character and the 
need to ensure that national authorities do not 
endanger the mutual confidence which they 
should have in one another, this Directive re-
quests Member States to ensure that appropri-
ate court actions are available; Member States 
should examine the need to provide access to 
judicial procedures by appropriate electronic 
means.

(53) Directive 98/27/EC, which is applicable to infor-
mation society services, provides a mechanism 
relating to actions for an injunction aimed at the 
protection of the collective interests of consum-
ers; this mechanism will contribute to the free 
movement of information society services by 
ensuring a high level of consumer protection.

(54) The sanctions provided for under this Directive 
are without prejudice to any other sanction or 
remedy provided under national law; Member 
States are not obliged to provide criminal sanc-
tions for infringement of national provisions 
adopted pursuant to this Directive.
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(55) This Directive does not affect the law applicable 
to contractual obligations relating to consumer 
contracts; accordingly, this Directive cannot 
have the result of depriving the consumer of 
the protection afforded to him by the manda-
tory rules relating to contractual obligations of 
the law of the Member State in which he has his 
habitual residence.

(56) As regards the derogation contained in this 
Directive regarding contractual obligations 
concerning contracts concluded by consum-
ers, those obligations should be interpreted as 
including information on the essential elements 
of the content of the contract, including con-
sumer rights, which have a determining influ-
ence on the decision to contract.

(57) The Court of Justice has consistently held that a 
Member State retains the right to take measures 
against a service provider that is established in 
another Member State but directs all or most 
of his activity to the territory of the first Mem-
ber State if the choice of establishment was 
made with a view to evading the legislation 
that would have applied to the provider had 
he been established on the territory of the first 
Member State.

(58) This Directive should not apply to services sup-
plied by service providers established in a third 
country; in view of the global dimension of elec-
tronic commerce, it is, however, appropriate to 
ensure that the Community rules are consistent 
with international rules; this Directive is without 
prejudice to the results of discussions within in-
ternational organisations (amongst others WTO, 
OECD, Uncitral) on legal issues.

(59) Despite the global nature of electronic commu-
nications, coordination of national regulatory 
measures at European Union level is necessary 
in order to avoid fragmentation of the internal 
market, and for the establishment of an appro-
priate European regulatory framework; such co-
ordination should also contribute to the estab-
lishment of a common and strong negotiating 
position in international forums.

(60) In order to allow the unhampered develop-
ment of electronic commerce, the legal frame-
work must be clear and simple, predictable and 
consistent with the rules applicable at interna-
tional level so that it does not adversely affect 
the competitiveness of European industry or 
impede innovation in that sector.

(61) If the market is actually to operate by electronic 
means in the context of globalisation, the Euro-

pean Union and the major non-European areas 
need to consult each other with a view to mak-
ing laws and procedures compatible.

(62) Cooperation with third countries should be 
strengthened in the area of electronic com-
merce, in particular with applicant countries, 
the developing countries and the European 
Union’s other trading partners.

(63) The adoption of this Directive will not prevent 
the Member States from taking into account 
the various social, societal and cultural implica-
tions which are inherent in the advent of the 
information society; in particular it should not 
hinder measures which Member States might 
adopt in conformity with Community law to 
achieve social, cultural and democratic goals 
taking into account their linguistic diversity, na-
tional and regional specificities as well as their 
cultural heritage, and to ensure and maintain 
public access to the widest possible range of 
information society services; in any case, the 
development of the information society is to 
ensure that Community citizens can have ac-
cess to the cultural European heritage provided 
in the digital environment.

(64) Electronic communication offers the Member 
States an excellent means of providing public 
services in the cultural, educational and linguis-
tic fields.

(65) The Council, in its resolution of 19 January 1999 
on the consumer dimension of the informa-
tion society(25), stressed that the protection of 
consumers deserved special attention in this 
field; the Commission will examine the degree 
to which existing consumer protection rules 
provide insufficient protection in the context of 
the information society and will identify, where 
necessary, the deficiencies of this legislation 
and those issues which could require additional 
measures; if need be, the Commission should 
make specific additional proposals to resolve 
such deficiencies that will thereby have been 
identified,

HAvE ADOPTED THIS DIrECTIvE:

Chapter I 
General provIsIons

Article 1 
Objective and scope

1. This Directive seeks to contribute to the proper 
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functioning of the internal market by ensuring 
the free movement of information society serv-
ices between the Member States.

2. This Directive approximates, to the extent nec-
essary for the achievement of the objective set 
out in paragraph 1, certain national provisions 
on information society services relating to the 
internal market, the establishment of service 
providers, commercial communications, elec-
tronic contracts, the liability of intermediaries, 
codes of conduct, out-of-court dispute settle-
ments, court actions and cooperation between 
Member States.

3. This Directive complements Community law 
applicable to information society services with-
out prejudice to the level of protection for, in 
particular, public health and consumer inter-
ests, as established by Community acts and na-
tional legislation implementing them in so far 
as this does not restrict the freedom to provide 
information society services.

4. This Directive does not establish additional rules 
on private international law nor does it deal 
with the jurisdiction of Courts.

5. This Directive shall not apply to:

(a) the field of taxation;

(b) questions relating to information society 
services covered by Directives 95/46/EC and 
97/66/EC;

(c) questions relating to agreements or prac-
tices governed by cartel law;

(d) the following activities of information soci-
ety services:

• the activities of notaries or equivalent 
professions to the extent that they in-
volve a direct and specific connection 
with the exercise of public authority,

• the representation of a client and de-
fence of his interests before the courts,

• gambling activities which involve wa-
gering a stake with monetary value in 
games of chance, including lotteries 
and betting transactions.

6. This Directive does not affect measures taken 
at Community or national level, in the respect 
of Community law, in order to promote cultural 
and linguistic diversity and to ensure the de-
fence of pluralism.

Article 2 
Definitions

For the purpose of this Directive, the following terms 
shall bear the following meanings:

(a) “information society services”: services within 
the meaning of Article 1(2) of Directive 98/34/
EC as amended by Directive 98/48/EC;

(b) “service provider”: any natural or legal person 
providing an information society service;

(c) “established service provider”: a service provider 
who effectively pursues an economic activ-
ity using a fixed establishment for an indefinite 
period. The presence and use of the technical 
means and technologies required to provide 
the service do not, in themselves, constitute an 
establishment of the provider;

(d) “recipient of the service”: any natural or legal 
person who, for professional ends or otherwise, 
uses an information society service, in particular 
for the purposes of seeking information or mak-
ing it accessible;

(e) “consumer”: any natural person who is acting 
for purposes which are outside his or her trade, 
business or profession;

(f ) “commercial communication”: any form of 
communication designed to promote, directly 
or indirectly, the goods, services or image of a 
company, organisation or person pursuing a 
commercial, industrial or craft activity or exer-
cising a regulated profession. The following do 
not in themselves constitute commercial com-
munications:

• information allowing direct access to the 
activity of the company, organisation or 
person, in particular a domain name or an 
electronic-mail address,

• communications relating to the goods, 
services or image of the company, or-
ganisation or person compiled in an inde-
pendent manner, particularly when this is 
without financial consideration;

(g) “regulated profession”: any profession within 
the meaning of either Article 1(d) of Council 
Directive 89/48/EEC of 21 December 1988 on 
a general system for the recognition of higher-
education diplomas awarded on completion of 
professional education and training of at least 
three-years’ duration(26) or of Article 1(f) of 
Council Directive 92/51/EEC of 18 June 1992 on 
a second general system for the recognition of 
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professional education and training to supple-
ment Directive 89/48/EEC(27);

(h) “coordinated field”: requirements laid down in 
Member States’ legal systems applicable to in-
formation society service providers or informa-
tion society services, regardless of whether they 
are of a general nature or specifically designed 
for them.

(i) The coordinated field concerns require-
ments with which the service provider has 
to comply in respect of:

• the taking up of the activity of an in-
formation society service, such as re-
quirements concerning qualifications, 
authorisation or notification,

• the pursuit of the activity of an infor-
mation society service, such as require-
ments concerning the behaviour of the 
service provider, requirements regard-
ing the quality or content of the service 
including those applicable to adver-
tising and contracts, or requirements 
concerning the liability of the service 
provider;

(ii) The coordinated field does not cover re-
quirements such as:

• requirements applicable to goods as 
such,

• requirements applicable to the delivery 
of goods,

• requirements applicable to services not 
provided by electronic means.

Article 3 
Internal market

1. Each Member State shall ensure that the infor-
mation society services provided by a service 
provider established on its territory comply with 
the national provisions applicable in the Mem-
ber State in question which fall within the coor-
dinated field.

2. Member States may not, for reasons falling 
within the coordinated field, restrict the free-
dom to provide information society services 
from another Member State.

3. Paragraphs 1 and 2 shall not apply to the fields 
referred to in the Annex.

4. Member States may take measures to derogate 
from paragraph 2 in respect of a given informa-

tion society service if the following conditions 
are fulfilled:

(a) the measures shall be:

(i) necessary for one of the following rea-
sons:

• public policy, in particular the preven-
tion, investigation, detection and pros-
ecution of criminal offences, including 
the protection of minors and the fight 
against any incitement to hatred on 
grounds of race, sex, religion or nation-
ality, and violations of human dignity 
concerning individual persons,

• the protection of public health,

• public security, including the safeguard-
ing of national security and defence,

• the protection of consumers, including 
investors;

(ii) taken against a given information so-
ciety service which prejudices the ob-
jectives referred to in point (i) or which 
presents a serious and grave risk of prej-
udice to those objectives;

(iii) proportionate to those objectives;

(b) before taking the measures in question and 
without prejudice to court proceedings, in-
cluding preliminary proceedings and acts 
carried out in the framework of a criminal 
investigation, the Member State has:

• asked the Member State referred to in 
paragraph 1 to take measures and the 
latter did not take such measures, or 
they were inadequate,

• notified the Commission and the Mem-
ber State referred to in paragraph 1 of its 
intention to take such measures.

5. Member States may, in the case of urgency, 
derogate from the conditions stipulated in par-
agraph 4(b). Where this is the case, the meas-
ures shall be notified in the shortest possible 
time to the Commission and to the Member 
State referred to in paragraph 1, indicating the 
reasons for which the Member State considers 
that there is urgency.

6. Without prejudice to the Member State’s pos-
sibility of proceeding with the measures in 
question, the Commission shall examine the 
compatibility of the notified measures with 
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Community law in the shortest possible time; 
where it comes to the conclusion that the 
measure is incompatible with Community law, 
the Commission shall ask the Member State in 
question to refrain from taking any proposed 
measures or urgently to put an end to the 
measures in question.

Chapter II 
prInCIples

SECTION 1: ESTabLISHmENT aND 
INFORmaTION REqUIREmENTS

Article 4 
Principle excluding prior authorisation

1. Member States shall ensure that the taking up 
and pursuit of the activity of an information so-
ciety service provider may not be made subject 
to prior authorisation or any other requirement 
having equivalent effect.

2. Paragraph 1 shall be without prejudice to au-
thorisation schemes which are not specifically 
and exclusively targeted at information soci-
ety services, or which are covered by Directive 
97/13/EC of the European Parliament and of the 
Council of 10 April 1997 on a common frame-
work for general authorisations and individual 
licences in the field of telecommunications 
services(28).

Article 5 
General information to be provided

1. In addition to other information requirements 
established by Community law, Member States 
shall ensure that the service provider shall 
render easily, directly and permanently acces-
sible to the recipients of the service and com-
petent authorities, at least the following infor-
mation:

(a) the name of the service provider;

(b) the geographic address at which the service 
provider is established;

(c) the details of the service provider, including 
his electronic mail address, which allow him 
to be contacted rapidly and communicated 
with in a direct and effective manner;

(d) where the service provider is registered in a 
trade or similar public register, the trade reg-
ister in which the service provider is entered 

and his registration number, or equivalent 
means of identification in that register;

(e) where the activity is subject to an authorisa-
tion scheme, the particulars of the relevant 
supervisory authority;

(f ) as concerns the regulated professions:

• any professional body or similar institu-
tion with which the service provider is 
registered,

• the professional title and the Member 
State where it has been granted,

• a reference to the applicable profes-
sional rules in the Member State of es-
tablishment and the means to access 
them;

(g) where the service provider undertakes an 
activity that is subject to vAT, the identifica-
tion number referred to in Article 22(1) of 
the sixth Council Directive 77/388/EEC of 17 
May 1977 on the harmonisation of the laws 
of the Member States relating to turnover 
taxes - Common system of value added tax: 
uniform basis of assessment(29).

2. In addition to other information requirements 
established by Community law, Member States 
shall at least ensure that, where information 
society services refer to prices, these are to be 
indicated clearly and unambiguously and, in 
particular, must indicate whether they are inclu-
sive of tax and delivery costs.

SECTION 2: COmmERCIaL 
COmmUNICaTIONS

Article 6 
Information to be provided

In addition to other information requirements es-
tablished by Community law, Member States shall 
ensure that commercial communications which are 
part of, or constitute, an information society service 
comply at least with the following conditions:

(a) the commercial communication shall be clearly 
identifiable as such;

(b) the natural or legal person on whose behalf the 
commercial communication is made shall be 
clearly identifiable;

(c) promotional offers, such as discounts, premi-
ums and gifts, where permitted in the Member 
State where the service provider is established, 
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shall be clearly identifiable as such, and the con-
ditions which are to be met to qualify for them 
shall be easily accessible and be presented 
clearly and unambiguously;

(d) promotional competitions or games, where 
permitted in the Member State where the serv-
ice provider is established, shall be clearly iden-
tifiable as such, and the conditions for participa-
tion shall be easily accessible and be presented 
clearly and unambiguously.

Article 7 
Unsolicited commercial communication

1. In addition to other requirements established 
by Community law, Member States which per-
mit unsolicited commercial communication 
by electronic mail shall ensure that such com-
mercial communication by a service provider 
established in their territory shall be identifiable 
clearly and unambiguously as such as soon as it 
is received by the recipient.

2. Without prejudice to Directive 97/7/EC and 
Directive 97/66/EC, Member States shall take 
measures to ensure that service providers un-
dertaking unsolicited commercial communica-
tions by electronic mail consult regularly and 
respect the opt-out registers in which natural 
persons not wishing to receive such commer-
cial communications can register themselves.

Article 8 
Regulated professions

1. Member States shall ensure that the use of 
commercial communications which are part 
of, or constitute, an information society service 
provided by a member of a regulated profes-
sion is permitted subject to compliance with 
the professional rules regarding, in particular, 
the independence, dignity and honour of the 
profession, professional secrecy and fairness 
towards clients and other members of the pro-
fession.

2. Without prejudice to the autonomy of profes-
sional bodies and associations, Member States 
and the Commission shall encourage profes-
sional associations and bodies to establish 
codes of conduct at Community level in order 
to determine the types of information that can 
be given for the purposes of commercial com-
munication in conformity with the rules referred 
to in paragraph 1

3. When drawing up proposals for Community 
initiatives which may become necessary to 

ensure the proper functioning of the Internal 
Market with regard to the information referred 
to in paragraph 2, the Commission shall take 
due account of codes of conduct applicable at 
Community level and shall act in close coopera-
tion with the relevant professional associations 
and bodies.

4. This Directive shall apply in addition to Commu-
nity Directives concerning access to, and the ex-
ercise of, activities of the regulated professions.

SECTION 3: CONTRaCTS CONCLUDED bY 
ELECTRONIC mEaNS

Article 9 
Treatment of contracts

1. Member States shall ensure that their legal sys-
tem allows contracts to be concluded by elec-
tronic means. Member States shall in particular 
ensure that the legal requirements applicable 
to the contractual process neither create obsta-
cles for the use of electronic contracts nor result 
in such contracts being deprived of legal effec-
tiveness and validity on account of their having 
been made by electronic means.

2. Member States may lay down that paragraph 1 
shall not apply to all or certain contracts falling 
into one of the following categories:

(a) contracts that create or transfer rights in real 
estate, except for rental rights;

(b) contracts requiring by law the involvement 
of courts, public authorities or professions 
exercising public authority;

(c) contracts of suretyship granted and on col-
lateral securities furnished by persons acting 
for purposes outside their trade, business or 
profession;

(d) contracts governed by family law or by the 
law of succession.

3. Member States shall indicate to the Commis-
sion the categories referred to in paragraph 2 to 
which they do not apply paragraph 1. Member 
States shall submit to the Commission every five 
years a report on the application of paragraph 
2 explaining the reasons why they consider it 
necessary to maintain the category referred to 
in paragraph 2(b) to which they do not apply 
paragraph 1.
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Article 10 
Information to be provided

1. In addition to other information requirements 
established by Community law, Member States 
shall ensure, except when otherwise agreed by 
parties who are not consumers, that at least the 
following information is given by the service 
provider clearly, comprehensibly and unam-
biguously and prior to the order being placed 
by the recipient of the service:

a. the different technical steps to follow to 
conclude the contract;

b. whether or not the concluded contract will 
be filed by the service provider and whether 
it will be accessible;

c. the technical means for identifying and cor-
recting input errors prior to the placing of 
the order;

d. the languages offered for the conclusion of 
the contract.

2. Member States shall ensure that, except when 
otherwise agreed by parties who are not con-
sumers, the service provider indicates any rel-
evant codes of conduct to which he subscribes 
and information on how those codes can be 
consulted electronically.

3. Contract terms and general conditions provid-
ed to the recipient must be made available in 
a way that allows him to store and reproduce 
them.

4. Paragraphs 1 and 2 shall not apply to contracts 
concluded exclusively by exchange of electron-
ic mail or by equivalent individual communica-
tions.

Article 11 
Placing of the order

1. Member States shall ensure, except when oth-
erwise agreed by parties who are not consum-
ers, that in cases where the recipient of the 
service places his order through technological 
means, the following principles apply:

• the service provider has to acknowledge 
the receipt of the recipient’s order with-
out undue delay and by electronic means,

• the order and the acknowledgement of 
receipt are deemed to be received when 
the parties to whom they are addressed 
are able to access them.

2. Member States shall ensure that, except when 
otherwise agreed by parties who are not con-
sumers, the service provider makes available to 
the recipient of the service appropriate, effec-
tive and accessible technical means allowing 
him to identify and correct input errors, prior to 
the placing of the order.

3. Paragraph 1, first indent, and paragraph 2 shall 
not apply to contracts concluded exclusively by 
exchange of electronic mail or by equivalent in-
dividual communications.

SECTION 4: 
LIabILITY OF INTERmEDIaRY SERVICE 
PROVIDERS

Article 12 
“Mere conduit”

1. Where an information society service is provid-
ed that consists of the transmission in a com-
munication network of information provided 
by a recipient of the service, or the provision of 
access to a communication network, Member 
States shall ensure that the service provider is 
not liable for the information transmitted, on 
condition that the provider:

(a) does not initiate the transmission;

(b) does not select the receiver of the transmis-
sion; and

(c) does not select or modify the information 
contained in the transmission.

2. The acts of transmission and of provision of ac-
cess referred to in paragraph 1 include the auto-
matic, intermediate and transient storage of the 
information transmitted in so far as this takes 
place for the sole purpose of carrying out the 
transmission in the communication network, 
and provided that the information is not stored 
for any period longer than is reasonably neces-
sary for the transmission.

3. This Article shall not affect the possibility for a 
court or administrative authority, in accordance 
with Member States’ legal systems, of requiring 
the service provider to terminate or prevent an 
infringement.

Article 13 
“Caching”

1. Where an information society service is provid-
ed that consists of the transmission in a com-
munication network of information provided 
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by a recipient of the service, Member States 
shall ensure that the service provider is not li-
able for the automatic, intermediate and tem-
porary storage of that information, performed 
for the sole purpose of making more efficient 
the information’s onward transmission to other 
recipients of the service upon their request, on 
condition that:

(a) the provider does not modify the informa-
tion;

(b) the provider complies with conditions on 
access to the information;

(c) the provider complies with rules regarding 
the updating of the information, specified 
in a manner widely recognised and used by 
industry;

(d) the provider does not interfere with the law-
ful use of technology, widely recognised 
and used by industry, to obtain data on the 
use of the information; and

(e) the provider acts expeditiously to remove 
or to disable access to the information it has 
stored upon obtaining actual knowledge 
of the fact that the information at the ini-
tial source of the transmission has been re-
moved from the network, or access to it has 
been disabled, or that a court or an admin-
istrative authority has ordered such removal 
or disablement.

2. This Article shall not affect the possibility for a 
court or administrative authority, in accordance 
with Member States’ legal systems, of requiring 
the service provider to terminate or prevent an 
infringement.

Article 14 
Hosting

1. Where an information society service is pro-
vided that consists of the storage of information 
provided by a recipient of the service, Member 
States shall ensure that the service provider is 
not liable for the information stored at the re-
quest of a recipient of the service, on condition 
that:

(a) the provider does not have actual knowl-
edge of illegal activity or information and, as 
regards claims for damages, is not aware of 
facts or circumstances from which the illegal 
activity or information is apparent; or

(b) the provider, upon obtaining such knowl-
edge or awareness, acts expeditiously to 

remove or to disable access to the informa-
tion.

2. Paragraph 1 shall not apply when the recipient 
of the service is acting under the authority or 
the control of the provider.

3. This Article shall not affect the possibility for a 
court or administrative authority, in accordance 
with Member States’ legal systems, of requiring 
the service provider to terminate or prevent an 
infringement, nor does it affect the possibility 
for Member States of establishing procedures 
governing the removal or disabling of access to 
information.

Article 15 
No general obligation to monitor

1. Member States shall not impose a general ob-
ligation on providers, when providing the serv-
ices covered by Articles 12, 13 and 14, to moni-
tor the information which they transmit or store, 
nor a general obligation actively to seek facts or 
circumstances indicating illegal activity.

2. Member States may establish obligations for 
information society service providers promptly 
to inform the competent public authorities of 
alleged illegal activities undertaken or informa-
tion provided by recipients of their service or 
obligations to communicate to the compe-
tent authorities, at their request, information 
enabling the identification of recipients of their 
service with whom they have storage agree-
ments.

Chapter III 
IMpleMentatIon

Article 16 
Codes of conduct

1. Member States and the Commission shall en-
courage:

(a) the drawing up of codes of conduct at 
Community level, by trade, professional and 
consumer associations or organisations, 
designed to contribute to the proper imple-
mentation of Articles 5 to 15;

(b) the voluntary transmission of draft codes of 
conduct at national or Community level to 
the Commission;
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(c) the accessibility of these codes of conduct 
in the Community languages by electronic 
means;

(d) the communication to the Member States 
and the Commission, by trade, professional 
and consumer associations or organisa-
tions, of their assessment of the application 
of their codes of conduct and their impact 
upon practices, habits or customs relating to 
electronic commerce;

(e) the drawing up of codes of conduct regard-
ing the protection of minors and human 
dignity.

2. Member States and the Commission shall en-
courage the involvement of associations or 
organisations representing consumers in the 
drafting and implementation of codes of con-
duct affecting their interests and drawn up in 
accordance with paragraph 1(a). Where appro-
priate, to take account of their specific needs, 
associations representing the visually impaired 
and disabled should be consulted.

Article 17 
Out-of-court dispute settlement

1. Member States shall ensure that, in the event of 
disagreement between an information society 
service provider and the recipient of the serv-
ice, their legislation does not hamper the use of 
out-of-court schemes, available under national 
law, for dispute settlement, including appropri-
ate electronic means.

2. Member States shall encourage bodies respon-
sible for the out-of-court settlement of, in par-
ticular, consumer disputes to operate in a way 
which provides adequate procedural guaran-
tees for the parties concerned.

3. Member States shall encourage bodies respon-
sible for out-of-court dispute settlement to 
inform the Commission of the significant deci-
sions they take regarding information society 
services and to transmit any other information 
on the practices, usages or customs relating to 
electronic commerce.

Article 18 
Court actions

1. Member States shall ensure that court actions 
available under national law concerning infor-
mation society services’ activities allow for the 
rapid adoption of measures, including interim 
measures, designed to terminate any alleged 

infringement and to prevent any further impair-
ment of the interests involved.

2. The Annex to Directive 98/27/EC 
shall be supplemented as follows: 
 
“11. Directive 2000/31/EC of the European Par-
liament and of the Council of 8 June 2000 on 
certain legal aspects on information society 
services, in particular electronic commerce, in 
the internal market (Directive on electronic 
commerce) (OJ L 178, 17.7.2000, p. 1).”

Article 19 
Cooperation

1. Member States shall have adequate means 
of supervision and investigation necessary to 
implement this Directive effectively and shall 
ensure that service providers supply them with 
the requisite information.

2. Member States shall cooperate with other 
Member States; they shall, to that end, appoint 
one or several contact points, whose details 
they shall communicate to the other Member 
States and to the Commission.

3. Member States shall, as quickly as possible, and 
in conformity with national law, provide the as-
sistance and information requested by other 
Member States or by the Commission, includ-
ing by appropriate electronic means.

4. Member States shall establish contact points 
which shall be accessible at least by electronic 
means and from which recipients and service 
providers may:

(a) obtain general information on contractual 
rights and obligations as well as on the com-
plaint and redress mechanisms available in 
the event of disputes, including practical 
aspects involved in the use of such mecha-
nisms;

(b) obtain the details of authorities, associations 
or organisations from which they may ob-
tain further information or practical assist-
ance.

5. Member States shall encourage the commu-
nication to the Commission of any significant 
administrative or judicial decisions taken in their 
territory regarding disputes relating to informa-
tion society services and practices, usages and 
customs relating to electronic commerce. The 
Commission shall communicate these deci-
sions to the other Member States.
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Article 20 
Sanctions

Member States shall determine the sanctions ap-
plicable to infringements of national provisions 
adopted pursuant to this Directive and shall take 
all measures necessary to ensure that they are en-
forced. The sanctions they provide for shall be effec-
tive, proportionate and dissuasive.

Chapter Iv 
fInal provIsIons

Article 21 
Re-examination

1. Before 17 July 2003, and thereafter every two 
years, the Commission shall submit to the Euro-
pean Parliament, the Council and the Economic 
and Social Committee a report on the appli-
cation of this Directive, accompanied, where 
necessary, by proposals for adapting it to legal, 
technical and economic developments in the 
field of information society services, in particular 
with respect to crime prevention, the protec-
tion of minors, consumer protection and to the 
proper functioning of the internal market.

2. In examining the need for an adaptation of this 
Directive, the report shall in particular analyse 
the need for proposals concerning the liability 
of providers of hyperlinks and location tool serv-
ices, “notice and take down” procedures and 
the attribution of liability following the taking 
down of content. The report shall also analyse 
the need for additional conditions for the ex-
emption from liability, provided for in Articles 12 
and 13, in the light of technical developments, 
and the possibility of applying the internal mar-
ket principles to unsolicited commercial com-
munications by electronic mail.

Article 22 
Transposition

1. Member States shall bring into force the laws, 
regulations and administrative provisions nec-
essary to comply with this Directive before 17 
January 2002. They shall forthwith inform the 
Commission thereof.

2. When Member States adopt the measures re-
ferred to in paragraph 1, these shall contain a 
reference to this Directive or shall be accompa-
nied by such reference at the time of their of-
ficial publication. The methods of making such 

reference shall be laid down by Member States.

Article 23 
Entry into force

This Directive shall enter into force on the day of its 
publication in the Official Journal of the European 
Communities.

Article 24 
Addressees

This Directive is addressed to the Member States.

Done at Luxemburg, 8 June 2000.
For the European Parliament
The President N. Fontaine
For the Council
The President G. d’Oliveira Martins

[1] OJ C 30, 5.2.1999, p. 4.

[2] OJ C 169, 16.6.1999, p. 36.

[3] Opinion of the European Parliament of 6 May 1999 (OJ C 
279, 1.10.1999, p. 389), Council common position of 28 Feb-
ruary 2000 (OJ C 128, 8.5.2000, p. 32) and Decision of the 
European Parliament of 4 May 2000 (not yet published in 
the Official Journal).

[4] OJ L 298, 17.10.1989, p. 23. Directive as amended by Direc-
tive 97/36/EC of the European Parliament and of the Coun-
cil (OJ L 202, 30.7.1997, p. 60).

[5] OJ L 95, 21.4.1993, p. 29.

[6] OJ L 144, 4.6.1999, p. 19.

[7] OJ L 250, 19.9.1984, p. 17. Directive as amended by Directive 
97/55/EC of the European Parliament and of the Council (OJ 
L 290, 23.10.1997, p. 18).

[8] OJ L 42, 12.2.1987, p. 48. Directive as last amended by Direc-
tive 98/7/EC of the European Parliament and of the Council 
(OJ L 101, 1.4.1998, p. 17).

[9] OJ L 141, 11.6.1993, p. 27. Directive as last amended by 
Directive 97/9/EC of the European Parliament and of the 
Council (OJ L 84, 26.3.1997, p. 22).

[10] OJ L 158, 23.6.1990, p. 59.

[11] OJ L 80, 18.3.1998, p. 27.

[12] OJ L 228, 11.8.1992, p. 24.

[13] OJ L 280, 29.10.1994, p. 83.

[14] OJ L 166, 11.6.1998, p. 51. Directive as amended by Directive 
1999/44/EC (OJ L 171, 7.7.1999, p. 12).

[15] OJ L 210, 7.8.1985, p. 29. Directive as amended by Directive 
1999/34/EC (OJ L 141, 4.6.1999, p. 20).

[16] OJ L 171, 7.7.1999, p. 12.

[17] OJ L 113, 30.4.1992, p. 13.



111

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

E-COMMErCE

[18] OJ L 213, 30.7.1998, p. 9.

[19] OJ L 281, 23.11.1995, p. 31.

[20] OJ L 24, 30.1.1998, p. 1.

[21] OJ L 204, 21.7.1998, p. 37. Directive as amended by Directive 
98/48/EC (OJ L 217, 5.8.1998, p. 18).

[22] OJ L 320, 28.11.1998, p. 54.

[23] OJ L 15, 21.1.1998, p. 14.

[24] OJ L 13, 19.1.2000, p. 12.

[25] OJ C 23, 28.1.1999, p. 1.

[26] OJ L 19, 24.1.1989, p. 16.

[27] OJ L 209, 24.7.1992, p. 25. Directive as last amended by Com-
mission Directive 97/38/EC (OJ L 184, 12.7.1997, p. 31).

[28] OJ L 117, 7.5.1997, p. 15.

[29] OJ L 145, 13.6.1977, p. 1. Directive as last amended by Direc-
tive 1999/85/EC (OJ L 277, 28.10.1999, p. 34).

anneX

DEROGATIONS FROM ARTICLE 3

As provided for in Article 3(3), Article 3(1) and (2) do 
not apply to:

• copyright, neighbouring rights, rights re-
ferred to in Directive 87/54/EEC(1) and Direc-
tive 96/9/EC(2) as well as industrial property 
rights,

• the emission of electronic money by institu-
tions in respect of which Member States have 
applied one of the derogations provided for 
in Article 8(1) of Directive 2000/46/EC(3),

• Article 44(2) of Directive 85/611/EEC(4),

• Article 30 and Title Iv of Directive 92/49/
EEC(5), Title Iv of Directive 92/96/EEC(6), Ar-
ticles 7 and 8 of Directive 88/357/EEC(7) and 
Article 4 of Directive 90/619/EEC(8),

• the freedom of the parties to choose the law 
applicable to their contract,

• contractual obligations concerning consum-
er contacts,

• formal validity of contracts creating or trans-
ferring rights in real estate where such con-
tracts are subject to mandatory formal re-
quirements of the law of the Member State 
where the real estate is situated,

• the permissibility of unsolicited commercial 
communications by electronic mail.
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Regulation (EC) No 
45/2001 of the European 
Parliament and of the 
Council of 18 December 
2000 on the protection 
of individuals with regard 
to the processing of 
personal data by the 
Community institutions 
and bodies and on the 
free movement of such 
data
THE EUrOPEAN PArLIAMENT AND THE COUNCIL OF 
THE EUrOPEAN UNION,

Having regard to the Treaty establishing the Europe-
an Community, and in particular Article 286 thereof,

Having regard to the proposal from the Commis-
sion(1), DATA & PRIVACY

Having regard to the opinion of the Economic and 
Social Committee(2),

Acting in accordance with the procedure laid down 
in Article 251 of the Treaty(3),

Whereas:

(1) Article 286 of the Treaty requires the applica-
tion to the Community institutions and bodies 
of the Community acts on the protection of 
individuals with regard to the processing of per-
sonal data and the free movement of such data.

(2) A fully-fledged system of protection of per-
sonal data not only requires the establishment 
of rights for data subjects and obligations for 
those who process personal data, but also ap-
propriate sanctions for offenders and monitor-
ing by an independent supervisory body.

(3) Article 286(2) of the Treaty requires the estab-
lishment of an independent supervisory body 
responsible for monitoring the application of 
such Community acts to Community institu-
tions and bodies.

(4) Article 286(2) of the Treaty requires the adop-

tion of any other relevant provisions as appro-
priate.

(5) A regulation is necessary to provide the indi-
vidual with legally enforceable rights, to specify 
the data processing obligations of the control-
lers within the Community institutions and 
bodies, and to create an independent supervi-
sory authority responsible for monitoring the 
processing of personal data by the Community 
institutions and bodies.

(6) The Working Party on the Protection of Indi-
viduals with regard to the Processing of Per-
sonal Data set up under Article 29 of Directive 
95/46/EC of the European Parliament and of the 
Council of 24 October 1995 on the protection of 
individuals with regard to the processing of per-
sonal data and on the free movement of such 
data(4) has been consulted.

(7) The persons to be protected are those whose 
personal data are processed by Community in-
stitutions or bodies in any context whatsoever, 
for example because they are employed by 
those institutions or bodies.

(8) The principles of data protection should apply 
to any information concerning an identified or 
identifiable person. To determine whether a 
person is identifiable, account should be taken 
of all the means likely to be reasonably used 
either by the controller or by any other person 
to identify the said person. The principles of 
protection should not apply to data rendered 
anonymous in such a way that the data subject 
is no longer identifiable.

(9) Directive 95/46/EC requires Member States to 
protect the fundamental rights and freedoms 
of natural persons, and in particular their right 
to privacy with respect to the processing of per-
sonal data, in order to ensure the free flow of 
personal data in the Community.

(10) Directive 97/66/EC of the European Parliament 
and of the Council of 15 December 1997 con-
cerning the processing of personal data and 
the protection of privacy in the telecommuni-
cations sector(5) specifies and adds to Directive 
95/46/EC with respect to the processing of per-
sonal data in the telecommunications sector.

(11) various other Community measures, including 
measures on mutual assistance between na-
tional authorities and the Commission, are also 
designed to specify and add to Directive 95/46/
EC in the sectors to which they relate.

(12) Consistent and homogeneous application of 
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the rules for the protection of individuals’ fun-
damental rights and freedoms with regard to 
the processing of personal data should be en-
sured throughout the Community.

(13) The aim is to ensure both effective compliance 
with the rules governing the protection of indi-
viduals’ fundamental rights and freedoms and 
the free flow of personal data between Mem-
ber States and the Community institutions and 
bodies or between the Community institutions 
and bodies for purposes connected with the 
exercise of their respective competences.

(14) To this end measures should be adopted which 
are binding on the Community institutions 
and bodies. These measures should apply to all 
processing of personal data by all Community 
institutions and bodies insofar as such process-
ing is carried out in the exercise of activities all 
or part of which fall within the scope of Com-
munity law.

(15) Where such processing is carried out by Com-
munity institutions or bodies in the exercise of 
activities falling outside the scope of this regu-
lation, in particular those laid down in Titles v 
and vI of the Treaty on European Union, the 
protection of individuals’ fundamental rights 
and freedoms shall be ensured with due regard 
to Article 6 of the Treaty on European Union. 
Access to documents, including conditions for 
access to documents containing personal data, 
is governed by the rules adopted on the basis of 
Article 255 of the EC Treaty the scope of which 
includes Titles v and vI of the Treaty on Euro-
pean Union.

(16) The measures should not apply to bodies estab-
lished outside the Community framework, nor 
should the European Data Protection Supervi-
sor be competent to monitor the processing of 
personal data by such bodies.

(17) The effectiveness of the protection of individu-
als with regard to the processing of personal 
data in the Union presupposes the consistency 
of the relevant rules and procedures applicable 
to activities pertaining to different legal con-
texts. The development of fundamental princi-
ples on the protection of personal data in the 
fields of judicial cooperation in criminal affairs 
and police and customs cooperation, and the 
setting-up of a secretariat for the joint supervi-
sory authorities established by the Europol Con-
vention, the Convention on the Use of Informa-
tion Technology for Customs Purposes and the 
Schengen Convention represent a first step in 
this regard.

(18) This regulation should not affect the rights and 
obligations of Member States under Directives 
95/46/EC and 97/66/EC. It is not intended to 
change existing procedures and practices law-
fully implemented by the Member States in the 
field of national security, prevention of disor-
der or prevention, detection, investigation and 
prosecution of criminal offences in compliance 
with the Protocol on Privileges and Immunities 
of the European Communities and with inter-
national law.

(19) The Community institutions and bodies should 
inform the competent authorities in the Mem-
ber States when they consider that communi-
cations on their telecommunications networks 
should be intercepted, in keeping with the na-
tional provisions applicable.

(20) The provisions applicable to the Community 
institutions and bodies should correspond to 
those provisions laid down in connection with 
the harmonisation of national laws or the imple-
mentation of other Community policies, nota-
bly in the mutual assistance sphere. It may be 
necessary, however, to specify and add to those 
provisions when it comes to ensuring protec-
tion in the case of the processing of personal 
data by the Community institutions and bodies.

(21) This holds true for the rights of the individuals 
whose data are being processed, for the obliga-
tions of the Community institutions and bodies 
doing the processing, and for the powers to be 
vested in the independent supervisory author-
ity responsible for ensuring that this regulation 
is properly applied.

(22) The rights accorded the data subject and the 
exercise thereof should not affect the obliga-
tions placed on the controller.

(23) The independent supervisory authority should 
exercise its supervisory functions in accordance 
with the Treaty and in compliance with human 
rights and fundamental freedoms. It should 
conduct its enquiries in compliance with the 
Protocol on Privileges and Immunities and with 
the Staff regulations of Officials of the European 
Communities and the conditions of employ-
ment applicable to Other Servants of the Com-
munities.

(24) The necessary technical measures should be 
adopted to allow access to the registers of 
processing operations carried out by Data Pro-
tection Officers through the independent su-
pervisory authority.
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(25) The decisions of the independent supervisory 
authority regarding exemptions, guarantees, 
authorisations and conditions relating to data 
processing operations, as defined in this regu-
lation, should be published in the activities 
report. Independently of the publication of an 
annual activities report, the independent super-
visory authority may publish reports on specific 
subjects.

(26) Certain processing operations likely to present 
specific risks with respect to the rights and 
freedoms of data subjects are subject to prior 
checking by the independent supervisory au-
thority. The opinion given in the context of such 
prior checking, including the opinion result-
ing from failure to reply within the set period, 
should be without prejudice to the subsequent 
exercise by the independent supervisory au-
thority of its powers with regard to the process-
ing operation in question.

(27) Processing of personal data for the perform-
ance of tasks carried out in the public interest 
by the Community institutions and bodies in-
cludes the processing of personal data neces-
sary for the management and functioning of 
those institutions and bodies.

(28) In certain cases the processing of data should 
be authorised by Community provisions or 
by acts transposing Community provisions. 
Nevertheless, in the transitional period during 
which such provisions do not exist, pending 
their adoption, the European Data Protection 
Supervisor may authorise processing of such 
data provided that adequate safeguards are 
adopted. In so doing, he should take account 
in particular of the provisions adopted by the 
Member States to deal with similar cases.

(29) These cases concern the processing of data re-
vealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs or trade-union 
membership and the processing of data con-
cerning health or sex life which are necessary 
for the purposes of complying with the specific 
rights and obligations of the controller in the 
field of employment law or for reasons of sub-
stantial public interest. They also concern the 
processing of data relating to offences, criminal 
convictions or security measures and authori-
sation to apply a decision to the data subject 
which produces legal effects concerning him or 
her or significantly affects him or her and which 
is based solely on automated processing of data 
intended to evaluate certain personal aspects 
relating to him or her.

(30) It may be necessary to monitor the computer 
networks operated under the control of the 
Community institutions and bodies for the pur-
poses of prevention of unauthorised use. The 
European Data Protection Supervisor should 
determine whether and under what conditions 
that is possible.

(31) Liability arising from any breach of this regula-
tion is governed by the second paragraph of 
Article 288 of the Treaty.

(32) In each Community institution or body one or 
more Data Protection Officers should ensure 
that the provisions of this regulation are ap-
plied and should advise controllers on fulfilling 
their obligations.

(33) Under Article 21 of Council regulation (EC) No 
322/97 of 17 February 1997 on Community 
statistics(6), that regulation is to apply without 
prejudice to Directive 95/46/EC.

(34) Under Article 8(8) of Council regulation (EC) No 
2533/98 of 23 November 1998 concerning the 
collection of statistical information by the Euro-
pean Central Bank(7), that regulation is to apply 
without prejudice to Directive 95/46/EC.

(35) Under Article 1(2) of Council regulation 
(Euratom, EEC) No 1588/90 of 11 June 1990 on 
the transmission of data subject to statistical 
confidentiality to the Statistical Office of the Eu-
ropean Communities(8), that regulation does 
not derogate from the special Community or 
national provisions concerning the safeguard-
ing of confidentiality other than statistical con-
fidentiality.

(36) This regulation does not aim to limit Member 
States’ room for manoeuvre in drawing up their 
national laws on data protection under Article 
32 of Directive 95/46/EC, in accordance with Ar-
ticle 249 of the Treaty,

HAvE ADOPTED THIS rEGULATION:

Chapter I 
General provIsIons

Article 1 
Object of the Regulation

1. In accordance with this regulation, the institu-
tions and bodies set up by, or on the basis of, 
the Treaties establishing the European Com-
munities, hereinafter referred to as “Community 
institutions or bodies”, shall protect the funda-
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mental rights and freedoms of natural persons, 
and in particular their right to privacy with re-
spect to the processing of personal data and 
shall neither restrict nor prohibit the free flow of 
personal data between themselves or to recipi-
ents subject to the national law of the Member 
States implementing Directive 95/46/EC.

2. The independent supervisory authority estab-
lished by this regulation, hereinafter referred 
to as the European Data Protection Supervisor, 
shall monitor the application of the provisions 
of this regulation to all processing operations 
carried out by a Community institution or body.

Article 2 
Definitions

For the purposes of this regulation:

(a) “personal data” shall mean any information re-
lating to an identified or identifiable natural per-
son hereinafter referred to as “data subject”; an 
identifiable person is one who can be identified, 
directly or indirectly, in particular by reference to 
an identification number or to one or more fac-
tors specific to his or her physical, physiological, 
mental, economic, cultural or social identity;

(b) “processing of personal data” hereinafter re-
ferred to as “processing” shall mean any op-
eration or set of operations which is performed 
upon personal data, whether or not by auto-
matic means, such as collection, recording, 
organisation, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by trans-
mission, dissemination or otherwise making 
available, alignment or combination, blocking, 
erasure or destruction;

(c) “personal data filing system” hereinafter referred 
to as “filing system” shall mean any structured 
set of personal data which are accessible ac-
cording to specific criteria, whether centralised, 
decentralised or dispersed on a functional or 
geographical basis;

(d) “controller” shall mean the Community institu-
tion or body, the Directorate-General, the unit 
or any other organisational entity which alone 
or jointly with others determines the purposes 
and means of the processing of personal data; 
where the purposes and means of processing 
are determined by a specific Community act, 
the controller or the specific criteria for its nomi-
nation may be designated by such Community 
act;

(e) “processor” shall mean a natural or legal per-
son, public authority, agency or any other body 
which processes personal data on behalf of the 
controller;

(f ) “third party” shall mean a natural or legal person, 
public authority, agency or body other than the 
data subject, the controller, the processor and 
the persons who, under the direct authority of 
the controller or the processor, are authorised 
to process the data;

(g) “recipient” shall mean a natural or legal person, 
public authority, agency or any other body to 
whom data are disclosed, whether a third party 
or not; however, authorities which may receive 
data in the framework of a particular inquiry 
shall not be regarded as recipients;

(h) “the data subject’s consent” shall mean any free-
ly given specific and informed indication of his 
or her wishes by which the data subject signifies 
his or her agreement to personal data relating 
to him or her being processed.

Article 3 
Scope

1. This regulation shall apply to the processing of 
personal data by all Community institutions and 
bodies insofar as such processing is carried out 
in the exercise of activities all or part of which fall 
within the scope of Community law.

2. This regulation shall apply to the processing 
of personal data wholly or partly by automatic 
means, and to the processing otherwise than 
by automatic means of personal data which 
form part of a filing system or are intended to 
form part of a filing system.

Chapter II 
General rules on the 
lawfulness of the 
proCessInG of personal 
data

SECTION 1 
PRINCIPLES RELaTING TO DaTa qUaLITY

Article 4 
Data quality

1. Personal data must be:

(a) processed fairly and lawfully;
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(b) collected for specified, explicit and legiti-
mate purposes and not further processed 
in a way incompatible with those purposes. 
Further processing of personal data for his-
torical, statistical or scientific purposes shall 
not be considered incompatible provided 
that the controller provides appropriate 
safeguards, in particular to ensure that the 
data are not processed for any other pur-
poses or used in support of measures or de-
cisions regarding any particular individual;

(c) adequate, relevant and not excessive in rela-
tion to the purposes for which they are col-
lected and/or further processed;

(d) accurate and, where necessary, kept up to 
date; every reasonable step must be taken 
to ensure that data which are inaccurate or 
incomplete, having regard to the purposes 
for which they were collected or for which 
they are further processed, are erased or 
rectified;

(e) kept in a form which permits identification 
of data subjects for no longer than is nec-
essary for the purposes for which the data 
were collected or for which they are fur-
ther processed. The Community institution 
or body shall lay down that personal data 
which are to be stored for longer periods for 
historical, statistical or scientific use should 
be kept either in anonymous form only or, 
if that is not possible, only with the identity 
of the data subjects encrypted. In any event, 
the data shall not be used for any purpose 
other than for historical, statistical or scien-
tific purposes.

2. It shall be for the controller to ensure that para-
graph 1 is complied with.

SECTION 2 
CRITERIa FOR makING DaTa 
PROCESSING LEGITImaTE

Article 5 
Lawfulness of processing

Personal data may be processed only if:

(a) processing is necessary for the performance of 
a task carried out in the public interest on the 
basis of the Treaties establishing the European 
Communities or other legal instruments adopt-
ed on the basis thereof or in the legitimate 
exercise of official authority vested in the Com-

munity institution or body or in a third party to 
whom the data are disclosed, or

(b) processing is necessary for compliance with a 
legal obligation to which the controller is sub-
ject, or

(c) processing is necessary for the performance of 
a contract to which the data subject is party or 
in order to take steps at the request of the data 
subject prior to entering into a contract, or

(d) the data subject has unambiguously given his 
or her consent, or

(e) processing is necessary in order to protect the 
vital interests of the data subject.

Article 6 
Change of purpose

Without prejudice to Articles 4, 5 and 10:

1. Personal data shall only be processed for pur-
poses other than those for which they have 
been collected if the change of purpose is ex-
pressly permitted by the internal rules of the 
Community institution or body.

2. Personal data collected exclusively for ensur-
ing the security or the control of the processing 
systems or operations shall not be used for any 
other purpose, with the exception of the pre-
vention, investigation, detection and prosecu-
tion of serious criminal offences.

Article 7 
Transfer of personal data within or between 
Community institutions or bodies

Without prejudice to Articles 4, 5, 6 and 10:

1. Personal data shall only be transferred within or 
to other Community institutions or bodies if the 
data are necessary for the legitimate perform-
ance of tasks covered by the competence of the 
recipient.

2. Where the data are transferred following a 
request from the recipient, both the con-
troller and the recipient shall bear the re-
sponsibility for the legitimacy of this transfer. 
 
The controller shall be required to verify 
the competence of the recipient and to 
make a provisional evaluation of the neces-
sity for the transfer of the data. If doubts 
arise as to this necessity, the controller shall 
seek further information from the recipient. 
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The recipient shall ensure that the necessity for 
the transfer of the data can be subsequently 
verified.

3. The recipient shall process the personal data 
only for the purposes for which they were trans-
mitted.

Article 8 
Transfer of personal data to recipients, other 
than Community institutions and bodies, 
subject to Directive 95/46/EC

Without prejudice to Articles 4, 5, 6 and 10, personal 
data shall only be transferred to recipients subject to 
the national law adopted for the implementation of 
Directive 95/46/EC,

(a) if the recipient establishes that the data are nec-
essary for the performance of a task carried out 
in the public interest or subject to the exercise 
of public authority, or

(b) if the recipient establishes the necessity of hav-
ing the data transferred and if there is no reason 
to assume that the data subject’s legitimate in-
terests might be prejudiced.

Article 9 
Transfer of personal data to recipients, other 
than Community institutions and bodies, 
which are not subject to Directive 95/46/EC

1. Personal data shall only be transferred to recipi-
ents, other than Community institutions and 
bodies, which are not subject to national law 
adopted pursuant to Directive 95/46/EC, if an 
adequate level of protection is ensured in the 
country of the recipient or within the recipi-
ent international organisation and the data are 
transferred solely to allow tasks covered by the 
competence of the controller to be carried out.

2. The adequacy of the level of protection af-
forded by the third country or international or-
ganisation in question shall be assessed in the 
light of all the circumstances surrounding a data 
transfer operation or set of data transfer opera-
tions; particular consideration shall be given to 
the nature of the data, the purpose and dura-
tion of the proposed processing operation or 
operations, the recipient third country or recipi-
ent international organisation, the rules of law, 
both general and sectoral, in force in the third 
country or international organisation in ques-
tion and the professional rules and security 
measures which are complied with in that third 

country or international organisation.

3. The Community institutions and bodies shall 
inform the Commission and the European Data 
Protection Supervisor of cases where they con-
sider the third country or international organisa-
tion in question does not ensure an adequate 
level of protection within the meaning of para-
graph 2.

4. The Commission shall inform the Member 
States of any cases as referred to in paragraph 3.

5. The Community institutions and bodies shall 
take the necessary measures to comply with 
decisions taken by the Commission when it 
establishes, pursuant to Article 25(4) and (6) of 
Directive 95/46/EC, that a third country or an 
international organisation ensures or does not 
ensure an adequate level of protection.

6. By way of derogation from paragraphs 1 and 2, 
the Community institution or body may transfer 
personal data if:

(a) the data subject has given his or her consent 
unambiguously to the proposed transfer; or

(b) the transfer is necessary for the performance 
of a contract between the data subject and 
the controller or the implementation of pre-
contractual measures taken in response to 
the data subject’s request; or

(c) the transfer is necessary for the conclusion 
or performance of a contract entered into in 
the interest of the data subject between the 
controller and a third party; or

(d) the transfer is necessary or legally required 
on important public interest grounds, or for 
the establishment, exercise or defence of 
legal claims; or

(e) the transfer is necessary in order to protect 
the vital interests of the data subject; or

(f ) the transfer is made from a register which, 
according to Community law, is intended to 
provide information to the public and which 
is open to consultation either by the public 
in general or by any person who can dem-
onstrate a legitimate interest, to the extent 
that the conditions laid down in Community 
law for consultation are fulfilled in the par-
ticular case.

7. Without prejudice to paragraph 6, the Euro-
pean Data Protection Supervisor may authorise 
a transfer or a set of transfers of personal data 
to a third country or international organisation 
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which does not ensure an adequate level of 
protection within the meaning of paragraphs 1 
and 2, where the controller adduces adequate 
safeguards with respect to the protection of the 
privacy and fundamental rights and freedoms 
of individuals and as regards the exercise of the 
corresponding rights; such safeguards may in 
particular result from appropriate contractual 
clauses.

8. The Community institutions and bodies shall in-
form the European Data Protection Supervisor 
of categories of cases where they have applied 
paragraphs 6 and 7.

SECTION 3 
SPECIaL CaTEGORIES OF PROCESSING

Article 10 
The processing of special categories of data

1. The processing of personal data revealing racial 
or ethnic origin, political opinions, religious or 
philosophical beliefs, trade-union membership, 
and of data concerning health or sex life, are 
prohibited.

2. Paragraph 1 shall not apply where:

(a) the data subject has given his or her express 
consent to the processing of those data, 
except where the internal rules of the Com-
munity institution or body provide that the 
prohibition referred to in paragraph 1 may 
not be lifted by the data subject’s giving his 
or her consent, or

(b) processing is necessary for the purposes of 
complying with the specific rights and ob-
ligations of the controller in the field of em-
ployment law insofar as it is authorised by 
the Treaties establishing the European Com-
munities or other legal instruments adopted 
on the basis thereof, or, if necessary, insofar 
as it is agreed upon by the European Data 
Protection Supervisor, subject to adequate 
safeguards, or

(c) processing is necessary to protect the vital 
interests of the data subject or of another 
person where the data subject is physically 
or legally incapable of giving his or her con-
sent, or

(d) processing relates to data which are mani-
festly made public by the data subject or is 
necessary for the establishment, exercise or 
defence of legal claims, or

(e) processing is carried out in the course of its 
legitimate activities with appropriate safe-
guards by a non-profit-seeking body which 
constitutes an entity integrated in a Com-
munity institution or body, not subject to 
national data protection law by virtue of Ar-
ticle 4 of Directive 95/46/EC, and with a po-
litical, philosophical, religious or trade-union 
aim and on condition that the processing 
relates solely to the members of this body or 
to persons who have regular contact with it 
in connection with its purposes and that the 
data are not disclosed to a third party with-
out the consent of the data subjects.

3. Paragraph 1 shall not apply where processing 
of the data is required for the purposes of pre-
ventive medicine, medical diagnosis, the provi-
sion of care or treatment or the management 
of health-care services, and where those data 
are processed by a health professional subject 
to the obligation of professional secrecy or by 
another person also subject to an equivalent 
obligation of secrecy.

4. Subject to the provision of appropriate safe-
guards, and for reasons of substantial public 
interest, exemptions in addition to those laid 
down in paragraph 2 may be laid down by the 
Treaties establishing the European Communi-
ties or other legal instruments adopted on the 
basis thereof or, if necessary, by decision of the 
European Data Protection Supervisor.

5. Processing of data relating to offences, criminal 
convictions or security measures may be carried 
out only if authorised by the Treaties establish-
ing the European Communities or other legal 
instruments adopted on the basis thereof or, 
if necessary, by the European Data Protection 
Supervisor, subject to appropriate specific safe-
guards.

6. The European Data Protection Supervisor shall 
determine the conditions under which a per-
sonal number or other identifier of general ap-
plication may be processed by a Community 
institution or body.

SECTION 4 
INFORmaTION TO bE GIVEN TO THE 
DaTa SUbJECT

Article 11 
Information to be supplied where the data 
have been obtained from the data subject

1. The controller shall provide a data subject from 
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whom data relating to himself/herself are col-
lected with at least the following information, 
except where he or she already has it:

(a) the identity of the controller;

(b) the purposes of the processing operation 
for which the data are intended;

(c) the recipients or categories of recipients of 
the data;

(d) whether replies to the questions are obliga-
tory or voluntary, as well as the possible con-
sequences of failure to reply;

(e) the existence of the right of access to, and 
the right to rectify, the data concerning him 
or her;

(f ) any further information such as:

(i) the legal basis of the processing opera-
tion for which the data are intended,

(ii) the time-limits for storing the data,

(iii) the right to have recourse at any time to 
the European Data Protection Supervi-
sor,

insofar as such further information is necessary, 
having regard to the specific circumstances in 
which the data are collected, to guarantee fair 
processing in respect of the data subject.

2. By way of derogation from paragraph 1, the 
provision of information or part of it, except for 
the information referred to in paragraph 1(a), 
(b) and (d), may be deferred as long as this is 
necessary for statistical purposes. The informa-
tion must be provided as soon as the reason 
for which the information is withheld ceases to 
exist.

Article 12 
Information to be supplied where the data 
have not been obtained from the data subject

1. Where the data have not been obtained from 
the data subject, the controller shall at the time 
of undertaking the recording of personal data 
or, if a disclosure to a third party is envisaged, 
no later than the time when the data are first 
disclosed, provide the data subject with at least 
the following information, except where he or 
she already has it:

(a) the identity of the controller;

(b) the purposes of the processing operation;

(c) the categories of data concerned;

(d) the recipients or categories of recipients;

(e) the existence of the right of access to, and 
the right to rectify, the data concerning him 
or her;

(f ) any further information such as:

(i) the legal basis of the processing opera-
tion for which the data are intended,

(ii) the time-limits for storing the data,

(iii) the right to have recourse at any time to 
the European Data Protection Supervi-
sor,

(iv) the origin of the data, except where the 
controller cannot disclose this informa-
tion for reasons of professional secrecy,

insofar as such further information is necessary, 
having regard to the specific circumstances in 
which the data are processed, to guarantee fair 
processing in respect of the data subject.

2. Paragraph 1 shall not apply where, in particular 
for processing for statistical purposes or for the 
purposes of historical or scientific research, the 
provision of such information proves impossi-
ble or would involve a disproportionate effort or 
if recording or disclosure is expressly laid down 
by Community law. In these cases the Commu-
nity institution or body shall provide for appro-
priate safeguards after consulting the European 
Data Protection Supervisor.

SECTION 5 
RIGHTS OF THE DaTa SUbJECT

Article 13 
Right of access

The data subject shall have the right to obtain, with-
out constraint, at any time within three months from 
the receipt of the request and free of charge from 
the controller:

(a) confirmation as to whether or not data related 
to him or her are being processed;

(b) information at least as to the purposes of the 
processing operation, the categories of data 
concerned, and the recipients or categories of 
recipients to whom the data are disclosed;

(c) communication in an intelligible form of the 
data undergoing processing and of any avail-
able information as to their source;
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(d) knowledge of the logic involved in any auto-
mated decision process concerning him or her.

Article 14 
Rectification

The data subject shall have the right to obtain from 
the controller the rectification without delay of inac-
curate or incomplete personal data.

Article 15 
Blocking

1. The data subject shall have the right to obtain 
from the controller the blocking of data where:

(a) their accuracy is contested by the data sub-
ject, for a period enabling the controller to 
verify the accuracy, including the complete-
ness, of the data, or;

(b) the controller no longer needs them for the 
accomplishment of its tasks but they have to 
be maintained for purposes of proof, or;

(c) the processing is unlawful and the data 
subject opposes their erasure and demands 
their blocking instead.

2. In automated filing systems blocking shall in 
principle be ensured by technical means. The 
fact that the personal data are blocked shall be 
indicated in the system in such a way that it be-
comes clear that the personal data may not be 
used.

3. Personal data blocked pursuant to this Article 
shall, with the exception of their storage, only 
be processed for purposes of proof, or with the 
data subject’s consent, or for the protection of 
the rights of a third party.

4. The data subject who requested and obtained 
the blocking of his or her data shall be informed 
by the controller before the data are unblocked.

Article 16 
Erasure

The data subject shall have the right to obtain from 
the controller the erasure of data if their processing 
is unlawful, particularly where the provisions of Sec-
tions 1, 2 and 3 of Chapter II have been infringed.

Article 17 
Notification to third parties

The data subject shall have the right to obtain from 
the controller the notification to third parties to 

whom the data have been disclosed of any rectifica-
tion, erasure or blocking pursuant to Articles 13 to 
16 unless this proves impossible or involves a dispro-
portionate effort.

Article 18 
The data subject’s right to object

The data subject shall have the right:

(a) to object at any time, on compelling legitimate 
grounds relating to his or her particular situa-
tion, to the processing of data relating to him 
or her, except in the cases covered by Article 
5(b), (c) and (d). Where there is a justified objec-
tion, the processing in question may no longer 
involve those data;

(b) to be informed before personal data are dis-
closed for the first time to third parties or before 
they are used on their behalf for the purposes 
of direct marketing, and to be expressly offered 
the right to object free of charge to such disclo-
sure or use.

Article 19 
Automated individual decisions

The data subject shall have the right not to be sub-
ject to a decision which produces legal effects con-
cerning him or her or significantly affects him or her 
and which is based solely on automated processing 
of data intended to evaluate certain personal as-
pects relating to him or her, such as his or her per-
formance at work, reliability or conduct, unless the 
decision is expressly authorised pursuant to national 
or Community legislation or, if necessary, by the Eu-
ropean Data Protection Supervisor. In either case, 
measures to safeguard the data subject’s legitimate 
interests, such as arrangements allowing him or her 
to put his or her point of view, must be taken.

SECTION 6 
ExEmPTIONS aND RESTRICTIONS

Article 20 
Exemptions and restrictions

1. The Community institutions and bodies may 
restrict the application of Article 4(1), Article 11, 
Article 12(1), Articles 13 to 17 and Article 37(1) 
where such restriction constitutes a necessary 
measure to safeguard:

(a) the prevention, investigation, detection and 
prosecution of criminal offences;
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(b) an important economic or financial interest 
of a Member State or of the European Com-
munities, including monetary, budgetary 
and taxation matters;

(c) the protection of the data subject or of the 
rights and freedoms of others;

(d) the national security, public security or de-
fence of the Member States;

(e) a monitoring, inspection or regulatory task 
connected, even occasionally, with the exer-
cise of official authority in the cases referred 
to in (a) and (b).

2. Articles 13 to 16 shall not apply when data are 
processed solely for purposes of scientific re-
search or are kept in personal form for a period 
which does not exceed the period necessary 
for the sole purpose of compiling statistics, 
provided that there is clearly no risk of breach-
ing the privacy of the data subject and that the 
controller provides adequate legal safeguards, 
in particular to ensure that the data are not used 
for taking measures or decisions regarding par-
ticular individuals.

3. If a restriction provided for by paragraph 1 is 
imposed, the data subject shall be informed, 
in accordance with Community law, of the 
principal reasons on which the application of 
the restriction is based and of his or her right to 
have recourse to the European Data Protection 
Supervisor.

4. If a restriction provided for by paragraph 1 is 
relied upon to deny access to the data subject, 
the European Data Protection Supervisor shall, 
when investigating the complaint, only inform 
him or her of whether the data have been proc-
essed correctly and, if not, whether any neces-
sary corrections have been made.

5. Provision of the information referred to under 
paragraphs 3 and 4 may be deferred for as long 
as such information would deprive the restric-
tion imposed by paragraph 1 of its effect.

SECTION 7 
CONFIDENTIaLITY aND SECURITY OF 
PROCESSING

Article 21 
Confidentiality of processing

A person employed with a Community institution or 
body and any Community institution or body itself 
acting as processor, with access to personal data, 

shall not process them except on instructions from 
the controller, unless required to do so by national 
or Community law.

Article 22 
Security of processing

1. Having regard to the state of the art and the 
cost of their implementation, the controller 
shall implement appropriate technical and or-
ganisational measures to ensure a level of secu-
rity appropriate to the risks represented by the 
processing and the nature of the personal data 
to be protected.

Such measures shall be taken in particular to 
prevent any unauthorised disclosure or access, 
accidental or unlawful destruction or accidental 
loss, or alteration, and to prevent all other un-
lawful forms of processing.

2. Where personal data are processed by auto-
mated means, measures shall be taken as ap-
propriate in view of the risks in particular with 
the aim of:

(a) preventing any unauthorised person 
from gaining access to computer systems 
processing personal data;

(b) preventing any unauthorised reading, copy-
ing, alteration or removal of storage media;

(c) preventing any unauthorised memory in-
puts as well as any unauthorised disclosure, 
alteration or erasure of stored personal data;

(d) preventing unauthorised persons from us-
ing data-processing systems by means of 
data transmission facilities;

(e) ensuring that authorised users of a data-
processing system can access no personal 
data other than those to which their access 
right refers;

(f ) recording which personal data have been 
communicated, at what times and to whom;

(g) ensuring that it will subsequently be possi-
ble to check which personal data have been 
processed, at what times and by whom;

(h) ensuring that personal data being proc-
essed on behalf of third parties can be proc-
essed only in the manner prescribed by the 
contracting institution or body;

(i) ensuring that, during communication of 
personal data and during transport of stor-
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age media, the data cannot be read, copied 
or erased without authorisation;

(j) designing the organisational structure with-
in an institution or body in such a way that 
it will meet the special requirements of data 
protection.

Article 23 
Processing of personal data on behalf of 
controllers

1. Where a processing operation is carried out on 
its behalf, the controller shall choose a proces-
sor providing sufficient guarantees in respect of 
the technical and organisational security meas-
ures required by Article 22 and ensure compli-
ance with those measures.

2. The carrying out of a processing operation by 
way of a processor shall be governed by a con-
tract or legal act binding the processor to the 
controller and stipulating in particular that:

(a) the processor shall act only on instructions 
from the controller;

(b) the obligations set out in Articles 21 and 22 
shall also be incumbent on the processor 
unless, by virtue of Article 16 or Article 17(3), 
second indent, of Directive 95/46/EC, the 
processor is already subject to obligations 
with regard to confidentiality and security 
laid down in the national law of one of the 
Member States.

3. For the purposes of keeping proof, the parts 
of the contract or the legal act relating to data 
protection and the requirements relating to 
the measures referred to in Article 22 shall be in 
writing or in another equivalent form.

SECTION 8 
DaTa PROTECTION OFFICER

Article 24 
Appointment and tasks of the Data Protection 
Officer

1. Each Community institution and Community 
body shall appoint at least one person as data 
protection officer. That person shall have the 
task of:

(a) ensuring that controllers and data subjects 
are informed of their rights and obligations 
pursuant to this regulation;

(b) responding to requests from the European 
Data Protection Supervisor and, within the 

sphere of his or her competence, cooper-
ating with the European Data Protection 
Supervisor at the latter’s request or on his or 
her own initiative;

(c) ensuring in an independent manner the 
internal application of the provisions of this 
regulation;

(d) keeping a register of the processing opera-
tions carried out by the controller, contain-
ing the items of information referred to in 
Article 25(2);

(e) notifying the European Data Protection Su-
pervisor of the processing operations likely 
to present specific risks within the meaning 
of Article 27.

That person shall thus ensure that the rights 
and freedoms of the data subjects are unlikely 
to be adversely affected by the processing op-
erations.

2. The Data Protection Officer shall be selected on 
the basis of his or her personal and professional 
qualities and, in particular, his or her expert 
knowledge of data protection.

3. The selection of the Data Protection Officer shall 
not be liable to result in a conflict of interests 
between his or her duty as Data Protection Of-
ficer and any other official duties, in particular in 
relation to the application of the provisions of 
this regulation.

4. The Data Protection Officer shall be appointed 
for a term of between two and five years. He or 
she shall be eligible for reappointment up to a 
maximum total term of ten years. He or she may 
be dismissed from the post of Data Protection 
Officer by the Community institution or body 
which appointed him or her only with the con-
sent of the European Data Protection Supervi-
sor, if he or she no longer fulfils the conditions 
required for the performance of his or her du-
ties.

5. After his or her appointment the Data Protec-
tion Officer shall be registered with the Europe-
an Data Protection Supervisor by the institution 
or body which appointed him or her.

6. The Community institution or body which ap-
pointed the Data Protection Officer shall pro-
vide him or her with the staff and resources 
necessary to carry out his or her duties.

7. With respect to the performance of his or her 
duties, the Data Protection Officer may not re-
ceive any instructions.
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8. Further implementing rules concerning the 
Data Protection Officer shall be adopted by 
each Community institution or body in accord-
ance with the provisions in the Annex. The im-
plementing rules shall in particular concern the 
tasks, duties and powers of the Data Protection 
Officer.

Article 25 
Notification to the Data Protection Officer

1. The controller shall give prior notice to the Data 
Protection Officer of any processing operation 
or set of such operations intended to serve a 
single purpose or several related purposes.

2. The information to be given shall include:

(a) the name and address of the controller and 
an indication of the organisational parts of 
an institution or body entrusted with the 
processing of personal data for a particular 
purpose;

(b) the purpose or purposes of the processing;

(c) a description of the category or categories 
of data subjects and of the data or catego-
ries of data relating to them;

(d) the legal basis of the processing operation 
for which the data are intended;

(e) the recipients or categories of recipient to 
whom the data might be disclosed;

(f ) a general indication of the time limits for 
blocking and erasure of the different cat-
egories of data;

(g) proposed transfers of data to third countries 
or international organisations;

(h) a general description allowing a preliminary 
assessment to be made of the appropriate-
ness of the measures taken pursuant to Arti-
cle 22 to ensure security of processing.

3. Any change affecting information referred to in 
paragraph 2 shall be notified promptly to the 
Data Protection Officer.

Article 26 
Register

A register of processing operations notified in ac-
cordance with Article 25 shall be kept by each Data 
Protection Officer.

The registers shall contain at least the information 
referred to in Article 25(2)(a) to (g). The registers may 

be inspected by any person directly or indirectly 
through the European Data Processing Supervisor.

SECTION 9 
PRIOR CHECkING bY THE EUROPEaN 
DaTa PROTECTION SUPERVISOR aND 
ObLIGaTION TO COOPERaTE

Article 27 
Prior checking

1. Processing operations likely to present specific 
risks to the rights and freedoms of data subjects 
by virtue of their nature, their scope or their pur-
poses shall be subject to prior checking by the 
European Data Protection Supervisor.

2. The following processing operations are likely 
to present such risks:

(a) processing of data relating to health and to 
suspected offences, offences, criminal con-
victions or security measures;

(b) processing operations intended to evaluate 
personal aspects relating to the data sub-
ject, including his or her ability, efficiency 
and conduct;

(c) processing operations allowing linkages not 
provided for pursuant to national or Com-
munity legislation between data processed 
for different purposes;

(d) processing operations for the purpose of 
excluding individuals from a right, benefit or 
contract.

3. The prior checks shall be carried out by the Eu-
ropean Data Protection Supervisor following re-
ceipt of a notification from the Data Protection 
Officer who, in case of doubt as to the need for 
prior checking, shall consult the European Data 
Protection Supervisor.

4. The European Data Protection Supervisor shall 
deliver his or her opinion within two months 
following receipt of the notification. This pe-
riod may be suspended until the European 
Data Protection Supervisor has obtained any 
further information that he or she may have 
requested. When the complexity of the mat-
ter so requires, this period may also be ex-
tended for a further two months, by decision 
of the European Data Protection Supervisor. 
This decision shall be notified to the controller 
prior to expiry of the initial two-month period. 
 
If the opinion has not been delivered by the 
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end of the two-month period, or any extension 
thereof, it shall be deemed to be favourable. 
 
If the opinion of the European Data Protection 
Supervisor is that the notified processing may 
involve a breach of any provision of this regu-
lation, he or she shall where appropriate make 
proposals to avoid such breach. Where the con-
troller does not modify the processing opera-
tion accordingly, the European Data Protection 
Supervisor may exercise the powers granted to 
him or her under Article 47(1).

5. The European Data Protection Supervisor shall 
keep a register of all processing operations that 
have been notified to him or her pursuant to 
paragraph 2. The register shall contain the in-
formation referred to in Article 25 and shall be 
open to public inspection.

Article 28 
Consultation

1. The Community institutions and bodies shall 
inform the European Data Protection Supervi-
sor when drawing up administrative measures 
relating to the processing of personal data in-
volving a Community institution or body alone 
or jointly with others.

2. When it adopts a legislative proposal relat-
ing to the protection of individuals’ rights and 
freedoms with regard to the processing of per-
sonal data, the Commission shall consult the 
European Data Protection Supervisor.

Article 29 
Obligation to provide information

The Community institutions and bodies shall inform 
the European Data Protection Supervisor of the 
measures taken further to his or her decisions or au-
thorisations as referred to in Article 46(h).

Article 30 
Obligation to cooperate

At his or her request, controllers shall assist the Eu-
ropean Data Protection Supervisor in the perform-
ance of his or her duties, in particular by providing 
the information referred to in Article 47(2)(a) and by 
granting access as provided in Article 47(2)(b).

Article 31 
Obligation to react to allegations

In response to the European Data Protection Su-
pervisor’s exercise of his or her powers under Article 

47(1)(b), the controller concerned shall inform the 
Supervisor of its views within a reasonable period to 
be specified by the Supervisor. The reply shall also 
include a description of the measures taken, if any, 
in response to the remarks of the European Data 
Protection Supervisor.

Chapter III 
reMedIes

Article 32 
Remedies

1. The Court of Justice of the European Commu-
nities shall have jurisdiction to hear all disputes 
which relate to the provisions of this regulation, 
including claims for damages.

2. Without prejudice to any judicial remedy, every 
data subject may lodge a complaint with the 
European Data Protection Supervisor if he or 
she considers that his or her rights under Article 
286 of the Treaty have been infringed as a result 
of the processing of his or her personal data by 
a Community institution or body.

In the absence of a response by the European 
Data Protection Supervisor within six months, 
the complaint shall be deemed to have been 
rejected.

3. Actions against decisions of the European Data 
Protection Supervisor shall be brought before 
the Court of Justice of the European Commu-
nities.

4. Any person who has suffered damage because 
of an unlawful processing operation or any ac-
tion incompatible with this regulation shall 
have the right to have the damage made good 
in accordance with Article 288 of the Treaty.

Article 33 
Complaints by Community staff

Any person employed with a Community institu-
tion or body may lodge a complaint with the Eu-
ropean Data Protection Supervisor regarding an 
alleged breach of the provisions of this regulation 
governing the processing of personal data, without 
acting through official channels. No-one shall suffer 
prejudice on account of a complaint lodged with 
the European Data Protection Supervisor alleging a 
breach of the provisions governing the processing 
of personal data.
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Chapter Iv 
proteCtIon of personal 
data and prIvaCY In the 
ConteXt of Internal 
teleCoMMunICatIons 
networks

Article 34 
Scope

Without prejudice to the other provisions of this 
regulation, this Chapter shall apply to the process-
ing of personal data in connection with the use of 
telecommunications networks or terminal equip-
ment operated under the control of a Community 
institution or body.

For the purposes of this Chapter, “user” shall mean 
any natural person using a telecommunications 
network or terminal equipment operated under the 
control of a Community institution or body.

Article 35 
Security

1. The Community institutions and bodies shall 
take appropriate technical and organisational 
measures to safeguard the secure use of the 
telecommunications networks and terminal 
equipment, if necessary in conjunction with 
the providers of publicly available telecommu-
nications services or the providers of public tel-
ecommunications networks. Having regard to 
the state of the art and the cost of their imple-
mentation, these measures shall ensure a level 
of security appropriate to the risk presented.

2. In the event of any particular risk of a breach of 
the security of the network and terminal equip-
ment, the Community institution or body con-
cerned shall inform users of the existence of 
that risk and of any possible remedies and alter-
native means of communication.

Article 36 
Confidentiality of communications

Community institutions and bodies shall ensure 
the confidentiality of communications by means of 
telecommunications networks and terminal equip-
ment, in accordance with the general principles of 
Community law.

Article 37 
Traffic and billing data

1. Without prejudice to the provisions of para-
graphs 2, 3 and 4, traffic data relating to users 
which are processed and stored to establish 
calls and other connections over the telecom-
munications network shall be erased or made 
anonymous upon termination of the call or 
other connection.

2. If necessary, traffic data as indicated in a list 
agreed by the European Data Protection Su-
pervisor may be processed for the purpose of 
telecommunications budget and traffic man-
agement, including the verification of author-
ised use of the telecommunications systems. 
These data shall be erased or made anonymous 
as soon as possible and no later than six months 
after collection, unless they need to be kept for 
a longer period to establish, exercise or defend 
a right in a legal claim pending before a court.

3. Processing of traffic and billing data shall only 
be carried out by persons handling billing, traf-
fic or budget management.

4. Users of the telecommunication networks shall 
have the right to receive non-itemised bills or 
other records of calls made.

Article 38 
Directories of users

1. Personal data contained in printed or electronic 
directories of users and access to such directo-
ries shall be limited to what is strictly necessary 
for the specific purposes of the directory.

2. The Community institutions and bodies shall 
take all the necessary measures to prevent 
personal data contained in those directories, 
regardless of whether they are accessible to the 
public or not, from being used for direct mar-
keting purposes.

Article 39 
Presentation and restriction of calling and 
connected line identification

1. Where presentation of calling-line identifica-
tion is offered, the calling user shall have the 
possibility via a simple means, free of charge, 
to eliminate the presentation of the calling-line 
identification.

2. Where presentation of calling-line identification 
is offered, the called user shall have the possibil-
ity via a simple means, free of charge, to prevent 
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the presentation of the calling-line identifica-
tion of incoming calls.

3. Where presentation of connected-line identifi-
cation is offered, the called user shall have the 
possibility via a simple means, free of charge, to 
eliminate the presentation of the connected-
line identification to the calling user.

4. Where presentation of calling or connected-
line identification is offered, the Community 
institutions and bodies shall inform the users 
thereof and of the possibilities set out in para-
graphs 1, 2 and 3.

Article 40 
Derogations

Community institutions and bodies shall ensure that 
there are transparent procedures governing the way 
in which they may override the elimination of the 
presentation of calling-line identification:

(a) on a temporary basis, upon application of a user 
requesting the tracing of malicious or nuisance 
calls;

(b) on a per-line basis for organisational entities 
dealing with emergency calls, for the purpose 
of answering such calls.

Chapter v 
Independent supervIsorY 
authorItY: the european 
data proteCtIon 
supervIsor

Article 41 
European Data Protection Supervisor

1. An independent supervisory authority is hereby 
established referred to as the European Data 
Protection Supervisor.

2. With respect to the processing of personal data, 
the European Data Protection Supervisor shall 
be responsible for ensuring that the fundamen-
tal rights and freedoms of natural persons, and 
in particular their right to privacy, are respected 
by the Community institutions and bodies. 
 
The European Data Protection Supervisor shall 
be responsible for monitoring and ensuring 
the application of the provisions of this regula-
tion and any other Community act relating to 
the protection of the fundamental rights and 

freedoms of natural persons with regard to the 
processing of personal data by a Community in-
stitution or body, and for advising Community 
institutions and bodies and data subjects on all 
matters concerning the processing of personal 
data. To these ends he or she shall fulfil the du-
ties provided for in Article 46 and exercise the 
powers granted in Article 47.

Article 42 
Appointment

1. The European Parliament and the Council shall 
appoint by common accord the European Data 
Protection Supervisor for a term of five years, 
on the basis of a list drawn up by the Com-
mission following a public call for candidates. 
An Assistant Supervisor shall be appointed in 
accordance with the same procedure and for 
the same term, who shall assist the Supervisor 
in all the latter’s duties and act as a replacement 
when the Supervisor is absent or prevented 
from attending to them.

2. The European Data Protection Supervisor shall 
be chosen from persons whose independence 
is beyond doubt and who are acknowledged 
as having the experience and skills required to 
perform the duties of European Data Protection 
Supervisor, for example because they belong or 
have belonged to the supervisory authorities 
referred to in Article 28 of Directive 95/46/EC.

3. The European Data Protection Supervisor shall 
be eligible for reappointment.

4. Apart from normal replacement or death, the 
duties of the European Data Protection Su-
pervisor shall end in the event of resignation 
or compulsory retirement in accordance with 
paragraph 5.

5. The European Data Protection Supervisor may 
be dismissed or deprived of his or her right to 
a pension or other benefits in its stead by the 
Court of Justice at the request of the European 
Parliament, the Council or the Commission, if he 
or she no longer fulfils the conditions required 
for the performance of his or her duties or if he 
or she is guilty of serious misconduct.

6. In the event of normal replacement or voluntary 
resignation, the European Data Protection Su-
pervisor shall nevertheless remain in office until 
he or she has been replaced.

7. Articles 12 to 15 and 18 of the Protocol on the 
Privileges and Immunities of the European 
Communities shall also apply to the European 
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Data Protection Supervisor.

8. Paragraphs 2 to 7 shall apply to the Assistant 
Supervisor.

Article 43 
Regulations and general conditions governing 
the performance of the European Data 
Protection Supervisor’s duties, staff and 
financial resources

1. The European Parliament, the Council and the 
Commission shall by common accord deter-
mine the regulations and general conditions 
governing the performance of the European 
Data Protection Supervisor’s duties and in par-
ticular his or her salary, allowances and any 
other benefits in lieu of remuneration.

2. The budget authority shall ensure that the Eu-
ropean Data Protection Supervisor is provided 
with the human and financial resources neces-
sary for the performance of his or her tasks.

3. The European Data Protection Supervisor’s 
budget shall be shown in a separate budget 
heading in Section vIII of the general budget of 
the European Union.

4. The European Data Protection Supervisor shall 
be assisted by a Secretariat. The officials and the 
other staff members of the Secretariat shall be 
appointed by the European Data Protection 
Supervisor; their superior shall be the European 
Data Protection Supervisor and they shall be 
subject exclusively to his or her direction. Their 
numbers shall be decided each year as part of 
the budgetary procedure.

5. The officials and the other staff members of the 
European Data Protection Supervisor’s Secretar-
iat shall be subject to the rules and regulations 
applicable to officials and other servants of the 
European Communities.

6. In matters concerning the Secretariat staff, the 
European Data Protection Supervisor shall have 
the same status as the institutions within the 
meaning of Article 1 of the Staff regulations of 
Officials of the European Communities.

Article 44 
Independence

1. The European Data Protection Supervisor shall 
act in complete independence in the perform-
ance of his or her duties.

2. The European Data Protection Supervisor shall, 
in the performance of his or her duties, neither 

seek nor take instructions from anybody.

3. The European Data Protection Supervisor shall 
refrain from any action incompatible with his 
or her duties and shall not, during his or her 
term of office, engage in any other occupation, 
whether gainful or not.

4. The European Data Protection Supervisor shall, 
after his or her term of office, behave with integ-
rity and discretion as regards the acceptance of 
appointments and benefits.

Article 45 
Professional secrecy

The European Data Protection Supervisor and his 
or her staff shall, both during and after their term of 
office, be subject to a duty of professional secrecy 
with regard to any confidential information which 
has come to their knowledge in the course of the 
performance of their official duties.

Article 46 
Duties

The European Data Protection Supervisor shall:

(a) hear and investigate complaints, and inform 
the data subject of the outcome within a rea-
sonable period;

(b) conduct inquiries either on his or her own initia-
tive or on the basis of a complaint, and inform 
the data subjects of the outcome within a rea-
sonable period;

(c) monitor and ensure the application of the pro-
visions of this regulation and any other Com-
munity act relating to the protection of natural 
persons with regard to the processing of per-
sonal data by a Community institution or body 
with the exception of the Court of Justice of the 
European Communities acting in its judicial ca-
pacity;

(d) advise all Community institutions and bodies, 
either on his or her own initiative or in response 
to a consultation, on all matters concerning the 
processing of personal data, in particular be-
fore they draw up internal rules relating to the 
protection of fundamental rights and freedoms 
with regard to the processing of personal data;

(e) monitor relevant developments, insofar as they 
have an impact on the protection of personal 
data, in particular the development of informa-
tion and communication technologies;



128

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

 DATA & PrIvACY

(f) 

(i) cooperate with the national supervisory 
authorities referred to in Article 28 of Direc-
tive 95/46/EC in the countries to which that 
Directive applies to the extent necessary for 
the performance of their respective duties, 
in particular by exchanging all useful infor-
mation, requesting such authority or body 
to exercise its powers or responding to a 
request from such authority or body;

(ii) also cooperate with the supervisory data 
protection bodies established under Title vI 
of the Treaty on European Union particularly 
with a view to improving consistency in ap-
plying the rules and procedures with which 
they are respectively responsible for ensur-
ing compliance;

(g) participate in the activities of the Working Party 
on the Protection of Individuals with regard to 
the Processing of Personal Data set up by Article 
29 of Directive 95/46/EC;

(h) determine, give reasons for and make public 
the exemptions, safeguards, authorisations and 
conditions mentioned in Article 10(2)(b),(4), (5) 
and (6), in Article 12(2), in Article 19 and in Ar-
ticle 37(2);

(i) keep a register of processing operations noti-
fied to him or her by virtue of Article 27(2) and 
registered in accordance with Article 27(5), and 
provide means of access to the registers kept by 
the Data Protection Officers under Article 26;

(j) carry out a prior check of processing notified to 
him or her;

(k) establish his or her rules of Procedure.

Article 47 
Powers

1. The European Data Protection Supervisor may:

(a) give advice to data subjects in the exercise 
of their rights;

(b) refer the matter to the controller in the 
event of an alleged breach of the provisions 
governing the processing of personal data, 
and, where appropriate, make proposals for 
remedying that breach and for improving 
the protection of the data subjects;

(c) order that requests to exercise certain rights 
in relation to data be complied with where 

such requests have been refused in breach 
of Articles 13 to 19;

(d) warn or admonish the controller;

(e) order the rectification, blocking, erasure or 
destruction of all data when they have been 
processed in breach of the provisions gov-
erning the processing of personal data and 
the notification of such actions to third par-
ties to whom the data have been disclosed;

(f ) impose a temporary or definitive ban on 
processing;

(g) refer the matter to the Community institu-
tion or body concerned and, if necessary, to 
the European Parliament, the Council and 
the Commission;

(h) refer the matter to the Court of Justice of the 
European Communities under the condi-
tions provided for in the Treaty;

(i) intervene in actions brought before the 
Court of Justice of the European Communi-
ties.

2. The European Data Protection Supervisor shall 
have the power:

(a) to obtain from a controller or Community in-
stitution or body access to all personal data 
and to all information necessary for his or 
her enquiries;

(b) to obtain access to any premises in which 
a controller or Community institution or 
body carries on its activities when there are 
reasonable grounds for presuming that an 
activity covered by this regulation is being 
carried out there.

Article 48 
Activities report

1. The European Data Protection Supervisor shall 
submit an annual report on his or her activities 
to the European Parliament, the Council and 
the Commission and at the same time make it 
public.

2. The European Data Protection Supervisor shall 
forward the activities report to the other Com-
munity institutions and bodies, which may sub-
mit comments with a view to possible examina-
tion of the report in the European Parliament, 
in particular in relation to the description of 
the measures taken in response to the remarks 
made by the European Data Protection Supervi-
sor under Article 31.
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Chapter vI 
fInal provIsIons

Article 49 
Sanctions

Any failure to comply with the obligations pursuant 
to this regulation, whether intentionally or through 
negligence on his or her part, shall make an official 
or other servant of the European Communities liable 
to disciplinary action, in accordance with the rules 
and procedures laid down in the Staff regulations of 
Officials of the European Communities or in the con-
ditions of employment applicable to other servants.

Article 50 
Transitional period

Community institutions and bodies shall ensure that 
processing operations already under way on the 
date this regulation enters into force are brought 
into conformity with this regulation within one year 
of that date.

Article 51 
Entry into force

This regulation shall enter into force on the twen-
tieth day following that of its publication in the Of-
ficial Journal of the European Communities.

This regulation shall be binding in its entirety and 
directly applicable in all Member States.

Done at Brussels, 18 December 2000.
For the European Parliament
The President N. Fontaine
For the Council
The President D. voynet
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ANNEX

1. The Data Protection Officer may make recom-
mendations for the practical improvement of 
data protection to the Community institution 
or body which appointed him or her and ad-
vise it and the controller concerned on matters 
concerning the application of data protection 
provisions. Furthermore he or she may, on his or 
her own initiative or at the request of the Com-
munity institution or body which appointed 
him or her, the controller, the Staff Committee 
concerned or any individual, investigate mat-
ters and occurrences directly relating to his or 
her tasks and which come to his or her notice, 
and report back to the person who commis-
sioned the investigation or to the controller.

2. The Data Protection Officer may be consulted 
by the Community institution or body which 
appointed him or her, by the controller con-
cerned, by the Staff Committee concerned and 
by any individual, without going through the 
official channels, on any matter concerning the 
interpretation or application of this regulation.

3. No one shall suffer prejudice on account of a 
matter brought to the attention of the com-
petent Data Protection Officer alleging that a 
breach of the provisions of this regulation has 
taken place.

4. Every controller concerned shall be required to 
assist the Data Protection Officer in performing 
his or her duties and to give information in reply 
to questions. In performing his or her duties, the 
Data Protection Officer shall have access at all 
times to the data forming the subject-matter of 
processing operations and to all offices, data-
processing installations and data carriers.

5. To the extent required, the Data Protection 
Officer shall be relieved of other activities. The 
Data Protection Officer and his or her staff, to 
whom Article 287 of the Treaty shall apply, shall 
be required not to divulge information or docu-
ments which they obtain in the course of their 
duties.
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Directive 2001/29/EC of 
the European Parliament 
and of the Council of 
22 May 2001 on the 
harmonisation of certain 
aspects of copyright 
and related rights in the 
information society
THE EUrOPEAN PArLIAMENT AND THE COUNCIL OF 
THE EUrOPEAN UNION,

Having regard to the Treaty establishing the Euro-
pean Community, and in particular Articles 47(2), 55 
and 95 thereof, INFORMATION SOCIETY SERVICES

Having regard to the proposal from the Commis-
sion(1),

Having regard to the opinion of the Economic and 
Social Committee(2),

Acting in accordance with the procedure laid down 
in Article 251 of the Treaty(3),

Whereas:

(1) The Treaty provides for the establishment of an 
internal market and the institution of a system 
ensuring that competition in the internal mar-
ket is not distorted. Harmonisation of the laws 
of the Member States on copyright and related 
rights contributes to the achievement of these 
objectives.

(2) The European Council, meeting at Corfu on 24 
and 25 June 1994, stressed the need to create 
a general and flexible legal framework at Com-
munity level in order to foster the develop-
ment of the information society in Europe. This 
requires, inter alia, the existence of an internal 
market for new products and services. Impor-
tant Community legislation to ensure such a 
regulatory framework is already in place or its 
adoption is well under way. Copyright and relat-
ed rights play an important role in this context 
as they protect and stimulate the development 
and marketing of new products and services 
and the creation and exploitation of their crea-
tive content.

(3) The proposed harmonisation will help to imple-
ment the four freedoms of the internal market 

and relates to compliance with the fundamen-
tal principles of law and especially of property, 
including intellectual property, and freedom of 
expression and the public interest.

(4) A harmonised legal framework on copyright 
and related rights, through increased legal cer-
tainty and while providing for a high level of 
protection of intellectual property, will foster 
substantial investment in creativity and innova-
tion, including network infrastructure, and lead 
in turn to growth and increased competitive-
ness of European industry, both in the area of 
content provision and information technology 
and more generally across a wide range of in-
dustrial and cultural sectors. This will safeguard 
employment and encourage new job creation.

(5) Technological development has multiplied and 
diversified the vectors for creation, production 
and exploitation. While no new concepts for the 
protection of intellectual property are needed, 
the current law on copyright and related rights 
should be adapted and supplemented to re-
spond adequately to economic realities such as 
new forms of exploitation.

(6) Without harmonisation at Community level, 
legislative activities at national level which have 
already been initiated in a number of Member 
States in order to respond to the technologi-
cal challenges might result in significant differ-
ences in protection and thereby in restrictions 
on the free movement of services and products 
incorporating, or based on, intellectual proper-
ty, leading to a refragmentation of the internal 
market and legislative inconsistency. The im-
pact of such legislative differences and uncer-
tainties will become more significant with the 
further development of the information society, 
which has already greatly increased transborder 
exploitation of intellectual property. This devel-
opment will and should further increase. Signifi-
cant legal differences and uncertainties in pro-
tection may hinder economies of scale for new 
products and services containing copyright and 
related rights.

(7) The Community legal framework for the pro-
tection of copyright and related rights must, 
therefore, also be adapted and supplemented 
as far as is necessary for the smooth functioning 
of the internal market. To that end, those na-
tional provisions on copyright and related rights 
which vary considerably from one Member 
State to another or which cause legal uncertain-
ties hindering the smooth functioning of the 
internal market and the proper development 
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of the information society in Europe should be 
adjusted, and inconsistent national responses 
to the technological developments should be 
avoided, whilst differences not adversely affect-
ing the functioning of the internal market need 
not be removed or prevented.

(8) The various social, societal and cultural impli-
cations of the information society require that 
account be taken of the specific features of the 
content of products and services.

(9) Any harmonisation of copyright and related 
rights must take as a basis a high level of protec-
tion, since such rights are crucial to intellectual 
creation. Their protection helps to ensure the 
maintenance and development of creativity in 
the interests of authors, performers, producers, 
consumers, culture, industry and the public at 
large. Intellectual property has therefore been 
recognised as an integral part of property.

(10) If authors or performers are to continue their 
creative and artistic work, they have to receive 
an appropriate reward for the use of their work, 
as must producers in order to be able to finance 
this work. The investment required to produce 
products such as phonograms, films or mul-
timedia products, and services such as “on-
demand” services, is considerable. Adequate 
legal protection of intellectual property rights is 
necessary in order to guarantee the availability 
of such a reward and provide the opportunity 
for satisfactory returns on this investment.

(11) A rigorous, effective system for the protection of 
copyright and related rights is one of the main 
ways of ensuring that European cultural crea-
tivity and production receive the necessary re-
sources and of safeguarding the independence 
and dignity of artistic creators and performers.

(12) Adequate protection of copyright works and 
subject-matter of related rights is also of great 
importance from a cultural standpoint. Article 
151 of the Treaty requires the Community to 
take cultural aspects into account in its action.

(13) A common search for, and consistent applica-
tion at European level of, technical measures 
to protect works and other subject-matter and 
to provide the necessary information on rights 
are essential insofar as the ultimate aim of these 
measures is to give effect to the principles and 
guarantees laid down in law.

(14) This Directive should seek to promote learn-
ing and culture by protecting works and other 
subject-matter while permitting exceptions or 

limitations in the public interest for the purpose 
of education and teaching.

(15) The Diplomatic Conference held under the 
auspices of the World Intellectual Property Or-
ganisation (WIPO) in December 1996 led to the 
adoption of two new Treaties, the “WIPO Copy-
right Treaty” and the “WIPO Performances and 
Phonograms Treaty”, dealing respectively with 
the protection of authors and the protection of 
performers and phonogram producers. Those 
Treaties update the international protection 
for copyright and related rights significantly, 
not least with regard to the so-called “digital 
agenda”, and improve the means to fight piracy 
world-wide. The Community and a majority of 
Member States have already signed the Treaties 
and the process of making arrangements for 
the ratification of the Treaties by the Commu-
nity and the Member States is under way. This 
Directive also serves to implement a number of 
the new international obligations.

(16) Liability for activities in the network environ-
ment concerns not only copyright and related 
rights but also other areas, such as defama-
tion, misleading advertising, or infringement of 
trademarks, and is addressed horizontally in Di-
rective 2000/31/EC of the European Parliament 
and of the Council of 8 June 2000 on certain 
legal aspects of information society services, in 
particular electronic commerce, in the internal 
market (“Directive on electronic commerce”)
(4), which clarifies and harmonises various legal 
issues relating to information society services 
including electronic commerce. This Directive 
should be implemented within a timescale 
similar to that for the implementation of the 
Directive on electronic commerce, since that 
Directive provides a harmonised framework of 
principles and provisions relevant inter alia to 
important parts of this Directive. This Directive 
is without prejudice to provisions relating to li-
ability in that Directive.

(17) It is necessary, especially in the light of the 
requirements arising out of the digital envi-
ronment, to ensure that collecting societies 
achieve a higher level of rationalisation and 
transparency with regard to compliance with 
competition rules.

(18) This Directive is without prejudice to the ar-
rangements in the Member States concerning 
the management of rights such as extended 
collective licences.

(19) The moral rights of rightholders should be exer-
cised according to the legislation of the Mem-
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ber States and the provisions of the Berne Con-
vention for the Protection of Literary and Artistic 
Works, of the WIPO Copyright Treaty and of the 
WIPO Performances and Phonograms Treaty. 
Such moral rights remain outside the scope of 
this Directive.

(20) This Directive is based on principles and rules 
already laid down in the Directives currently in 
force in this area, in particular Directives 91/250/
EEC(5), 92/100/EEC(6), 93/83/EEC(7), 93/98/
EEC(8) and 96/9/EC(9), and it develops those 
principles and rules and places them in the con-
text of the information society. The provisions 
of this Directive should be without prejudice to 
the provisions of those Directives, unless other-
wise provided in this Directive.

(21) This Directive should define the scope of the 
acts covered by the reproduction right with re-
gard to the different beneficiaries. This should 
be done in conformity with the acquis com-
munautaire. A broad definition of these acts is 
needed to ensure legal certainty within the in-
ternal market.

(22) The objective of proper support for the dissemi-
nation of culture must not be achieved by sacri-
ficing strict protection of rights or by tolerating 
illegal forms of distribution of counterfeited or 
pirated works.

(23) This Directive should harmonise further the 
author’s right of communication to the pub-
lic. This right should be understood in a broad 
sense covering all communication to the public 
not present at the place where the communi-
cation originates. This right should cover any 
such transmission or retransmission of a work to 
the public by wire or wireless means, including 
broadcasting. This right should not cover any 
other acts.

(24) The right to make available to the public sub-
ject-matter referred to in Article 3(2) should be 
understood as covering all acts of making avail-
able such subject-matter to members of the 
public not present at the place where the act of 
making available originates, and as not covering 
any other acts.

(25) The legal uncertainty regarding the nature and 
the level of protection of acts of on-demand 
transmission of copyright works and subject-
matter protected by related rights over net-
works should be overcome by providing for 
harmonised protection at Community level. 
It should be made clear that all rightholders 
recognised by this Directive should have an 

exclusive right to make available to the public 
copyright works or any other subject-matter by 
way of interactive on-demand transmissions. 
Such interactive on-demand transmissions are 
characterised by the fact that members of the 
public may access them from a place and at a 
time individually chosen by them.

(26) With regard to the making available in on-de-
mand services by broadcasters of their radio 
or television productions incorporating music 
from commercial phonograms as an integral 
part thereof, collective licensing arrangements 
are to be encouraged in order to facilitate the 
clearance of the rights concerned.

(27) The mere provision of physical facilities for ena-
bling or making a communication does not in 
itself amount to communication within the 
meaning of this Directive.

(28) Copyright protection under this Directive in-
cludes the exclusive right to control distribution 
of the work incorporated in a tangible article. 
The first sale in the Community of the original 
of a work or copies thereof by the rightholder 
or with his consent exhausts the right to con-
trol resale of that object in the Community. This 
right should not be exhausted in respect of the 
original or of copies thereof sold by the right-
holder or with his consent outside the Commu-
nity. rental and lending rights for authors have 
been established in Directive 92/100/EEC. The 
distribution right provided for in this Directive 
is without prejudice to the provisions relating 
to the rental and lending rights contained in 
Chapter I of that Directive.

(29) The question of exhaustion does not arise in 
the case of services and on-line services in par-
ticular. This also applies with regard to a material 
copy of a work or other subject-matter made 
by a user of such a service with the consent of 
the rightholder. Therefore, the same applies to 
rental and lending of the original and copies of 
works or other subject-matter which are servic-
es by nature. Unlike CD-rOM or CD-I, where the 
intellectual property is incorporated in a mate-
rial medium, namely an item of goods, every 
on-line service is in fact an act which should be 
subject to authorisation where the copyright or 
related right so provides.

(30) The rights referred to in this Directive may be 
transferred, assigned or subject to the granting 
of contractual licences, without prejudice to the 
relevant national legislation on copyright and 
related rights.
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(31) A fair balance of rights and interests between 
the different categories of rightholders, as well 
as between the different categories of right-
holders and users of protected subject-matter 
must be safeguarded. The existing exceptions 
and limitations to the rights as set out by the 
Member States have to be reassessed in the 
light of the new electronic environment. Exist-
ing differences in the exceptions and limitations 
to certain restricted acts have direct negative ef-
fects on the functioning of the internal market 
of copyright and related rights. Such differences 
could well become more pronounced in view 
of the further development of transborder ex-
ploitation of works and cross-border activities. 
In order to ensure the proper functioning of the 
internal market, such exceptions and limitations 
should be defined more harmoniously. The de-
gree of their harmonisation should be based on 
their impact on the smooth functioning of the 
internal market.

(32) This Directive provides for an exhaustive enu-
meration of exceptions and limitations to 
the reproduction right and the right of com-
munication to the public. Some exceptions 
or limitations only apply to the reproduction 
right, where appropriate. This list takes due ac-
count of the different legal traditions in Mem-
ber States, while, at the same time, aiming to 
ensure a functioning internal market. Member 
States should arrive at a coherent application of 
these exceptions and limitations, which will be 
assessed when reviewing implementing legisla-
tion in the future.

(33) The exclusive right of reproduction should be 
subject to an exception to allow certain acts of 
temporary reproduction, which are transient or 
incidental reproductions, forming an integral 
and essential part of a technological process 
and carried out for the sole purpose of ena-
bling either efficient transmission in a network 
between third parties by an intermediary, or a 
lawful use of a work or other subject-matter to 
be made. The acts of reproduction concerned 
should have no separate economic value on 
their own. To the extent that they meet these 
conditions, this exception should include acts 
which enable browsing as well as acts of cach-
ing to take place, including those which enable 
transmission systems to function efficiently, 
provided that the intermediary does not modify 
the information and does not interfere with the 
lawful use of technology, widely recognised 
and used by industry, to obtain data on the use 
of the information. A use should be considered 
lawful where it is authorised by the rightholder 

or not restricted by law.

(34) Member States should be given the option of 
providing for certain exceptions or limitations 
for cases such as educational and scientific pur-
poses, for the benefit of public institutions such 
as libraries and archives, for purposes of news 
reporting, for quotations, for use by people with 
disabilities, for public security uses and for uses 
in administrative and judicial proceedings.

(35) In certain cases of exceptions or limitations, 
rightholders should receive fair compensa-
tion to compensate them adequately for the 
use made of their protected works or other 
subject-matter. When determining the form, 
detailed arrangements and possible level of 
such fair compensation, account should be 
taken of the particular circumstances of each 
case. When evaluating these circumstances, a 
valuable criterion would be the possible harm 
to the rightholders resulting from the act in 
question. In cases where rightholders have al-
ready received payment in some other form, 
for instance as part of a licence fee, no specific 
or separate payment may be due. The level of 
fair compensation should take full account of 
the degree of use of technological protection 
measures referred to in this Directive. In certain 
situations where the prejudice to the righthold-
er would be minimal, no obligation for payment 
may arise.

(36) The Member States may provide for fair com-
pensation for rightholders also when applying 
the optional provisions on exceptions or limita-
tions which do not require such compensation.

(37) Existing national schemes on reprography, 
where they exist, do not create major barriers to 
the internal market. Member States should be 
allowed to provide for an exception or limita-
tion in respect of reprography.

(38) Member States should be allowed to provide for 
an exception or limitation to the reproduction 
right for certain types of reproduction of audio, 
visual and audio-visual material for private use, 
accompanied by fair compensation. This may 
include the introduction or continuation of 
remuneration schemes to compensate for the 
prejudice to rightholders. Although differences 
between those remuneration schemes affect 
the functioning of the internal market, those 
differences, with respect to analogue private 
reproduction, should not have a significant im-
pact on the development of the information so-
ciety. Digital private copying is likely to be more 
widespread and have a greater economic im-
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pact. Due account should therefore be taken of 
the differences between digital and analogue 
private copying and a distinction should be 
made in certain respects between them.

(39) When applying the exception or limitation on 
private copying, Member States should take due 
account of technological and economic devel-
opments, in particular with respect to digital pri-
vate copying and remuneration schemes, when 
effective technological protection measures are 
available. Such exceptions or limitations should 
not inhibit the use of technological measures or 
their enforcement against circumvention.

(40) Member States may provide for an exception 
or limitation for the benefit of certain non-profit 
making establishments, such as publicly acces-
sible libraries and equivalent institutions, as well 
as archives. However, this should be limited 
to certain special cases covered by the repro-
duction right. Such an exception or limitation 
should not cover uses made in the context of 
on-line delivery of protected works or other 
subject-matter. This Directive should be without 
prejudice to the Member States’ option to dero-
gate from the exclusive public lending right in 
accordance with Article 5 of Directive 92/100/
EEC. Therefore, specific contracts or licences 
should be promoted which, without creating 
imbalances, favour such establishments and 
the disseminative purposes they serve.

(41) When applying the exception or limitation 
in respect of ephemeral recordings made by 
broadcasting organisations it is understood 
that a broadcaster’s own facilities include those 
of a person acting on behalf of and under the 
responsibility of the broadcasting organisation.

(42) When applying the exception or limitation for 
non-commercial educational and scientific re-
search purposes, including distance learning, 
the non-commercial nature of the activity in 
question should be determined by that activ-
ity as such. The organisational structure and 
the means of funding of the establishment 
concerned are not the decisive factors in this 
respect.

(43) It is in any case important for the Member States 
to adopt all necessary measures to facilitate ac-
cess to works by persons suffering from a dis-
ability which constitutes an obstacle to the use 
of the works themselves, and to pay particular 
attention to accessible formats.

(44) When applying the exceptions and limitations 
provided for in this Directive, they should be 

exercised in accordance with international ob-
ligations. Such exceptions and limitations may 
not be applied in a way which prejudices the 
legitimate interests of the rightholder or which 
conflicts with the normal exploitation of his 
work or other subject-matter. The provision 
of such exceptions or limitations by Member 
States should, in particular, duly reflect the in-
creased economic impact that such exceptions 
or limitations may have in the context of the 
new electronic environment. Therefore, the 
scope of certain exceptions or limitations may 
have to be even more limited when it comes to 
certain new uses of copyright works and other 
subject-matter.

(45) The exceptions and limitations referred to in 
Article 5(2), (3) and (4) should not, however, 
prevent the definition of contractual relations 
designed to ensure fair compensation for the 
rightholders insofar as permitted by national 
law.

(46) recourse to mediation could help users and 
rightholders to settle disputes. The Commis-
sion, in cooperation with the Member States 
within the Contact Committee, should under-
take a study to consider new legal ways of set-
tling disputes concerning copyright and related 
rights.

(47) Technological development will allow right-
holders to make use of technological measures 
designed to prevent or restrict acts not author-
ised by the rightholders of any copyright, rights 
related to copyright or the sui generis right in 
databases. The danger, however, exists that ille-
gal activities might be carried out in order to en-
able or facilitate the circumvention of the tech-
nical protection provided by these measures. 
In order to avoid fragmented legal approaches 
that could potentially hinder the functioning of 
the internal market, there is a need to provide 
for harmonised legal protection against circum-
vention of effective technological measures 
and against provision of devices and products 
or services to this effect.

(48) Such legal protection should be provided in re-
spect of technological measures that effectively 
restrict acts not authorised by the rightholders 
of any copyright, rights related to copyright 
or the sui generis right in databases without, 
however, preventing the normal operation of 
electronic equipment and its technological 
development. Such legal protection implies no 
obligation to design devices, products, compo-
nents or services to correspond to technologi-
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cal measures, so long as such device, product, 
component or service does not otherwise fall 
under the prohibition of Article 6. Such legal 
protection should respect proportionality and 
should not prohibit those devices or activities 
which have a commercially significant purpose 
or use other than to circumvent the technical 
protection. In particular, this protection should 
not hinder research into cryptography.

(49) The legal protection of technological meas-
ures is without prejudice to the application of 
any national provisions which may prohibit the 
private possession of devices, products or com-
ponents for the circumvention of technological 
measures.

(50) Such a harmonised legal protection does not 
affect the specific provisions on protection pro-
vided for by Directive 91/250/EEC. In particular, 
it should not apply to the protection of techno-
logical measures used in connection with com-
puter programs, which is exclusively addressed 
in that Directive. It should neither inhibit nor 
prevent the development or use of any means 
of circumventing a technological measure that 
is necessary to enable acts to be undertaken in 
accordance with the terms of Article 5(3) or Arti-
cle 6 of Directive 91/250/EEC. Articles 5 and 6 of 
that Directive exclusively determine exceptions 
to the exclusive rights applicable to computer 
programs.

(51) The legal protection of technological measures 
applies without prejudice to public policy, as 
reflected in Article 5, or public security. Mem-
ber States should promote voluntary measures 
taken by rightholders, including the conclusion 
and implementation of agreements between 
rightholders and other parties concerned, to ac-
commodate achieving the objectives of certain 
exceptions or limitations provided for in nation-
al law in accordance with this Directive. In the 
absence of such voluntary measures or agree-
ments within a reasonable period of time, Mem-
ber States should take appropriate measures to 
ensure that rightholders provide beneficiaries 
of such exceptions or limitations with appropri-
ate means of benefiting from them, by modify-
ing an implemented technological measure or 
by other means. However, in order to prevent 
abuse of such measures taken by rightholders, 
including within the framework of agreements, 
or taken by a Member State, any technological 
measures applied in implementation of such 
measures should enjoy legal protection.

(52) When implementing an exception or limitation 

for private copying in accordance with Article 
5(2)(b), Member States should likewise promote 
the use of voluntary measures to accommodate 
achieving the objectives of such exception or 
limitation. If, within a reasonable period of time, 
no such voluntary measures to make reproduc-
tion for private use possible have been taken, 
Member States may take measures to enable 
beneficiaries of the exception or limitation con-
cerned to benefit from it. voluntary measures 
taken by rightholders, including agreements 
between rightholders and other parties con-
cerned, as well as measures taken by Member 
States, do not prevent rightholders from using 
technological measures which are consistent 
with the exceptions or limitations on private 
copying in national law in accordance with Ar-
ticle 5(2)(b), taking account of the condition of 
fair compensation under that provision and the 
possible differentiation between various condi-
tions of use in accordance with Article 5(5), such 
as controlling the number of reproductions. In 
order to prevent abuse of such measures, any 
technological measures applied in their imple-
mentation should enjoy legal protection.

(53) The protection of technological measures 
should ensure a secure environment for the 
provision of interactive on-demand services, 
in such a way that members of the public may 
access works or other subject-matter from 
a place and at a time individually chosen by 
them. Where such services are governed by 
contractual arrangements, the first and second 
subparagraphs of Article 6(4) should not apply. 
Non-interactive forms of online use should re-
main subject to those provisions.

(54) Important progress has been made in the in-
ternational standardisation of technical systems 
of identification of works and protected sub-
ject-matter in digital format. In an increasingly 
networked environment, differences between 
technological measures could lead to an in-
compatibility of systems within the Community. 
Compatibility and interoperability of the differ-
ent systems should be encouraged. It would be 
highly desirable to encourage the development 
of global systems.

(55) Technological development will facilitate the 
distribution of works, notably on networks, and 
this will entail the need for rightholders to iden-
tify better the work or other subject-matter, the 
author or any other rightholder, and to provide 
information about the terms and conditions of 
use of the work or other subject-matter in or-
der to render easier the management of rights 
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attached to them. rightholders should be en-
couraged to use markings indicating, in addi-
tion to the information referred to above, inter 
alia their authorisation when putting works or 
other subject-matter on networks.

(56) There is, however, the danger that illegal activi-
ties might be carried out in order to remove or 
alter the electronic copyright-management 
information attached to it, or otherwise to dis-
tribute, import for distribution, broadcast, com-
municate to the public or make available to the 
public works or other protected subject-matter 
from which such information has been re-
moved without authority. In order to avoid frag-
mented legal approaches that could potentially 
hinder the functioning of the internal market, 
there is a need to provide for harmonised legal 
protection against any of these activities.

(57) Any such rights-management information 
systems referred to above may, depending on 
their design, at the same time process personal 
data about the consumption patterns of pro-
tected subject-matter by individuals and allow 
for tracing of on-line behaviour. These techni-
cal means, in their technical functions, should 
incorporate privacy safeguards in accordance 
with Directive 95/46/EC of the European Parlia-
ment and of the Council of 24 October 1995 on 
the protection of individuals with regard to the 
processing of personal data and the free move-
ment of such data(10).

(58) Member States should provide for effective 
sanctions and remedies for infringements of 
rights and obligations as set out in this Directive. 
They should take all the measures necessary to 
ensure that those sanctions and remedies are 
applied. The sanctions thus provided for should 
be effective, proportionate and dissuasive and 
should include the possibility of seeking dam-
ages and/or injunctive relief and, where ap-
propriate, of applying for seizure of infringing 
material.

(59) In the digital environment, in particular, the 
services of intermediaries may increasingly be 
used by third parties for infringing activities. 
In many cases such intermediaries are best 
placed to bring such infringing activities to an 
end. Therefore, without prejudice to any other 
sanctions and remedies available, rightholders 
should have the possibility of applying for an 
injunction against an intermediary who carries 
a third party’s infringement of a protected work 
or other subject-matter in a network. This pos-
sibility should be available even where the acts 

carried out by the intermediary are exempted 
under Article 5. The conditions and modalities 
relating to such injunctions should be left to the 
national law of the Member States.

(60) The protection provided under this Directive 
should be without prejudice to national or 
Community legal provisions in other areas, such 
as industrial property, data protection, con-
ditional access, access to public documents, 
and the rule of media exploitation chronology, 
which may affect the protection of copyright or 
related rights.

(61) In order to comply with the WIPO Performances 
and Phonograms Treaty, Directives 92/100/EEC 
and 93/98/EEC should be amended,

HAvE ADOPTED THIS DIrECTIvE:

Chapter I 
oBJeCtIve and sCope

Article 1 
Scope

1. This Directive concerns the legal protection of 
copyright and related rights in the framework of 
the internal market, with particular emphasis on 
the information society.

2. Except in the cases referred to in Article 11, this 
Directive shall leave intact and shall in no way 
affect existing Community provisions relating 
to:

(a) the legal protection of computer programs;

(b) rental right, lending right and certain rights 
related to copyright in the field of intellec-
tual property;

(c) copyright and related rights applicable to 
broadcasting of programmes by satellite 
and cable retransmission;

(d) the term of protection of copyright and cer-
tain related rights;

(e) the legal protection of databases.
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Chapter II 
rIGhts and eXCeptIons

Article 2 
Reproduction right

Member States shall provide for the exclusive right 
to authorise or prohibit direct or indirect, temporary 
or permanent reproduction by any means and in 
any form, in whole or in part:

(a) for authors, of their works;

(b) for performers, of fixations of their perform-
ances;

(c) for phonogram producers, of their phono-
grams;

(d) for the producers of the first fixations of films, in 
respect of the original and copies of their films;

(e) for broadcasting organisations, of fixations of 
their broadcasts, whether those broadcasts are 
transmitted by wire or over the air, including by 
cable or satellite.

Article 3 
Right of communication to the public of works 
and right of making available to the public 
other subject-matter

1. Member States shall provide authors with the 
exclusive right to authorise or prohibit any com-
munication to the public of their works, by wire 
or wireless means, including the making avail-
able to the public of their works in such a way 
that members of the public may access them 
from a place and at a time individually chosen 
by them.

2. Member States shall provide for the exclusive 
right to authorise or prohibit the making avail-
able to the public, by wire or wireless means, in 
such a way that members of the public may ac-
cess them from a place and at a time individu-
ally chosen by them:

(a) for performers, of fixations of their perform-
ances;

(b) for phonogram producers, of their phono-
grams;

(c) for the producers of the first fixations of 
films, of the original and copies of their films;

(d) for broadcasting organisations, of fixations 
of their broadcasts, whether these broad-

casts are transmitted by wire or over the air, 
including by cable or satellite.

3. The rights referred to in paragraphs 1 and 2 shall 
not be exhausted by any act of communication 
to the public or making available to the public 
as set out in this Article.

Article 4 
Distribution right

1. Member States shall provide for authors, in re-
spect of the original of their works or of copies 
thereof, the exclusive right to authorise or pro-
hibit any form of distribution to the public by 
sale or otherwise.

2. The distribution right shall not be exhausted 
within the Community in respect of the original 
or copies of the work, except where the first sale 
or other transfer of ownership in the Commu-
nity of that object is made by the rightholder or 
with his consent.

Article 5 
Exceptions and limitations

1. Temporary acts of reproduction referred to in 
Article 2, which are transient or incidental [and] 
an integral and essential part of a technological 
process and whose sole purpose is to enable:

(a) a transmission in a network between third 
parties by an intermediary, or

(b) a lawful use

of a work or other subject-matter to be made, 
and which have no independent economic 
significance, shall be exempted from the repro-
duction right provided for in Article 2.

2. Member States may provide for exceptions or 
limitations to the reproduction right provided 
for in Article 2 in the following cases:

(a) in respect of reproductions on paper or any 
similar medium, effected by the use of any 
kind of photographic technique or by some 
other process having similar effects, with the 
exception of sheet music, provided that the 
rightholders receive fair compensation;

(b) in respect of reproductions on any medium 
made by a natural person for private use 
and for ends that are neither directly nor 
indirectly commercial, on condition that 
the rightholders receive fair compensation 
which takes account of the application or 
non-application of technological measures 
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referred to in Article 6 to the work or subject-
matter concerned;

(c) in respect of specific acts of reproduction 
made by publicly accessible libraries, edu-
cational establishments or museums, or by 
archives, which are not for direct or indirect 
economic or commercial advantage;

(d) in respect of ephemeral recordings of works 
made by broadcasting organisations by 
means of their own facilities and for their 
own broadcasts; the preservation of these 
recordings in official archives may, on the 
grounds of their exceptional documentary 
character, be permitted;

(e) in respect of reproductions of broadcasts 
made by social institutions pursuing non-
commercial purposes, such as hospitals or 
prisons, on condition that the rightholders 
receive fair compensation.

3. Member States may provide for exceptions or 
limitations to the rights provided for in Articles 2 
and 3 in the following cases:

(a) use for the sole purpose of illustration for 
teaching or scientific research, as long as 
the source, including the author’s name, is 
indicated, unless this turns out to be impos-
sible and to the extent justified by the non-
commercial purpose to be achieved;

(b) uses, for the benefit of people with a disabil-
ity, which are directly related to the disability 
and of a non-commercial nature, to the ex-
tent required by the specific disability;

(c) reproduction by the press, communication 
to the public or making available of pub-
lished articles on current economic, political 
or religious topics or of broadcast works or 
other subject-matter of the same character, 
in cases where such use is not expressly re-
served, and as long as the source, including 
the author’s name, is indicated, or use of 
works or other subject-matter in connection 
with the reporting of current events, to the 
extent justified by the informatory purpose 
and as long as the source, including the au-
thor’s name, is indicated, unless this turns 
out to be impossible;

(d) quotations for purposes such as criticism or 
review, provided that they relate to a work 
or other subject-matter which has already 
been lawfully made available to the public, 
that, unless this turns out to be impossible, 
the source, including the author’s name, is 

indicated, and that their use is in accordance 
with fair practice, and to the extent required 
by the specific purpose;

(e) use for the purposes of public security or to 
ensure the proper performance or reporting 
of administrative, parliamentary or judicial 
proceedings;

(f ) use of political speeches as well as extracts 
of public lectures or similar works or subject-
matter to the extent justified by the informa-
tory purpose and provided that the source, 
including the author’s name, is indicated, ex-
cept where this turns out to be impossible;

(g) use during religious celebrations or official 
celebrations organised by a public authority;

(h) use of works, such as works of architecture 
or sculpture, made to be located perma-
nently in public places;

(i) incidental inclusion of a work or other sub-
ject-matter in other material;

(j) use for the purpose of advertising the pub-
lic exhibition or sale of artistic works, to the 
extent necessary to promote the event, ex-
cluding any other commercial use;

(k) use for the purpose of caricature, parody or 
pastiche;

(l) use in connection with the demonstration 
or repair of equipment;

(m) use of an artistic work in the form of a build-
ing or a drawing or plan of a building for the 
purposes of reconstructing the building;

(n) use by communication or making avail-
able, for the purpose of research or private 
study, to individual members of the public 
by dedicated terminals on the premises of 
establishments referred to in paragraph 2(c) 
of works and other subject-matter not sub-
ject to purchase or licensing terms which 
are contained in their collections;

(o) use in certain other cases of minor impor-
tance where exceptions or limitations al-
ready exist under national law, provided 
that they only concern analogue uses and 
do not affect the free circulation of goods 
and services within the Community, without 
prejudice to the other exceptions and limi-
tations contained in this Article.

4. Where the Member States may provide for an 
exception or limitation to the right of reproduc-
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tion pursuant to paragraphs 2 and 3, they may 
provide similarly for an exception or limitation 
to the right of distribution as referred to in Ar-
ticle 4 to the extent justified by the purpose of 
the authorised act of reproduction.

5. The exceptions and limitations provided for in 
paragraphs 1, 2, 3 and 4 shall only be applied 
in certain special cases which do not conflict 
with a normal exploitation of the work or other 
subject-matter and do not unreasonably preju-
dice the legitimate interests of the rightholder.

Chapter III 
proteCtIon of 
teChnoloGICal Measures 
and rIGhts-ManaGeMent 
InforMatIon

Article 6 
Obligations as to technological measures

1. Member States shall provide adequate legal 
protection against the circumvention of any 
effective technological measures, which the 
person concerned carries out in the knowledge, 
or with reasonable grounds to know, that he or 
she is pursuing that objective.

2. Member States shall provide adequate legal 
protection against the manufacture, import, 
distribution, sale, rental, advertisement for sale 
or rental, or possession for commercial purpos-
es of devices, products or components or the 
provision of services which:

(a) are promoted, advertised or marketed for 
the purpose of circumvention of, or

(b) have only a limited commercially significant 
purpose or use other than to circumvent, or

(c) are primarily designed, produced, adapted 
or performed for the purpose of enabling or 
facilitating the circumvention of,

any effective technological measures.

3. For the purposes of this Directive, the expres-
sion “technological measures” means any 
technology, device or component that, in the 
normal course of its operation, is designed to 
prevent or restrict acts, in respect of works or 
other subject-matter, which are not authorised 
by the rightholder of any copyright or any right 
related to copyright as provided for by law or 
the sui generis right provided for in Chapter III of 

Directive 96/9/EC. Technological measures shall 
be deemed “effective” where the use of a pro-
tected work or other subject-matter is control-
led by the rightholders through application of 
an access control or protection process, such as 
encryption, scrambling or other transformation 
of the work or other subject-matter or a copy 
control mechanism, which achieves the protec-
tion objective.

4. Notwithstanding the legal protection provided 
for in paragraph 1, in the absence of volun-
tary measures taken by rightholders, including 
agreements between rightholders and other 
parties concerned, Member States shall take ap-
propriate measures to ensure that rightholders 
make available to the beneficiary of an excep-
tion or limitation provided for in national law in 
accordance with Article 5(2)(a), (2)(c), (2)(d), (2)
(e), (3)(a), (3)(b) or (3)(e) the means of benefiting 
from that exception or limitation, to the extent 
necessary to benefit from that exception or 
limitation and where that beneficiary has legal 
access to the protected work or subject-matter 
concerned.

A Member State may also take such measures in 
respect of a beneficiary of an exception or limi-
tation provided for in accordance with Article 
5(2)(b), unless reproduction for private use has 
already been made possible by rightholders to 
the extent necessary to benefit from the excep-
tion or limitation concerned and in accordance 
with the provisions of Article 5(2)(b) and (5), 
without preventing rightholders from adopting 
adequate measures regarding the number of 
reproductions in accordance with these provi-
sions.

The technological measures applied voluntar-
ily by rightholders, including those applied in 
implementation of voluntary agreements, and 
technological measures applied in implemen-
tation of the measures taken by Member States, 
shall enjoy the legal protection provided for in 
paragraph 1.

The provisions of the first and second subpara-
graphs shall not apply to works or other subject-
matter made available to the public on agreed 
contractual terms in such a way that members 
of the public may access them from a place and 
at a time individually chosen by them.

When this Article is applied in the context of 
Directives 92/100/EEC and 96/9/EC, this para-
graph shall apply mutatis mutandis.
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Article 7 
Obligations concerning rights-management 
information

1. Member States shall provide for adequate legal 
protection against any person knowingly per-
forming without authority any of the following 
acts:

(a) the removal or alteration of any electronic 
rights-management information;

(b) the distribution, importation for distribu-
tion, broadcasting, communication or mak-
ing available to the public of works or other 
subject-matter protected under this Direc-
tive or under Chapter III of Directive 96/9/EC 
from which electronic rights-management 
information has been removed or altered 
without authority,

if such person knows, or has reasonable 
grounds to know, that by so doing he is in-
ducing, enabling, facilitating or concealing an 
infringement of any copyright or any rights re-
lated to copyright as provided by law, or of the 
sui generis right provided for in Chapter III of 
Directive 96/9/EC.

2. For the purposes of this Directive, the expres-
sion “rights-management information” means 
any information provided by rightholders 
which identifies the work or other subject-
matter referred to in this Directive or covered 
by the sui generis right provided for in Chapter 
III of Directive 96/9/EC, the author or any other 
rightholder, or information about the terms and 
conditions of use of the work or other subject-
matter, and any numbers or codes that repre-
sent such information.

The first subparagraph shall apply when any 
of these items of information is associated 
with a copy of, or appears in connection with 
the communication to the public of, a work or 
other subjectmatter referred to in this Directive 
or covered by the sui generis right provided for 
in Chapter III of Directive 96/9/EC.

Chapter Iv 
CoMMon provIsIons

Article 8 
Sanctions and remedies

1. Member States shall provide appropriate sanc-
tions and remedies in respect of infringements 
of the rights and obligations set out in this Di-

rective and shall take all the measures necessary 
to ensure that those sanctions and remedies are 
applied. The sanctions thus provided for shall 
be effective, proportionate and dissuasive.

2. Each Member State shall take the measures 
necessary to ensure that rightholders whose 
interests are affected by an infringing activity 
carried out on its territory can bring an action 
for damages and/or apply for an injunction and, 
where appropriate, for the seizure of infringing 
material as well as of devices, products or com-
ponents referred to in Article 6(2).

3. Member States shall ensure that righthold-
ers are in a position to apply for an injunction 
against intermediaries whose services are used 
by a third party to infringe a copyright or related 
right.

Article 9 
Continued application of other legal provisions

This Directive shall be without prejudice to provi-
sions concerning in particular patent rights, trade 
marks, design rights, utility models, topographies 
of semi-conductor products, type faces, conditional 
access, access to cable of broadcasting services, pro-
tection of national treasures, legal deposit require-
ments, laws on restrictive practices and unfair com-
petition, trade secrets, security, confidentiality, data 
protection and privacy, access to public documents, 
the law of contract.

Article 10 
Application over time

1. The provisions of this Directive shall apply in 
respect of all works and other subject-matter 
referred to in this Directive which are, on 22 De-
cember 2002, protected by the Member States’ 
legislation in the field of copyright and related 
rights, or which meet the criteria for protection 
under the provisions of this Directive or the pro-
visions referred to in Article 1(2).

2. This Directive shall apply without prejudice to 
any acts concluded and rights acquired before 
22 December 2002.

Article 11 
Technical adaptations

1. Directive 92/100/EEC is hereby amended as fol-
lows:

(a) Article 7 shall be deleted;
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(b) Article 10(3) shall be replaced by the follow-
ing: “3. The limitations shall only be applied 
in certain special cases which do not conflict 
with a normal exploitation of the subject-
matter and do not unreasonably prejudice 
the legitimate interests of the rightholder.”

2. Article 3(2) of Directive 93/98/EEC shall be re-
placed by the following: “2. The rights of pro-
ducers of phonograms shall expire 50 years 
after the fixation is made. However, if the pho-
nogram has been lawfully published within this 
period, the said rights shall expire 50 years from 
the date of the first lawful publication. If no law-
ful publication has taken place within the pe-
riod mentioned in the first sentence, and if the 
phonogram has been lawfully communicated 
to the public within this period, the said rights 
shall expire 50 years from the date of the first 
lawful communication to the public.

However, where through the expiry of the 
term of protection granted pursuant to this 
paragraph in its version before amendment by 
Directive 2001/29/EC of the European Parlia-
ment and of the Council of 22 May 2001 on the 
harmonisation of certain aspects of copyright 
and related rights in the information society(11) 
the rights of producers of phonograms are no 
longer protected on 22 December 2002, this 
paragraph shall not have the effect of protect-
ing those rights anew.”

Article 12 
Final provisions

1. Not later than 22 December 2004 and every 
three years thereafter, the Commission shall 
submit to the European Parliament, the Coun-
cil and the Economic and Social Committee a 
report on the application of this Directive, in 
which, inter alia, on the basis of specific infor-
mation supplied by the Member States, it shall 
examine in particular the application of Articles 
5, 6 and 8 in the light of the development of the 
digital market. In the case of Article 6, it shall ex-
amine in particular whether that Article confers 
a sufficient level of protection and whether acts 
which are permitted by law are being adversely 
affected by the use of effective technological 
measures. Where necessary, in particular to en-
sure the functioning of the internal market pur-
suant to Article 14 of the Treaty, it shall submit 
proposals for amendments to this Directive.

2. Protection of rights related to copyright under 
this Directive shall leave intact and shall in no 
way affect the protection of copyright.

3. A contact committee is hereby established. It 
shall be composed of representatives of the 
competent authorities of the Member States. It 
shall be chaired by a representative of the Com-
mission and shall meet either on the initiative of 
the chairman or at the request of the delegation 
of a Member State.

4. The tasks of the committee shall be as follows:

(a) to examine the impact of this Directive on 
the functioning of the internal market, and 
to highlight any difficulties;

(b) to organise consultations on all questions 
deriving from the application of this Direc-
tive;

(c) to facilitate the exchange of information 
on relevant developments in legislation 
and case-law, as well as relevant economic, 
social, cultural and technological develop-
ments;

(d) to act as a forum for the assessment of the 
digital market in works and other items, in-
cluding private copying and the use of tech-
nological measures.

Article 13 
Implementation

1. Member States shall bring into force the laws, 
regulations and administrative provisions nec-
essary to comply with this Directive before 22 
December 2002. They shall forthwith inform the 
Commission thereof.

When Member States adopt these measures, 
they shall contain a reference to this Directive 
or shall be accompanied by such reference on 
the occasion of their official publication. The 
methods of making such reference shall be laid 
down by Member States.

2. Member States shall communicate to the Com-
mission the text of the provisions of domestic 
law which they adopt in the field governed by 
this Directive.

Article 14 
Entry into force

This Directive shall enter into force on the day of its 
publication in the Official Journal of the European 
Communities.
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Article 15 
Addressees

This Directive is addressed to the Member States.

Done at Brussels, 22 May 2001.
For the European Parliament
The President N. Fontaine
For the Council
The President M. Winberg
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Communication from 
the Commission to the 
Council, the European 
Parliament, the European 
Economic and Social 
Committee and the 
Committee of the 
Regions - Network and 
Information Security: 
Proposal for A European 
Policy Approach 

Executive Summary CYBER SECURITY IN GENERAL

I.

Security is becoming a key priority because commu-
nication and information have become a key factor 
in economic and societal development. Networks 
and information systems are now supporting servic-
es and carrying data to an extent inconceivable only 
a few years ago. Their availability is critical for other 
infrastructures such as water and electricity supply. 
As everybody, business, private individuals, public 
administrations want to exploit the possibilities of 
communication networks, security of these systems 
is becoming a prerequisite for further progress.

Against this background the Stockholm European 
Council on 23-24 March 2001 concluded “the Coun-
cil together with the Commission will develop a 
comprehensive strategy on security of electronic 
networks including practical implementing action. 
This should be presented in time for the Göteborg 
European Council.” This Communication is the Euro-
pean Commission’s response to this request. 

II.

Security has become a key challenge for policy 
makers, but finding an adequate policy response 
is becoming an increasingly complex task. Com-
munication services are no longer offered by state-
owned telecommunications operators but on a 
competitive basis by many private operators and 
service providers; and increasingly on a European 
and global level. Networks are converging: they are 
able to support the same services, they are increas-
ingly interconnected, and they partly use the same 
infrastructure.
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In order to ensure a minimum level of security, a 
substantial body of legislation as part of the tel-
ecommunications framework and data protection 
law have been put in place both at national and EU 
level. These legal provisions need to be applied ef-
fectively in a rapidly changing environment. They 
will also need to evolve in the future as can be seen 
by the proposed new telecommunications frame-
work or the forthcoming proposals linked to the cy-
ber-crime discussion. Policy makers therefore need 
an understanding of the underlying security issues 
and their role in improving security.

Security has become a commodity bought and sold 
on the market and part of contractual agreements 
between parties. The implicit assumption usually 
made is that the price mechanism will balance the 
costs of providing security with the specific need 
for security. However many security risks remain un-
solved or solutions are slow coming to the market 
as a result of certain market imperfections. Specific 
policy measures addressing these imperfections 
can reinforce the market process and at the same 
time improve the functioning of the legal frame-
work. Such measures must be part of a European 
approach in order to ensure the Internal Market, to 
benefit from common solutions, and to be able to 
act effectively at global level.

The proposed policy measures with regard to net-
work and information security have to be seen in the 
context of the existing telecommunications, data 
protection, and cyber-crime policies. A network and 
information security policy will provide the missing 
link in this policy framework. The diagram below 
shows these three policy areas and illustrates with a 
few examples how they are interrelated:

III.

Network and information security can be under-
stood as the ability of a network or an information 
system to resist, at a given level of confidence, ac-
cidental events or malicious actions. Such events 

or actions could compromise the availability, au-
thenticity, integrity and confidentiality of stored or 
transmitted data as well as related services offered 
via these networks and systems. These security inci-
dents can be grouped as follows:

• Electronic communication can be inter-
cepted and data copied or modified. This can 
cause damage both through invasion of the 
privacy of individuals and through the exploi-
tation of data intercepted.

• Unauthorised access into computer and 
computer networks is usually done with 
malicious intend to copy, modify or destroy 
data..

• Disruptive attacks on the Internet have be-
come quite common and in future the tel-
ephone network may also become more 
vulnerable.

• Malicious software, such as viruses, can dis-
able computers, delete or modify data. Some 
recent virus attacks have been extremely de-
structive and costly.

• Misrepresentation of people or entities can 
cause substantial damages, e.g. customers 
may download malicious software from a 
website masquerading as a trusted source, 
contracts may be repudiated, confidential in-
formation may be sent to the wrong persons.

• Many security incidents are due to unfore-
seen and unintentional events such as natu-
ral disasters (floods, storms, earthquakes), 
hardware or software failures, human error.

Iv.

The proposed measures:

• Awareness raising: A public information and 
education campaign should be launched 
and best practices should be promoted.

• A European warning and information system: 
Member States should strengthen their Com-
puter Emergency response Teams (CErTs) 
and improve the co-ordination among them. 
The Commission will examine together with 
Member States how to best organise at Euro-
pean level data collection, analysis and plan-
ning of forward-looking responses to existing 
and emerging security threats.

• Technology support: Support for research and 
development in security should be a key el-
ement in the 6th Framework Programme 
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and be linked to the broader strategy for 
improved network and information security.

• Support for market oriented standardisation 
and certification: European standardisation 
organisations are invited to accelerate work 
on interoperability; Commission will contin-
ue support for electronic signature and the 
further development of IPv6 and IPSec, Com-
mission will assess the need for a legal initia-
tive on the mutual recognition of certificates, 
Member States should review all relevant se-
curity standards.

• Legal framework: The Commission will set 
up an inventory of national measures which 
have been taken in accordance with relevant 
Community law. Member States to support 
free circulation of encryption products. Com-
mission will propose legislation on cyber-
crime.

• Security in government use: Member States 
should incorporate effective an interoper-
able security solutions in their e-government 
and e-procurement activities. Member States 
should introduce electronic signatures when 
offering public services. The Commission will 
strengthen its security requirements in their 
information and communication system;

• International co-operation: The Commission 
will reinforce the dialogue with international 
organisations and partners on network and 
information security.

The next stage is for the framework and the pro-
posed actions to be discussed by Member States 
and the European Parliament. The Göteborg Euro-
pean Council on 15/16 June may give orientations 
for the way ahead.

The Commission proposes to launch a thorough 
discussion with industry and users on the practical 
details of implementing the actions proposed. Com-
ments can be sent to eeurope@europa.eu.int by the 
end of August 2001. Therefore this Communication 
is an invitation for comments from interested par-
ties with a view to establishing a final concrete set of 
actions. This could take the form of a roadmap to be 
developed by the end of 2001.

Network and Information Security: Proposal for 
a European Policy Approach

Table of contents

1. Introduction

2. Analysis of network and information security is-
sues

2.1 What is network and information security-

2.2 Overview of security threats

2.2.1 Interception of communications

2.2.2 Unauthorised access into computer 
and computer networks

2.2.3 Network disruption

2.2.4 Execution of malicious software that 
modifies or destroys data

2.2.5 Malicious misrepresentation

2.2.6 Environmental and unintentional 
events

2.3 New challenges

3. A European policy approach

3.1 rationale for public policy

3.2 Awareness raising

3.3 A European warning and information sys-
tem

3.4 Technology support

3.5 Support for market oriented standardisation 
and certification

3.6 Legal framework

3.7 Security in government use

3.8 International co-operation

4. Next steps

1. INTRODUCTION

Concerns about security of electronic networks and 
information systems have been growing along with 
the rapid increase in the number of network users 
and the value of their transactions. Security has now 
reached a critical point where it represents a prereq-
uisite for the growth of electronic businesses and 
the functioning of the whole economy. Several fac-
tors have combined to push information and com-
munication security to the top of the policy agenda 
in the EU:

• Governments have realised the extent to 
which their economies and their citizens 
are dependent on the effective working of 
communication networks and several have 
begun to review their security arrangements.
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• The Internet has created a global connectiv-
ity linking together millions of networks, large 
and small, and hundreds of millions of indi-
vidual PCs, and increasingly other devices in-
cluding mobile phones. This has significantly 
reduced the costs of accessing valuable eco-
nomic information for remote attackers.

• There have been some widely reported virus-
es released onto the Internet causing exten-
sive damage by destroying information and 
denying access to the network. Such secu-
rity problems are not confined to individual 
countries but spread quickly across Member 
States.

• The Lisbon and Feira European Councils rec-
ognised the Internet as a key driver in the 
productivity of EU economies when launch-
ing the eEurope 2002 Action Plan.

Against this background the Stockholm European 
Council on 23-24 March 2001 concluded “the Coun-
cil together with the Commission will develop a 
comprehensive strategy on security of electronic 
networks including practical implementing action. 
This should be presented in time for the Göteborg 
European Council.” This Communication is the Euro-
pean Commission’s response to this request.

A changing environment

Whilst security has become a key challenge for 
policy makers, finding an adequate policy response 
is becoming an increasingly complex task. Only a 
few years ago, network security was predominantly 
an issue for state monopolies offering specialised 
services based on public networks, in particular the 
telephone network. Security of computer systems 
was limited to large organisations and focused on 
access controls. Establishing a security policy was a 
relatively straightforward task. This situation has now 
changed considerably because of a variety of de-
velopments in the wider market context, amongst 
them liberalisation, convergence and globalisation:

Networks are now mainly privately owned and man-
aged. Communication services are offered on a 
competitive basis with security as part of the market 
offer. However many customers remain ignorant of 
the extent of the security risks they run when con-
necting to a network and are therefore making their 
decisions in a situation of incomplete information.

Networks and information systems are converging. 
They are becoming increasingly interconnected, 
offering the same kind of seamless and personal-

ised services and to some extent sharing the same 
infrastructure. End terminals (PCs, mobile phones, 
etc.) have become an active element in the network 
architecture and can be connected to different net-
works.

Networks are international. A significant part of 
today’s communication is cross border or transits 
through third countries (sometimes without the 
end-user being aware of it), so any solution to a se-
curity risk needs to take account of this. Most net-
works are built using commercial products from 
international vendors. Security products must be 
compatible with international standards.

Policy relevance

These developments constrain the ability of govern-
ments to influence the level of security of the elec-
tronic communications of their citizens and busi-
nesses. This does not mean however that the public 
sector no longer has a role for a number of reasons:

Firstly, there are several legal measures in place 
at Community level with specific implications for 
network and information security. In particular the 
European telecommunications and data protection 
framework contains provisions for operators and 
service providers to ensure a level of security appro-
priate to the involved risks.

Secondly, there are growing concerns about nation-
al security as information systems and communica-
tion networks have become a critical factor for other 
infrastructures (e.g. water and electricity supply) and 
other markets (e.g. the global finance market).

Finally, there are reasons why action by govern-
ments is required in response to imperfections in 
the market. Market prices do not always accurately 
reflect the costs and benefits of investment in im-
proved network security and neither providers nor 
users always bear all the consequences of their be-
haviour. Control over the network is dispersed and 
weaknesses in one system can be exploited to at-
tack another. The complexity of networks makes it 
difficult for users to assess potential dangers.

It is therefore the objective of this Communication 
to establish where additional or enhanced public 
action at European or national level is required.

Chapter 2 defines network and information security, 
describes the main security threats and assesses 
the current solutions. It aims at providing a level of 
understanding of network and information security 
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necessary to illuminate the proposed policy solu-
tions. It is not the intention to give an exhaustive 
technical overview of security issues.

Chapter 3 proposes a European policy approach 
aimed at improving network and information secu-
rity. It is based on an analysis of the need to supple-
ment market solutions with policy actions. It lists a 
series of concrete policy measures, as was requested 
by the Stockholm European Council. The proposed 
policy should be seen as an integral element of the 
existing framework for electronic communication 
services and data protection and - more recently - 
cyber-crime policy.

2. aNaLYSIS OF NETwORk aND 
INFORmaTION SECURITY ISSUES

2.1. What is network and information security-

Networks are systems on which data are stored, 
processed and through which they circulate. They 
are composed of transmission components (cables, 
wireless links, satellites, routers, gateways, switches 
etc) and support services (domain name system in-
cluding the root servers, caller identification service, 
authentication services, etc). Attached to networks 
is an increasingly wide range of applications (e-mail 
delivery systems, browsers, etc.) and terminal equip-
ment (telephone set, host computers, PCs, mobile 
phones, personal organisers, domestic appliances, 
industrial machines, etc.).

The generic security requirements of networks and 
information systems can be considered to consist of 
the following interrelated characteristics:

(i) Availability - means that data is accessible 
and services are operational, despite possi-
ble disruptive events such as power supply 
cuts, natural disasters, accidents or attacks. 
This is particularly vital in contexts where 
communication network failures can cause 
breakdowns in other critical networks such 
as air transport or power supply.

(ii) Authentication - is the confirmation of an as-
serted identity of entities or users . Proper au-
thentication methods are needed for many 
applications and services such as conclud-
ing a contract online, controlling access to 
certain data and services (e.g. for telework-
ers) and authentication of websites (e.g. for 
Internet banks). Authentication must also in-
clude the possibility for anonymity, as many 

services do not need the identity of the user, 
but only reliable confirmation of certain 
criteria (so-called anonymous credentials) 
such as the ability to pay.

(iii) Integrity - is the confirmation that data 
which has been sent, received, or stored are 
complete and unchanged. This is particular-
ly important in relation to authentication for 
the conclusion of contracts or where data 
accuracy is critical (medical data, industrial 
design, etc.).

(iv) Confidentiality - is the protection of com-
munications or stored data against intercep-
tion and reading by unauthorised persons. 
It is particularly needed for the transmission 
of sensitive data and is one of the require-
ments to address privacy concerns of users 
of communication networks.

All events which threaten security need to be cov-
ered, not just those with malicious intent. From a 
user’s point of view, threats such as environmental 
incidents or human errors which disrupt the net-
work are potentially as costly as malicious attacks. 
Network and information security can thus be un-
derstood as the ability of a network or an informa-
tion system to resist, at a given level of confidence, 
accidental events or malicious actions that com-
promise the availability, authenticity, integrity and 
confidentiality of stored or transmitted data and the 
related services offered by or accessible via these 
networks and systems.

2.2. Overview of security threats

Companies relying on the network for sales or to 
organise delivery of supplies can be paralysed by 
a denial of service attack. Personal and financial in-
formation can be intercepted and abused. National 
security can be threatened. These examples give 
an indication of the threats of inadequate security. 
A distinction is made between intentional attacks 
(sections 2.2.1 to 2.2.5) and unintentional events 
(section 2.2.6). The objective of these sections is to 
specify the type of security risks in order to lay the 
basis for the establishment of a policy framework to 
improve security in section 3.

2.2.1.  Interception of communications

Electronic communication can be intercepted and 
data copied or modified. Interception can be under-
taken in a number of ways. These include the physi-
cal accessing of network lines, e.g. wire tapping, and 
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monitoring radio transmissions. The most critical 
points for the interception of communication traf-
fic are the network management and concentration 
points, such as routers, gateways, switches and net-
work operation servers.

Malicious or unlawful interception of communica-
tions must be distinguished from lawful intercep-
tion activities. Interception of communications for 
reasons of public security is authorised in specific 
cases for limited purposes in all EU Member States. A 
legal framework is in place to allow law enforcement 
agencies to obtain judicial orders, or in the case of 
two Member States, a warrant personally authorised 
by a senior Minister, to intercept communications.

Potential damage - Unlawful interception can cause 
damage both through invasion of the privacy of 
individuals and through the exploitation of data in-
tercepted, such as passwords or credit card details, 
for commercial gain or sabotage. This is perceived 
to be one of the biggest inhibitors to the take-up of 
e-commerce in Europe.

Potential solutions - Defence against interception 
can be made by operators securing the network 
as they are required to do inter alia under Directive 
97/66 EC72 and by users encrypting data transmitted 
over the network.

For operators, protection of the network against 
potential interception is a complex and expensive 
task. Traditionally, telecom operators have secured 
the network through physical access controls to 
installations and guidelines for employed staff. Traf-
fic was only occasionally encrypted. Where wireless 
solutions are deployed, there is an onus on ensur-
ing that the radio transmissions are adequately en-
crypted. Mobile communication operators encrypt 
traffic between the mobile phone and the base sta-
tion. The strength of encryption in most EU coun-
tries is lower than is technically feasible because of 
the requirements to facilitate legal interception. For 
the same reason the encryption can be switched on 
and off from the base stations without the user be-
ing aware of it.

Users can make their own decision to encrypt data 
or voice signals independently of network secu-
rity provisions. Properly encrypted data is incompre-
hensible to all but the authorised recipient, even if 
intercepted. Encryption software and hardware is 
widely available for practically all types of communi-

72 Directive on data protection in telecommunications (OJ L 
24 of 30.1.1998).

cations73. Special products can encrypt a telephone 
conversation or a fax transmission. E-mails can be 
encrypted using special software or software inte-
grated into a word processor or e-mail client. The 
problem for the users is that if they encrypt e-mail or 
voice communications the recipient must be able 
to understand it. Equipment or software must be in-
teroperable. They also need to know the decryption 
key, which means that there should be a mechanism 
to receive the key including proper authentication 
of the key. The cost of encryption in both money 
and effort is significant and users often lack informa-
tion about security risks and benefits and this makes 
it difficult for them to take the best decisions.

A commonly used secure system on the Internet 
is the “Secure Socket Layer” (SSL). SSL encrypts the 
communication between a web server and a user’s 
web browser. An inhibiting factor in the take-up of 
this technology, especially the strongest version 
(128 bit), has been the past restrictive export con-
trols of the US The US export control regime has 
been recently revised following the adoption of a 
more liberal Community regime for the control of 
exports of dual use items and technologies74. Statis-
tics indicate that the number of secure web servers 
in Europe lags far behind the US (see graph).

Operators, users and producers face the problem 
of competing and non-interoperable standards. For 
example in the secure e-mail field, two standards75 
are competing to become dominant. Europe’s influ-
ence here has been limited. The result is a profusion 
of non-European products that implement these 
standards and where access for European users 

73 See Commission Communication on “Ensuring security and 
trust in electronic communication”, 8 October 1997, COM 
(1997) 503 final.

74 Council Regulation (EC) N° 1334/2000 setting up a Com-
munity regime for the control of exports of dual use items 
and technologies (OJ L 159 of 30.06.2000).

75 S-MIME (secure multiple Internet mail extensions) and 
OpenPGP (Pretty Good Privacy) are both IETF (Internet 
Engineering Task Force) standards.
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depends on the export control policy of the United 
States. While there is concern in relation to the level 
of security offered by many of these products (c.f. 
Echelon76), some EU governments are considering 
the use of open source software to increase the lev-
el of confidence in encryption products. However, 
this is in the pilot stage77, not yet co-ordinated and 
market forces may simply be stronger than isolated 
government efforts. This issue can be addressed by 
conducting a comprehensive evaluation of both 
the commercial and open-source products.

2.2.2.  Unauthorised access into computers and 
computer networks

Unauthorised access to a computer or network of 
computers is usually done with malicious intent 
to copy, modify or destroy data. Technically this 
is called intrusion and can be done in many ways 
including exploiting inside information, diction-
ary attacks, brute force attacks (exploiting people’s 
tendency to use predictable passwords), social en-
gineering (exploiting people’s tendency to disclose 
information to seemingly trustworthy people) and 
password interception. It is often performed from 
within the organisations (inside attacks).

Potential damage - Some unauthorised intrusion 

76 The ECHELON system is allegedly used to intercept 
ordinary e-mail, fax, telex and telephone communications 
carried over the world’s telecommunications networks. See 
also the activities of the European Parliament Temporary 
Committee on Echelon at http://www.europarl.eu.int/ 
committees/echelon_home.htm

77 The German government is funding a project based on 
the OpenPGP standard and is called GNUPG (http://www.
gnupg.org).

is motivated by intellectual challenge rather than 
monetary gain. However, what began as a nuisance 
activity (often described as ‘hacking’) has highlight-
ed the vulnerabilities of information networks and 
motivated those with criminal or malicious intent 
to exploit these weaknesses. Protection against 
unauthorised access to their personal information, 
including their financial details, bank accounts and 
health information, is a right of individuals. For the 
public sector and industry, the threats range from 
economic espionage to the potential modification 
of internal or public data, including the corruption 
of web sites.

Potential solutions - The most common methods 
of protecting against unauthorised access are pass-
word controls and installation of firewalls. However, 
these give only limited protection and need to be 
complemented by other security controls which 
could include attack recognition, intrusion detec-
tion and application level controls (including those 
involving smart cards). The effectiveness of the 
controls is dependent on how their functionality 
matches the risks related to a specific environment. 
A balance must be achieved between network 
protection and the advantages of free access. Due 
to rapid changes and consequent new threats to 
networks there is a need for ongoing independent 
review of network security controls. Until users and 
providers are fully aware of the potential vulnerabil-
ity of their network, potential solutions will remain 
unexplored. An overview of the current use of secu-
rity products in the European Union is provided in 
the graph “Use Of Security Products” (statistics are 
based on a survey carried out in February 2001 in 
the context of the eEurope 2002 benchmarking ex-
ercise).

USE OF SECURITY PRODUCTS
(AS % OF EU-INTERNET USERS)
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2.2.3.  Network disruption

Networks are now largely digitised and control-
led by computers. In the past a common reason 
for network disruption was a failure in the compu-
ter system that controls the network and attacks 
on networks were mainly directed towards these 
computers. Nowadays, the most disrupting attacks 
tend to exploit the weaknesses and vulnerabilities of 
network components (operating systems, routers, 
switches, name servers, etc.).

Whilst disruptive attacks on the telephone system 
have not been a major concern in the past, attacks 
on the Internet are quite common. This is due to the 
fact that telephone control signals are separated 
from traffic and can be protected whereas the In-
ternet allows users to reach the key management 
computers. However, the telephone network may 
become more vulnerable in future as it will integrate 
key elements of the Internet and its control plan will 
be opened to others.

Attacks may take various forms:

• Name server attacks: The Internet depends 
on the operation of the Domain Name 
System (DNS) through which user-friendly 
names (e.g. europa.eu.int) are translated 
into abstract network addresses (e.g. IP n° 
147.67.36.16) and vice versa. If part of the DNS 
fails, some web sites cannot be located and 
email delivery systems may stop working. 
Corruption at the level of DNS root servers 
or other top level name servers could lead to 
widespread disruption. Earlier this year some 
vulnerabilities were discovered in the soft-
ware on which most name servers operate78.

• routing attacks: routing in the Internet is 
highly decentralised. Each router periodically 
informs neighbouring routers about which 
networks it knows and how to reach them. 
The weakness is that this information cannot 
be verified because, by design, each router’s 
knowledge of network topology is minimal. 
In consequence, any router can represent it-
self as a best path to any destination as a way 
of intercepting, blocking or modifying traffic 
to that destination.

• Flooding and denial of service attacks: These 
forms of attack disrupt the network by over-
loading it with artificial messages which deny 
or reduce legitimate access. It is similar to 

78 Source CERT/CC at http://www.cert.org/advisories/CA-
2001-02.html

fax machines being blocked by long and re-
peated messages. Flooding attacks attempt 
to overload web servers or the handling ca-
pacity of Internet Service Providers (ISPs) with 
automatically generated messages.

Potential damage - Interruptions have been damag-
ing for certain high-profile websites. Some studies 
have calculated several hundreds of millions of Euro 
of damage from a recent attack, in addition to the 
intangible damage to reputation. Increasingly com-
panies rely on the availability of their websites for 
their business and those companies that depend on 
it for ‘just in time’ supply are particularly vulnerable.

Potential solutions - Attacks on DNS servers are, in 
principle, easily dealt with by extending the DNS 
protocols, for example using secure DNS extensions 
based on public key cryptography. However, this 
involves installing new software on client machines 
and has not been widely deployed. Also, the ad-
ministrative process required to enhance the trust 
between DNS domains needs to become more ef-
fective.

Attacks on the routing system are much harder to 
defend. The Internet was designed to maximise 
flexibility in routing as this reduces the probability 
of service being lost if one part of the network in-
frastructure breaks down. No effective means exist 
to secure routing protocols, especially on backbone 
routers.

The volume of data transmitted does not allow for 
detailed filtering as such verification would bring the 
networks to a halt. For that reason only basic filtering 
and access control functions are performed by the 
networks, whereas more specific security functions 
(e.g. authentication, integrity, encryption) are placed 
at the boundaries of the networks i.e. on the termi-
nals and network servers that act as end points.

2.2.4.  Execution of malicious software that 
modifies or destroys data

Computers run with software. Software can unfortu-
nately also be used to disable a computer, to delete 
or modify data. As the above descriptions show, if 
such a computer is part of the network manage-
ment its malfunctioning can have far-reaching ef-
fects. A virus is one form of malicious software. It is a 
program that reproduces its own code by attaching 
itself to other programs in such a way that the virus 
code is executed when the infected computer pro-
gram is executed.
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There are various other types of malicious software: 
some damage only the computer on which they 
are copied and others spread themselves to other 
networked computers. For instance there are pro-
grammes (dramatically called ‘logic bombs’) that 
lie dormant until triggered by some event such 
as a specific date, - Friday the 13th - is often used. 
Other programmes appear to be benign but when 
opened release a malicious attack (therefore called 
‘Trojan Horses’). Other programmes (called ‘worms’) 
do not infect other programs as a virus will, but 
instead make copies of themselves, which con-
sequently create even more copies to eventually 
swamp the system.

Potential damage - viruses can be very destruc-
tive as illustrated by the high costs associated with 
some recent attacks (e.g. ‘I Love you’, ‘Melissa’ and 
‘Kournikova’). The chart “viruses” gives an overview 
of the increase of viruses EU Internet users have 
encountered between October 2000 and February 
2001 (by Member State). On average about 11 % of 
European Internet users have caught a virus on their 
home PC.

Potential solutions - The main defence is anti-virus 
software, which is available in various forms. For in-
stance virus scanners and disinfectors identify and 
delete known viruses. Their main shortcoming is 
that they will not easily pick up new viruses even 
when updated regularly. Another example of anti-
virus defence is an integrity checker. In order for a vi-
rus to infect a computer, it must change something 
on that system. The integrity check could identify 
these changes even when caused by unknown vi-
ruses.

Despite relatively well-developed defence products, 
problems with malicious software have increased. 

There are two main reasons. Firstly, the openness 
of the Internet allows attackers to learn from each 
other and develop methods to circumvent protec-
tion mechanisms. Secondly the Internet is growing 
and reaching more users, many of which a re una-
ware of the need to take precautionary measures. 
Security will depend on the extent to which defence 
software is used.

2.2.5.  Malicious misrepresentation

When establishing a network connection or receiv-
ing data the user makes assumptions on the iden-
tity of their interlocutor based on the context of the 
communication. The network offers certain indica-
tors but the greatest risk of attack comes from peo-
ple who know the context i.e. insiders. When users 
dial a number or type an Internet address into the 
computer they should reach the expected destina-
tion. This is sufficient for many applications, but not 
for key business, medical, financial or official interac-
tions which require a higher level of authentication, 
integrity and confidentiality.

Potential damage - Misrepresentation of people or 
entities can cause damage in various ways. Custom-
ers may download malicious software from a web-
site masquerading as a trusted source. They may re-
lease confidential information to the wrong person. 
There is the possibility of misrepresentation leading 
to repudiation of contracts etc. Perhaps the great-
est damage is the fact that lack of authentication is 
holding back potential business. Many studies have 
highlighted security worries as a principal reason 
for not doing business over the Internet. If people 
could be certain that their interlocutor is who they 
say they are, the level of confidence in Internet trans-
actions would increase.

VIRUSES
(% OF INTERNET USERS WITH PROBLEMS)

Source: Eurobarometer
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Potential solutions - Attempts to introduce authen-
tication into the networks linked to the introduction 
of SSL is already useful in ensuring a certain level of 
confidentiality. virtual Private Networks (vPN) use 
SSL and IPsec to enable communications to run 
over insecure Internet and open channels while 
maintaining a given security level. However, these 
solutions are limited in their usefulness as they are 
based on electronic certificates and there is no guar-
antee that these certificates are not forged. A third 
party, often referred to as ‘Certification Authority’ or 
in the e-signatures Directive79 a ‘Certification Service 
Provider’, can offer such assurance. The problem for 
widespread uptake of this solution is similar to that 
faced in encryption - the need for interoperability 
and key management. In a vPN this is not a problem 
as proprietary solutions can be developed but for 
public networks it is a major barrier.

The e-signature Directive enhances the legal basis 
to assure easier electronic authentication in the EU. 
It provides a framework where the market is free to 
develop, but which also provides incentives to de-
velop more secure signatures for legal recognition. 
The transposition of the Directive into national law is 
currently in process.

2.2.6. Environmental and unintentional events

Many security incidents are due to unforeseen and 
unintentional events caused by

• natural disasters (e.g. storms, floods, fires, 
earthquakes)

• third parties without any contractual rela-
tion with the operator or the user (e.g. inter-
ruption of service because of construction 
works)

• third parties with a contractual relation with 
the operator or the user (e.g. hardware or 
software failures in delivered components or 
programs)

• human error or poor management of the op-
erator (including the service provider) or the 
user (e.g. problems in network management, 
incorrect installation of software).

Potential damage: Natural disasters cause disruption 
in the availability of networks. Unfortunately it is dur-
ing such events that functioning communication 
lines are most needed. Hardware failures and poor 

79 Directive 1999/93/EC of 13 December 1999 establishing a 
common framework for electronic signatures (OJ L 13 of 
19.1.2000, p. 12).

software design can create vulnerabilities which 
cause immediate disruption or are exploited by at-
tackers. Poor management of network capacity can 
lead to congestion that slows down or disrupts the 
communication channels.

In this context, a crucial question is the distribution 
of liabilities amongst parties. In most cases the users 
will have no responsibility but may find themselves 
with little or no possibilities for liability claims.

Potential solution: The risks of environmental inci-
dents are known to telecommunication network 
operators and they have built redundancies and in-
frastructure protection into their networks. Increas-
ing competition could have an ambivalent impact 
on the behaviour of operators. On the one hand 
price considerations may drive operators to reduce 
these redundancies and on the other hand the ex-
istence of more operators in the market as a result of 
liberalisation enable users to switch to another op-
erator in case of unavailability (much like an air pas-
senger is switched to another air line when a flight 
is cancelled). However relevant Community law re-
quires that Member States take all necessary steps 
to ensure the availability of public networks in the 
event of catastrophic network breakdown or natural 
disasters (c.f. Interconnection Directive 97/33/EC80 
and voice telephony Directive 98/10/EC81). Overall, 
in this area, too little is known about the level of se-
curity as a result of the increasing number of inter-
connected networks.

Competition amongst hardware and software ven-
dors should exert pressure to improve the secu-
rity of their products. However competition is not 
strong enough to drive security investments and 
security is not always the key element in the buy-
ing decision. Security flaws are often discovered too 
late, when the damage has already been done. The 
preservation of fair competition behaviour in the 
markets for information technology will create bet-
ter security conditions.

The risk of human error and operating mistakes can 
be reduced by improved training and awareness 
raising. The establishment of an appropriate security 
policy at company level would help to reduce these 
risks.

2.3. New challenges

Network and information security is likely to be-

80 OJ L 199 of 26.07.1997.
81 OJ L 101 of 01.04.1998.
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come a key factor in the development of the infor-
mation society as networking plays a larger role in 
economic and social life. There are two main issues 
to consider: the increasing potential damage and 
new technological developments.

(i) Networks and information systems carry 
more and more sensitive data and eco-
nomic valuable information which will 
increase the incentive for attacks. These 
attacks can be low-level and inconsequen-
tial on a national scale - e.g. in the case of 
the defacement of a personal web site or 
the reformatting of a hard disk by a virus. 
However, the disruption can also be on a 
much more critical scale, up to the level of 
interference with highly sensitive commu-
nications, significant power cuts, or major 
loss of business through denial of service at-
tacks or confidentiality breaches. The exact 
extent of actual and potential damage due 
to breaches in network security is difficult 
to assess. There is no systematic reporting 
system and many companies prefer not to 
admit encountered attacks for fear of nega-
tive publicity. Thus the evidence that exists 
is mainly anecdotal. Costs involved consist 
not just of direct costs (loss of revenue, loss 
of valuable information, manpower costs 
to restore the network), but there are many 
intangible costs associated with attacks - 
particularly loss of reputation - which are 
difficult to assess.

(ii) Network and information security is a dy-
namic issue. The speed of technology 
change poses permanent new challenges, 
problems of yesterday disappear and to-
day’s solutions are meaningless. The market 
offers new applications, services and prod-
ucts on an almost daily basis. However, there 
are some developments which will clearly 
pose significant challenges to a private and 
public security policy:

• Different digital objects will be transmitted 
on the networks such as multimedia objects, 
downloadable software or mobile agents 
with incorporated security policies. The no-
tion of availability perceived today as the abil-
ity to use the networks will evolve in terms 
of authorised usage e.g. right to use a video 
game for a certain period, right to create a 
single copy of a software program, etc.

• In the future, operators of IP-networks may 
want to increase security by continually au-
diting the network traffic in order to only al-
low authorised traffic. Such measures howev-
er must be in accordance with relevant data 
protection rules.

• Users will switch to having ‘always-on’ Inter-
net connections, which widen the window 
of opportunity for attackers and create vul-
nerabilities for unprotected terminals, and 
make it easier for attackers to avoid detection.

• Home networks connecting a variety of ap-
pliances will be widely introduced, opening 
up new avenues of attack and increasing 
user vulnerability (for example alarms could 
be turned off remotely).

• Large-scale introduction of wireless networks 
(e.g. wireless local loop, wireless local area 
networks, third generation mobile) will bring 
the challenge of effectively encrypting data 
transmitted over radio signals. It will therefore 
be increasingly problematic to require by law 
weak encryption of those signals.

• Networks and information systems will be 
everywhere, combining fixed and wireless 
and offering ‘ambient intelligence’, i.e. self-
organisational functions that run automati-
cally and make decisions formerly taken by 
the user. The challenge will be to avoid unac-
ceptable vulnerabilities and integrate secu-
rity into the architectures.

3. a EUROPEaN POLICY aPPROaCH

3.1. Rationale for public policy

Protecting communication networks is increasingly 
considered as a priority for policy makers mainly 
because of data protection, ensuring a functioning 
economy, national security, and the wish to promote 
e-commerce. This has led to a substantial body of 
legal safeguards in EU Directives on data protection 
and in the EU regulatory framework for telecom-
munications (as demonstrated in section 3.6). These 
measures however have to be applied in a rapidly 
changing environment of new technologies, com-
petitive markets, convergence of networks, and glo-
balisation. These challenges are compounded by 
the fact that the market will tend to under invest in 
security for reasons analysed below.

Network and information security is a commodity 
bought and sold on the market and part of the con-
tractual agreements between parties. The market for 
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security products has grown substantially over the 
past few years. According to some studies the mar-
ket for Internet security software was worth around 
$4.4 billion worldwide at the end of 199982 and will 
grow 23 % per annum to reach $ 8.3 billion in 2004. 
In Europe, the electronic communication security 
market is forecast to grow from $465 million in 2000 
to $5.3 billion in 200683, with the security market for 
information technologies growing from $490 mil-
lion in 1999 to $2.74 billion in 200684.

The implicit assumption usually made is that the 
price mechanism will balance the costs of providing 
security with the specific need for security. Certain 
users will request high security whilst others will be 
satisfied with a lower level of assurance - although 
the State may provide for a minimum level of securi-
ty. Their preferences would be reflected in the price 
they are willing to pay for security features. How-
ever - as shown by the analysis of section 2 - many 
security risks remain unsolved or solutions are slow 
coming to the market as a result of certain market 
imperfections:

(i) Social costs and benefits: Investment in im-
proved network security generates social 
costs and benefits which are not adequately 
reflected in market prices. On the cost side, 
market actors are not responsible for all the 
liabilities related to their security behaviour. 
Users and providers with low levels of secu-
rity do not have to pay third party liability. 
This is like a careless car driver who is not 
held liable for the costs of the traffic jam that 
occurred as a result of his accident. Similarly, 
on the Internet several attacks have been 
mounted through the ill-protected ma-
chines of relatively careless users. Security 
benefits are also not fully reflected in market 
prices. When operators, suppliers, or service 
providers improve the security of their prod-
ucts a good deal of the benefits of this in-
vestment accrue not only to their customers 
but to all those directly or indirectly affected 
by electronic communication - basically the 
whole economy.

(ii) Asymmetry of information: Networks are 

82 IDC : Internet security market forecast and analysis, 2000-
2004 Report W23056 - October 2000

83 Frost&Sullivan : The European Internet communication 
security markets, report 3717 - November 2000

84 Frost&Sullivan : The European Internet system security 
markets, report 3847 - July 2000

becoming increasingly complex and are 
reaching a wider market that includes many 
users with little understanding of the tech-
nology or its potential dangers. This means 
users will not be fully aware of all the security 
risks and many operators, vendors, or serv-
ice providers have difficulties assessing the 
existence and widespread of vulnerabilities. 
Many new services, applications and soft-
ware offer attractive features but often these 
are the source of new vulnerabilities (e.g. 
the world wide web’s success is partly due 
to the range of multimedia applications that 
can be easily downloaded but these ‘plug-
ins’ are also an entry point for attacks). Whilst 
the benefits are visible, the risks are not and 
there are more incentives for suppliers to of-
fer new features than greater security.

(iii) The public action problem: Operators are 
increasingly adopting the Internet stand-
ards or somehow linking their networks to 
the Internet. However, the Internet was not 
designed with security in mind but on the 
contrary was developed to ensure access to 
information and to facilitate its exchange. 
This has been the basis for its success. The 
Internet has become a global network of 
networks of unparalleled richness and di-
versity. Investment in security often only 
pays off if enough people do the same. Thus 
co-operation to create security solutions is 
required. But co-operation only works if a 
critical mass of players participates which 
is difficult to achieve as there are ‘free-rider’ 
profits to be made. Interoperability between 
products and services will allow for compe-
tition between security solutions. However 
there are substantial co-ordination costs in-
volved as global solutions might be required 
and some players are tempted to impose a 
proprietary solution on the market. As a 
multitude of products and services still uses 
proprietary solutions there is no advantage 
to using secure standards which only give 
extra security if everyone else offers them.

As a result of these imperfections the telecommuni-
cations and data protection framework already pro-
vides for legal obligations for operators and service 
providers to ensure a certain level of security in com-
munication and information systems. The rationale 
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for a European policy on network and information 
security can be described as follows. Firstly, the legal 
provisions at EU level need to be applied effectively 
which requires a common understanding of the 
underlying security issues and the specific measures 
to be taken. The legal framework will also need to 
evolve in the future as already can be seen by the 
proposed new regulatory framework for electronic 
communications or the forthcoming proposals 
linked to the cyber-crime discussion. Secondly, cer-
tain market imperfections lead to the conclusion 
that market forces do not drive sufficient investment 
into security technology or security practice. Policy 
measures can reinforce the market process and at 
the same time improve the functioning of the legal 
framework. Finally, communications and informa-
tion services are offered across borders. Therefore, 
a European policy approach is needed to ensure 
the Internal Market for such services, to benefit from 
common solutions, and to be able to act effectively 
on global level.

The proposed policy measures with regard to net-
work and information security have to be seen not 
only in the context of the existing telecommuni-
cations and data protection legislation but also in 
relation to the more recent cyber-crime policies. 
The Commission has recently published a Commu-
nication on cyber-crime85 which foresees, amongst 
other initiatives, the setting up of an EU Forum on 
cybercrime with the aim of enhancing mutual un-
derstanding and co-operation at EU level between 
all interested parties. A network and information 
security policy will provide the missing link in this 
policy framework. The diagram below shows these 
three policy areas and illustrates with a few exam-
ples how they are interrelated: 

85 Creating a safer society by improving the security of infor-
mation infrastructures and combating computer related 
crime, COM (2000) 890, http://europa.eu.int/ISPO/eif/inter-
netPoliciesSite/Crime/crime1.html

3.2. Awareness raising

Too many users (private/public) are still not aware 
of the possible threats they encounter when using 
communication networks or of the solutions that 
already exist to tackle them. Security issues are com-
plex and risks are often difficult, even for experts, 
to assess. Lack of information is one of the market 
imperfections that security policy should address. 
There is a risk that some users, alarmed by the many 
reports of security threats, simply choose to avoid 
e-commerce altogether. Others who are either 
uninformed or underestimate the risk may be too 
careless. Some companies may have an interest in 
underplaying potential risks, for fear of losing cus-
tomers.

Paradoxically there is a huge amount of information 
on network and information security available on 
the Internet and computer magazines cover this is-
sue quite extensively. The problem for users is to find 
appropriate information that is understandable, up-
to-date and responds to their particular needs. The 
automobile industry gives a good example of how 
complex safety specifications can be transformed 
into a key marketing feature. Finally, the service pro-
viders of a publicly available telecommunications 
service are obliged under EU law to inform their 
subscribers concerning particular risks of a breach of 
security of the network and any possible remedies, 
including the costs involved (c.f. article 4 of Directive 
97/66/EC).

The aim of an awareness raising initiative for citizens, 
administrations and businesses is therefore to pro-
vide accessible, independent and reliable informa-
tion on network and information security. An open 
discussion on security is needed. Once awareness is 
assured people are free to make their own choices 
on the level of protection that they are comfortable 
with.

Proposed actions:

• Member States should launch a public in-
formation and education campaign and 
ongoing work needs to be upgraded. This 
should comprise a mass media campaign 
and action targeted at all stakeholders. A 
well-designed and effective information 
campaign is not cheap. Developing content 
that describes risk without unnecessarily 
alarming people and without encouraging 
potential hackers requires careful planning. 
 
The European Commission will facilitate 
an exchange of best practice and ensure a 
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certain level of co-ordination of the various 
national information campaigns at EU level, 
in particular as regards the substance of infor-
mation to be provided. One element of this 
action would be a portal for web sites both 
at national and European level. Linking these 
portals to trusted web sites from internation-
al partners could also be envisaged.

• Member States should promote the use of 
best practice in security, based on existing 
measures such as ISO/IEC 17799 (code of 
practice for information security manage-
ment www.iso.ch). Small and medium sized 
companies should be particularly targeted. 
The Commission will support Member States 
in their efforts.

• Education systems in Member States should 
give more emphasis on courses focused on 
security. The development of educational 
programs at all levels, for example training on 
the security risks of open networks and effec-
tive solutions should be encouraged to be-
come part of computer education in schools. 
 
Teachers need in turn to learn about security 
in their own training programmes. The Euro-
pean Commission is supporting the develop-
ment of new modules for the curricula in the 
context of its research programme

3.3. A European Warning and Information 
System

Even when users are aware of security risks they will 
still need to be alerted to new threats. Malicious at-
tackers will almost inevitably find new vulnerabili-
ties to circumvent state-of-the art protection. The 
industry is permanently developing new software 
applications and services, offering better quality of 
services, making the Internet more attractive, but in 
the process unintentionally opening up new vulner-
abilities and risks.

Even experienced network engineers and security 
experts are often surprised by the novelty of some 
attacks. Therefore an early warning system is needed 
that can rapidly alert all users, together with a source 
of quick and trustworthy advice on how to tackle at-
tacks. Business also needs a confidential mechanism 
to report attacks without risking to loose public con-
fidence. This needs to be complemented by a more 
extensive forward-looking security analysis, bring-
ingtogether evidence and assessing the risks with 
the benefit of a broader view.

Much work is done in this area by public and private 
“Computer Emergency response Teams” (CErTs) or 
similar entities. For instance Belgium has established 
a virus alert system allowing Belgian citizens to be 
informed of virus threats within two hours. However 
CErTs operate differently in each Member State 
making co-operation complex. The existing CErTs 
are not always well equipped and their tasks are of-
ten not clearly defined. World-wide co-ordination is 
done through CErT/CC, which is part-funded by the 
US government and CErTs in Europe are depend-
ent on the information release policy of CErT/CC 
and others.

As a result of these complexities European co-oper-
ation has so far been limited. Co-operation is essen-
tial to ensure early warning throughout the Union 
through the instantaneous exchange of information 
on the first signs of attack in one country. Therefore 
co-operation with the CErT system within the Eu-
ropean Union should be strengthened as a matter 
of urgency. A first action aiming at strengthening 
the public/private co-operation on dependability of 
information infrastructures (including the develop-
ment of early warning systems) and improving co-
operation amongst CErTS has been agreed in the 
context of the eEurope action plan.

Proposed actions:

• Member States should review their CErT 
system with a view to strengthening the 
equipment and competence of existing 
CErTS. In support of national efforts the Eu-
ropean Commission will develop a concrete 
proposal to strengthen co-operation within 
the European Union. This will include project 
proposals in the framework of the TEN Tel-
ecom program to ensure effective network-
ing and the establishment of accompanying 
measures in the IST programme to facilitate 
exchange of information.

• Once the CErT network is established at EU-
level it should be connected to similar institu-
tions world wide, for example the proposed 
G8 incident reporting system.

• The Commission proposes to examine with 
Member States how to best organise at Euro-
pean level data collection, analysis and plan-
ning of forward-looking responses to existing 
and emerging security threats. The organisa-
tional nature of a possible structure is a mat-
ter of discussion with the Member States.
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3.4. Technology support

Investment in network and information security so-
lutions is currently sub-optimal. This is the case both 
in terms of technology uptake and research into 
new solutions. In a context where emerging new 
technologies inevitably bring with them new risks, 
on-going research is vital.

Network and information security is already includ-
ed in the Information Society Technologies (IST) 
Programme of the EU’s 5th Framework research 
Programme (representing EUr3.6 billion over four 
years), with approximately EUr30 million to be spent 
in collaborative research on security related technol-
ogies in 2001/2002.

research at technical level on cryptography is well 
advanced in Europe. The Belgian algorithm called 
‘rijndael’ won the Advanced Encryption Standard 
competition organised by the US standardisation 
institute (NIST). The NESSIE (New European Schemes 
for Signature, Integrity and Encryption) IST-project 
has launched an enlarged competition on encryp-
tion algorithms fulfilling the requirements of new 
multimedia applications, mobile commerce and 
smart cards.

Proposed actions:

• The Commission is proposing to include 
security in the future 6th Framework pro-
gramme, which is currently under discussion 
in Council and Parliament. For this spend-
ing to be optimal, it should be linked to a 
broader strategy for improved network and 
information security. research supported by 
this program should address the key security 
challenges posed by the “all-digital” world 
and by the need to secure the rights of in-
dividuals and communities. It will focus on 
basic security mechanisms and their inter-
operability, dynamic security processes, ad-
vanced cryptography, privacy enhancement 
technologies, technologies to handle digital 
assets and technologies for dependability to 
support business and organisational func-
tions in dynamic and mobile systems.

• Member States should actively promote the 
use of ‘pluggable’86 strong encryption prod-
ucts. Security solutions based on ‘plug in en-
cryption’ must be available as an alternative 

86 ‘Pluggable’ means that an encryption software commodity 
can be easily installed and made fully operational on top of 
operating systems.

to those embedded in operating systems.

3.5. Support for market oriented 
standardisation and certification

For security-enhancing solutions to be effective 
they have to be commonly implemented by rel-
evant market players and preferably based on open 
international standards. One of the main barriers to 
the uptake of many security solutions, for instance 
electronic signatures, has been the lack of interop-
erability between different implementations. If two 
users wish to communicate securely across different 
environments interoperability must be ensured. The 
use of standardised protocols and interfaces should 
be encouraged, including the application of con-
formity testing as well as “interoperability” events. 
Open standards, preferably based on open source 
software may contribute to faster fault repair as well 
as greater transparency.

Also, information security evaluation contributes to 
the users’ trust and confidence. The use of common 
criteria has facilitated mutual recognition as a meth-
od for evaluation in many countries87 and these 
countries have also entered into an arrangement 
with the US and Canada for mutual recognition for 
IT security certificates.

Certification of business processes and information 
security management systems is supported by the 
European co-operation for accreditation (EA)88. Ac-
creditation of certification bodies enhances con-
fidence in their competence and impartiality, thus 
promoting the acceptance of their certificates 
throughout the Internal Market.

In addition to certification, interoperability tests 
should also be carried out. An example of this ap-
proach is the European Electronic Signatures Stand-
ardisation Initiative (EESSI), which is developing con-
sensus solutions in support of the EU directive on 
electronic signatures. Other examples are the smart 
card initiative in eEurope and the Public Key Infra-
structure (PKI) implementation initiatives launched 
within the Interchange of Data between Adminis-
tration program (IDA).

There is no lack of standardisation efforts but a great 
number of competing standards and specifica-
tions that lead to fragmentation of the market and 

87 Council Recommendation 95/144/EC on common informa-
tion technology security evaluation criteria (implemented 
in the majority of EU Member States).

88 European co-operation for Accreditation between accredi-
tation bodies from 25 EU, EFTA and candidate countries.
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to non-interoperable solutions. Therefore current 
standardisation and certification activities need bet-
ter co-ordination also to keep pace with the intro-
duction of new security solutions. Harmonisation of 
specifications will lead to increased interoperability 
at the same time enabling swift implementation by 
market players.

Proposed actions:

• European standardisation organisations are 
invited to accelerate the work on interoper-
able and secure products and services within 
an ambitious and fixed timetable. Where 
necessary new forms of deliverables and pro-
cedures should be followed in order to speed 
up the work and to strengthen the co-oper-
ation with consumer representatives and the 
commitment from market players.

• The Commission will continue to support, 
notably through the IST and IDA programs, 
the use of electronic signatures, the imple-
mentation of user friendly interoperable PKI 
solutions and the further deployment of IPv6 
and IPSec89 (as provided for in the eEurope 
2002 Action Plan).

• Member States are invited to promote the 
use of certification and accreditation proce-
dures on generally accepted European and 
international standards favouring mutual 
recognition of certificates. The Commission 
will assess the need for a legal initiative on 
the mutual recognition of certificates before 
the end of 2001.

• European market players are encouraged to 
participate more actively in European (CEN, 
Cenelec, ETSI) and international standardi-
sation activities (Internet Engineering Task 
Force (IETF) , World Wide Web Consortium 
(W3C)).

• Member States should review all relevant 
security standards. Competitions could be 
organised together with the Commission, 
for European encryption and security solu-
tions with a view to stimulate internationally 
agreed standards.

89 IPv6 is an Internet protocol increasing the number of possi-
ble IP addresses, optimising the traffic routing of messages 
and enhancing the possibilities to deploy IPSec. IPSec is 
another Inernet protocol aiming to provide confidential-
ity, to prevent packets from being viewed except by the 
receiving host and to provide authentication and integrity 
to guarantee that the data in the packet is authentic and 
from the correct sender.

3.6. Legal Framework

There are several legal texts influencing security in 
communication networks and information systems 
of which the regulatory framework for telecommu-
nications is the most comprehensive. Because of the 
convergence of networks, security issues are now 
bringing together regulation and regulatory tradi-
tions from various sectors. These include telecom-
munications (encompassing all communication 
networks) which is being regulated and deregulat-
ed at the same time, the largely unregulated com-
puter industry90, the Internet which has functioned 
mainly on the basis of a ‘hands off ’ approach and 
e-commerce which is increasingly subject to spe-
cific regulation. In relation to security, provisions re-
garding third-party liability, cyber-crime, electronic 
signatures, data protection and export regulations 
are relevant. Of these various provisions the data 
protection directives, the regulatory framework for 
telecommunications, and several legal initiatives in 
the context of the cyber-crime Communication are 
of particular relevance.

Protection of privacy is a key policy objective in the 
European Union. It was recognised as a basic right 
under Article 8 of the European Convention on hu-
man rights91. Articles 7 and 8 of the Charter of Fun-
damental rights of the European Union92 also pro-
vide the right to respect for family and private life, 
home and communications and personal data.

The Data Protection Directives93 and more particu-
larly article 5 of the Telecommunications Data Pro-
tection Directive94 oblige Member States to ensure 
the confidentiality in public telecommunications 
networks, as well as publicly available telecommu-
nication services. In addition, and in order to put 
article 5 into practice, under article 4 of the same Di-
rective providers of public services and networks are 
required to take appropriate technical and organi-

90 There are security requirements regarding electrical com-
ponents of a computer, but no requirements as to security 
of data handled by a computer.

91 http://europa.eu.int/comm/internal_market/en/media/
dataprot/inter/con10881.htm#HD_NM_15

92 OJ C 364 of 18.12.2000, www.ue.eu.int/df/docs/en/CarteEN.
pdf

93 Directives 95/46/EC (OJ L281 of 23.11.1995) and 97/66/EC 
(OJ L24 of 30.1.1998) http://europa.eu.int/ISPO/infosoc/
telecompolicy/en/9766en.pdf

94 ‘Member States shall ensure via national regulations the 
confidentiality of communications by means of a public 
telecommunication network and publicly available tele-
communication services. In particular, they shall prohibit 
listening, tapping, storage or other kinds of interception 
or surveillance of communications, by others than users, 
without the consent of the users concerned, except when 
legally authorised, in accordance with article 14 (1)’.
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sational measures to safeguard the security of their 
services. In further accordance with the article, these 
measures must ensure a level of security that is ap-
propriate to the risk presented, in view of the state 
of the art and the cost of their implementation. This 
means all network operators have a legal obligation 
to protect communications against unlawful inter-
ception. The pan-European nature of services and 
greater transborder competition will call for more 
harmonisation of these provisions.

The general Data Protection Directive 95/46/EC 
requires in article 17 controllers and processors to 
take measures to ensure a level of security appropri-
ate to the risks represented by the processing and 
the nature of the data to be protected in particular 
if the processing involves the transmission of data 
over a network. They must implement appropriate 
technical and organisational measures against ac-
cidental or unlawful destruction or accidental loss, 
alteration, unauthorised disclosure or access, in 
particular where the processing involves the trans-
mission of data over a network, and against all other 
unlawful forms of processing.. These provisions have 
implications for security requirements on networks 
and information systems used by those persons 
and organisations for instance e-commerce service 
providers. The pan-European nature of services and 
greater trans-border competition lead to increasing 
need for specification of the means to put in place in 
order to comply with these provisions.

The EU framework for telecommunications services 
contains several provisions with respect to ‘security 
of network operations’ (meaning availability of net-
works in case of emergency) and ‘network integrity’ 
(meaning ensuring normal operation of intercon-
nected networks)95. The Commission proposed a 
new regulatory framework for electronic commu-
nication services in July 2000 (which is currently 
subject to the co-decision procedure and, there-
fore, discussed in the European Parliament and in 
the Council). The Commission proposals restate in 
essence - though with modifications - the existing 
provisions as regards network security and integrity.

The existing legal framework does, therefore, be-
sides covering the specific topics addressed in 
each legal text, also concern certain aspects of net-
works and information systems as addressed by the 
present communication.

The cyber-crime Communication has triggered a 

95 Commission Liberalisation Directive 90/388/EC, Intercon-
nection Directive 97/33/EC, Voice Telephony Directive 
98/10/EC.

debate in the European Union on how to react to 
criminal activities that use computers and electronic 
networks. Discussions will continue between all in-
terested parties in the framework of the EU Forum to 
be set up shortly as announced in the Commission 
Communication on cyber-crime. Member States’ 
criminal laws should cover unauthorised access to 
computer networks including the violation of per-
sonal data security. At present, there is no approxi-
mation of criminal law at the level of the European 
Union in this area. This can lead to problems inves-
tigating these offences and fails to provide a strong 
deterrent to those contemplating hacking or similar 
attacks. Approximation of criminal laws against in-
trusion into computer networks is also important 
to facilitate judicial co-operation between Member 
States.

The legitimate concerns about cyber-crime neces-
sitate effective law enforcement investigations. 
However these legal concerns should not create 
solutions where legal requirements lead to weaken-
ing the security of communication and information 
systems.

Proposed actions:

• A common understanding of the legal impli-
cations of security in electronic communica-
tions is required. For this purpose the Com-
mission will set up an inventory of national 
measures that have been taken in accord-
ance with relevant Community law.

• Member States and the Commission should 
continue to support free circulation of en-
cryption products and services through clos-
er harmonisation of administrative export 
procedures and further relaxation of export 
controls.

• The Commission will propose a legislative 
measure under Title vI of the Treaty on the 
European Union to approximate national 
criminal laws relating to attacks against com-
puter systems, including hacking and denial 
of service attacks. .

3.7. Security in government use

The eEurope 2002 Action Plan aims to encourage 
more effective and efficient interaction between 
citizens and the public administration. As much of 
the information exchanged between citizens and 
the administration is of a personal or confidential 
nature (medical, financial, legal etc.), security is vital 
to ensuring successful uptake. Furthermore, the de-
velopment of e-government makes public adminis-
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trations both potential exemplars in demonstrating 
effective secure solutions and market actors with 
the ability to influence developments through their 
procurement decisions.

The issue for public administrations is not just to 
procure information and communication technol-
ogy systems with security requirements but to de-
velop a culture of security in the organisation. This 
can be accomplished through the establishment 
of ‘organisational security policies’ tailored to the 
needs of the institution.

Proposed actions:

• Member States should incorporate effective 
and interoperable information security solu-
tions as a basic requirement in their e-gov-
ernment and e-procurement activities.

• Member States should introduce electronic 
signatures when offering online public serv-
ices

• In the framework of the e-Commission, the 
Commission will take a series of measures to 
strengthen the security requirements in its 
information and communications systems.

3.8. International co-operation

Just as the communications using the networks eas-
ily cross borders in a fraction of a second, so do the 
associated security problems. The network is only as 
secure as the weakest link and Europe cannot iso-
late itself from the rest of the global network. Con-
sequently addressing security issues require interna-
tional co-operation.

The European Commission is already contributing 
to the work of international fora such as G8, OECD, 
UN. The private sector is dealing with security issues 
in their organisations such as the Global Business 
Dialogue (www.GBDe.org) or the Global Internet 
Project (www.GIP.org). A continuing dialogue be-
tween these organisations will be essential for glo-
bal security.

Proposed action:

• The Commission will reinforce the dialogue 
with international organisations and partners 
on network security, and in particular on the 
increasing dependability on electronic net-
works.

4. NExT STEPS

This Communication provides the strategic out-
line for action in this area. It is only a first step and 
not yet a definitive action plan for network security 
in Europe. However it already makes suggestions 
for actions in order to establish a framework for a 
common European approach. The next stage is 
for the framework and the proposed actions to be 
discussed by Member States and the European Par-
liament. The Göteborg European Council on 15/16 
June may give orientations for the way ahead.

The Commission proposes to launch a thorough 
discussion with industry, users and data protection 
authorities on the practical details of implement-
ing the actions proposed. Comments can be sent 
to eeurope@cec.eu.int by the end of August 2001. 
Therefore this Communication is an invitation for 
comments from interested parties with a view to es-
tablishing a final concrete set of actions. This could 
take the form of a roadmap to be developed by the 
end of 2001.
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Council Resolution of 
28 January 2002 on a 
common approach and 
specific actions in the 
area of network and 
information security
THE COUNCIL OF THE EUrOPEAN UNION,

rESPONDING TO

the Conclusions of the Stockholm European Council 
of 23 and 24 March 2001 that the Council together 
with the Commision will develop a comprehensive 
strategy on security of electronic networks including 
practical implementing action,

rECALLING

1. the resolution of the Council of 30 May 2001 - 
eEurope Action Plan: Information and Network 
Security;

2. the Communication from the Commission to 
the Council, the European Parliament, the Euro-
pean Economic and Social Committee and the 
Committee of the regions - Network and Infor-
mation Security: Proposal for a European Policy 
Approach;

3. the Communication from the Commission to 
the Council and the European Parliament - eEu-
rope 2002: Impact and priorities;

4. the eEurope 2002 Action Plan endorsed by the 
Feira European Council of 19 and 20 June 2000;

5. Council recommendation 95/144/EC of 7 April 
1995 on common information technology se-
curity evaluation criteria(1);

6. the Council recommandation of 25 June 2001 
on contact points maintaining a 24-hour service 
for combating high-tech crime(2);

7. the Communication from the Commission on 
creating a safer society by improving the secu-
rity of information infrastructures and combat-
ing computer related crime;

8. regulation (EC) No 45/2001 of the European 
Parliament and of the Council of 18 December 
2000 on the protection of individuals with re-
gard to the processing of personal data by the 
Community institutions and bodies and on the 
free movement of such data(3);

9. Directive 95/46/EC of the European Parliament 
and of the Council of 24 October 1995 on the 
protection of individuals with regard to the 
processing of personal data and on the free 
meovement of such data(4);

10. Directive 97/33/EC of the European Parliament 
and of the Council of 30 June 1992 on intercon-
nection with telecommunications with regard 
to ensuring universal service and interoperabil-
ity through application of the principles of open 
network provision (ONP)(5);

11. Directive 97/66/EC of the European Parliament 
and of the Council of 15 December 1997 con-
cerning the processing of personal data and 
the protection of privacy in the telecommuni-
cations sector(6);

12. Directive 98/10/EC of the European Parliament 
and of the Council of 26 February 1998 on the 
application of open network provision (ONP) 
to voice telephony and on universal service for 
telecommunications in a competitive environ-
ment(7);

13. Directive 1999/93/EC of the European Parlia-
ment and of the Council of 13 December 1999 
on a Community framework for electronic sig-
natures(8);

WHErEAS:

(1) Networks and communication systems have 
become a key factor in economic and social 
development and their availability and integ-
rity is crucial to essential infrastructures, as well 
as to most public and private services and the 
economy as a whole.

(2) In the light of the increasingly important role 
played in the economy by electronic services, 
the security of networks and information sys-
tems is of growing public interest.

(3) The security of transactions and data has be-
come essential for the supply of electronic serv-
ices, including e-commerce and online public 
services, and low confidence in security could 
slow down the widespread introduction of 
such services.

(4) There is a need for individuals, businesses, ad-
ministrations, and other organisations to pro-
tect their own information, data and communi-
cation systems by deploying effective security 
technologies, where appropriate.

(5) The private sector, acting in a competitive mar-
ket environment, and through its capacity to in-
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novate offers a variety of solutions adapted to 
genuine market needs.

(6) The complex nature of network and informa-
tion security means that in developing policy 
measures in this field, public authorities must 
take into account a range of political, economic, 
organisational and technical aspects, and be 
aware of the decentralised and global character 
of communication networks.

(7) Policy measures can be more effective if they 
are part of a European approach, respect the ef-
fective functioning of the Internal Market, build 
on increased cooperation between Member 
States and internationally, and support innova-
tion and the ability of European enterprises to 
compete at global level.

(8) A substantial body of legislation relevant to 
network and information security is already in 
place, notably as part of the Union’s legal frame-
work for telecommunications, electronic com-
merce and electronic signatures.

(9) There are legal requirements imposed on pro-
viders of telecommunications services to take 
appropriate technical and organisational meas-
ures to safeguard the security of their services; 
these measures shall ensure a level of security 
appropriate to the risk represented.

(10) The international standard ISO-15408 (Com-
mon criteria) has become a recognised system 
for defining security requirements for computer 
and network products and evaluating whether 
a particular product meets those requirements.

(11) The international standard ISO-17799 (Informa-
tion technology - Code of practice for informa-
tion security management) and similar national 
guidelines are becoming recognised practice 
for security management in private and public 
organisations.

(12) Internet infrastructure should permit a high de-
gree of access to networks and services, and be 
managed and operated in a robust and secure 
manner, e.g. by the adoption of open standards 
and internet security protocols;

CONSIDErING, in line with Council resolution of 30 
May 2001 on the “eEurope Action Plan: Information 
and Network Security”, that network and informa-
tion security is about

• ensuring the availability of services and data,

• preventing the disruption and unauthorised 
interception of communications,

• confirmation that data which has been sent, 
received or stored are complete and un-
changed,

• securing the confidentiality of data,

• protection of information systems against 
unauthorised access,

• protecting against attacks involving mali-
cious software,

• securing dependable authentication;

THErEFOrE ASKS THE MEMBEr STATES

1. by the end of 2002 to launch or strengthen 
information and education campaigns to in-
crease awareness of network and information 
security; to specifically target such actions at 
business, private users and public administra-
tions; to develop such awareness raising actions 
closely with the private sector, including inter 
alia internet service providers, and to encourage 
private sector-led initiatives;

2. to promote best practices in information secu-
rity management notably in small and medium 
sized enterprises based, where appropriate, on 
internationally recognised standards;

3. by the end of 2002 to strengthen or promote 
the importance of security concepts as part of 
computer education and training;

4. by mid 2002 to review the effectiveness of na-
tional arrangements regarding computer ener-
gency response, which could include virus alert 
systems, with a view to strengthening, where 
necessary, their ability to prevent, detect, and 
react efficiently at national and international 
level against network and information systems 
disruption and attack;

5. to promote the use of the common criteria 
standard (ISO-15408) and to facilitate mutual 
recognition of related certificates;

6. by the end of 2002 to take significant steps to-
wards effective and interoperable security so-
lutions based on recognised standards where 
possible - which could include open source 
software - in their e-govemment and e-pro-
curement activities, and towards the introduc-
tion of electronic signatures to allow those pub-
lic services that require strong authentication 
also to be offered on-line;

7. where they choose to introduce electronic and 
biometrics identification systems for public or 
official use, to cooperate where appropriate on 
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technological developments and to examine 
any possible interoperability requirements;

8. with a view to facilitating Community and inter-
national cooperation, to exchange information 
with each other and with the Commission on 
the bodies primarily responsible within their 
territory for network and information security 
matters;

WELCOMES THE INTENTION OF THE COMMISSION

1. in 2002 to facilitate an exchange of best prac-
tice regarding awareness-raising actions and to 
draw up an initial inventory of the various na-
tional information campaigns;

2. in 2002 to make proposals to reinforce the 
Community’s dialogue and cooperation with 
international organisations and partners on net-
work security, in particular on the implications 
of the increasing dependency on electronic 
communication networks; and in this context 
to propose, by the end of 2002, a strategy for a 
more stable and secure operation of the Inter-
net infrastructure;

3. by the end of 2002 to propose adequate meas-
ures to promote the ISO 15408 (Common Cri-
teria) standard, to facilitate mutual recognition 
of certificates, and to improve the process by 
which products are evaluated, i.e. by develop-
ing adequate protection profiles;

4. by the end of 2002 to prepare a report on tech-
nologies and applications of electronic and bio-
metric authentication of identity with a view to 
improving the effectiveness of such systems, in 
particular through interoperability;

5. by mid 2002 to make proposals - after consul-
tation with the Member States and the private 
sector - for the establishment of a cyber-security 
task force to build on national efforts to both 
enhance network and information security and 
to enhance Member States’ ability, individually 
and collectively, to respond to major network 
and information security problems;

6. by the end of 2002, to explore, in collabora-
tion with Member States, the possible options 
for mechanisms by which Member States and 
the Commission can exchange information and 
experience on their achievement of the objec-
tives of this resolution, taking into account the 
cross-pillar dimension of network and informa-
tion security, and to explore how the private 
sector can be best involved in this exchange of 
information and experience;

WELCOMES the increased focus of European re-
search activities on security matters;

STrESSES the need for more research activities, in 
particular on security mechanisms and their inter-
operability, network reliability and protection, ad-
vanced cryptography, privacy enhancement tech-
nologies and security in wireless communications;

CALLS UPON

• suppliers and service providers to strengthen 
security as an integral and essential part of 
their products and services;

• the European private sector suppliers and 
service providers and their representative 
groupings to participate more actively in 
international standardisation activities and 
organise themselves into appropriate fora to 
contribute to the objectives of this resolution.

[1] OJ L 93, 26.4.1995, p. 27.

[2] OJ C 187, 3.7.2001, p. 5.

[3] OJ L 8, 12.1.2001, p. 1.

[4] OJ L 281, 23.11.1995, p. 31.

[5] OJ L 199, 26.7.1997, p. 32.

[6] OJ L 24, 30.1.1998, p. 1.

[7] OJ L 101, 1.4.1998, p. 24.

[8] OJ L 13, 19.1.2000, p. 12.
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Directive 2002/19/EC of 
the European Parliament 
and of the Council of 7 
March 2002 on access 
to, and interconnection 
of, electronic 
communications 
networks and associated 
facilities (Access Directive)
THE EUrOPEAN PArLIAMENT AND THE COUNCIL OF 
THE EUrOPEAN UNION,

Having regard to the Treaty establishing the Europe-
an Community, and in particular Article 95 thereof,

Having regard to the proposal from the Commis-
sion(1),

Having regard to the opinion of the Economic and 
Social Committee(2),

Acting in accordance with the procedure laid down 
in Article 251 of the Treaty(3), ELECTRONIC COMMUNICA-
TIONS

Whereas:

(1) Directive 2002/21/EC of the European Parlia-
ment and of the Council of 7 March 2002 on 
a common regulatory framework for elec-
tronic communications networks and services 
(Framework Directive)(4) lays down the objec-
tives of a regulatory framework to cover elec-
tronic communications networks and services 
in the Community, including fixed and mobile 
telecommunications networks, cable television 
networks, networks used for terrestrial broad-
casting, satellite networks and Internet net-
works, whether used for voice, fax, data or im-
ages. Such networks may have been authorised 
by Member States under Directive 2002/20/EC 
of the European Parliament and of the Council 
of 7 March 2002 on the authorisation of elec-
tronic communications networks and services 
(Authorisation Directive)(5) or have been au-
thorised under previous regulatory measures. 
The provisions of this Directive apply to those 
networks that are used for the provision of 
publicly available electronic communications 
services. This Directive covers access and in-

terconnection arrangements between service 
suppliers. Non-public networks do not have 
obligations under this Directive except where, 
in benefiting from access to public networks, 
they may be subject to conditions laid down by 
Member States.

(2) Services providing content such as the offer for 
sale of a package of sound or television broad-
casting content are not covered by the com-
mon regulatory framework for electronic com-
munications networks and services.

(3) The term “access” has a wide range of mean-
ings, and it is therefore necessary to define 
precisely how that term is used in this Direc-
tive, without prejudice to how it may be used in 
other Community measures. An operator may 
own the underlying network or facilities or may 
rent some or all of them.

(4) Directive 95/47/EC of the European Parliament 
and of the Council of 24 October 1995 on the 
use of standards for the transmission of televi-
sion signals(6) did not mandate any specific dig-
ital television transmission system or service re-
quirement, and this opened up an opportunity 
for the market actors to take the initiative and 
develop suitable systems. Through the Digital 
video Broadcasting Group, European market 
actors have developed a family of television 
transmission systems that have been adopted 
by broadcasters throughout the world. These 
transmissions systems have been standard-
ised by the European Telecommunications 
Standards Institute (ETSI) and have become In-
ternational Telecommunication Union recom-
mendations. In relation to wide-screen digital 
television, the 16:9 aspect ratio is the reference 
format for wide-format television services and 
programmes, and is now established in Mem-
ber States’ markets as a result of Council Deci-
sion 93/424/EEC of 22 July 1993 on an action 
plan for the introduction of advanced television 
services in Europe(7).

(5) In an open and competitive market, there 
should be no restrictions that prevent under-
takings from negotiating access and intercon-
nection arrangements between themselves, in 
particular on cross-border agreements, subject 
to the competition rules of the Treaty. In the 
context of achieving a more efficient, truly pan-
European market, with effective competition, 
more choice and competitive services to con-
sumers, undertakings which receive requests 
for access or interconnection should in princi-
ple conclude such agreements on a commer-
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cial basis, and negotiate in good faith.

(6) In markets where there continue to be large 
differences in negotiating power between un-
dertakings, and where some undertakings rely 
on infrastructure provided by others for delivery 
of their services, it is appropriate to establish 
a framework to ensure that the market func-
tions effectively. National regulatory authorities 
should have the power to secure, where com-
mercial negotiation fails, adequate access and 
interconnection and interoperability of services 
in the interest of end-users. In particular, they 
may ensure end-to-end connectivity by impos-
ing proportionate obligations on undertakings 
that control access to end-users. Control of 
means of access may entail ownership or con-
trol of the physical link to the end-user (either 
fixed or mobile), and/or the ability to change 
or withdraw the national number or numbers 
needed to access an end-user’s network termi-
nation point. This would be the case for exam-
ple if network operators were to restrict unrea-
sonably end-user choice for access to Internet 
portals and services.

(7) National legal or administrative measures that 
link the terms and conditions for access or inter-
connection to the activities of the party seeking 
interconnection, and specifically to the degree 
of its investment in network infrastructure, and 
not to the interconnection or access services 
provided, may cause market distortion and may 
therefore not be compatible with competition 
rules.

(8) Network operators who control access to their 
own customers do so on the basis of unique 
numbers or addresses from a published num-
bering or addressing range. Other network op-
erators need to be able to deliver traffic to those 
customers, and so need to be able to intercon-
nect directly or indirectly to each other. The 
existing rights and obligations to negotiate in-
terconnection should therefore be maintained. 
It is also appropriate to maintain the obligations 
formerly laid down in Directive 95/47/EC re-
quiring fully digital electronic communications 
networks used for the distribution of television 
services and open to the public to be capable of 
distributing wide-screen television services and 
programmes, so that users are able to receive 
such programmes in the format in which they 
were transmitted.

(9) Interoperability is of benefit to end-users and is 
an important aim of this regulatory framework. 
Encouraging interoperability is one of the ob-

jectives for national regulatory authorities as set 
out in this framework, which also provides for 
the Commission to publish a list of standards 
and/or specifications covering the provision 
of services, technical interfaces and/or net-
work functions, as the basis for encouraging 
harmonisation in electronic communications. 
Member States should encourage the use of 
published standards and/or specifications to 
the extent strictly necessary to ensure interop-
erability of services and to improve freedom of 
choice for users.

(10) Competition rules alone may not be sufficient 
to ensure cultural diversity and media pluralism 
in the area of digital television. Directive 95/47/
EC provided an initial regulatory framework for 
the nascent digital television industry which 
should be maintained, including in particular 
the obligation to provide conditional access on 
fair, reasonable and non-discriminatory terms, 
in order to make sure that a wide variety of pro-
gramming and services is available. Technologi-
cal and market developments make it necessary 
to review these obligations on a regular basis, 
either by a Member State for its national market 
or the Commission for the Community, in par-
ticular to determine whether there is justifica-
tion for extending obligations to new gateways, 
such as electronic programme guides (EPGs) 
and application program interfaces (APIs), to 
the extent that is necessary to ensure accessibil-
ity for end-users to specified digital broadcast-
ing services. Member States may specify the 
digital broadcasting services to which access by 
end-users must be ensured by any legislative, 
regulatory or administrative means that they 
deem necessary.

(11) Member States may also permit their national 
regulatory authority to review obligations in re-
lation to conditional access to digital broadcast-
ing services in order to assess through a market 
analysis whether to withdraw or amend condi-
tions for operators that do not have significant 
market power on the relevant market. Such 
withdrawal or amendment should not adverse-
ly affect access for end-users to such services or 
the prospects for effective competition.

(12) In order to ensure continuity of existing agree-
ments and to avoid a legal vacuum, it is neces-
sary to ensure that obligations for access and 
interconnection imposed under Articles 4, 6, 7, 
8, 11, 12, and 14 of Directive 97/33/EC of the Eu-
ropean Parliament and of the Council of 30 June 
1997 on interconnection in telecommunica-
tions with regard to ensuring universal service 
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and interoperability through application of the 
principles of open network provision (ONP)(8), 
obligations on special access imposed under 
Article 16 of Directive 98/10/EC of the European 
Parliament and of the Council of 26 February 
1998 on the application of open network provi-
sion (ONP) to voice telephony and on universal 
service for telecommunications in a competi-
tive environment(9), and obligations concern-
ing the provision of leased line transmission 
capacity under Council Directive 92/44/EEC of 
5 June 1992 on the application of open network 
provision to leased lines(10), are initially carried 
over into the new regulatory framework, but are 
subject to immediate review in the light of pre-
vailing market conditions. Such a review should 
also extend to those organisations covered by 
regulation (EC) No 2887/2000 of the European 
Parliament and of the Council of 18 December 
2000 on unbundled access to the local loop(11).

(13) The review should be carried out using an 
economic market analysis based on competi-
tion law methodology. The aim is to reduce 
ex ante sector specific rules progressively as 
competition in the market develops. However 
the procedure also takes account of transitional 
problems in the market such as those related 
to international roaming and of the possibility 
of new bottlenecks arising as a result of tech-
nological development, which may require 
ex ante regulation, for example in the area of 
broadband access networks. It may well be the 
case that competition develops at different 
speeds in different market segments and in dif-
ferent Member States, and national regulatory 
authorities should be able to relax regulatory 
obligations in those markets where competi-
tion is delivering the desired results. In order 
to ensure that market players in similar circum-
stances are treated in similar ways in different 
Member States, the Commission should be able 
to ensure harmonised application of the provi-
sions of this Directive. National regulatory au-
thorities and national authorities entrusted with 
the implementation of competition law should, 
where appropriate, coordinate their actions to 
ensure that the most appropriate remedy is ap-
plied. The Community and its Member States 
have entered into commitments on intercon-
nection of telecommunications networks in the 
context of the World Trade Organisation agree-
ment on basic telecommunications and these 
commitments need to be respected.

(14) Directive 97/33/EC laid down a range of obli-
gations to be imposed on undertakings with 
significant market power, namely transparency, 

non-discrimination, accounting separation, ac-
cess, and price control including cost orienta-
tion. This range of possible obligations should 
be maintained but, in addition, they should be 
established as a set of maximum obligations 
that can be applied to undertakings, in order 
to avoid over-regulation. Exceptionally, in order 
to comply with international commitments or 
Community law, it may be appropriate to im-
pose obligations for access or interconnection 
on all market players, as is currently the case for 
conditional access systems for digital television 
services.

(15) The imposition of a specific obligation on an 
undertaking with significant market power 
does not require an additional market analysis 
but a justification that the obligation in ques-
tion is appropriate and proportionate in relation 
to the nature of the problem identified.

(16) Transparency of terms and conditions for access 
and interconnection, including prices, serve to 
speed-up negotiation, avoid disputes and give 
confidence to market players that a service is 
not being provided on discriminatory terms. 
Openness and transparency of technical inter-
faces can be particularly important in ensuring 
interoperability. Where a national regulatory 
authority imposes obligations to make informa-
tion public, it may also specify the manner in 
which the information is to be made available, 
covering for example the type of publication 
(paper and/or electronic) and whether or not it 
is free of charge, taking into account the nature 
and purpose of the information concerned.

(17) The principle of non-discrimination ensures 
that undertakings with market power do not 
distort competition, in particular where they are 
vertically integrated undertakings that supply 
services to undertakings with whom they com-
pete on downstream markets.

(18) Accounting separation allows internal price 
transfers to be rendered visible, and allows na-
tional regulatory authorities to check compli-
ance with obligations for non-discrimination 
where applicable. In this regard the Commis-
sion published recommendation 98/322/EC of 
8 April 1998 on interconnection in a liberalised 
telecommunications market (Part 2 - account-
ing separation and cost accounting)(12).

(19) Mandating access to network infrastructure can 
be justified as a means of increasing competi-
tion, but national regulatory authorities need 
to balance the rights of an infrastructure owner 
to exploit its infrastructure forits own benefit, 
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and the rights of other service providers to 
access facilities that are essential for the provi-
sion of competing services. Where obligations 
are imposed on operators that require them to 
meet reasonable requests for access to and use 
of networks elements and associated facilities, 
such requests should only be refused on the 
basis of objective criteria such as technical feasi-
bility or the need to maintain network integrity. 
Where access is refused, the aggrieved party 
may submit the case to the dispute resolutions 
procedure referred to in Articles 20 and 21 of 
Directive 2002/21/EC (Framework Directive). 
An operator with mandated access obligations 
cannot be required to provide types of access 
which are not within its powers to provide. The 
imposition by national regulatory authorities of 
mandated access that increases competition in 
the short-term should not reduce incentives for 
competitors to invest in alternative facilities that 
will secure more competition in the long-term. 
The Commission has published a Notice on the 
application of the competition rules to access 
agreements in the telecommunications sec-
tor(13) which addresses these issues. National 
regulatory authorities may impose technical 
and operational conditions on the provider 
and/or beneficiaries of mandated access in ac-
cordance with Community law. In particular the 
imposition of technical standards should com-
ply with Directive 98/34/EC of the European 
Parliament and of the Council of 22 June 1998 
laying down a procedure for the provision of in-
formation in the field of technical standards and 
regulations and of rules of Information Society 
Services(14).

(20) Price control may be necessary when market 
analysis in a particular market reveals inefficient 
competition. The regulatory intervention may 
be relatively light, such as an obligation that 
prices for carrier selection are reasonable as laid 
down in Directive 97/33/EC, or much heavier 
such as an obligation that prices are cost orient-
ed to provide full justification for those prices 
where competition is not sufficiently strong 
to prevent excessive pricing. In particular, op-
erators with significant market power should 
avoid a price squeeze whereby the difference 
between their retail prices and the interconnec-
tion prices charged to competitors who pro-
vide similar retail services is not adequate to en-
sure sustainable competition. When a national 
regulatory authority calculates costs incurred in 
establishing a service mandated under this Di-
rective, it is appropriate to allow a reasonable re-
turn on the capital employed including appro-

priate labour and building costs, with the value 
of capital adjusted where necessary to reflect 
the current valuation of assets and efficiency of 
operations. The method of cost recovery should 
be appropriate to the circumstances taking ac-
count of the need to promote efficiency and 
sustainable competition and maximise con-
sumer benefits.

(21) Where a national regulatory authority imposes 
obligations to implement a cost accounting 
system in order to support price controls, it 
may itself undertake an annual audit to ensure 
compliance with that cost accounting system, 
provided that it has the necessary qualified staff, 
or it may require the audit to be carried out by 
another qualified body, independent of the op-
erator concerned.

(22) Publication of information by Member States 
will ensure that market players and potential 
market entrants understand their rights and ob-
ligations, and know where to find the relevant 
detailed information. Publication in the national 
gazette helps interested parties in other Mem-
ber States to find the relevant information.

(23) In order to ensure that the pan-European elec-
tronic communications market is effective and 
efficient, the Commission should monitor and 
publish information on charges which contrib-
ute to determining prices to end-users.

(24) The development of the electronic communi-
cations market, with its associated infrastruc-
ture, could have adverse effects on the environ-
ment and the landscape. Member States should 
therefore monitor this process and, if necessary, 
take action to minimise any such effects by 
means of appropriate agreements and other ar-
rangements with the relevant authorities.

(25) In order to determine the correct application 
of Community law, the Commission needs to 
know which undertakings have been desig-
nated as having significant market power and 
what obligations have been placed upon mar-
ket players by national regulatory authorities. In 
addition to national publication of this informa-
tion, it is therefore necessary for Member States 
to send this information to the Commission. 
Where Member States are required to send in-
formation to the Commission, this may be in 
electronic form, subject to appropriate authen-
tication procedures being agreed.

(26) Given the pace of technological and market de-
velopments, the implementation of this Direc-
tive should be reviewed within three years of its 
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date of application to determine if it is meeting 
its objectives.

(27) The measures necessary for the implementa-
tion of this Directive should be adopted in ac-
cordance with Council Decision 1999/468/EC of 
28 June 1999 laying down the procedures for 
the exercise of implementing powers conferred 
on the Commission(15).

(28) Since the objectives of the proposed action, 
namely establishing a harmonised framework 
for the regulation of access to and interconnec-
tion of electronic communications networks 
and associated facilities, cannot be sufficiently 
achieved by the Member States and can there-
fore, by reason of the scale and effects of the 
action, be better achieved at Community level, 
the Community may adopt measures, in ac-
cordance with the principle of subsidiarity as set 
out in Article 5 of the Treaty. In accordance with 
the principle of proportionality, as set out in that 
Article, this Directive does not go beyond what 
is necessary in order to achieve those objec-
tives,

HAvE ADOPTED THIS DIrECTIvE:

Chapter I 
sCope, aIM and defInItIons

Article 1 
Scope and aim

1. Within the framework set out in Directive 
2002/21/EC (Framework Directive), this Direc-
tive harmonises the way in which Member 
States regulate access to, and interconnection 
of, electronic communications networks and 
associated facilities. The aim is to establish a reg-
ulatory framework, in accordance with internal 
market principles, for the relationships between 
suppliers of networks and services that will re-
sult in sustainable competition, interoperabil-
ity of electronic communications services and 
consumer benefits.

2. This Directive establishes rights and obligations 
for operators and for undertakings seeking in-
terconnection and/or access to their networks 
or associated facilities. It sets out objectives 
for national regulatory authorities with regard 
to access and interconnection, and lays down 
procedures to ensure that obligations imposed 
by national regulatory authorities are reviewed 
and, where appropriate, withdrawn once the 
desired objectives have been achieved. Access 

in this Directive does not refer to access by end-
users.

Article 2 
Definitions

For the purposes of this Directive the definitions set 
out in Article 2 of Directive 2002/21/EC (Framework 
Directive) shall apply.

The following definitions shall also apply:

(a) “access” means the making available of facilities 
and/or services, to another undertaking, under 
defined conditions, on either an exclusive or 
non-exclusive basis, for the purpose of pro-
viding electronic communications services. It 
covers inter alia: access to network elements 
and associated facilities, which may involve the 
connection of equipment, by fixed or non-fixed 
means (in particular this includes access to the 
local loop and to facilities and services neces-
sary to provide services over the local loop), 
access to physical infrastructure including 
buildings, ducts and masts; access to relevant 
software systems including operational support 
systems, access to number translation or sys-
tems offering equivalent functionality, access 
to fixed and mobile networks, in particular for 
roaming, access to conditional access systems 
for digital television services; access to virtual 
network services;

(b) “interconnection” means the physical and logi-
cal linking of public communications networks 
used by the same or a different undertaking in 
order to allow the users of one undertaking to 
communicate with users of the same or anoth-
er undertaking, or to access services provided 
by another undertaking. Services may be pro-
vided by the parties involved or other parties 
who have access to the network. Interconnec-
tion is a specific type of access implemented 
between public network operators;

(c) “operator” means an undertaking providing or 
authorised to provide a public communications 
network or an associated facility;

(d) “wide-screen television service” means a televi-
sion service that consists wholly or partially of 
programmes produced and edited to be dis-
played in a full height wide-screen format. The 
16:9 format is the reference format for wide-
screen television services;

(e) “local loop” means the physical circuit con-
necting the network termination point at the 
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subscriber’s premises to the main distribution 
frame or equivalent facility in the fixed public 
telephone network.

Chapter II 
General provIsIons

Article 3 
General framework for access and 
interconnection

1. Member States shall ensure that there are no 
restrictions which prevent undertakings in the 
same Member State or in different Member 
States from negotiating between themselves 
agreements on technical and commercial ar-
rangements for access and/or interconnection, 
in accordance with Community law. The un-
dertaking requesting access or interconnection 
does not need to be authorised to operate in 
the Member State where access or intercon-
nection is requested, if it is not providing serv-
ices and does not operate a network in that 
Member State.

2. Without prejudice to Article 31 of Directive 
2002/22/EC of the European Parliament and of 
the Council of 7 March 2002 on universal serv-
ice and users’ rights relating to electronic com-
munications networks and services (Universal 
Service Directive)(16), Member States shall 
not maintain legal or administrative measures 
which oblige operators, when granting access 
or interconnection, to offer different terms and 
conditions to different undertakings for equiva-
lent services and/or imposing obligations that 
are not related to the actual access and inter-
connection services provided without preju-
dice to the conditions fixed in the Annex of 
Directive 2002/20/EC (Authorisation Directive).

Article 4 
Rights and obligations for undertakings

1. Operators of public communications networks 
shall have a right and, when requested by other 
undertakings so authorised, an obligation to 
negotiate interconnection with each other 
for the purpose of providing publicly available 
electronic communications services, in order to 
ensure provision and interoperability of services 
throughout the Community. Operators shall 
offer access and interconnection to other un-
dertakings on terms and conditions consistent 
with obligations imposed by the national regu-
latory authority pursuant to Articles 5, 6, 7 and 8.

2. Public electronic communications networks es-
tablished for the distribution of digital television 
services shall be capable of distributing wide-
screen television services and programmes. 
Network operators that receive and redistribute 
wide-screen television services or programmes 
shall maintain that wide-screen format.

3. Without prejudice to Article 11 of Directive 
2002/20/EC (Authorisation Directive), Member 
States shall require that undertakings which 
acquire information from another undertaking 
before, during or after the process of negotiat-
ing access or interconnection arrangements 
use that information solely for the purpose for 
which it was supplied and respect at all times 
the confidentiality of information transmitted 
or stored. The received information shall not be 
passed on to any other party, in particular other 
departments, subsidiaries or partners, for whom 
such information could provide a competitive 
advantage.

Article 5 
Powers and responsibilities of the national 
regulatory authorities with regard to access 
and interconnection

1. National regulatory authorities shall, acting in 
pursuit of the objectives set out in Article 8 of 
Directive 2002/21/EC (Framework Directive), 
encourage and where appropriate ensure, in 
accordance with the provisions of this Direc-
tive, adequate access and interconnection, 
and interoperability of services, exercising their 
responsibility in a way that promotes efficiency, 
sustainable competition, and gives the maxi-
mum benefit to end-users.

In particular, without prejudice to measures 
that may be taken regarding undertakings with 
significant market power in accordance with 
Article 8, national regulatory authorities shall be 
able to impose:

(a) to the extent that is necessary to ensure 
end-to-end connectivity, obligations on un-
dertakings that control access to end-users, 
including in justified cases the obligation to 
interconnect their networks where this is 
not already the case;

(b) to the extent that is necessary to ensure ac-
cessibility for end-users to digital radio and 
television broadcasting services specified by 
the Member State, obligations on operators 
to provide access to the other facilities re-
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ferred to in Annex I, Part II on fair, reasonable 
and non-discriminatory terms.

2. When imposing obligations on an operator to 
provide access in accordance with Article 12, 
national regulatory authorities may lay down 
technical or operational conditions to be met 
by the provider and/or beneficiaries of such 
access, in accordance with Community law, 
where necessary to ensure normal operation 
of the network. Conditions that refer to imple-
mentation of specific technical standards or 
specifications shall respect Article 17 of Direc-
tive 2002/21/EC (Framework Directive).

3. Obligations and conditions imposed in accord-
ance with paragraphs 1 and 2 shall be objective, 
transparent, proportionate and non-discrimina-
tory, and shall be implemented in accordance 
with the procedures referred to in Articles 6 and 
7 of Directive 2002/21/EC (Framework Direc-
tive).

4. With regard to access and interconnection, 
Member States shall ensure that the national 
regulatory authority is empowered to intervene 
at its own initiative where justified or, in the ab-
sence of agreement between undertakings, at 
the request of either of the parties involved, in 
order to secure the policy objectives of Article 
8 of Directive 2002/21/EC (Framework Direc-
tive), in accordance with the provisions of this 
Directive and the procedures referred to in Arti-
cles 6 and 7, 20 and 21 of Directive 2002/21/EC 
(Framework Directive).

Chapter III 
oBlIGatIons on operators 
and Market revIew 
proCedures

Article 6 
Conditional access systems and other facilities

1. Member States shall ensure that, in relation to 
conditional access to digital television and ra-
dio services broadcast to viewers and listeners 
in the Community, irrespective of the means of 
transmission, the conditions laid down in Annex 
I, Part I apply.

2. In the light of market and technological devel-
opments, Annex I may be amended in accord-
ance with the procedure referred to in Article 
14(3).

3. Notwithstanding the provisions of paragraph 1, 

Member States may permit their national regu-
latory authority, as soon as possible after the 
entry into force of this Directive and periodically 
thereafter, to review the conditions applied in 
accordance with this Article, by undertaking 
a market analysis in accordance with the first 
paragraph of Article 16 of Directive 2002/21/EC 
(Framework Directive) to determine whether to 
maintain, amend or withdraw the conditions 
applied.

Where, as a result of this market analysis, a na-
tional regulatory authority finds that one or 
more operators do not have significant market 
power on the relevant market, it may amend 
or withdraw the conditions with respect to 
those operators, in accordance with the proce-
dures referred to in Articles 6 and 7 of Directive 
2002/21/EC (Framework Directive), only to the 
extent that:

(a) accessibility for end-users to radio and tel-
evision broadcasts and broadcasting chan-
nels and services specified in accordance 
with Article 31 of Directive 2002/22/EC 
(Universal Service Directive) would not be 
adversely affected by such amendment or 
withdrawal, and

(b) the prospects for effective competition in 
the markets for:

(i) retail digital television and radio broad-
casting services, and

(ii) conditional access systems and other 
associated facilities,

would not be adversely affected by such 
amendment or withdrawal.

An appropriate period of notice shall be given 
to parties affected by such amendment or with-
drawal of conditions.

4. Conditions applied in accordance with this 
Article are without prejudice to the ability of 
Member States to impose obligations in rela-
tion to the presentational aspect of electronic 
programme guides and similar listing and navi-
gation facilities.

Article 7 
Review of former obligations for access and 
interconnection

1. Member States shall maintain all obligations 
on undertakings providing public communi-
cations networks and/or services concerning 
access and interconnection that were in force 
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prior to the date of entry into force of this Direc-
tive under Articles 4, 6, 7, 8, 11, 12, and 14 of Di-
rective 97/33/EC, Article 16 of Directive 98/10/
EC, and Articles 7 and 8 of Directive 92/44/EC, 
until such time as these obligations have been 
reviewed and a determination made in accord-
ance with paragraph 3.

2. The Commission will indicate relevant markets 
for the obligations referred to in paragraph 1 in 
the initial recommendation on relevant product 
and service markets and the Decision identify-
ing transnational markets to be adopted in ac-
cordance with Article 15 of Directive 2002/21/
EC (Framework Directive).

3. Member States shall ensure that, as soon as pos-
sible after the entry into force of this Directive, 
and periodically thereafter, national regulatory 
authorities undertake a market analysis, in ac-
cordance with Article 16 of Directive 2002/21/
EC (Framework Directive) to determine whether 
to maintain, amend or withdraw these obliga-
tions. An appropriate period of notice shall be 
given to parties affected by such amendment 
or withdrawal of obligations.

Article 8 
Imposition, amendment or withdrawal of 
obligations

1. Member States shall ensure that national regu-
latory authorities are empowered to impose the 
obligations identified in Articles 9 to 13.

2. Where an operator is designated as having sig-
nificant market power on a specific market as a 
result of a market analysis carried out in accord-
ance with Article 16 of Directive 2002/21/EC 
(Framework Directive), national regulatory au-
thorities shall impose the obligations set out in 
Articles 9 to 13 of this Directive as appropriate.

3. Without prejudice to:

• the provisions of Articles 5(1), 5(2) and 6,

• the provisions of Articles 12 and 13 of 
Directive 2002/21/EC (Framework Direc-
tive), Condition 7 in Part B of the Annex to 
Directive 2002/20/EC (Authorisation Di-
rective) as applied by virtue of Article 6(1) 
of that Directive, Articles 27, 28 and 30 of 
Directive 2002/22/EC (Universal Service 
Directive) and the relevant provisions of 
Directive 97/66/EC of the European Par-
liament and of the Council of 15 Decem-
ber 1997 concerning the processing of 
personal data and the protection of priva-

cy in the telecommunications sector(17) 
containing obligations on undertakings 
other than those designated as having 
significant market power, or

• the need to comply with international 
commitments,

national regulatory authorities shall not impose 
the obligations set out in Articles 9 to 13 on 
operators that have not been designated in ac-
cordance with paragraph 2.

In exceptional circumstances, when a national 
regulatory authority intends to impose on op-
erators with significant market power other 
obligations for access or interconnection than 
those set out in Articles 9 to 13 in this Directive 
it shall submit this request to the Commission. 
The Commission, acting in accordance with 
Article 14(2), shall take a decision authorising 
or preventing the national regulatory authority 
from taking such measures.

4. Obligations imposed in accordance with this 
Article shall be based on the nature of the prob-
lem identified, proportionate and justified in the 
light of the objectives laid down in Article 8 of 
Directive 2002/21/EC (Framework Directive). 
Such obligations shall only be imposed follow-
ing consultation in accordance with Articles 6 
and 7 of that Directive.

5. In relation to the third indent of the first sub-
paragraph of paragraph 3, national regula-
tory authorities shall notify decisions to impose, 
amend or withdraw obligations on market play-
ers to the Commission, in accordance with the 
procedure referred to in Article 7 of Directive 
2002/21/EC (Framework Directive).

Article 9 
Obligation of transparency

1. National regulatory authorities may, in accord-
ance with the provisions of Article 8, impose 
obligations for transparency in relation to inter-
connection and/or access, requiring operators 
to make public specified information, such as 
accounting information, technical specifica-
tions, network characteristics, terms and condi-
tions for supply and use, and prices.

2. In particular where an operator has obligations 
of non-discrimination, national regulatory au-
thorities may require that operator to publish 
a reference offer, which shall be sufficiently 
unbundled to ensure that undertakings are 
not required to pay for facilities which are not 
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necessary for the service requested, giving a de-
scription of the relevant offerings broken down 
into components according to market needs, 
and the associated terms and conditions in-
cluding prices. The national regulatory author-
ity shall, inter alia, be able to impose changes 
to reference offers to give effect to obligations 
imposed under this Directive.

3. National regulatory authorities may specify the 
precise information to be made available, the 
level of detail required and the manner of pub-
lication.

4. Notwithstanding paragraph 3, where an opera-
tor has obligations under Article 12 concerning 
unbundled access to the twisted metallic pair 
local loop, national regulatory authorities shall 
ensure the publication of a reference offer con-
taining at least the elements set out in Annex II.

5. In the light of market and technological devel-
opments, Annex II may be amended in accord-
ance with the procedure referred to in Article 
14(3).

Article 10 
Obligation of non-discrimination

1. A national regulatory authority may, in accord-
ance with the provisions of Article 8, impose 
obligations of non-discrimination, in relation to 
interconnection and/or access.

2. Obligations of non-discrimination shall ensure, 
in particular, that the operator applies equiva-
lent conditions in equivalent circumstances to 
other undertakings providing equivalent serv-
ices, and provides services and information to 
others under the same conditions and of the 
same quality as it provides for its own services, 
or those of it subsidiaries or partners.

Article 11 
Obligation of accounting separation

1. A national regulatory authority may, in accord-
ance with the provisions of Article 8, impose ob-
ligations for accounting separation in relation to 
specified activities related to interconnection 
and/or access.

In particular, a national regulatory authority may 
require a vertically integrated company to make 
transparent its wholesale prices and its internal 
transfer prices inter alia to ensure compliance 
where there is a requirement for non-discrimi-
nation under Article 10 or, where necessary, to 
prevent unfair cross-subsidy. National regula-

tory authorities may specify the format and ac-
counting methodology to be used.

2. Without prejudice to Article 5 of Directive 
2002/21/EC (Framework Directive), to facilitate 
the verification of compliance with obligations 
of transparency and non-discrimination, nation-
al regulatory authorities shall have the power to 
require that accounting records, including data 
on revenues received from third parties, are pro-
vided on request. National regulatory authori-
ties may publish such information as would 
contribute to an open and competitive market, 
while respecting national and Community rules 
on commercial confidentiality.

Article 12 
Obligations of access to, and use of, specific 
network facilities

1. A national regulatory authority may, in accord-
ance with the provisions of Article 8, impose 
obligations on operators to meet reasonable re-
quests for access to, and use of, specific network 
elements and associated facilities, inter alia in 
situations where the national regulatory author-
ity considers that denial of access or unreasona-
ble terms and conditions having a similar effect 
would hinder the emergence of a sustainable 
competitive market at the retail level, or would 
not be in the end-user’s interest.

Operators may be required inter alia:

(a) to give third parties access to specified net-
work elements and/or facilities, including 
unbundled access to the local loop;

(b) to negotiate in good faith with undertakings 
requesting access;

(c) not to withdraw access to facilities already 
granted;

(d) to provide specified services on a wholesale 
basis for resale by third parties;

(e) to grant open access to technical interfaces, 
protocols or other key technologies that 
are indispensable for the interoperability of 
services or virtual network services;

(f ) to provide co-location or other forms of 
facility sharing, including duct, building or 
mast sharing;

(g) to provide specified services needed to en-
sure interoperability of end-to-end services 
to users, including facilities for intelligent 
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network services or roaming on mobile net-
works;

(h) to provide access to operational support 
systems or similar software systems neces-
sary to ensure fair competition in the provi-
sion of services;

(i) to interconnect networks or network facili-
ties.

National regulatory authorities may attach to 
those obligations conditions covering fairness, 
reasonableness and timeliness.

2. When national regulatory authorities are con-
sidering whether to impose the obligations 
referred in paragraph 1, and in particular when 
assessing whether such obligations would be 
proportionate to the objectives set out in Arti-
cle 8 of Directive 2002/21/EC (Framework Direc-
tive), they shall take account in particular of the 
following factors:

(a) the technical and economic viability of us-
ing or installing competing facilities, in the 
light of the rate of market development, 
taking into account the nature and type of 
interconnection and access involved;

(b) the feasibility of providing the access pro-
posed, in relation to the capacity available;

(c) the initial investment by the facility owner, 
bearing in mind the risks involved in making 
the investment;

(d) the need to safeguard competition in the 
long term;

(e) where appropriate, any relevant intellectual 
property rights;

(f ) the provision of pan-European services.

Article 13 
Price control and cost accounting obligations

1. A national regulatory authority may, in accord-
ance with the provisions of Article 8, impose 
obligations relating to cost recovery and price 
controls, including obligations for cost orienta-
tion of prices and obligations concerning cost 
accounting systems, for the provision of specific 
types of interconnection and/or access, in situ-
ations where a market analysis indicates that a 
lack of effective competition means that the 
operator concerned might sustain prices at an 
excessively high level, or apply a price squeeze, 
to the detriment of end-users. National regu-
latory authorities shall take into account the 

investment made by the operator and allow 
him a reasonable rate of return on adequate 
capital employed, taking into account the risks 
involved.

2. National regulatory authorities shall ensure that 
any cost recovery mechanism or pricing meth-
odology that is mandated serves to promote ef-
ficiency and sustainable competition and max-
imise consumer benefits. In this regard national 
regulatory authorities may also take account 
of prices available in comparable competitive 
markets.

3. Where an operator has an obligation regarding 
the cost orientation of its prices, the burden of 
proof that charges are derived from costs in-
cluding a reasonable rate of return on invest-
ment shall lie with the operator concerned. 
For the purpose of calculating the cost of effi-
cient provision of services, national regulatory 
authorities may use cost accounting methods 
independent of those used by the undertaking. 
National regulatory authorities may require an 
operator to provide full justification for its prices, 
and may, where appropriate, require prices to 
be adjusted.

4. National regulatory authorities shall ensure that, 
where implementation of a cost accounting 
system is mandated in order to support price 
controls, a description of the cost accounting 
system is made publicly available, showing at 
least the main categories under which costs are 
grouped and the rules used for the allocation 
of costs. Compliance with the cost accounting 
system shall be verified by a qualified independ-
ent body. A statement concerning compliance 
shall be published annually.

Chapter Iv 
proCedural provIsIons

Article 14 
Committee

1. The Commission shall be assisted by the Com-
munications Committee set up by Article 22 of 
Directive 2002/21/EC (Framework Directive).

2. Where reference is made to this paragraph, 
Articles 3 and 7 of Decision 1999/468/EC shall 
apply, having regard to the provisions of Article 
8 thereof.

3. Where reference is made to this paragraph, 
Articles 5 and 7 of Decision 1999/468/EC shall 
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apply, having regard to the provisions of Article 
8 thereof.

The period laid down in Article 5(6) of Decision 
1999/468/EC shall be set at three months.

4. The Committee shall adopt its rules of proce-
dure.

Article 15 
Publication of, and access to, information

1. Member States shall ensure that the specific 
obligations imposed on undertakings under 
this Directive are published and that the specific 
product/service and geographical markets are 
identified. They shall ensure that up-to-date in-
formation, provided that the information is not 
confidential and, in particular, does not com-
prise business secrets, is made publicly available 
in a manner that guarantees all interested par-
ties easy access to that information.

2. Member States shall send to the Commission 
a copy of all such information published. The 
Commission shall make this information avail-
able in a readily accessible form, and shall dis-
tribute the information to the Communications 
Committee as appropriate.

Article 16 
Notification

1. Member States shall notify to the Commission 
by at the latest the date of application referred 
to in Article 18(1) second subparagraph the na-
tional regulatory authorities responsible for the 
tasks set out in this Directive.

2. National regulatory authorities shall notify to the 
Commission the names of operators deemed to 
have significant market power for the purposes 
of this Directive, and the obligations imposed 
upon them under this Directive. Any changes 
affecting the obligations imposed upon under-
takings or of the undertakings affected under 
the provisions of this Directive shall be notified 
to the Commission without delay.

Article 17 
Review procedures

The Commission shall periodically review the func-
tioning of this Directive and report to the European 
Parliament and to the Council, on the first occasion 
not later than three years after the date of applica-
tion referred to in Article 18(1), second subpara-
graph. For this purpose, the Commission may re-
quest from the Member States information, which 

shall be supplied without undue delay.

Article 18 
Transposition

1. Member States shall adopt and publish the 
laws, regulations and administrative provisions 
necessary to comply with this Directive by not 
later than 24 July 2003. They shall forthwith in-
form the Commission thereof.

They shall apply those measures from 25 July 
2003.

When Member States adopt these measures, 
they shall contain a reference to this Directive 
or be accompanied by such a reference on the 
occasion of their official publication. The meth-
ods of making such reference shall be laid down 
by Member States.

2. Member States shall communicate to the Com-
mission the text of the provisions of national law 
which they adopt in the field governed by this 
Directive and of any subsequent amendments 
to those provisions.

Article 19 
Entry into force

This Directive shall enter into force on the day of its 
publication in the Official Journal of the European 
Communities.

Article 20 
Addressees

This Directive is addressed to the Member States.

Done at Brussels, 7 March 2002.
For the European Parliament
The President P. Cox
For the Council
The President J. C. Aparicio
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anneX I

CONDITIONS FOr ACCESS TO DIGITAL TELEvISION 
AND rADIO SErvICES BrOADCAST TO vIEWErS 
AND LISTENErS IN THE COMMUNITY

Part I: Conditions for conditional access systems 
to be applied in accordance with article 6(1)

In relation to conditional access to digital television 
and radio services broadcast to viewers and listen-
ers in the Community, irrespective of the means of 
transmission, Member States must ensure in accord-
ance with Article 6 that the following conditions ap-
ply:

(a) conditional access systems operated on the 
market in the Community are to have the nec-
essary technical capability for cost-effective 
transcontrol allowing the possibility for full con-
trol by network operators at local or regional 
level of the services using such conditional ac-
cess systems;

(b) all operators of conditional access services, ir-
respective of the means of transmission, who 
provide access services to digital television and 
radio services and whose access services broad-
casters depend on to reach any group of poten-
tial viewers or listeners are to:

• offer to all broadcasters, on a fair, rea-
sonable and non-discriminatory basis 
compatible with Community competi-
tion law, technical services enabling the 
broadcasters’ digitally-transmitted serv-

ices to be received by viewers or listeners 
authorised by means of decoders admin-
istered by the service operators, and com-
ply with Community competition law,

• keep separate financial accounts regard-
ing their activity as conditional access 
providers.

(c) when granting licences to manufacturers of 
consumer equipment, holders of industrial 
property rights to conditional access products 
and systems are to ensure that this is done on 
fair, reasonable and non-discriminatory terms. 
Taking into account technical and commercial 
factors, holders of rights are not to subject the 
granting of licences to conditions prohibiting, 
deterring or discouraging the inclusion in the 
same product of:

• a common interface allowing connection 
with several other access systems, or

• means specific to another access system, 
provided that the licensee complies with 
the relevant and reasonable conditions 
ensuring, as far as he is concerned, the 
security of transactions of conditional ac-
cess system operators.

Part II: Other facilities to which conditions may be 
applied under article 5(1)(b)

(a) Access to application program interfaces (APIs);

(b) Access to electronic programme guides (EPGs).

anneX II

MINIMUM LIST OF ITEMS TO BE INCLUDED IN A rEF-
ErENCE OFFEr FOr UNBUNDLED ACCESS TO THE 
TWISTED METALLIC PAIr LOCAL LOOP TO BE PUB-
LISHED BY NOTIFIED OPErATOrS

For the purposes of this Annex the following defini-
tions apply:

(a) “local sub-loop” means a partial local loop con-
necting the network termination point at the 
subscriber’s premises to a concentration point 
or a specified intermediate access point in the 
fixed public telephone network;

(b) “unbundled access to the local loop” means full 
unbundled access to the local loop and shared 
access to the local loop; it does not entail a 
change in ownership of the local loop;
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(c) “full unbundled access to the local loop” means 
the provision to a beneficiary of access to the 
local loop or local sub-loop of the notified op-
erator authorising the use of the full frequency 
spectrum of the twisted metallic pair;

(d) “shared access to the local loop” means the 
provision to a beneficiary of access to the local 
loop or local sub-loop of the notified operator, 
authorising the use of the non-voice band fre-
quency spectrum of the twisted metallic pair; 
the local loop continues to be used by the noti-
fied operator to provide the telephone service 
to the public;

A. Conditions for unbundled access to the local 
loop

1. Network elements to which access is offered 
covering in particular the following elements:

(a) access to local loops;

(b) access to non-voice band frequency spec-
trum of a local loop, in the case of shared 
access to the local loop;

2. Information concerning the locations of physi-
cal access sites(1), availability of local loops in 
specific parts of the access network;

3. Technical conditions related to access and use 
of local loops, including the technical charac-
teristics of the twisted metallic pair in the local 
loop;

4. Ordering and provisioning procedures, usage 
restrictions.

B. Co-location services

1. Information on the notified operator’s relevant 
sites(2).

2. Co-location options at the sites indicated under 
point 1 (including physical co-location and, as 
appropriate, distant co-location and virtual co-
location).

3. Equipment characteristics: restrictions, if any, on 
equipment that can be co-located.

4. Security issues: measures put in place by noti-
fied operators to ensure the security of their 
locations.

5. Access conditions for staff of competitive op-
erators.

6. Safety standards.

7. rules for the allocation of space where co-loca-

tion space is limited.

8. Conditions for beneficiaries to inspect the loca-
tions at which physical co-location is available, 
or sites where co-location has been refused on 
grounds of lack of capacity.

C. Information systems

Conditions for access to notified operator’s opera-
tional support systems, information systems or data-
bases for pre-ordering, provisioning, ordering, main-
tenance and repair requests and billing.

D. Supply conditions

1. Lead time for responding to requests for sup-
ply of services and facilities; service level agree-
ments, fault resolution, procedures to return to 
a normal level of service and quality of service 
parameters.

2. Standard contract terms, including, where ap-
propriate, compensation provided for failure to 
meet lead times.

3. Prices or pricing formulae for each feature, func-
tion and facility listed above.

(1) Availability of this information may be restricted 
to interested parties only, in order to avoid pub-
lic security concerns.

(2) Availability of this information may be restricted 
to interested parties only, in order to avoid pub-
lic security concerns. 
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Directive 2002/20/EC of 
the European Parliament 
and of the Council of 
7 March 2002 on the 
authorisation of electronic 
communications 
networks and services 
(Authorisation Directive)
THE EUrOPEAN PArLIAMENT AND THE COUNCIL OF 
THE EUrOPEAN UNION,

Having regard to the Treaty establishing the Europe-
an Community, and in particular Article 95 thereof,

Having regard to the proposal from the Commis-
sion(1), ELECTRONIC COMMUNICATIONS

Having regard to the opinion of the Economic and 
Social Committee(2),

Acting in accordance with the procedure laid down 
in Article 251 of the Treaty(3),

Whereas:

(1) The outcome of the public consultation on 
the 1999 review of the regulatory framework 
for electronic communications, as reflected in 
the Commission communication of 26 April 
2000, and the findings reported by the Com-
mission in its communications on the fifth and 
sixth reports on the implementation of the 
telecommunications regulatory package, has 
confirmed the need for a more harmonised and 
less onerous market access regulation for elec-
tronic communications networks and services 
throughout the Community.

(2) Convergence between different electronic 
communications networks and services and 
their technologies requires the establishment 
of an authorisation system covering all compa-
rable services in a similar way regardless of the 
technologies used.

(3) The objective of this Directive is to create a legal 
framework to ensure the freedom to provide 
electronic communications networks and serv-
ices, subject only to the conditions laid down in 
this Directive and to any restrictions in conform-
ity with Article 46(1) of the Treaty, in particular 
measures regarding public policy, public secu-

rity and public health.

(4) This Directive covers authorisation of all elec-
tronic communications networks and services 
whether they are provided to the public or not. 
This is important to ensure that both categories 
of providers may benefit from objective, trans-
parent, non-discriminatory and proportionate 
rights, conditions and procedures.

(5) This Directive only applies to the granting of 
rights to use radio frequencies where such use 
involves the provision of an electronic com-
munications network or service, normally for 
remuneration. The self-use of radio terminal 
equipment, based on the non-exclusive use of 
specific radio frequencies by a user and not re-
lated to an economic activity, such as use of a 
citizen’s band by radio amateurs, does not con-
sist of the provision of an electronic communi-
cations network or service and is therefore not 
covered by this Directive. Such use is covered 
by the Directive 1999/5/EC of the European Par-
liament and of the Council of 9 March 1999 on 
radio equipment and telecommunications ter-
minal equipment and the mutual recognition 
of their conformity(4).

(6) Provisions regarding the free movement of con-
ditional access systems and the free provision of 
protected services based on such systems are 
laid down in Directive 98/84/EC of the Euro-
pean Parliament and of the Council of 20 No-
vember 1998 on the legal protection of services 
based on, or consisting of, conditional access(5). 
The authorisation of such systems and services 
therefore does not need to be covered by this 
Directive.

(7) The least onerous authorisation system pos-
sible should be used to allow the provision of 
electronic communications networks and serv-
ices in order to stimulate the development of 
new electronic communications services and 
pan-European communications networks and 
services and to allow service providers and con-
sumers to benefit from the economies of scale 
of the single market.

(8) Those aims can be best achieved by general 
authorisation of all electronic communications 
networks and services without requiring any 
explicit decision or administrative act by the 
national regulatory authority and by limiting 
any procedural requirements to notification 
only. Where Member States require notification 
by providers of electronic communication net-
works or services when they start their activities, 
they may also require proof of such notification 
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having been made by means of any legally rec-
ognised postal or electronic acknowledgement 
of receipt of the notification. Such acknowl-
edgement should in any case not consist of or 
require an administrative act by the national 
regulatory authority to which the notification 
must be made.

(9) It is necessary to include the rights and obliga-
tions of undertakings under general authorisa-
tions explicitly in such authorisations in order 
to ensure a level playing field throughout the 
Community and to facilitate cross-border nego-
tiation of interconnection between public com-
munications networks.

(10) The general authorisation entitles undertakings 
providing electronic communications networks 
and services to the public to negotiate inter-
connection under the conditions of Directive 
2002/19/EC of the European Parliament and of 
the Council of 7 March 2002 on access to, and 
interconnection of, electronic communication 
networks and associated facilities (Access Direc-
tive)(6). Undertakings providing electronic com-
munications networks and services other than 
to the public can negotiate interconnection on 
commercial terms.

(11) The granting of specific rights may continue to 
be necessary for the use of radio frequencies 
and numbers, including short codes, from the 
national numbering plan. rights to numbers 
may also be allocated from a European num-
bering plan, including for example the virtual 
country code “3883” which has been attributed 
to member countries of the European Confer-
ence of Post and Telecommunications (CEPT). 
Those rights of use should not be restricted 
except where this is unavoidable in view of the 
scarcity of radio frequencies and the need to 
ensure the efficient use thereof.

(12) This Directive does not prejudice whether radio 
frequencies are assigned directly to providers of 
electronic communication networks or services 
or to entities that use these networks or serv-
ices. Such entities may be radio or television 
broadcast content providers. Without prejudice 
to specific criteria and procedures adopted by 
Member States to grant rights of use for radio 
frequencies to providers of radio or television 
broadcast content services, to pursue general 
interest objectives in conformity with Com-
munity law, the procedure for assignment of 
radio frequencies should in any event be ob-
jective, transparent, non-discriminatory and 
proportionate. In accordance with case law of 

the Court of Justice, any national restrictions on 
the rights guaranteed by Article 49 of the Treaty 
should be objectively justified, proportionate 
and not exceed what is necessary to achieve 
general interest objectives as defined by Mem-
ber States in conformity with Community law. 
The responsibility for compliance with the con-
ditions attached to the right to use a radio fre-
quency and the relevant conditions attached to 
the general authorisation should in any case lie 
with the undertaking to whom the right of use 
for the radio frequency has been granted.

(13) As part of the application procedure for grant-
ing rights to use a radio frequency, Member 
States may verify whether the applicant will be 
able to comply with the conditions attached to 
such rights. For this purpose the applicant may 
be requested to submit the necessary informa-
tion to prove his ability to comply with these 
conditions. Where such information is not pro-
vided, the application for the right to use a radio 
frequency may be rejected.

(14) Member States are neither obliged to grant nor 
prevented from granting rights to use numbers 
from the national numbering plan or rights to 
install facilities to undertakings other than pro-
viders of electronic communications networks 
or services.

(15) The conditions, which may be attached to the 
general authorisation and to the specific rights 
of use, should be limited to what is strictly nec-
essary to ensure compliance with requirements 
and obligations under Community law and na-
tional law in accordance with Community law.

(16) In the case of electronic communications net-
works and services not provided to the public 
it is appropriate to impose fewer and lighter 
conditions than are justified for electronic com-
munications networks and services provided to 
the public.

(17) Specific obligations which may be imposed on 
providers of electronic communications net-
works and services in accordance with Com-
munity law by virtue of their significant market 
power as defined in Directive 2002/21/EC of 
the European Parliament and of the Council of 
7 March 2002 on a common regulatory frame-
work for electronic communications networks 
and services (Framework Directive)(7) should be 
imposed separately from the general rights and 
obligations under the general authorisation.

(18) The general authorisation should only contain 
conditions which are specific to the electronic 
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communications sector. It should not be made 
subject to conditions which are already appli-
cable by virtue of other existing national law 
which is not specific to the electronic com-
munications sector. Nevertheless, the national 
regulatory authorities may inform network op-
erators and service providers about other leg-
islation concerning their business, for instance 
through references on their websites.

(19) The requirement to publish decisions on the 
granting of rights to use frequencies or num-
bers may be fulfilled by making these decisions 
publicly accessible via a website.

(20) The same undertaking, for example a cable op-
erator, can offer both an electronic communi-
cations service, such as the conveyance of tel-
evision signals, and services not covered under 
this Directive, such as the commercialisation 
of an offer of sound or television broadcasting 
content services, and therefore additional obli-
gations can be imposed on this undertaking in 
relation to its activity as a content provider or 
distributor, according to provisions other than 
those of this Directive, without prejudice to the 
list of conditions laid in the Annex to this Direc-
tive.

(21) When granting rights of use for radio frequen-
cies, numbers or rights to install facilities, the rel-
evant authorities may inform the undertakings 
to whom they grant such rights of the relevant 
conditions in the general authorisation.

(22) Where the demand for radio frequencies in a 
specific range exceeds their availability, appro-
priate and transparent procedures should be 
followed for the assignment of such frequen-
cies in order to avoid any discrimination and 
optimise use of those scarce resources.

(23) National regulatory authorities should ensure, in 
establishing criteria for competitive or compar-
ative selection procedures, that the objectives 
in Article 8 of Directive 2002/21/EC (Framework 
Directive) are met. It would therefore not be 
contrary to this Directive if the application of 
objective, non-discriminatory and proportion-
ate selection criteria to promote the develop-
ment of competition would have the effect of 
excluding certain undertakings from a competi-
tive or comparative selection procedure for a 
particular radio frequency.

(24) Where the harmonised assignment of radio 
frequencies to particular undertakings has 
been agreed at European level, Member States 
should strictly implement such agreements in 

the granting of rights of use of radio frequencies 
from the national frequency usage plan.

(25) Providers of electronic communications net-
works and services may need a confirmation 
of their rights under the general authorisation 
with respect to interconnection and rights of 
way, in particular to facilitate negotiations with 
other, regional or local, levels of government or 
with service providers in other Member States. 
For this purpose the national regulatory authori-
ties should provide declarations to undertak-
ings either upon request or alternatively as an 
automatic response to a notification under the 
general authorisation. Such declarations should 
not by themselves constitute entitlements to 
rights nor should any rights under the general 
authorisation or rights of use or the exercise of 
such rights depend upon a declaration.

(26) Where undertakings find that their applications 
for rights to install facilities have not been dealt 
with in accordance with the principles set out in 
Directive 2002/21/EC (Framework Directive) or 
where such decisions are unduly delayed, they 
should have the right to appeal against deci-
sions or delays in such decisions in accordance 
with that Directive.

(27) The penalties for non-compliance with condi-
tions under the general authorisation should be 
commensurate with the infringement. Save in 
exceptional circumstances, it would not be pro-
portionate to suspend or withdraw the right to 
provide electronic communications services or 
the right to use radio frequencies or numbers 
where an undertaking did not comply with one 
or more of the conditions under the general au-
thorisation. This is without prejudice to urgent 
measures which the relevant authorities of the 
Member States may need to take in case of se-
rious threats to public safety, security or health 
or to economic and operational interests of 
other undertakings. This Directive should also 
be without prejudice to any claims between 
undertakings for compensation for damages 
under national law.

(28) Subjecting service providers to reporting and 
information obligations can be cumbersome, 
both for the undertaking and for the national 
regulatory authority concerned. Such obliga-
tions should therefore be proportionate, ob-
jectively justified and limited to what is strictly 
necessary. It is not necessary to require system-
atic and regular proof of compliance with all 
conditions under the general authorisation or 
attached to rights of use. Undertakings have a 
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right to know the purposes for which the infor-
mation they should provide will be used. The 
provision of information should not be a condi-
tion for market access. For statistical purposes a 
notification may be required from providers of 
electronic communication networks or services 
when they cease activities.

(29) This Directive should be without prejudice to 
Member States’ obligations to provide any in-
formation necessary for the defence of Com-
munity interests within the context of interna-
tional agreements. This Directive should also 
be without prejudice to any reporting obliga-
tions under legislation which is not specific to 
the electronic communications sector such as 
competition law.

(30) Administrative charges may be imposed on 
providers of electronic communications serv-
ices in order to finance the activities of the 
national regulatory authority in managing the 
authorisation system and for the granting of 
rights of use. Such charges should be limited to 
cover the actual administrative costs for those 
activities. For this purpose transparency should 
be created in the income and expenditure of 
national regulatory authorities by means of an-
nual reporting about the total sum of charges 
collected and the administrative costs incurred. 
This will allow undertakings to verify that ad-
ministrative costs and charges are in balance.

(31) Systems for administrative charges should not 
distort competition or create barriers for entry 
into the market. With a general authorisation 
system it will no longer be possible to attribute 
administrative costs and hence charges to indi-
vidual undertakings except for the granting of 
rights to use numbers, radio frequencies and 
for rights to install facilities. Any applicable ad-
ministrative charges should be in line with the 
principles of a general authorisation system. An 
example of a fair, simple and transparent alter-
native for these charge attribution criteria could 
be a turnover related distribution key. Where 
administrative charges are very low, flat rate 
charges, or charges combining a flat rate basis 
with a turnover related element could also be 
appropriate.

(32) In addition to administrative charges, usage 
fees may be levied for the use of radio frequen-
cies and numbers as an instrument to ensure 
the optimal use of such resources. Such fees 
should not hinder the development of innova-
tive services and competition in the market. This 
Directive is without prejudice to the purpose 

for which fees for rights of use are employed. 
Such fees may for instance be used to finance 
activities of national regulatory authorities that 
cannot be covered by administrative charges. 
Where, in the case of competitive or compara-
tive selection procedures, fees for rights of use 
for radio frequencies consist entirely or partly 
of a one-off amount, payment arrangements 
should ensure that such fees do not in practice 
lead to selection on the basis of criteria unre-
lated to the objective of ensuring optimal use 
of radio frequencies. The Commission may pub-
lish on a regular basis benchmark studies with 
regard to best practices for the assignment of 
radio frequencies, the assignment of numbers 
or the granting of rights of way.

(33) Member States may need to amend rights, con-
ditions, procedures, charges and fees relating to 
general authorisations and rights of use where 
this is objectively justified. Such changes should 
be duly notified to all interested parties in good 
time, giving them adequate opportunity to ex-
press their views on any such amendments.

(34) The objective of transparency requires that serv-
ice providers, consumers and other interested 
parties have easy access to any information re-
garding rights, conditions, procedures, charges, 
fees and decisions concerning the provision of 
electronic communications services, rights of 
use of radio frequencies and numbers, rights to 
install facilities, national frequency usage plans 
and national numbering plans. The national 
regulatory authorities have an important task in 
providing such information and keeping it up 
to date. Where such rights are administered by 
other levels of government the national regu-
latory authorities should endeavour to create a 
user-friendly instrument for access to informa-
tion regarding such rights.

(35) The proper functioning of the single market on 
the basis of the national authorisation regimes 
under this Directive should be monitored by 
the Commission.

(36) In order to arrive at a single date of application 
of all elements of the new regulatory framework 
for the electronic communications sector, it is 
important that the process of national transpo-
sition of this Directive and of alignment of the 
existing licences with the new rules take place 
in parallel. However, in specific cases where the 
replacement of authorisations existing on the 
date of entry into force of this Directive by the 
general authorisation and the individual rights 
of use in accordance with this Directive would 
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lead to an increase in the obligations for service 
providers operating under an existing authori-
sation or to a reduction of their rights, Member 
States may avail themselves of an additional 
nine months after the date of application of this 
Directive for alignment of such licences, unless 
this would have a negative effect on the rights 
and obligations of other undertakings.

(37) There may be circumstances under which the 
abolition of an authorisation condition regard-
ing access to electronic communications net-
works would create serious hardship for one or 
more undertakings that have benefited from 
the condition. In such cases further transitional 
arrangements may be granted by the Commis-
sion, upon request by a Member State.

(38) Since the objectives of the proposed action, 
namely the harmonisation and simplification 
of electronic communications rules and con-
ditions for the authorisation of networks and 
services cannot be sufficiently achieved by the 
Member States and can therefore, by reason 
of the scale and effects of the action, be better 
achieved at Community level, the Community 
may adopt measures in accordance with the 
principle of subsidiarity as set out in Article 5 
of the Treaty. In accordance with the principle 
of proportionality, as set out in that Article, this 
Directive does not go beyond what is necessary 
for those objectives,

HAvE ADOPTED THIS DIrECTIvE:

Article 1 
Objective and scope

1. The aim of this Directive is to implement an 
internal market in electronic communications 
networks and services through the harmonisa-
tion and simplification of authorisation rules 
and conditions in order to facilitate their provi-
sion throughout the Community.

2. This Directive shall apply to authorisations for 
the provision of electronic communications 
networks and services.

Article 2 
Definitions

1. For the purposes of this Directive, the defini-
tions set out in Article 2 of Directive 2002/21/EC 
(Framework Directive) shall apply.

2. The following definitions shall also apply:

(a) “general authorisation” means a legal frame-
work established by the Member State en-
suring rights for the provision of electronic 
communications networks or services and 
laying down sector specific obligations that 
may apply to all or to specific types of elec-
tronic communications networks and serv-
ices, in accordance with this Directive;

(b) “harmful interference” means interference 
which endangers the functioning of a radi-
onavigation service or of other safety serv-
ices or which otherwise seriously degrades, 
obstructs or repeatedly interrupts a radio-
communications service operating in ac-
cordance with the applicable Community 
or national regulations.

Article 3 
General authorisation of electronic 
communications networks and services

1. Member States shall ensure the freedom to pro-
vide electronic communications networks and 
services, subject to the conditions set out in this 
Directive. To this end, Member States shall not 
prevent an undertaking from providing elec-
tronic communications networks or services, 
except where this is necessary for the reasons 
set out in Article 46(1) of the Treaty.

2. The provision of electronic communications 
networks or the provision of electronic com-
munications services may, without prejudice to 
the specific obligations referred to in Article 6(2) 
or rights of use referred to in Article 5, only be 
subject to a general authorisation. The under-
taking concerned may be required to submit a 
notification but may not be required to obtain 
an explicit decision or any other administrative 
act by the national regulatory authority before 
exercising the rights stemming from the au-
thorisation. Upon notification, when required, 
an undertaking may begin activity, where nec-
essary subject to the provisions on rights of use 
in Articles 5, 6 and 7.

3. The notification referred to in paragraph 2 shall 
not entail more than a declaration by a legal or 
natural person to the national regulatory au-
thority of the intention to commence the pro-
vision of electronic communication networks 
or services and the submission of the minimal 
information which is required to allow the na-
tional regulatory authority to keep a register or 
list of providers of electronic communications 
networks and services. This information must 
be limited to what is necessary for the identi-
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fication of the provider, such as company reg-
istration numbers, and the provider’s contact 
persons, the provider’s address, a short descrip-
tion of the network or service, and an estimated 
date for starting the activity.

Article 4 
Minimum list of rights derived from the general 
authorisation

1. Undertakings authorised pursuant to Article 3, 
shall have the right to:

(a) provide electronic communications net-
works and services;

(b) have their application for the necessary 
rights to install facilities considered in ac-
cordance with Article 11 of Directive 
2002/21/EC (Framework Directive).

2. When such undertakings provide electronic 
communications networks or services to the 
public the general authorisation shall also give 
them the right to:

(a) negotiate interconnection with and where 
applicable obtain access to or intercon-
nection from other providers of publicly 
available communications networks and 
services covered by a general authorisation 
anywhere in the Community under the con-
ditions of and in accordance with Directive 
2002/19/EC (Access Directive);

(b) be given an opportunity to be designated 
to provide different elements of a universal 
service and/or to cover different parts of the 
national territory in accordance with Direc-
tive 2002/22/EC of the European Parliament 
and of the Council of 7 March 2002 on uni-
versal service and users’ rights relating to 
electronic communications networks and 
services (Universal Service Directive)(8).

Article 5 
Rights of use for radio frequencies and 
numbers

1. Member States shall, where possible, in par-
ticular where the risk of harmful interference is 
negligible, not make the use of radio frequen-
cies subject to the grant of individual rights of 
use but shall include the conditions for usage of 
such radio frequencies in the general authorisa-
tion.

2. Where it is necessary to grant individual 
rights of use for radio frequencies and num-
bers, Member States shall grant such rights, 

upon request, to any undertaking provid-
ing or using networks or services under the 
general authorisation, subject to the provi-
sions of Articles 6, 7 and 11(1)(c) of this Direc-
tive and any other rules ensuring the efficient 
use of those resources in accordance with 
Directive 2002/21/EC (Framework Directive). 
 
Without prejudice to specific criteria and pro-
cedures adopted by Member States to grant 
rights of use of radio frequencies to providers 
of radio or television broadcast content serv-
ices with a view to pursuing general interest 
objectives in conformity with Community law, 
such rights of use shall be granted through 
open, transparent and non-discriminatory pro-
cedures. When granting rights of use, Member 
States shall specify whether those rights can be 
transferred at the initiative of the right holder, 
and under which conditions, in the case of ra-
dio frequencies, in accordance with Article 9 
of Directive 2002/21/EC (Framework Directive). 
Where Member States grant rights of use for a 
limited period of time, the duration shall be ap-
propriate for the service concerned.

3. Decisions on rights of use shall be taken, com-
municated and made public as soon as pos-
sible after receipt of the complete application 
by the national regulatory authority, within 
three weeks in the case of numbers that have 
been allocated for specific purposes within the 
national numbering plan and within six weeks 
in the case of radio frequencies that have been 
allocated for specific purposes within the na-
tional frequency plan. The latter time limit shall 
be without prejudice to any applicable interna-
tional agreements relating to the use of radio 
frequencies or of orbital positions.

4. Where it has been decided, after consultation 
with interested parties in accordance with Arti-
cle 6 of Directive 2002/21/EC (Framework Direc-
tive), that rights for use of numbers of exception-
al economic value are to be granted through 
competitive or comparative selection proce-
dures, Member States may extend the maximum 
period of three weeks by up to three weeks. 
 
With regard to competitive or comparative se-
lection procedures for radio frequencies Article 
7 shall apply.

5. Member States shall not limit the number of 
rights of use to be granted except where this 
is necessary to ensure the efficient use of radio 
frequencies in accordance with Article 7.
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Article 6 
Conditions attached to the general 
authorisation and to the rights of use for radio 
frequencies and for numbers, and specific 
obligations

1. The general authorisation for the provision of 
electronic communications networks or serv-
ices and the rights of use for radio frequencies 
and rights of use for numbers may be subject 
only to the conditions listed respectively in 
parts A, B and C of the Annex. Such conditions 
shall be objectively justified in relation to the 
network or service concerned, non-discrimina-
tory, proportionate and transparent.

2. Specific obligations which may be imposed 
on providers of electronic communications 
networks and services under Articles 5(1), 5(2), 
6 and 8 of Directive 2002/19/EC (Access Direc-
tive) and Articles 16, 17, 18 and 19 of Directive 
2002/22/EC (Universal Service Directive) or on 
those designated to provide universal service 
under the said Directive shall be legally sepa-
rate from the rights and obligations under the 
general authorisation. In order to achieve trans-
parency for undertakings, the criteria and pro-
cedures for imposing such specific obligations 
on individual undertakings shall be referred to 
in the general authorisation.

3. The general authorisation shall only contain 
conditions which are specific for that sector and 
are set out in Part A of the Annex and shall not 
duplicate conditions which are applicable to 
undertakings by virtue of other national legisla-
tion.

4. Member States shall not duplicate the condi-
tions of the general authorisation where they 
grant the right of use for radio frequencies or 
numbers.

Article 7 
Procedure for limiting the number of rights of 
use to be granted for radio frequencies

1. Where a Member State is considering whether 
to limit the number of rights of use to be grant-
ed for radio frequencies, it shall inter alia:

(a) give due weight to the need to maximise 
benefits for users and to facilitate the devel-
opment of competition;

(b) give all interested parties, including users 
and consumers, the opportunity to express 
their views on any limitation in accord-

ance with Article 6 of Directive 2002/21/EC 
(Framework Directive);

(c) publish any decision to limit the granting of 
rights of use, stating the reasons therefor;

(d) after having determined the procedure, in-
vite applications for rights of use; and

(e) review the limitation at reasonable intervals 
or at the reasonable request of affected un-
dertakings.

2. Where a Member State concludes that further 
rights of use for radio frequencies can be grant-
ed, it shall publish that conclusion and invite ap-
plications for such rights.

3. Where the granting of rights of use for radio 
frequencies needs to be limited, Member States 
shall grant such rights on the basis of selection 
criteria which must be objective, transparent, 
non-discriminatory and proportionate. Any 
such selection criteria must give due weight to 
the achievement of the objectives of Article 8 
of Directive 2002/21/EC (Framework Directive).

4. Where competitive or comparative selection 
procedures are to be used, Member States 
may extend the maximum period of six weeks 
referred to in Article 5(3) for as long as neces-
sary to ensure that such procedures are fair, rea-
sonable, open and transparent to all interested 
parties, but by no longer than eight months. 
 
These time limits shall be without prejudice to 
any applicable international agreements relat-
ing to the use of radio frequencies and satellite 
coordination.

5. This Article is without prejudice to the transfer 
of rights of use for radio frequencies in accord-
ance with Article 9 of Directive 2002/21/EC 
(Framework Directive).

Article 8 
Harmonised assignment of radio frequencies

Where the usage of radio frequencies has been har-
monised, access conditions and procedures have 
been agreed, and undertakings to which the radio 
frequencies shall be assigned have been selected 
in accordance with international agreements and 
Community rules, Member States shall grant the 
right of use for such radio frequencies in accord-
ance therewith. Provided that all national conditions 
attached to the right to use the radio frequencies 
concerned have been satisfied in the case of a com-
mon selection procedure, Member States shall not 
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impose any further conditions, additional criteria or 
procedures which would restrict, alter or delay the 
correct implementation of the common assign-
ment of such radio frequencies.

Article 9 
Declarations to facilitate the exercise of rights 
to install facilities and rights of interconnection

At the request of an undertaking, national regulatory 
authorities shall, within one week, issue standard-
ised declarations, confirming, where applicable, that 
the undertaking has submitted a notification under 
Article 3(2) and detailing under what circumstances 
any undertaking providing electronic communica-
tions networks or services under the general au-
thorisation has the right to apply for rights to install 
facilities, negotiate interconnection, and/or obtain 
access or interconnection in order to facilitate the 
exercise of those rights for instance at other levels 
of government or in relation to other undertakings. 
Where appropriate such declarations may also be 
issued as an automatic reply following the notifica-
tion referred to in Article 3(2).

Article 10 
Compliance with the conditions of the general 
authorisation or of rights of use and with 
specific obligations

1. National regulatory authorities may require 
undertakings providing electronic communi-
cations networks or services covered by the 
general authorisation or enjoying rights of use 
for radio frequencies or numbers to provide in-
formation necessary to verify compliance with 
the conditions of the general authorisation or 
of rights of use or with the specific obligations 
referred to in Article 6(2), in accordance with 
Article 11.

2. Where a national regulatory authority finds that 
an undertaking does not comply with one or 
more of the conditions of the general authori-
sation, or of rights of use or with the specific ob-
ligations referred to in Article 6(2), it shall notify 
the undertaking of those findings and give the 
undertaking a reasonable opportunity to state 
its views or remedy any breaches within:

• one month after notification, or

• a shorter period agreed by the undertak-
ing or stipulated by the national regulato-
ry authority in case of repeated breaches, 
or

• a longer period decided by the national 

regulatory authority.

3. If the undertaking concerned does not remedy 
the breaches within the period as referred to in 
paragraph 2, the relevant authority shall take ap-
propriate and proportionate measures aimed at 
ensuring compliance. In this regard, Member 
States may empower the relevant authorities 
to impose financial penalties where appropri-
ate. The measures and the reasons on which 
they are based shall be communicated to the 
undertaking concerned within one week of 
their adoption and shall stipulate a reasonable 
period for the undertaking to comply with the 
measure.

4. Notwithstanding the provisions of paragraphs 
2 and 3, Member States may empower the rel-
evant authority to impose financial penalties 
where appropriate on undertakings for failure 
to provide information in accordance with ob-
ligations imposed under Article 11(1)(a) or (b) of 
this Directive or Article 9 of Directive 2002/19/
EC (Access Directive) within a reasonable period 
stipulated by the national regulatory authority.

5. In cases of serious and repeated breaches of 
the conditions of the general authorisation, the 
rights of use or specific obligations referred to in 
Article 6(2), where measures aimed at ensuring 
compliance as referred to in paragraph 3 of this 
Article have failed, national regulatory authori-
ties may prevent an undertaking from continu-
ing to provide electronic communications net-
works or services or suspend or withdraw rights 
of use.

6. Irrespective of the provisions of paragraphs 
2, 3 and 5, where the relevant authority has 
evidence of a breach of the conditions of the 
general authorisation, rights of use or specific 
obligations referred to in Article 6(2) that repre-
sents an immediate and serious threat to public 
safety, public security or public health or will 
create serious economic or operational prob-
lems for other providers or users of electronic 
communications networks or services, it may 
take urgent interim measures to remedy the 
situation in advance of reaching a final decision. 
The undertaking concerned shall thereafter be 
given a reasonable opportunity to state its view 
and propose any remedies. Where appropriate, 
the relevant authority may confirm the interim 
measures.

7. Undertakings shall have the right to appeal 
against measures taken under this Article in 
accordance with the procedure referred to in 
Article 4 of Directive 2002/21/EC (Framework 



184

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

ELECTrONIC COMMUNICATIONS

Directive).

Article 11 
Information required under the general 
authorisation, for rights of use and for the 
specific obligations

1. Without prejudice to information and report-
ing obligations under national legislation other 
than the general authorisation, national regu-
latory authorities may only require undertak-
ings to provide information under the general 
authorisation, for rights of use or the specific 
obligations referred to in Article 6(2) that is pro-
portionate and objectively justified for:

(a) systematic or case-by-case verification of 
compliance with conditions 1 and 2 of Part 
A, condition 6 of Part B and condition 7 of 
Part C of the Annex and of compliance with 
obligations as referred to in Article 6(2);

(b) case-by-case verification of compliance with 
conditions as set out in the Annex where a 
complaint has been received or where the 
national regulatory authority has other rea-
sons to believe that a condition is not com-
plied with or in case of an investigation by 
the national regulatory authority on its own 
initiative;

(c) procedures for and assessment of requests 
for granting rights of use;

(d) publication of comparative overviews of 
quality and price of services for the benefit 
of consumers;

(e) clearly defined statistical purposes;

(f ) market analysis for the purposes of Directive 
2002/19/EC (Access Directive) or Directive 
2002/22/EC (Universal Service Directive).

The information referred to in points (a), (b), (d), 
(e) and (f ) of the first subparagraph may not be 
required prior to or as a condition for market ac-
cess.

2. Where national regulatory authorities require 
undertakings to provide information as referred 
to in paragraph 1, they shall inform them of the 
specific purpose for which this information is to 
be used.

Article 12 
Administrative charges

1. Any administrative charges imposed on under-
takings providing a service or a network under 

the general authorisation or to whom a right of 
use has been granted shall:

(a) in total, cover only the administrative costs 
which will be incurred in the management, 
control and enforcement of the general 
authorisation scheme and of rights of use 
and of specific obligations as referred to in 
Article 6(2), which may include costs for in-
ternational cooperation, harmonisation and 
standardisation, market analysis, monitoring 
compliance and other market control, as 
well as regulatory work involving prepara-
tion and enforcement of secondary legisla-
tion and administrative decisions, such as 
decisions on access and interconnection; 
and

(b) be imposed upon the individual undertak-
ings in an objective, transparent and propor-
tionate manner which minimises additional 
administrative costs and attendant charges.

2. Where national regulatory authorities impose 
administrative charges, they shall publish a 
yearly overview of their administrative costs and 
of the total sum of the charges collected. In the 
light of the difference between the total sum of 
the charges and the administrative costs, ap-
propriate adjustments shall be made.

Article 13 
Fees for rights of use and rights to install 
facilities

Member States may allow the relevant authority to 
impose fees for the rights of use for radio frequen-
cies or numbers or rights to install facilities on, over 
or under public or private property which reflect the 
need to ensure the optimal use of these resources. 
Member States shall ensure that such fees shall be 
objectively justified, transparent, non-discriminatory 
and proportionate in relation to their intended pur-
pose and shall take into account the objectives in 
Article 8 of Directive 2002/21/EC (Framework Direc-
tive).

Article 14 
Amendment of rights and obligations

1. Member States shall ensure that the rights, con-
ditions and procedures concerning general au-
thorisations and rights of use or rights to install 
facilities may only be amended in objectively 
justified cases and in a proportionate manner. 
Notice shall be given in an appropriate manner 
of the intention to make such amendments and 
interested parties, including users and consum-



185

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

ELECTrONIC COMMUNICATIONS

ers, shall be allowed a sufficient period of time 
to express their views on the proposed amend-
ments, which shall be no less than four weeks 
except in exceptional circumstances.

2. Member States shall not restrict or withdraw 
rights to install facilities before expiry of the pe-
riod for which they were granted except where 
justified and where applicable in conform-
ity with relevant national provisions regarding 
compensation for withdrawal of rights.

Article 15 
Publication of information

1. Member States shall ensure that all relevant 
information on rights, conditions, procedures, 
charges, fees and decisions concerning general 
authorisations and rights of use is published 
and kept up to date in an appropriate manner 
so as to provide easy access to that information 
for all interested parties.

2. Where information as referred to in paragraph 
1 is held at different levels of government, in 
particular information regarding procedures 
and conditions on rights to install facilities, the 
national regulatory authority shall make all rea-
sonable efforts, bearing in mind the costs in-
volved, to create a user-friendly overview of all 
such information, including information on the 
relevant levels of government and the responsi-
ble authorities, in order to facilitate applications 
for rights to install facilities.

Article 16 
Review procedures

The Commission shall periodically review the func-
tioning of the national authorisation systems and 
the development of cross-border service provision 
within the Community and report to the European 
Parliament and to the Council on the first occasion 
not later than three years after the date of applica-
tion of this Directive referred to in Article 18(1), 
second subparagraph. For this purpose, the Com-
mission may request from the Member States in-
formation, which shall be supplied without undue 
delay.

Article 17 
Existing authorisations

1. Member States shall bring authorisations al-
ready in existence on the date of entry into 
force of this Directive into line with the provi-
sions of this Directive by at the latest the date 
of application referred to in Article 18(1), second 

subparagraph.

2. Where application of paragraph 1 results in a 
reduction of the rights or an extension of the 
obligations under authorisations already in ex-
istence, Member States may extend the validity 
of those rights and obligations until at the latest 
nine months after the date of application re-
ferred to in Article 18(1), second subparagraph, 
provided that the rights of other undertakings 
under Community law are not affected thereby. 
Member States shall notify such extensions to 
the Commission and state the reasons therefor.

3. Where the Member State concerned can prove 
that the abolition of an authorisation condition 
regarding access to electronic communications 
networks, which was in force before the date 
of entry into force of this Directive, creates ex-
cessive difficulties for undertakings that have 
benefited from mandated access to another 
network, and where it is not possible for these 
undertakings to negotiate new agreements 
on reasonable commercial terms before the 
date of application referred to in Article 18(1), 
second subparagraph, Member States may re-
quest a temporary prolongation of the relevant 
condition(s). Such requests shall be submitted 
by the date of application referred to in Article 
18(1), second subparagraph, at the latest, and 
shall specify the condition(s) and period for 
which the temporary prolongation is requested.

The Member State shall inform the Commission 
of the reasons for requesting a prolongation. 
The Commission shall consider such a request, 
taking into account the particular situation in 
that Member State and of the undertaking(s) 
concerned, and the need to ensure a coherent 
regulatory environment at a Community level. 
It shall take a decision on whether to grant or 
reject the request, and where it decides to grant 
the request, on the scope and duration of the 
prolongation to be granted. The Commission 
shall communicate its decision to the Member 
State concerned within six months after receipt 
of the application for a prolongation. Such deci-
sions shall be published in the Official Journal of 
the European Communities.

Article 18 
Transposition

1. Member States shall adopt and publish the 
laws, regulations and administrative provisions 
necessary to comply with this Directive by 24 
July 2003 at the latest. They shall forthwith in-
form the Commission thereof.
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They shall apply those measures from 25 July 
2003.

When Member States adopt these measures, 
they shall contain a reference to this Directive or 
be accompanied by such reference on the oc-
casion of their official publication. The methods 
of making such reference shall be laid down by 
Member States.

2. Member States shall communicate to the Com-
mission the text of the provisions of national law 
which they adopt in the field governed by this 
Directive and of any subsequent amendments 
to those provisions.

Article 19 
Entry into force

This Directive shall enter into force on the day of its 
publication in the Official Journal of the European 
Communities.

Article 20 
Addressees

This Directive is addressed to the Member States.

Done at Brussels, 7 March 2002.
For the European Parliament
The President P. Cox
For the Council
The President J. C. Aparicio

[1] OJ C 365 E, 19.12.2000, p. 230 and OJ C 270 E, 25.9.2001, p. 
182.

[2] OJ C 123, 25.4.2001, p. 55.

[3] Opinion of the European Parliament of 1 March 2001 (OJ 
C 277, 1.10.2001, p. 116), Council Common Position of 17 
September 2001 (OJ C 337, 30.11.2001, p. 18) and Decision 
of the European Parliament of 12 December 2001(not yet 
published in the Official Journal). Council Decision of 14 
February 2002.

[4] OJ L 91, 7.4.1999, p. 10.

[5] OJ L 320, 28.11.1998, p. 54.

[6] See page 7 of this Official Journal.

[7] See page 33 of this Official Journal.

[8] See page 51 of this Official Journal.

anneX

The conditions listed in this Annex provide the maxi-
mum list of conditions which may be attached to 

general authorisations (Part A), rights to use radio 
frequencies (Part B) and rights to use numbers (Part 
C) as referred to in Article 6(1) and Article 11(1)(a).

A. Conditions which may be attached to a 
general authorisation

1. Financial contributions to the funding of univer-
sal service in conformity with Directive 2002/22/
EC (Universal Service Directive).

2. Administrative charges in accordance with Arti-
cle 12 of this Directive.

3. Interoperability of services and interconnec-
tion of networks in conformity with Directive 
2002/19/EC (Access Directive).

4. Accessibility of numbers from the national 
numbering plan to end-users including condi-
tions in conformity with Directive 2002/22/EC 
(Universal Service Directive).

5. Environmental and town and country planning 
requirements, as well as requirements and con-
ditions linked to the granting of access to or use 
of public or private land and conditions linked 
to co-location and facility sharing in conformity 
with Directive 2002/22/EC (Framework Direc-
tive) and including, where applicable, any finan-
cial or technical guarantees necessary to ensure 
the proper execution of infrastructure works.

6. “Must carry” obligations in conformity with Di-
rective 2002/22/EC (Universal Service Directive).

7. Personal data and privacy protection specific 
to the electronic communications sector in 
conformity with Directive 97/66/EC of the Eu-
ropean Parliament and of the Council of 15 
December 1997 concerning the processing of 
personal data and the protection of privacy in 
the telecommunications sector(1).

8. Consumer protection rules specific to the elec-
tronic communications sector including condi-
tions in conformity with Directive 2002/22/EC 
(Universal Service Directive).

9. restrictions in relation to the transmission of 
illegal content, in accordance with Directive 
2000/31/EC of the European Parliament and 
of the Council of 8 June 2000 on certain legal 
aspects of information society services, in par-
ticular electronic commerce, in the internal 
market(2) and restrictions in relation to the 
transmission of harmful content in accordance 
with Article 2a(2) of Council Directive 89/552/
EEC of 3 October 1989 on the coordination of 
certain provisions laid down by law, regulation 
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or administrative action in Member States con-
cerning the pursuit of television broadcasting 
activities(3).

10. Information to be provided under a notification 
procedure in accordance with Article 3(3) of this 
Directive and for other purposes as included in 
Article 11 of this Directive.

11. Enabling of legal interception by competent 
national authorities in conformity with Direc-
tive 97/66/EC and Directive 95/46/EC of the 
European Parliament and of the Council of 24 
October 1995 on the protection of individuals 
with regard to the processing of personal data 
and on the free movement of such data(4).

12. Terms of use during major disasters to ensure 
communications between emergency services 
and authorities and broadcasts to the general 
public.

13. Measures regarding the limitation of exposure 
of the general public to electromagnetic fields 
caused by electronic communications net-
works in accordance with Community law.

14. Access obligations other than those provided 
for in Article 6(2) of this Directive applying to 
undertakings providing electronic communica-
tions networks or services, in conformity with 
Directive 2002/19/EC (Access Directive).

15. Maintenance of the integrity of public commu-
nications networks in accordance with Directive 
2002/19/EC (Access Directive) and Directive 
2002/22/EC (Universal Service Directive) includ-
ing by conditions to prevent electromagnetic 
interference between electronic communica-
tions networks and/or services in accordance 
with Council Directive 89/336/EEC of 3 May 
1989 on the approximation of the laws of the 
Member States relating to electromagnetic 
compatibility(5).

16. Security of public networks against unauthor-
ised access according to Directive 97/66/EC.

17. Conditions for the use of radio frequencies, in 
conformity with Article 7(2) of Directive 1999/5/
EC, where such use is not made subject to the 
granting of individual rights of use in accord-
ance with Article 5(1) of this Directive.

18. Measures designed to ensure compliance with 
the standards and/or specifications referred to 
in Article 17 of Directive 2002/21/EC (Frame-
work Directive).

B. Conditions which may be attached to rights 
of use for radio frequencies

1. Designation of service or type of network or 
technology for which the rights of use for the 
frequency has been granted, including, where 
applicable, the exclusive use of a frequency for 
the transmission of specific content or specific 
audiovisual services.

2. Effective and efficient use of frequencies in con-
formity with Directive 2002/21/EC (Framework 
Directive), including, where appropriate, cover-
age requirements.

3. Technical and operational conditions neces-
sary for the avoidance of harmful interference 
and for the limitation of exposure of the general 
public to electromagnetic fields, where such 
conditions are different from those included in 
the general authorisation.

4. Maximum duration in conformity with Article 5 
of this Directive, subject to any changes in the 
national frequency plan.

5. Transfer of rights at the initiative of the right 
holder and conditions for such transfer in con-
formity with Directive 2002/21/EC (Framework 
Directive).

6. Usage fees in accordance with Article 13 of this 
Directive.

7. Any commitments which the undertaking ob-
taining the usage right has made in the course 
of a competitive or comparative selection pro-
cedure.

8. Obligations under relevant international agree-
ments relating to the use of frequencies.

C. Conditions which may be attached to rights 
of use for numbers

1. Designation of service for which the number 
shall be used, including any requirements 
linked to the provision of that service.

2. Effective and efficient use of numbers in con-
formity with Directive 2002/21/EC (Framework 
Directive).

3. Number portability requirements in conform-
ity with Directive 2002/22/EC (Universal Service 
Directive).

4. Obligation to provide public directory subscrib-
er information for the purposes of Articles 5 and 
25 of Directive 2002/22/EC (Universal Service 
Directive).



188

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

ELECTrONIC COMMUNICATIONS

5. Maximum duration in conformity with Article 5 
of this Directive, subject to any changes in the 
national numbering plan.

6. Transfer of rights at the initiative of the right 
holder and conditions for such transfer in con-
formity with Directive 2002/21/EC (Framework 
Directive).

7. Usage fees in accordance with Article 13 of this 
Directive.

8. Any commitments which the undertaking ob-
taining the usage right has made in the course 
of a competitive or comparative selection pro-
cedure.

9. Obligations under relevant international agree-
ments relating to the use of numbers.

[1] OJ L 24, 30.1.1998, p. 1.

[2] OJ L 178, 17.7.2000, p. 1.

[3] OJ L 298, 17.10.1989, p. 23. Directive as amended by Direc-
tive 97/36/EC of the European Parliament and of the Coun-
cil (OJ L 202, 30.7.1997, p. 60).

[4] OJ L 281, 23.11.1995, p. 31.

[5] OJ L 139, 23.5.1989, p. 19. Directive as last amended by Di-
rective 93/68/EEC (OJ L 220, 30.8.1993, p. 1). 

Directive 2002/21/EC of 
the European Parliament 
and of the Council 
of 7 March 2002 on a 
common regulatory 
framework for electronic 
communications 
networks and services 
(Framework Directive)
THE EUrOPEAN PArLIAMENT AND THE COUNCIL OF 
THE EUrOPEAN UNION,

Having regard to the Treaty establishing the Europe-
an Community, and in particular Article 95 thereof,

Having regard to the proposal from the Commis-
sion(1), ELECTRONIC COMMUNICATIONS

Having regard to the opinion of the Economic and 
Social Committee(2),

Acting in accordance with the procedure laid down 
in Article 251 of the Treaty(3),

Whereas:

(1) The current regulatory framework for telecom-
munications has been successful in creating the 
conditions for effective competition in the tel-
ecommunications sector during the transition 
from monopoly to full competition.

(2) On 10 November 1999, the Commission pre-
sented a communication to the European Par-
liament, the Council, the Economic and Social 
Committee and the Committee of the regions 
entitled “Towards a new framework for elec-
tronic communications infrastructure and asso-
ciated services - the 1999 communications re-
view”. In that communication, the Commission 
reviewed the existing regulatory framework for 
telecommunications, in accordance with its 
obligation under Article 8 of Council Directive 
90/387/EEC of 28 June 1990 on the establish-
ment of the internal market for telecommuni-
cations services through the implementation of 
open network provision(4). It also presented a 
series of policy proposals for a new regulatory 
framework for electronic communications in-
frastructure and associated services for public 
consultation.
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(3) On 26 April 2000 the Commission presented a 
communication to the European Parliament, 
the Council, the Economic and Social Commit-
tee and the Committee of the regions on the 
results of the public consultation on the 1999 
communications review and orientations for 
the new regulatory framework. The communi-
cation summarised the public consultation and 
set out certain key orientations for the prepara-
tion of a new framework for electronic commu-
nications infrastructure and associated services.

(4) The Lisbon European Council of 23 and 24 
March 2000 highlighted the potential for 
growth, competitiveness and job creation of 
the shift to a digital, knowledge-based econo-
my. In particular, it emphasised the importance 
for Europe’s businesses and citizens of access to 
an inexpensive, world-class communications in-
frastructure and a wide range of services.

(5) The convergence of the telecommunications, 
media and information technology sectors 
means all transmission networks and services 
should be covered by a single regulatory frame-
work. That regulatory framework consists of this 
Directive and four specific Directives: Directive 
2002/20/EC of the European Parliament and of 
the Council of 7 March 2002 on the authorisa-
tion of electronic communications networks 
and services (Authorisation Directive)(5), Direc-
tive 2002/19/EC of the European Parliament and 
of the Council of 7 March 2002 on access to, and 
interconnection of, electronic communications 
networks and associated facilities (Access Direc-
tive)(6), Directive 2002/22/EC of the European 
Parliament and of the Council of 7 March 2002 
on universal service and users’ rights relating to 
electronic communications networks and serv-
ices (Universal Service Directive)(7), Directive 
97/66/EC of the European Parliament and of the 
Council of 15 December 1997 concerning the 
processing of personal data and the protection 
of privacy in the telecommunications sector(8), 
(hereinafter referred to as “the Specific Direc-
tives”). It is necessary to separate the regulation 
of transmission from the regulation of content. 
This framework does not therefore cover the 
content of services delivered over electronic 
communications networks using electronic 
communications services, such as broadcasting 
content, financial services and certain informa-
tion society services, and is therefore without 
prejudice to measures taken at Community 
or national level in respect of such services, in 
compliance with Community law, in order to 
promote cultural and linguistic diversity and 
to ensure the defence of media pluralism. The 

content of television programmes is covered 
by Council Directive 89/552/EEC of 3 October 
1989 on the coordination of certain provisions 
laid down by law, regulation or administrative 
action in Member States concerning the pur-
suit of television broadcasting activities(9). The 
separation between the regulation of transmis-
sion and the regulation of content does not 
prejudice the taking into account of the links 
existing between them, in particular in order 
to guarantee media pluralism, cultural diversity 
and consumer protection.

(6) Audiovisual policy and content regulation are 
undertaken in pursuit of general interest ob-
jectives, such as freedom of expression, media 
pluralism, impartiality, cultural and linguistic 
diversity, social inclusion, consumer protection 
and the protection of minors. The Commission 
communication “Principles and guidelines for 
the Community’s audio-visual policy in the dig-
ital age”, and the Council conclusions of 6 June 
2000 welcoming this communication, set out 
the key actions to be taken by the Community 
to implement its audio-visual policy.

(7) The provisions of this Directive and the Specific 
Directives are without prejudice to the possibil-
ity for each Member State to take the necessary 
measures to ensure the protection of its essen-
tial security interests, to safeguard public policy 
and public security, and to permit the investiga-
tion, detection and prosecution of criminal of-
fences, including the establishment by national 
regulatory authorities of specific and propor-
tional obligations applicable to providers of 
electronic communications services.

(8) This Directive does not cover equipment within 
the scope of Directive 1999/5/EC of the Euro-
pean Parliament and of the Council of 9 March 
1999 on radio equipment and telecommuni-
cations terminal equipment and the mutual 
recognition of their conformity(10), but does 
cover consumer equipment used for digital tel-
evision. It is important for regulators to encour-
age network operators and terminal equipment 
manufacturers to cooperate in order to facilitate 
access by disabled users to electronic commu-
nications services.

(9) Information society services are covered by Di-
rective 2000/31/EC of the European Parliament 
and of the Council of 8 June 2000 on certain 
legal aspects of information society services, in 
particular electronic commerce, in the internal 
market (Directive on electronic commerce)(11).

(10) The definition of “information society service” in 
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Article 1 of Directive 98/34/EC of the European 
Parliament and of the Council of 22 June 1998 
laying down a procedure for the provision of 
information in the field of technical standards 
and regulations and of rules of information 
society services(12) spans a wide range of eco-
nomic activities which take place on-line. Most 
of these activities are not covered by the scope 
of this Directive because they do not consist 
wholly or mainly in the conveyance of signals 
on electronic communications networks. voice 
telephony and electronic mail conveyance 
services are covered by this Directive. The same 
undertaking, for example an Internet service 
provider, can offer both an electronic commu-
nications service, such as access to the Internet, 
and services not covered under this Directive, 
such as the provision of web-based content.

(11) In accordance with the principle of the sepa-
ration of regulatory and operational functions, 
Member States should guarantee the inde-
pendence of the national regulatory authority 
or authorities with a view to ensuring the im-
partiality of their decisions. This requirement 
of independence is without prejudice to the 
institutional autonomy and constitutional obli-
gations of the Member States or to the principle 
of neutrality with regard to the rules in Member 
States governing the system of property owner-
ship laid down in Article 295 of the Treaty. Na-
tional regulatory authorities should be in pos-
session of all the necessary resources, in terms 
of staffing, expertise, and financial means, for 
the performance of their tasks.

(12) Any party who is the subject of a decision by a 
national regulatory authority should have the 
right to appeal to a body that is independent of 
the parties involved. This body may be a court. 
Furthermore, any undertaking which considers 
that its applications for the granting of rights 
to install facilities have not been dealt with in 
accordance with the principles set out in this 
Directive should be entitled to appeal against 
such decisions. This appeal procedure is with-
out prejudice to the division of competences 
within national judicial systems and to the 
rights of legal entities or natural persons under 
national law.

(13) National regulatory authorities need to gather 
information from market players in order to car-
ry out their tasks effectively. Such information 
may also need to be gathered on behalf of the 
Commission, to allow it to fulfil its obligations 
under Community law. requests for informa-
tion should be proportionate and not impose 

an undue burden on undertakings. Informa-
tion gathered by national regulatory authorities 
should be publicly available, except in so far as it 
is confidential in accordance with national rules 
on public access to information and subject to 
Community and national law on business con-
fidentiality.

(14) Information that is considered confidential by 
a national regulatory authority, in accordance 
with Community and national rules on business 
confidentiality, may only be exchanged with 
the Commission and other national regula-
tory authorities where such exchange is strictly 
necessary for the application of the provisions 
of this Directive or the Specific Directives. The 
information exchanged should be limited to 
that which is relevant and proportionate to the 
purpose of such an exchange.

(15) It is important that national regulatory authori-
ties consult all interested parties on proposed 
decisions and take account of their comments 
before adopting a final decision. In order to en-
sure that decisions at national level do not have 
an adverse effect on the single market or other 
Treaty objectives, national regulatory authori-
ties should also notify certain draft decisions 
to the Commission and other national regula-
tory authorities to give them the opportunity to 
comment. It is appropriate for national regula-
tory authorities to consult interested parties on 
all draft measures which have an effect on trade 
between Member States. The cases where the 
procedures referred to in Articles 6 and 7 apply 
are defined in this Directive and in the Specific 
Directives. The Commission should be able, 
after consulting the Communications Commit-
tee, to require a national regulatory authority 
to withdraw a draft measure where it concerns 
definition of relevant markets or the designa-
tion or not of undertakings with significant 
market power, and where such decisions would 
create a barrier to the single market or would be 
incompatible with Community law and in par-
ticular the policy objectives that national regu-
latory authorities should follow. This procedure 
is without prejudice to the notification proce-
dure provided for in Directive 98/34/EC and the 
Commission’s prerogatives under the Treaty in 
respect of infringements of Community law.

(16) National regulatory authorities should have a 
harmonised set of objectives and principles to 
underpin, and should, where necessary, coordi-
nate their actions with the regulatory authori-
ties of other Member States in carrying out their 
tasks under this regulatory framework.
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(17) The activities of national regulatory authorities 
established under this Directive and the Specific 
Directives contribute to the fulfilment of broad-
er policies in the areas of culture, employment, 
the environment, social cohesion and town and 
country planning.

(18) The requirement for Member States to ensure 
that national regulatory authorities take the ut-
most account of the desirability of making regu-
lation technologically neutral, that is to say that 
it neither imposes nor discriminates in favour of 
the use of a particular type of technology, does 
not preclude the taking of proportionate steps 
to promote certain specific services where this 
is justified, for example digital television as a 
means for increasing spectrum efficiency.

(19) radio frequencies are an essential input for 
radio-based electronic communications serv-
ices and, in so far as they relate to such services, 
should therefore be allocated and assigned by 
national regulatory authorities according to a 
set of harmonised objectives and principles 
governing their action as well as to objective, 
transparent and non-discriminatory criteria, 
taking into account the democratic, social, 
linguistic and cultural interests related to the 
use of frequency. It is important that the allo-
cation and assignment of radio frequencies is 
managed as efficiently as possible. Transfer of 
radio frequencies can be an effective means of 
increasing efficient use of spectrum, as long as 
there are sufficient safeguards in place to pro-
tect the public interest, in particular the need 
to ensure transparency and regulatory supervi-
sion of such transfers. Decision No 676/2002/EC 
of the European Parliament and of the Council 
of 7 March 2002 on a regulatory framework for 
radio spectrum policy in the European Com-
munity (radio Spectrum Decision)(13) estab-
lishes a framework for harmonisation of radio 
frequencies, and action taken under this Direc-
tive should seek to facilitate the work under that 
Decision.

(20) Access to numbering resources on the basis of 
transparent, objective and non-discriminatory 
criteria is essential for undertakings to compete 
in the electronic communications sector. All 
elements of national numbering plans should 
be managed by national regulatory authorities, 
including point codes used in network address-
ing. Where there is a need for harmonisation of 
numbering resources in the Community to sup-
port the development of pan-European servic-
es, the Commission may take technical imple-
menting measures using its executive powers. 

Where this is appropriate to ensure full global 
interoperability of services, Member States 
should coordinate their national positions in 
accordance with the Treaty in international 
organisations and fora where numbering deci-
sions are taken. The provisions of this Directive 
do not establish any new areas of responsibil-
ity for the national regulatory authorities in the 
field of Internet naming and addressing.

(21) Member States may use, inter alia, competi-
tive or comparative selection procedures for 
the assignment of radio frequencies as well as 
numbers with exceptional economic value. In 
administering such schemes, national regula-
tory authorities should take into account the 
provisions of Article 8.

(22) It should be ensured that procedures exist for 
the granting of rights to install facilities that are 
timely, non-discriminatory and transparent, in 
order to guarantee the conditions for fair and 
effective competition. This Directive is without 
prejudice to national provisions governing the 
expropriation or use of property, the normal ex-
ercise of property rights, the normal use of the 
public domain, or to the principle of neutrality 
with regard to the rules in Member States gov-
erning the system of property ownership.

(23) Facility sharing can be of benefit for town 
planning, public health or environmental rea-
sons, and should be encouraged by national 
regulatory authorities on the basis of volun-
tary agreements. In cases where undertakings 
are deprived of access to viable alternatives, 
compulsory facility or property sharing may 
be appropriate. It covers inter alia: physical co-
location and duct, building, mast, antenna or 
antenna system sharing. Compulsory facility or 
property sharing should be imposed on under-
takings only after full public consultation.

(24) Where mobile operators are required to share 
towers or masts for environmental reasons, 
such mandated sharing may lead to a reduc-
tion in the maximum transmitted power levels 
allowed for each operator for reasons of public 
health, and this in turn may require operators 
to install more transmission sites to ensure na-
tional coverage.

(25) There is a need for ex ante obligations in certain 
circumstances in order to ensure the develop-
ment of a competitive market. The definition 
of significant market power in the Directive 
97/33/EC of the European Parliament and of 
the Council of 30 June 1997 on interconnection 
in telecommunications with regard to ensuring 
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universal service and interoperability through 
application of the principles of open network 
provision (ONP)(14) has proved effective in the 
initial stages of market opening as the thresh-
old for ex ante obligations, but now needs to 
be adapted to suit more complex and dynamic 
markets. For this reason, the definition used in 
this Directive is equivalent to the concept of 
dominance as defined in the case law of the 
Court of Justice and the Court of First Instance 
of the European Communities.

(26) Two or more undertakings can be found to en-
joy a joint dominant position not only where 
there exist structural or other links between 
them but also where the structure of the rel-
evant market is conducive to coordinated ef-
fects, that is, it encourages parallel or aligned 
anti-competitive behaviour on the market.

(27) It is essential that ex ante regulatory obligations 
should only be imposed where there is not ef-
fective competition, i.e. in markets where there 
are one or more undertakings with significant 
market power, and where national and Com-
munity competition law remedies are not suf-
ficient to address the problem. It is necessary 
therefore for the Commission to draw up guide-
lines at Community level in accordance with the 
principles of competition law for national regu-
latory authorities to follow in assessing whether 
competition is effective in a given market and 
in assessing significant market power. National 
regulatory authorities should analyse whether 
a given product or service market is effectively 
competitive in a given geographical area, which 
could be the whole or a part of the territory of 
the Member State concerned or neighbouring 
parts of territories of Member States considered 
together. An analysis of effective competition 
should include an analysis as to whether the 
market is prospectively competitive, and thus 
whether any lack of effective competition is du-
rable. Those guidelines will also address the is-
sue of newly emerging markets, where de facto 
the market leader is likely to have a substantial 
market share but should not be subjected to 
inappropriate obligations. The Commission 
should review the guidelines regularly to ensure 
that they remain appropriate in a rapidly devel-
oping market. National regulatory authorities 
will need to cooperate with each other where 
the relevant market is found to be transnational.

(28) In determining whether an undertaking has 
significant market power in a specific market, 
national regulatory authorities should act in ac-
cordance with Community law and take into 

the utmost account the Commission guide-
lines.

(29) The Community and the Member States have 
entered into commitments in relation to stand-
ards and the regulatory framework of telecom-
munications networks and services in the World 
Trade Organisation.

(30) Standardisation should remain primarily a 
market-driven process. However there may still 
be situations where it is appropriate to require 
compliance with specified standards at Com-
munity level to ensure interoperability in the 
single market. At national level, Member States 
are subject to the provisions of Directive 98/34/
EC. Directive 95/47/EC of the European Parlia-
ment and of the Council of 24 October 1995 on 
the use of standards for the transmission of tel-
evision signals(15) did not mandate any specific 
digital television transmission system or service 
requirement. Through the Digital video Broad-
casting Group, European market players have 
developed a family of television transmission 
systems that have been standardised by the 
European Telecommunications Standards Insti-
tute (ETSI) and have become International Tele-
communication Union recommendations. Any 
decision to make the implementation of such 
standards mandatory should follow a full public 
consultation. Standardisation procedures under 
this Directive are without prejudice to the provi-
sions of Directive 1999/5/EC, Council Directive 
73/23/EEC of 19 February 1973 on the harmo-
nisation of the laws of Member States relating 
to electrical equipment designed for use within 
certain voltage limits(16) and Council Directive 
89/336/EEC of 3 May 1989 on the approxima-
tion of the laws of the Member States relating 
to electromagnetic compatibility(17).

(31) Interoperability of digital interactive television 
services and enhanced digital television equip-
ment, at the level of the consumer, should be 
encouraged in order to ensure the free flow of 
information, media pluralism and cultural di-
versity. It is desirable for consumers to have the 
capability of receiving, regardless of the trans-
mission mode, all digital interactive television 
services, having regard to technological neu-
trality, future technological progress, the need 
to promote the take-up of digital television, 
and the state of competition in the markets 
for digital television services. Digital interac-
tive television platform operators should strive 
to implement an open application program 
interface (API) which conforms to standards or 
specifications adopted by a European stand-
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ards organisation. Migration from existing APIs 
to new open APIs should be encouraged and 
organised, for example by Memoranda of Un-
derstanding between all relevant market play-
ers. Open APIs facilitate interoperability, i.e. the 
portability of interactive content between de-
livery mechanisms, and full functionality of this 
content on enhanced digital television equip-
ment. However, the need not to hinder the 
functioning of the receiving equipment and to 
protect it from malicious attacks, for example 
from viruses, should be taken into account.

(32) In the event of a dispute between undertakings 
in the same Member State in an area covered 
by this Directive or the Specific Directives, for 
example relating to obligations for access and 
interconnection or to the means of transferring 
subscriber lists, an aggrieved party that has ne-
gotiated in good faith but failed to reach agree-
ment should be able to call on the national 
regulatory authority to resolve the dispute. 
National regulatory authorities should be able 
to impose a solution on the parties. The inter-
vention of a national regulatory authority in the 
resolution of a dispute between undertakings 
providing electronic communications networks 
or services in a Member State should seek to 
ensure compliance with the obligations arising 
under this Directive or the Specific Directives.

(33) In addition to the rights of recourse granted 
under national or Community law, there is a 
need for a simple procedure to be initiated at 
the request of either party in a dispute, to re-
solve cross-border disputes which lie outside 
the competence of a single national regulatory 
authority.

(34) A single Committee should replace the “ONP 
Committee” instituted by Article 9 of Directive 
90/387/EEC and the Licensing Committee insti-
tuted by Article 14 of Directive 97/13/EC of the 
European Parliament and of the Council of 10 
April 1997 on a common framework for gen-
eral authorisations and individual licences in the 
field of telecommunications services(18).

(35) National regulatory authorities and national 
competition authorities should provide each 
other with the information necessary to apply 
the provisions of this Directive and the Specific 
Directives, in order to allow them to cooperate 
fully together. In respect of the information ex-
changed, the receiving authority should ensure 
the same level of confidentiality as the originat-
ing authority.

(36) The Commission has indicated its intention to 

set up a European regulators group for elec-
tronic communications networks and services 
which would constitute a suitable mechanism 
for encouraging cooperation and coordination 
of national regulatory authorities, in order to 
promote the development of the internal mar-
ket for electronic communications networks 
and services, and to seek to achieve consistent 
application, in all Member States, of the provi-
sions set out in this Directive and the Specific 
Directives, in particular in areas where national 
law implementing Community law gives na-
tional regulatory authorities considerable dis-
cretionary powers in application of the relevant 
rules.

(37) National regulatory authorities should be re-
quired to cooperate with each other and with 
the Commission in a transparent manner to 
ensure consistent application, in all Member 
States, of the provisions of this Directive and 
the Specific Directives. This cooperation could 
take place, inter alia, in the Communications 
Committee or in a group comprising European 
regulators. Member States should decide which 
bodies are national regulatory authorities for 
the purposes of this Directive and the Specific 
Directives.

(38) Measures that could affect trade between 
Member States are measures that may have 
an influence, direct or indirect, actual or poten-
tial, on the pattern of trade between Member 
States in a manner which might create a barrier 
to the single market. They comprise measures 
that have a significant impact on operators or 
users in other Member States, which include, 
inter alia: measures which affect prices for us-
ers in other Member States; measures which 
affect the ability of an undertaking established 
in another Member State to provide an elec-
tronic communications service, and in particu-
lar measures which affect the ability to offer 
services on a transnational basis; and measures 
which affect market structure or access, lead-
ing to repercussions for undertakings in other 
Member States.

(39) The provisions of this Directive should be re-
viewed periodically, in particular with a view to 
determining the need for modification in the 
light of changing technological or market con-
ditions.

(40) The measures necessary for the implementa-
tion of this Directive should be adopted in ac-
cordance with Council Decision 1999/468/EC of 
28 June 1999 laying down the procedures for 
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the exercise of implementing powers conferred 
on the Commission(19).

(41) Since the objectives of the proposed action, 
namely achieving a harmonised framework for 
the regulation of electronic communications 
services, electronic communications networks, 
associated facilities and associated services can-
not be sufficiently achieved by the Member 
States and can therefore, by reason of the scale 
and effects of the action, be better achieved at 
Community level, the Community may adopt 
measures in accordance with the principle of 
subsidiarity as set out in Article 5 of the Treaty. In 
accordance with the principle of proportional-
ity, as set out in that Article, this Directive does 
not go beyond what is necessary for those ob-
jectives.

(42) Certain directives and decisions in this field 
should be repealed.

(43) The Commission should monitor the transition 
from the existing framework to the new frame-
work, and may in particular, at an appropriate 
time, bring forward a proposal to repeal regula-
tion (EC) No 2887/2000 of the European Parlia-
ment and of the Council of 18 December 2000 
on unbundled access to the local loop(20),

HAvE ADOPTED THIS DIrECTIvE:

Chapter I 
sCope, aIM and defInItIons

Article 1 
Scope and aim

1. This Directive establishes a harmonised frame-
work for the regulation of electronic commu-
nications services, electronic communications 
networks, associated facilities and associated 
services. It lays down tasks of national regula-
tory authorities and establishes a set of proce-
dures to ensure the harmonised application of 
the regulatory framework throughout the Com-
munity.

2. This Directive as well as the Specific Directives 
are without prejudice to obligations imposed 
by national law in accordance with Community 
law or by Community law in respect of services 
provided using electronic communications 
networks and services.

3. This Directive as well as the Specific Directives 
are without prejudice to measures taken at 

Community or national level, in compliance 
with Community law, to pursue general inter-
est objectives, in particular relating to content 
regulation and audio-visual policy.

4. This Directive and the Specific Directives are 
without prejudice to the provisions of Directive 
1999/5/EC.

Article 2 
Definitions

For the purposes of this Directive:

(a) “electronic communications network” means 
transmission systems and, where applicable, 
switching or routing equipment and other re-
sources which permit the conveyance of signals 
by wire, by radio, by optical or by other electro-
magnetic means, including satellite networks, 
fixed (circuit- and packet-switched, including 
Internet) and mobile terrestrial networks, elec-
tricity cable systems, to the extent that they are 
used for the purpose of transmitting signals, 
networks used for radio and television broad-
casting, and cable television networks, irrespec-
tive of the type of information conveyed;

(b) “transnational markets” means markets identi-
fied in accordance with Article 15(4) covering 
the Community or a substantial part thereof;

(c) “electronic communications service” means 
a service normally provided for remuneration 
which consists wholly or mainly in the convey-
ance of signals on electronic communications 
networks, including telecommunications serv-
ices and transmission services in networks used 
for broadcasting, but exclude services provid-
ing, or exercising editorial control over, content 
transmitted using electronic communications 
networks and services; it does not include infor-
mation society services, as defined in Article 1 of 
Directive 98/34/EC, which do not consist wholly 
or mainly in the conveyance of signals on elec-
tronic communications networks;

(d) “public communications network” means an 
electronic communications network used 
wholly or mainly for the provision of publicly 
available electronic communications services;

(e) “associated facilities” means those facilities as-
sociated with an electronic communications 
network and/or an electronic communications 
service which enable and/or support the provi-
sion of services via that network and/or service. 
It includes conditional access systems and elec-
tronic programme guides;
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(f) “conditional access system” means any tech-
nical measure and/or arrangement whereby 
access to a protected radio or television broad-
casting service in intelligible form is made con-
ditional upon subscription or other form of prior 
individual authorisation;

(g) “national regulatory authority” means the body 
or bodies charged by a Member State with any 
of the regulatory tasks assigned in this Directive 
and the Specific Directives;

(h) “user” means a legal entity or natural person us-
ing or requesting a publicly available electronic 
communications service;

(i) “consumer” means any natural person who 
uses or requests a publicly available electronic 
communications service for purposes which are 
outside his or her trade, business or profession;

(j) “universal service” means the minimum set of 
services, defined in Directive 2002/22/EC (Uni-
versal Service Directive), of specified quality 
which is available to all users regardless of their 
geographical location and, in the light of spe-
cific national conditions, at an affordable price;

(k) “subscriber” means any natural person or legal 
entity who or which is party to a contract with 
the provider of publicly available electronic 
communications services for the supply of such 
services;

(l) “Specific Directives” means Directive 2002/20/
EC (Authorisation Directive), Directive 2002/19/
EC (Access Directive), Directive 2002/22/EC 
(Universal Service Directive) and Directive 
97/66/EC;

(m) “provision of an electronic communications 
network” means the establishment, operation, 
control or making available of such a network;

(n) “end-user” means a user not providing public 
communications networks or publicly available 
electronic communications services.

(o) “enhanced digital television equipment” means 
set-top boxes intended for connection to tel-
evision sets or integrated digital television sets, 
able to receive digital interactive television serv-
ices;

(p) “application program interface (API)” means the 
software interfaces between applications, made 
available by broadcasters or service provid-
ers, and the resources in the enhanced digital 
television equipment for digital television and 
radio services.

Chapter II 
natIonal reGulatorY 
authorItIes

Article 3 
National regulatory authorities

1. Member States shall ensure that each of the 
tasks assigned to national regulatory authorities 
in this Directive and the Specific Directives is un-
dertaken by a competent body.

2. Member States shall guarantee the independ-
ence of national regulatory authorities by en-
suring that they are legally distinct from and 
functionally independent of all organisations 
providing electronic communications net-
works, equipment or services. Member States 
that retain ownership or control of undertakings 
providing electronic communications networks 
and/or services shall ensure effective structural 
separation of the regulatory function from ac-
tivities associated with ownership or control.

3. Member States shall ensure that national regu-
latory authorities exercise their powers impar-
tially and transparently.

4. Member States shall publish the tasks to be un-
dertaken by national regulatory authorities in an 
easily accessible form, in particular where those 
tasks are assigned to more than one body. 
Member States shall ensure, where appropriate, 
consultation and cooperation between those 
authorities, and between those authorities and 
national authorities entrusted with the imple-
mentation of competition law and national au-
thorities entrusted with the implementation of 
consumer law, on matters of common interest. 
Where more than one authority has compe-
tence to address such matters, Member States 
shall ensure that the respective tasks of each 
authority are published in an easily accessible 
form.

5. National regulatory authorities and national 
competition authorities shall provide each oth-
er with the information necessary for the appli-
cation of the provisions of this Directive and the 
Specific Directives. In respect of the information 
exchanged, the receiving authority shall ensure 
the same level of confidentiality as the originat-
ing authority.

6. Member States shall notify to the Commission 
all national regulatory authorities assigned tasks 
under this Directive and the Specific Directives, 
and their respective responsibilities.
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Article 4 
Right of appeal

1. Member States shall ensure that effective 
mechanisms exist at national level under which 
any user or undertaking providing electronic 
communications networks and/or services who 
is affected by a decision of a national regulatory 
authority has the right of appeal against the de-
cision to an appeal body that is independent of 
the parties involved. This body, which may be a 
court, shall have the appropriate expertise avail-
able to it to enable it to carry out its functions. 
Member States shall ensure that the merits of 
the case are duly taken into account and that 
there is an effective appeal mechanism. Pend-
ing the outcome of any such appeal, the deci-
sion of the national regulatory authority shall 
stand, unless the appeal body decides other-
wise.

2. Where the appeal body referred to in paragraph 
1 is not judicial in character, written reasons for 
its decision shall always be given. Furthermore, 
in such a case, its decision shall be subject to re-
view by a court or tribunal within the meaning 
of Article 234 of the Treaty.

Article 5 
Provision of information

1. Member States shall ensure that undertakings 
providing electronic communications networks 
and services provide all the information, includ-
ing financial information, necessary for national 
regulatory authorities to ensure conformity with 
the provisions of, or decisions made in accord-
ance with, this Directive and the Specific Direc-
tives. These undertakings shall provide such 
information promptly on request and to the 
timescales and level of detail required by the 
national regulatory authority. The information 
requested by the national regulatory authority 
shall be proportionate to the performance of 
that task. The national regulatory authority shall 
give the reasons justifying its request for infor-
mation.

2. Member States shall ensure that national regu-
latory authorities provide the Commission, after 
a reasoned request, with the information neces-
sary for it to carry out its tasks under the Treaty. 
The information requested by the Commission 
shall be proportionate to the performance of 
those tasks. Where the information provided 
refers to information previously provided by 
undertakings at the request of the national 
regulatory authority, such undertakings shall be 

informed thereof. To the extent necessary, and 
unless the authority that provides the informa-
tion has made an explicit and reasoned request 
to the contrary, the Commission shall make the 
information provided available to another such 
authority in another Member State.

Subject to the requirements of paragraph 3, 
Member States shall ensure that the informa-
tion submitted to one national regulatory au-
thority can be made available to another such 
authority in the same or different Member State, 
after a substantiated request, where necessary 
to allow either authority to fulfil its responsibili-
ties under Community law.

3. Where information is considered confidential 
by a national regulatory authority in accordance 
with Community and national rules on business 
confidentiality, the Commission and the nation-
al regulatory authorities concerned shall ensure 
such confidentiality.

4. Member States shall ensure that, acting in ac-
cordance with national rules on public access to 
information and subject to Community and na-
tional rules on business confidentiality, national 
regulatory authorities publish such information 
as would contribute to an open and competi-
tive market.

5. National regulatory authorities shall publish the 
terms of public access to information as referred 
to in paragraph 4, including procedures for ob-
taining such access.

Article 6 
Consultation and transparency mechanism

Except in cases falling within Articles 7(6), 20 or 21 
Member States shall ensure that where national 
regulatory authorities intend to take measures in 
accordance with this Directive or the Specific Di-
rectives which have a significant impact on the 
relevant market, they give interested parties the op-
portunity to comment on the draft measure within 
a reasonable period. National regulatory authorities 
shall publish their national consultation procedures. 
Member States shall ensure the establishment of a 
single information point through which all current 
consultations can be accessed. The results of the 
consultation procedure shall be made publicly avail-
able by the national regulatory authority, except in 
the case of confidential information in accordance 
with Community and national law on business con-
fidentiality.
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Article 7 
Consolidating the internal market for electronic 
communications

1. In carrying out their tasks under this Directive 
and the Specific Directives, national regulatory 
authorities shall take the utmost account of the 
objectives set out in Article 8, including in so far 
as they relate to the functioning of the internal 
market.

2. National regulatory authorities shall contribute 
to the development of the internal market by 
cooperating with each other and with the Com-
mission in a transparent manner to ensure the 
consistent application, in all Member States, of 
the provisions of this Directive and the Specific 
Directives. To this end, they shall, in particular, 
seek to agree on the types of instruments and 
remedies best suited to address particular types 
of situations in the market place.

3. In addition to the consultation referred to in 
Article 6, where a national regulatory authority 
intends to take a measure which:

(a) falls within the scope of Articles 15 or 16 
of this Directive, Articles 5 or 8 of Directive 
2002/19/EC (Access Directive) or Article 16 
of Directive 2002/22/EC (Universal Service 
Directive), and

(b) would affect trade between Member States,

it shall at the same time make the draft meas-
ure accessible to the Commission and the na-
tional regulatory authorities in other Member 
States, together with the reasoning on which 
the measure is based, in accordance with Arti-
cle 5(3), and inform the Commission and other 
national regulatory authorities thereof. National 
regulatory authorities and the Commission may 
make comments to the national regulatory au-
thority concerned only within one month or 
within the period referred to in Article 6 if that 
period is longer. The one-month period may 
not be extended.

4. Where an intended measure covered by para-
graph 3 aims at:

(a) defining a relevant market which differs 
from those defined in the recommendation 
in accordance with Article 15(1), or

(b) deciding whether or not to designate an 
undertaking as having, either individually or 
jointly with others, significant market power, 
under Article 16(3), (4) or (5),

and would affect trade between Member 
States and the Commission has indicated to the 
national regulatory authority that it considers 
that the draft measure would create a barrier 
to the single market or if it has serious doubts 
as to its compatibility with Community law and 
in particular the objectives referred to in Article 
8, then the draft measure shall not be adopted 
for a further two months. This period may not 
be extended. Within this period the Commis-
sion may, in accordance with the procedure 
referred to in Article 22(2), take a decision requir-
ing the national regulatory authority concerned 
to withdraw the draft measure. This decision 
shall be accompanied by a detailed and objec-
tive analysis of why the Commission considers 
that the draft measure should not be adopted 
together with specific proposals for amending 
the draft measure.

5. The national regulatory authority concerned 
shall take the utmost account of comments of 
other national regulatory authorities and the 
Commission and may, except in cases covered 
by paragraph 4, adopt the resulting draft meas-
ure and, where it does so, shall communicate it 
to the Commission.

6. In exceptional circumstances, where a national 
regulatory authority considers that there is an 
urgent need to act, by way of derogation from 
the procedure set out in paragraphs 3 and 4, 
in order to safeguard competition and protect 
the interests of users, it may immediately adopt 
proportionate and provisional measures. It shall, 
without delay, communicate those measures, 
with full reasons, to the Commission and the 
other national regulatory authorities. A decision 
by the national regulatory authority to render 
such measures permanent or extend the time 
for which they are applicable shall be subject to 
the provisions of paragraphs 3 and 4.

Chapter III 
tasks of natIonal 
reGulatorY authorItIes

Article 8 
Policy objectives and regulatory principles

1. Member States shall ensure that in carrying out 
the regulatory tasks specified in this Directive 
and the Specific Directives, the national regu-
latory authorities take all reasonable measures 
which are aimed at achieving the objectives 
set out in paragraphs 2, 3 and 4. Such measures 



198

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

ELECTrONIC COMMUNICATIONS

shall be proportionate to those objectives.

Member States shall ensure that in carrying out 
the regulatory tasks specified in this Directive 
and the Specific Directives, in particular those 
designed to ensure effective competition, na-
tional regulatory authorities take the utmost ac-
count of the desirability of making regulations 
technologically neutral.

National regulatory authorities may contribute 
within their competencies to ensuring the im-
plementation of policies aimed at the promo-
tion of cultural and linguistic diversity, as well as 
media pluralism.

2. The national regulatory authorities shall pro-
mote competition in the provision of electronic 
communications networks, electronic commu-
nications services and associated facilities and 
services by inter alia:

(a) ensuring that users, including disabled us-
ers, derive maximum benefit in terms of 
choice, price, and quality;

(b) ensuring that there is no distortion or restric-
tion of competition in the electronic com-
munications sector;

(c) encouraging efficient investment in infra-
structure, and promoting innovation; and

(d) encouraging efficient use and ensuring the 
effective management of radio frequencies 
and numbering resources.

3. The national regulatory authorities shall contrib-
ute to the development of the internal market 
by inter alia:

(a) removing remaining obstacles to the pro-
vision of electronic communications net-
works, associated facilities and services and 
electronic communications services at Euro-
pean level;

(b) encouraging the establishment and devel-
opment of trans-European networks and 
the interoperability of pan-European serv-
ices, and end-to-end connectivity;

(c) ensuring that, in similar circumstances, there 
is no discrimination in the treatment of un-
dertakings providing electronic communi-
cations networks and services;

(d) cooperating with each other and with the 
Commission in a transparent manner to en-
sure the development of consistent regula-

tory practice and the consistent application 
of this Directive and the Specific Directives.

4. The national regulatory authorities shall pro-
mote the interests of the citizens of the Euro-
pean Union by inter alia:

(a) ensuring all citizens have access to a univer-
sal service specified in Directive 2002/22/EC 
(Universal Service Directive);

(b) ensuring a high level of protection for con-
sumers in their dealings with suppliers, in 
particular by ensuring the availability of 
simple and inexpensive dispute resolution 
procedures carried out by a body that is in-
dependent of the parties involved;

(c) contributing to ensuring a high level of pro-
tection of personal data and privacy;

(d) promoting the provision of clear informa-
tion, in particular requiring transparency of 
tariffs and conditions for using publicly avail-
able electronic communications services;

(e) addressing the needs of specific social 
groups, in particular disabled users; and

(f) ensuring that the integrity and security of 
public communications networks are main-
tained.

Article 9 
Management of radio frequencies for 
electronic communications services

1. Member States shall ensure the effective man-
agement of radio frequencies for electronic 
communication services in their territory in ac-
cordance with Article 8. They shall ensure that 
the allocation and assignment of such radio fre-
quencies by national regulatory authorities are 
based on objective, transparent, non-discrimi-
natory and proportionate criteria.

2. Member States shall promote the harmoni-
sation of use of radio frequencies across the 
Community, consistent with the need to en-
sure effective and efficient use thereof and in 
accordance with the Decision No 676/2002/EC 
(radio Spectrum Decision).

3. Member States may make provision for under-
takings to transfer rights to use radio frequen-
cies with other undertakings.

4. Member States shall ensure that an undertak-
ing’s intention to transfer rights to use radio fre-
quencies is notified to the national regulatory 
authority responsible for spectrum assignment 
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and that any transfer takes place in accordance 
with procedures laid down by the national 
regulatory authority and is made public. Na-
tional regulatory authorities shall ensure that 
competition is not distorted as a result of any 
such transaction. Where radio frequency use 
has been harmonised through the application 
of Decision No 676/2002/EC (radio Spectrum 
Decision) or other Community measures, any 
such transfer shall not result in change of use of 
that radio frequency.

Article 10 
Numbering, naming and addressing

1. Member States shall ensure that national regu-
latory authorities control the assignment of all 
national numbering resources and the manage-
ment of the national numbering plans. Member 
States shall ensure that adequate numbers and 
numbering ranges are provided for all publicly 
available electronic communications services. 
National regulatory authorities shall establish 
objective, transparent and non-discriminatory 
assigning procedures for national numbering 
resources.

2. National regulatory authorities shall ensure that 
numbering plans and procedures are applied in 
a manner that gives equal treatment to all pro-
viders of publicly available electronic commu-
nications services. In particular, Member States 
shall ensure that an undertaking allocated a 
range of numbers does not discriminate against 
other providers of electronic communications 
services as regards the number sequences used 
to give access to their services.

3. Member States shall ensure that the national 
numbering plans, and all subsequent additions 
or amendments thereto, are published, subject 
only to limitations imposed on the grounds of 
national security.

4. Member States shall support the harmonisation 
of numbering resources within the Community 
where that is necessary to support the develop-
ment of pan European services. The Commis-
sion may, in accordance with the procedure 
referred to in Article 22(3), take the appropriate 
technical implementing measures on this mat-
ter.

5. Where this is appropriate in order to ensure 
full global interoperability of services, Member 
States shall coordinate their positions in interna-
tional organisations and forums in which deci-
sions are taken on issues relating to the num-
bering, naming and addressing of electronic 

communications networks and services.

Article 11 
Rights of way

1. Member States shall ensure that when a com-
petent authority considers:

• an application for the granting of rights 
to install facilities on, over or under public 
or private property to an undertaking au-
thorised to provide public communica-
tions networks, or

• an application for the granting of rights 
to install facilities on, over or under public 
property to an undertaking authorised to 
provide electronic communications net-
works other than to the public,

the competent authority:

• acts on the basis of transparent and pub-
licly available procedures, applied with-
out discrimination and without delay, and

• follows the principles of transparency and 
non-discrimination in attaching condi-
tions to any such rights.

The abovementioned procedures can differ de-
pending on whether the applicant is providing 
public communications networks or not.

2. Member States shall ensure that where public 
or local authorities retain ownership or control 
of undertakings operating electronic com-
munications networks and/or services, there is 
effective structural separation of the function 
responsible for granting the rights referred to 
in paragraph 1 from activities associated with 
ownership or control.

3. Member States shall ensure that effective 
mechanisms exist to allow undertakings to ap-
peal against decisions on the granting of rights 
to install facilities to a body that is independent 
of the parties involved.

Article 12 
Co-location and facility sharing

1. Where an undertaking providing electronic 
communications networks has the right under 
national legislation to install facilities on, over 
or under public or private property, or may take 
advantage of a procedure for the expropriation 
or use of property, national regulatory authori-
ties shall encourage the sharing of such facilities 
or property.
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2. In particular where undertakings are deprived 
of access to viable alternatives because of the 
need to protect the environment, public health, 
public security or to meet town and country 
planning objectives, Member States may im-
pose the sharing of facilities or property (includ-
ing physical co-location) on an undertaking op-
erating an electronic communications network 
or take measures to facilitate the coordination 
of public works only after an appropriate period 
of public consultation during which all inter-
ested parties must be given an opportunity to 
express their views. Such sharing or coordina-
tion arrangements may include rules for appor-
tioning the costs of facility or property sharing.

Article 13 
Accounting separation and financial reports

1. Member States shall require undertakings pro-
viding public communications networks or 
publicly available electronic communications 
services which have special or exclusive rights 
for the provision of services in other sectors in 
the same or another Member State to:

(a) keep separate accounts for the activities 
associated with the provision of electronic 
communications networks or services, to 
the extent that would be required if these 
activities were carried out by legally inde-
pendent companies, so as to identify all el-
ements of cost and revenue, with the basis 
of their calculation and the detailed attribu-
tion methods used, related to their activities 
associated with the provision of electronic 
communications networks or services in-
cluding an itemised breakdown of fixed as-
set and structural costs, or

(b) have structural separation for the activities 
associated with the provision of electronic 
communications networks or services.

Member States may choose not to apply the re-
quirements referred to in the first subparagraph 
to undertakings the annual turnover of which 
in activities associated with electronic commu-
nications networks or services in the Member 
States is less than EUr 50 million.

2. Where undertakings providing public com-
munications networks or publicly available 
electronic communications services are not 
subject to the requirements of company law 
and do not satisfy the small and medium-sized 
enterprise criteria of Community law account-
ing rules, their financial reports shall be drawn 
up and submitted to independent audit and 

published. The audit shall be carried out in ac-
cordance with the relevant Community and 
national rules.

This requirement shall also apply to the sepa-
rate accounts required under paragraph 1(a).

Chapter Iv 
General provIsIons

Article 14 
Undertakings with significant market power

1. Where the Specific Directives require national 
regulatory authorities to determine whether 
operators have significant market power in ac-
cordance with the procedure referred to in Ar-
ticle 16, paragraphs 2 and 3 of this Article shall 
apply.

2. An undertaking shall be deemed to have sig-
nificant market power if, either individually or 
jointly with others, it enjoys a position equiva-
lent to dominance, that is to say a position of 
economic strength affording it the power to 
behave to an appreciable extent independently 
of competitors, customers and ultimately con-
sumers.

In particular, national regulatory authorities 
shall, when assessing whether two or more un-
dertakings are in a joint dominant position in a 
market, act in accordance with Community law 
and take into the utmost account the guide-
lines on market analysis and the assessment 
of significant market power published by the 
Commission pursuant to Article 15. Criteria to 
be used in making such an assessment are set 
out in Annex II.

3. Where an undertaking has significant mar-
ket power on a specific market, it may also be 
deemed to have significant market power on a 
closely related market, where the links between 
the two markets are such as to allow the market 
power held in one market to be leveraged into 
the other market, thereby strengthening the 
market power of the undertaking.

Article 15 
Market definition procedure

1. After public consultation and consultation 
with national regulatory authorities the Com-
mission shall adopt a recommendation on rel-
evant product and service markets (hereinafter 
“the recommendation”). The recommendation 
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shall identify in accordance with Annex I hereto 
those product and service markets within the 
electronic communications sector, the charac-
teristics of which may be such as to justify the 
imposition of regulatory obligations set out in 
the Specific Directives, without prejudice to 
markets that may be defined in specific cases 
under competition law. The Commission shall 
define markets in accordance with the princi-
ples of competition law.

The Commission shall regularly review the rec-
ommendation.

2. The Commission shall publish, at the latest on 
the date of entry into force of this Directive, 
guidelines for market analysis and the assess-
ment of significant market power (hereinafter 
“the guidelines”) which shall be in accordance 
with the principles of competition law.

3. National regulatory authorities shall, taking the 
utmost account of the recommendation and 
the guidelines, define relevant markets appro-
priate to national circumstances, in particular 
relevant geographic markets within their terri-
tory, in accordance with the principles of com-
petition law. National regulatory authorities 
shall follow the procedures referred to in Arti-
cles 6 and 7 before defining the markets that 
differ from those defined in the recommenda-
tion.

4. After consultation with national regulatory au-
thorities the Commission may, acting in accord-
ance with the procedure referred to in Article 
22(3), adopt a Decision identifying transnational 
markets.

Article 16 
Market analysis procedure

1. As soon as possible after the adoption of the 
recommendation or any updating thereof, na-
tional regulatory authorities shall carry out an 
analysis of the relevant markets, taking the ut-
most account of the guidelines. Member States 
shall ensure that this analysis is carried out, 
where appropriate, in collaboration with the 
national competition authorities.

2. Where a national regulatory authority is re-
quired under Articles 16, 17, 18 or 19 of Direc-
tive 2002/22/EC (Universal Service Directive), or 
Articles 7 or 8 of Directive 2002/19/EC (Access 
Directive) to determine whether to impose, 
maintain, amend or withdraw obligations on 
undertakings, it shall determine on the basis of 
its market analysis referred to in paragraph 1 of 

this Article whether a relevant market is effec-
tively competitive.

3. Where a national regulatory authority con-
cludes that the market is effectively competi-
tive, it shall not impose or maintain any of the 
specific regulatory obligations referred to in 
paragraph 2 of this Article. In cases where sec-
tor specific regulatory obligations already exist, 
it shall withdraw such obligations placed on 
undertakings in that relevant market. An appro-
priate period of notice shall be given to parties 
affected by such a withdrawal of obligations.

4. Where a national regulatory authority deter-
mines that a relevant market is not effectively 
competitive, it shall identify undertakings with 
significant market power on that market in 
accordance with Article 14 and the national 
regulatory authority shall on such undertakings 
impose appropriate specific regulatory obliga-
tions referred to in paragraph 2 of this Article 
or maintain or amend such obligations where 
they already exist.

5. In the case of transnational markets identified 
in the Decision referred to in Article 15(4), the 
national regulatory authorities concerned shall 
jointly conduct the market analysis taking the 
utmost account of the guidelines and decide 
on any imposition, maintenance, amendment 
or withdrawal of regulatory obligations referred 
to in paragraph 2 of this Article in a concerted 
fashion.

6. Measures taken according to the provisions of 
paragraphs 3, 4 and 5 of this Article shall be sub-
ject to the procedures referred to in Articles 6 
and 7.

Article 17 
Standardisation

1. The Commission, acting in accordance with the 
procedure referred to in Article 22(2), shall draw 
up and publish in the Official Journal of the Eu-
ropean Communities a list of standards and/or 
specifications to serve as a basis for encouraging 
the harmonised provision of electronic commu-
nications networks, electronic communications 
services and associated facilities and services. 
Where necessary, the Commission may, acting 
in accordance with the procedure referred to 
in Article 22(2) and following consultation of 
the Committee established by Directive 98/34/
EC, request that standards be drawn up by the 
European standards organisations (European 
Committee for Standardisation (CEN), European 
Committee for Electrotechnical Standardisation 
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(CENELEC), and European Telecommunications 
Standards Institute (ETSI)).

2. Member States shall encourage the use of the 
standards and/or specifications referred to in 
paragraph 1, for the provision of services, tech-
nical interfaces and/or network functions, to the 
extent strictly necessary to ensure interoperabil-
ity of services and to improve freedom of choice 
for users.

As long as standards and/or specifications have 
not been published in accordance with para-
graph 1, Member States shall encourage the 
implementation of standards and/or specifica-
tions adopted by the European standards or-
ganisations.

In the absence of such standards and/or speci-
fications, Member States shall encourage the 
implementation of international standards or 
recommendations adopted by the Internation-
al Telecommunication Union (ITU), the Interna-
tional Organisation for Standardisation (ISO) or 
the International Electrotechnical Commission 
(IEC).

Where international standards exist, Member 
States shall encourage the European standards 
organisations to use them, or the relevant parts 
of them, as a basis for the standards they devel-
op, except where such international standards 
or relevant parts would be ineffective.

3. If the standards and/or specifications referred to 
in paragraph 1 have not been adequately im-
plemented so that interoperability of services in 
one or more Member States cannot be ensured, 
the implementation of such standards and/or 
specifications may be made compulsory under 
the procedure laid down in paragraph 4, to the 
extent strictly necessary to ensure such interop-
erability and to improve freedom of choice for 
users.

4. implementation of certain standards and/or 
specifications compulsory, it shall publish a 
notice in the Official Journal of the European 
Communities and invite public comment by 
all parties concerned. The Commission, acting 
in accordance with the procedure referred to in 
Article 22(3), shall make implementation of the 
relevant standards compulsory by making refer-
ence to them as compulsory standards in the 
list of standards and/or specifications published 
in the Official Journal of the European Commu-
nities.

5. Where the Commission considers that stand-

ards and/or specifications referred to in para-
graph 1 no longer contribute to the provision of 
harmonised electronic communications serv-
ices, or that they no longer meet consumers’ 
needs or are hampering technological develop-
ment, it shall, acting in accordance with the pro-
cedure referred to in Article 22(2), remove them 
from the list of standards and/or specifications 
referred to in paragraph 1.

6. Where the Commission considers that stand-
ards and/or specifications referred to in para-
graph 4 no longer contribute to the provision of 
harmonised electronic communications serv-
ices, or that they no longer meet consumers’ 
needs or are hampering technological develop-
ment, it shall, acting in accordance with the pro-
cedure referred to in Article 22(3), remove them 
from this list of standards and/or specifications 
referred to in paragraph 1.

7. This Article does not apply in respect of any of 
the essential requirements, interface specifica-
tions or harmonised standards to which the 
provisions of Directive 1999/5/EC apply.

Article 18 
Interoperability of digital interactive television 
services

1. In order to promote the free flow of information, 
media pluralism and cultural diversity, Member 
States shall encourage, in accordance with the 
provisions of Article 17(2):

(a) providers of digital interactive television 
services for distribution to the public in the 
Community on digital interactive television 
platforms, regardless of the transmission 
mode, to use an open API;

(b) providers of all enhanced digital television 
equipment deployed for the reception of 
digital interactive television services on in-
teractive digital television platforms to com-
ply with an open API in accordance with 
the minimum requirements of the relevant 
standards or specifications.

2. Without prejudice to Article 5(1)(b) of Directive 
2002/19/ EC (Access Directive), Member States 
shall encourage proprietors of APIs to make 
available on fair, reasonable and non-discrim-
inatory terms, and against appropriate remu-
neration, all such information as is necessary to 
enable providers of digital interactive television 
services to provide all services supported by the 
API in a fully functional form.
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3. Within one year after the date of application re-
ferred to in Article 28(1), second subparagraph, 
the Commission shall examine the effects of this 
Article. If interoperability and freedom of choice 
for users have not been adequately achieved in 
one or more Member States, the Commission 
may take action in accordance with the proce-
dure laid down in Article 17(3) and (4).

Article 19 
Harmonisation procedures

1. Where the Commission, acting in accordance 
with the procedure referred to in Article 22(2), 
issues recommendations to Member States on 
the harmonised application of the provisions in 
this Directive and the Specific Directives in order 
to further the achievement of the objectives set 
out in Article 8, Member States shall ensure that 
national regulatory authorities take the utmost 
account of those recommendations in carry-
ing out their tasks. Where a national regulatory 
authority chooses not to follow a recommenda-
tion, it shall inform the Commission giving the 
reasoning for its position.

2. Where the Commission finds that divergence 
at national level in regulations aimed at imple-
menting Article 10(4) creates a barrier to the 
single market, the Commission may, acting in 
accordance with the procedure referred to in 
Article 22(3), take the appropriate technical im-
plementing measures.

Article 20 
Dispute resolution between undertakings

1. In the event of a dispute arising in connection 
with obligations arising under this Directive or 
the Specific Directives between undertakings 
providing electronic communications networks 
or services in a Member State, the national 
regulatory authority concerned shall, at the re-
quest of either party, and without prejudice to 
the provisions of paragraph 2, issue a binding 
decision to resolve the dispute in the shortest 
possible time frame and in any case within four 
months except in exceptional circumstances. 
The Member State concerned shall require that 
all parties cooperate fully with the national reg-
ulatory authority.

2. Member States may make provision for national 
regulatory authorities to decline to resolve a dis-
pute through a binding decision where other 
mechanisms, including mediation, exist and 
would better contribute to resolution of the 
dispute in a timely manner in accordance with 

the provisions of Article 8. The national regula-
tory authority shall inform the parties without 
delay. If after four months the dispute is not re-
solved, and if the dispute has not been brought 
before the courts by the party seeking redress, 
the national regulatory authority shall issue, at 
the request of either party, a binding decision 
to resolve the dispute in the shortest possible 
time frame and in any case within four months.

3. In resolving a dispute, the national regulatory 
authority shall take decisions aimed at achiev-
ing the objectives set out in Article 8. Any obli-
gations imposed on an undertaking by the na-
tional regulatory authority in resolving a dispute 
shall respect the provisions of this Directive or 
the Specific Directives.

4. The decision of the national regulatory author-
ity shall be made available to the public, having 
regard to the requirements of business confi-
dentiality. The parties concerned shall be given 
a full statement of the reasons on which it is 
based.

5. The procedure referred to in paragraphs 1, 3 
and 4 shall not preclude either party from bring-
ing an action before the courts.

Article 21 
Resolution of cross-border disputes

1. In the event of a cross-border dispute arising 
under this Directive or the Specific Directives 
between parties in different Member States, 
where the dispute lies within the competence 
of national regulatory authorities from more 
than one Member State, the procedure set out 
in paragraphs 2, 3 and 4 shall be applicable.

2. Any party may refer the dispute to the national 
regulatory authorities concerned. The national 
regulatory authorities shall coordinate their ef-
forts in order to bring about a resolution of the 
dispute, in accordance with the objectives set 
out in Article 8. Any obligations imposed on an 
undertaking by the national regulatory author-
ity in resolving a dispute shall respect the provi-
sions of this Directive or the Specific Directives.

3. Member States may make provision for national 
regulatory authorities jointly to decline to re-
solve a dispute where other mechanisms, in-
cluding mediation, exist and would better con-
tribute to resolution of the dispute in a timely 
manner in accordance with the provisions of 
Article 8. They shall inform the parties without 
delay. If after four months the dispute is not re-
solved, if the dispute has not been brought be-
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fore the courts by the party seeking redress, and 
if either party requests it, the national regulatory 
authorities shall coordinate their efforts in order 
to bring about a resolution of the dispute, in ac-
cordance with the provisions set out in Article 8.

4. The procedure referred to in paragraph 2 shall 
not preclude either party from bringing an ac-
tion before the courts.

Article 22 
Committee

1. The Commission shall be assisted by a Commit-
tee (“the Communications Committee”).

2. Where reference is made to this paragraph, 
Articles 3 and 7 of Decision 1999/468/EC shall 
apply, having regard to the provisions of Article 
8 thereof.

3. Where reference is made to this paragraph, 
Articles 5 and 7 of Decision 1999/468/EC shall 
apply, having regard to the provisions of Article 
8 thereof.

The period laid down in Article 5(6) of Decision 
1999/468/EC shall be three months.

4. The Committee shall adopt its rules of proce-
dure.

Article 23 
Exchange of information

1. The Commission shall provide all relevant infor-
mation to the Communications Committee on 
the outcome of regular consultations with the 
representatives of network operators, service 
providers, users, consumers, manufacturers and 
trade unions, as well as third countries and inter-
national organisations.

2. The Communications Committee shall, taking 
account of the Community’s electronic com-
munications policy, foster the exchange of 
information between the Member States and 
between the Member States and the Commis-
sion on the situation and the development of 
regulatory activities regarding electronic com-
munications networks and services.

Article 24 
Publication of information

1. Member States shall ensure that up-to-date in-
formation pertaining to the application of this 
Directive and the Specific Directives is made 
publicly available in a manner that guarantees 
all interested parties easy access to that in-

formation. They shall publish a notice in their 
national official gazette describing how and 
where the information is published. The first 
such notice shall be published before the date 
of application referred to in Article 28(1), second 
subparagraph, and thereafter a notice shall be 
published whenever there is any change in the 
information contained therein.

2. Member States shall send to the Commission a 
copy of all such notices at the time of publica-
tion. The Commission shall distribute the infor-
mation to the Communications Committee as 
appropriate.

Article 25 
Review procedures

1. The Commission shall periodically review the 
functioning of this Directive and report to the 
European Parliament and to the Council, on the 
first occasion not later than three years after the 
date of application referred to in Article 28(1), 
second subparagraph. For this purpose, the 
Commission may request information from the 
Member States, which shall be supplied with-
out undue delay.

Chapter v 
fInal provIsIons

Article 26 
Repeal

The following Directives and Decisions are hereby 
repealed with effect from the date of application re-
ferred to in Article 28(1), second subparagraph:

• Directive 90/387/EEC,

• Council Decision 91/396/EEC of 29 July 1991 
on the introduction of a single European 
emergency call number(21),

• Council Directive 92/44/EEC of 5 June 1992 
on the application of open network provision 
to leased lines(22),

• Council Decision 92/264/EEC of 11 May 1992 
on the introduction of a standard interna-
tional telephone access code in the Com-
munity(23),

• Directive 95/47/EC,

• Directive 97/13/EC,

• Directive 97/33/EC,
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• Directive 98/10/EC of the European Parlia-
ment and of the Council of 26 February 1998 
on the application of open network provision 
(ONP) to voice telephony and on universal 
service for telecommunications in a competi-
tive environment(24).

Article 27 
Transitional measures

Member States shall maintain all obligations un-
der national law referred to in Article 7 of Directive 
2002/19/EC (Access Directive) and Article 16 of Di-
rective 2002/22/EC (Universal Service Directive) until 
such time as a determination is made in respect of 
those obligations by a national regulatory authority 
in accordance with Article 16 of this Directive.

Operators of fixed public telephone networks that 
were designated by their national regulatory au-
thority as having significant market power in the 
provision of fixed public telephone networks and 
services under Annex I, Part 1 of Directive 97/33/EC 
or Directive 98/10/EC shall continue to be consid-
ered “notified operators” for the purposes of regu-
lation (EC) No 2887/2000 until such a time as the 
market analysis procedure referred to in Article 16 
has been completed. Thereafter they shall cease to 
be considered “notified operators” for the purposes 
of the regulation.

Article 28 
Transposition

1. Member States shall adopt and publish the 
laws, regulations and administrative provisions 
necessary to comply with this Directive not later 
than 24 July 2003. They shall forthwith inform 
the Commission thereof.

They shall apply those measures from 25 July 
2003.

2. When Member States adopt these measures, 
they shall contain a reference to this Directive or 
be accompanied by such a reference on the oc-
casion of their official publication. The methods 
of making such a reference shall be laid down 
by the Member States.

3. Member States shall communicate to the Com-
mission the text of the provisions of national law 
which they adopt in the field governed by this 
Directive and of any subsequent amendments 
to those provisions.

Article 29 
Entry into force

This Directive shall enter into force on the day of its 
publication in the Official Journal of the European 
Communities.

Article 30 
Addressees

This Directive is addressed to the Member States.

Done at Brussels, 7 March 2002.
For the European Parliament
The President P. Cox
For the Council
The President J. C. Aparicio
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anneX I

List of markets to be included in the initial Com-
mission recommendation on relevant product and 
service markets referred to in Article 15

1. Markets referred to in Directive 2002/22/EC 
(Universal Service Directive)

Article 16 - Markets defined under the former 
regulatory framework, where obligations 
should be reviewed.

The provision of connection to and use of the 
public telephone network at fixed locations.

The provision of leased lines to end users.

2. Markets referred to in Directive 2002/19/EC (Ac-
cess Directive)

Article 7 - Markets defined under the former regu-
latory framework, where obligations should be re-
viewed.

Interconnection (Directive 97/33/EC)

call origination in the fixed public telephone 
network

call termination in the fixed public telephone 
network

transit services in the fixed public telephone 
network

call origination on public mobile telephone 
networks

call termination on public mobile telephone 
networks

leased line interconnection (interconnection of 
part circuits)

Network access and special network access (Direc-
tive 97/33/EC, Directive 98/10/EC)

access to the fixed public telephone network, 
including unbundled access to the local loop

access to public mobile telephone networks, 
including carrier selection

Wholesale leased line capacity (Directive 92/44/EEC)

wholesale provision of leased line capacity to 
other suppliers of electronic communications 
networks or services

3. Markets referred to in regulation (EC) No 
2887/2000

Services provided over unbundled (twisted me-
tallic pair) loops.

4. Additional markets

The national market for international roaming 
services on public mobile telephone networks.

anneX II

Criteria to be used by national regulatory authorities 
in making an assessment of joint dominance in ac-
cordance with Article 14(2), second subparagraph

Two or more undertakings can be found to be in a 
joint dominant position within the meaning of Arti-
cle 14 if, even in the absence of structural or other 
links between them, they operate in a market the 
structure of which is considered to be conducive to 
coordinated effects. Without prejudice to the case 
law of the Court of Justice on joint dominance, this 
is likely to be the case where the market satisfies a 
number of appropriate characteristics, in particular 
in terms of market concentration, transparency and 
other characteristics mentioned below:

• mature market,

• stagnant or moderate growth on the de-
mand side,

• low elasticity of demand,

• homogeneous product,

• similar cost structures,

• similar market shares,

• lack of technical innovation, mature technol-
ogy,

• absence of excess capacity,

• high barriers to entry,

• lack of countervailing buying power,

• lack of potential competition,

• various kinds of informal or other links be-
tween the undertakings concerned,
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• retaliatory mechanisms,

• lack or reduced scope for price competition.

The above is not an exhaustive list, nor are the crite-
ria cumulative. rather, the list is intended to illustrate 
only the sorts of evidence that could be used to 
support assertions concerning the existence of joint 
dominance. 

Directive 2002/22/EC of 
the European Parliament 
and of the Council of 7 
March 2002 on universal 
service and users’ rights 
relating to electronic 
communications 
networks and services 
(Universal Service 
Directive)
THE EUrOPEAN PArLIAMENT AND THE COUNCIL OF 
THE EUrOPEAN UNION,

Having regard to the Treaty establishing the Europe-
an Community, and in particular Article 95 thereof,

Having regard to the proposal from the Commis-
sion(1),

Having regard to the opinion of the Economic and 
Social Committee(2),

Having regard to the opinion of the Committee of 
the regions(3), ELECTRONIC COMMUNICATIONS

Acting in accordance with the procedure laid down 
in Article 251 of the Treaty(4),

Whereas:

(1) The liberalisation of the telecommunications 
sector and increasing competition and choice 
for communications services go hand in hand 
with parallel action to create a harmonised reg-
ulatory framework which secures the delivery of 
universal service. The concept of universal serv-
ice should evolve to reflect advances in tech-
nology, market developments and changes in 
user demand. The regulatory framework estab-
lished for the full liberalisation of the telecom-
munications market in 1998 in the Community 
defined the minimum scope of universal service 
obligations and established rules for its costing 
and financing.

(2) Under Article 153 of the Treaty, the Community 
is to contribute to the protection of consumers.

(3) The Community and its Member States have 
undertaken commitments on the regulatory 
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framework of telecommunications networks 
and services in the context of the World Trade 
Organisation (WTO) agreement on basic tele-
communications. Any member of the WTO has 
the right to define the kind of universal service 
obligation it wishes to maintain. Such obliga-
tions will not be regarded as anti-competitive 
per se, provided they are administered in a 
transparent, non-discriminatory and competi-
tively neutral manner and are not more burden-
some than necessary for the kind of universal 
service defined by the member.

(4) Ensuring universal service (that is to say, the pro-
vision of a defined minimum set of services to 
all end-users at an affordable price) may involve 
the provision of some services to some end-
users at prices that depart from those resulting 
from normal market conditions. However, com-
pensating undertakings designated to provide 
such services in such circumstances need not 
result in any distortion of competition, provided 
that designated undertakings are compensated 
for the specific net cost involved and provided 
that the net cost burden is recovered in a com-
petitively neutral way.

(5) In a competitive market, certain obligations 
should apply to all undertakings providing 
publicly available telephone services at fixed 
locations and others should apply only to un-
dertakings enjoying significant market power 
or which have been designated as a universal 
service operator.

(6) The network termination point represents a 
boundary for regulatory purposes between the 
regulatory framework for electronic communi-
cation networks and services and the regulation 
of telecommunication terminal equipment. De-
fining the location of the network termination 
point is the responsibility of the national regula-
tory authority, where necessary on the basis of a 
proposal by the relevant undertakings.

(7) Member States should continue to ensure that 
the services set out in Chapter II are made avail-
able with the quality specified to all end-users 
in their territory, irrespective of their geographi-
cal location, and, in the light of specific national 
conditions, at an affordable price. Member 
States may, in the context of universal service 
obligations and in the light of national condi-
tions, take specific measures for consumers in 
rural or geographically isolated areas to ensure 
their access to the services set out in the Chap-
ter II and the affordability of those services, as 
well as ensure under the same conditions this 

access, in particular for the elderly, the disabled 
and for people with special social needs. Such 
measures may also include measures directly 
targeted at consumers with special social needs 
providing support to identified consumers, for 
example by means of specific measures, taken 
after the examination of individual requests, 
such as the paying off of debts.

(8) A fundamental requirement of universal service 
is to provide users on request with a connec-
tion to the public telephone network at a fixed 
location, at an affordable price. The requirement 
is limited to a single narrowband network con-
nection, the provision of which may be restrict-
ed by Member States to the end-user’s primary 
location/residence, and does not extend to 
the Integrated Services Digital Network (ISDN) 
which provides two or more connections capa-
ble of being used simultaneously. There should 
be no constraints on the technical means by 
which the connection is provided, allowing for 
wired or wireless technologies, nor any con-
straints on which operators provide part or all 
of universal service obligations. Connections to 
the public telephone network at a fixed loca-
tion should be capable of supporting speech 
and data communications at rates sufficient for 
access to online services such as those provided 
via the public Internet. The speed of Internet ac-
cess experienced by a given user may depend 
on a number of factors including the provider(s) 
of Internet connectivity as well as the given 
application for which a connection is being 
used. The data rate that can be supported by 
a single narrowband connection to the public 
telephone network depends on the capabilities 
of the subscriber’s terminal equipment as well 
as the connection. For this reason it is not ap-
propriate to mandate a specific data or bit rate 
at Community level. Currently available voice 
band modems typically offer a data rate of 56 
kbit/s and employ automatic data rate adapta-
tion to cater for variable line quality, with the 
result that the achieved data rate may be lower 
than 56 kbit/s. Flexibility is required on the one 
hand to allow Member States to take measures 
where necessary to ensure that connections are 
capable of supporting such a data rate, and on 
the other hand to allow Member States where 
relevant to permit data rates below this upper 
limit of 56 kbits/s in order, for example, to exploit 
the capabilities of wireless technologies (includ-
ing cellular wireless networks) to deliver univer-
sal service to a higher proportion of the popu-
lation. This may be of particular importance in 
some accession countries where household 
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penetration of traditional telephone connec-
tions remains relatively low. In specific cases 
where the connection to the public telephony 
network at a fixed location is clearly insufficient 
to support satisfactory Internet access, Member 
States should be able to require the connection 
to be brought up to the level enjoyed by the 
majority of subscribers so that it supports data 
rates sufficient for access to the Internet. Where 
such specific measures produce a net cost bur-
den for those consumers concerned, the net ef-
fect may be included in any net cost calculation 
of universal service obligations.

(9) The provisions of this Directive do not preclude 
Member States from designating different un-
dertakings to provide the network and service 
elements of universal service. Designated un-
dertakings providing network elements may be 
required to ensure such construction and main-
tenance as are necessary and proportionate to 
meet all reasonable requests for connection at a 
fixed location to the public telephone network 
and for access to publicly available telephone 
services at a fixed location.

(10) Affordable price means a price defined by 
Member States at national level in the light of 
specific national conditions, and may involve 
setting common tariffs irrespective of location 
or special tariff options to deal with the needs 
of low-income users. Affordability for individual 
consumers is related to their ability to monitor 
and control their expenditure.

(11) Directory information and a directory enquiry 
service constitute an essential access tool for 
publicly available telephone services and form 
part of the universal service obligation. Users 
and consumers desire comprehensive direc-
tories and a directory enquiry service covering 
all listed telephone subscribers and their num-
bers (including fixed and mobile numbers) and 
want this information to be presented in a non-
preferential fashion. Directive 97/66/EC of the 
European Parliament and of the Council of 15 
December 1997 concerning the processing of 
personal data and the protection of privacy in 
the telecommunications sector(5) ensures the 
subscribers’ right to privacy with regard to the 
inclusion of their personal information in a pub-
lic directory.

(12) For the citizen, it is important for there to be 
adequate provision of public pay telephones, 
and for users to be able to call emergency tel-
ephone numbers and, in particular, the single 
European emergency call number (“112”) free 

of charge from any telephone, including public 
pay telephones, without the use of any means 
of payment. Insufficient information about the 
existence of “112” deprives citizens of the ad-
ditional safety ensured by the existence of this 
number at European level especially during 
their travel in other Member States.

(13) Member States should take suitable measures 
in order to guarantee access to and affordabil-
ity of all publicly available telephone services 
at a fixed location for disabled users and users 
with special social needs. Specific measures for 
disabled users could include, as appropriate, 
making available accessible public telephones, 
public text telephones or equivalent measures 
for deaf or speech-impaired people, providing 
services such as directory enquiry services or 
equivalent measures free of charge for blind or 
partially sighted people, and providing itemised 
bills in alternative format on request for blind 
or partially sighted people. Specific measures 
may also need to be taken to enable disabled 
users and users with special social needs to 
access emergency services “112” and to give 
them a similar possibility to choose between 
different operators or service providers as other 
consumers. Quality of service standards have 
been developed for a range of parameters to 
assess the quality of services received by sub-
scribers and how well undertakings designated 
with universal service obligations perform in 
achieving these standards. Quality of service 
standards do not yet exist in respect of disa-
bled users. Performance standards and relevant 
parameters should be developed for disabled 
users and are provided for in Article 11 of this 
Directive. Moreover, national regulatory authori-
ties should be enabled to require publication of 
quality of service performance data if and when 
such standards and parameters are developed. 
The provider of universal service should not take 
measures to prevent users from benefiting fully 
from services offered by different operators or 
service providers, in combination with its own 
services offered as part of universal service.

(14) The importance of access to and use of the 
public telephone network at a fixed location is 
such that it should be available to anyone rea-
sonably requesting it. In accordance with the 
principle of subsidiarity, it is for Member States 
to decide on the basis of objective criteria 
which undertakings have universal service obli-
gations for the purposes of this Directive, where 
appropriate taking into account the ability and 
the willingness of undertakings to accept all or 
part of the universal service obligations. It is im-
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portant that universal service obligations are ful-
filled in the most efficient fashion so that users 
generally pay prices that correspond to efficient 
cost provision. It is likewise important that uni-
versal service operators maintain the integrity 
of the network as well as service continuity and 
quality. The development of greater competi-
tion and choice provide more possibilities for 
all or part of the universal service obligations to 
be provided by undertakings other than those 
with significant market power. Therefore, uni-
versal service obligations could in some cases 
be allocated to operators demonstrating the 
most cost-effective means of delivering access 
and services, including by competitive or com-
parative selection procedures. Corresponding 
obligations could be included as conditions 
in authorisations to provide publicly available 
services.

(15) Member States should monitor the situation of 
consumers with respect to their use of publicly 
available telephone services and in particular 
with respect to affordability. The affordability of 
telephone service is related to the information 
which users receive regarding telephone us-
age expenses as well as the relative cost of tel-
ephone usage compared to other services, and 
is also related to their ability to control expendi-
ture. Affordability therefore means giving pow-
er to consumers through obligations imposed 
on undertakings designated as having universal 
service obligations. These obligations include a 
specified level of itemised billing, the possibility 
for consumers selectively to block certain calls 
(such as high-priced calls to premium services), 
the possibility for consumers to control expend-
iture via pre-payment means and the possibil-
ity for consumers to offset up-front connection 
fees. Such measures may need to be reviewed 
and changed in the light of market develop-
ments. Current conditions do not warrant a 
requirement for operators with universal service 
obligations to alert subscribers where a prede-
termined limit of expenditure is exceeded or an 
abnormal calling pattern occurs. review of the 
relevant legislative provisions in future should 
consider whether there is a possible need to 
alert subscribers for these reasons.

(16) Except in cases of persistent late payment or 
non-payment of bills, consumers should be 
protected from immediate disconnection from 
the network on the grounds of an unpaid bill 
and, particularly in the case of disputes over 
high bills for premium rate services, should 
continue to have access to essential telephone 
services pending resolution of the dispute. 

Member States may decide that such access 
may continue to be provided only if the sub-
scriber continues to pay line rental charges.

(17) Quality and price are key factors in a competi-
tive market and national regulatory authorities 
should be able to monitor achieved quality of 
service for undertakings which have been des-
ignated as having universal service obligations. 
In relation to the quality of service attained by 
such undertakings, national regulatory authori-
ties should be able to take appropriate meas-
ures where they deem it necessary. National 
regulatory authorities should also be able to 
monitor the achieved quality of services of 
other undertakings providing public telephone 
networks and/or publicly available telephone 
services to users at fixed locations.

(18) Member States should, where necessary, es-
tablish mechanisms for financing the net cost 
of universal service obligations in cases where 
it is demonstrated that the obligations can only 
be provided at a loss or at a net cost which falls 
outside normal commercial standards. It is im-
portant to ensure that the net cost of universal 
service obligations is properly calculated and 
that any financing is undertaken with minimum 
distortion to the market and to undertakings, 
and is compatible with the provisions of Articles 
87 and 88 of the Treaty.

(19) Any calculation of the net cost of universal serv-
ice should take due account of costs and reve-
nues, as well as the intangible benefits resulting 
from providing universal service, but should not 
hinder the general aim of ensuring that pricing 
structures reflect costs. Any net costs of univer-
sal service obligations should be calculated on 
the basis of transparent procedures.

(20) Taking into account intangible benefits means 
that an estimate in monetary terms, of the in-
direct benefits that an undertaking derives by 
virtue of its position as provider of universal 
service, should be deducted from the direct net 
cost of universal service obligations in order to 
determine the overall cost burden.

(21) When a universal service obligation represents 
an unfair burden on an undertaking, it is ap-
propriate to allow Member States to estab-
lish mechanisms for efficiently recovering net 
costs. recovery via public funds constitutes one 
method of recovering the net costs of univer-
sal service obligations. It is also reasonable for 
established net costs to be recovered from all 
users in a transparent fashion by means of levies 
on undertakings. Member States should be able 
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to finance the net costs of different elements of 
universal service through different mechanisms, 
and/or to finance the net costs of some or all 
elements from either of the mechanisms or a 
combination of both. In the case of cost recov-
ery by means of levies on undertakings, Mem-
ber States should ensure that that the method 
of allocation amongst them is based on objec-
tive and non-discriminatory criteria and is in ac-
cordance with the principle of proportionality. 
This principle does not prevent Member States 
from exempting new entrants which have not 
yet achieved any significant market presence. 
Any funding mechanism should ensure that 
market participants only contribute to the fi-
nancing of universal service obligations and not 
to other activities which are not directly linked 
to the provision of the universal service obliga-
tions. recovery mechanisms should in all cases 
respect the principles of Community law, and 
in particular in the case of sharing mechanisms 
those of non-discrimination and proportional-
ity. Any funding mechanism should ensure that 
users in one Member State do not contribute to 
universal service costs in another Member State, 
for example when making calls from one Mem-
ber State to another.

(22) Where Member States decide to finance the net 
cost of universal service obligations from public 
funds, this should be understood to comprise 
funding from general government budgets in-
cluding other public financing sources such as 
state lotteries.

(23) The net cost of universal service obligations 
may be shared between all or certain specified 
classes of undertaking. Member States should 
ensure that the sharing mechanism respects 
the principles of transparency, least market dis-
tortion, non-discrimination and proportionality. 
Least market distortion means that contribu-
tions should be recovered in a way that as far 
as possible minimises the impact of the finan-
cial burden falling on end-users, for example by 
spreading contributions as widely as possible.

(24) National regulatory authorities should satisfy 
themselves that those undertakings benefiting 
from universal service funding provide a suffi-
cient level of detail of the specific elements re-
quiring such funding in order to justify their re-
quest. Member States’ schemes for the costing 
and financing of universal service obligations 
should be communicated to the Commission 
for verification of compatibility with the Treaty. 
There are incentives for designated operators to 
raise the assessed net cost of universal service 

obligations. Therefore Member States should 
ensure effective transparency and control of 
amounts charged to finance universal service 
obligations.

(25) Communications markets continue to evolve 
in terms of the services used and the technical 
means used to deliver them to users. The uni-
versal service obligations, which are defined at 
a Community level, should be periodically re-
viewed with a view to proposing that the scope 
be changed or redefined. Such a review should 
take account of evolving social, commercial 
and technological conditions and the fact that 
any change of scope should be subject to the 
twin test of services that become available to 
a substantial majority of the population, with 
a consequent risk of social exclusion for those 
who can not afford them. Care should be taken 
in any change of the scope of universal service 
obligations to ensure that certain technological 
choices are not artificially promoted above oth-
ers, that a disproportionate financial burden is 
not imposed on sector undertakings (thereby 
endangering market developments and inno-
vation) and that any financing burden does not 
fall unfairly on consumers with lower incomes. 
Any change of scope automatically means that 
any net cost can be financed via the methods 
permitted in this Directive. Member States are 
not permitted to impose on market players fi-
nancial contributions which relate to measures 
which are not part of universal service obliga-
tions. Individual Member States remain free to 
impose special measures (outside the scope of 
universal service obligations) and finance them 
in conformity with Community law but not by 
means of contributions from market players.

(26) More effective competition across all access 
and service markets will give greater choice for 
users. The extent of effective competition and 
choice varies across the Community and varies 
within Member States between geographical 
areas and between access and service mar-
kets. Some users may be entirely dependent 
on the provision of access and services by an 
undertaking with significant market power. In 
general, for reasons of efficiency and to encour-
age effective competition, it is important that 
the services provided by an undertaking with 
significant market power reflect costs. For rea-
sons of efficiency and social reasons, end-user 
tariffs should reflect demand conditions as well 
as cost conditions, provided that this does not 
result in distortions of competition. There is a 
risk that an undertaking with significant market 
power may act in various ways to inhibit entry 
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or distort competition, for example by charging 
excessive prices, setting predatory prices, com-
pulsory bundling of retail services or showing 
undue preference to certain customers. There-
fore, national regulatory authorities should have 
powers to impose, as a last resort and after due 
consideration, retail regulation on an undertak-
ing with significant market power. Price cap 
regulation, geographical averaging or similar in-
struments, as well as non-regulatory measures 
such as publicly available comparisons of retail 
tariffs, may be used to achieve the twin objec-
tives of promoting effective competition whilst 
pursuing public interest needs, such as main-
taining the affordability of publicly available tel-
ephone services for some consumers. Access to 
appropriate cost accounting information is nec-
essary, in order for national regulatory authori-
ties to fulfil their regulatory duties in this area, 
including the imposition of any tariff controls. 
However, regulatory controls on retail services 
should only be imposed where national regu-
latory authorities consider that relevant whole-
sale measures or measures regarding carrier 
selection or pre-selection would fail to achieve 
the objective of ensuring effective competition 
and public interest.

(27) Where a national regulatory authority imposes 
obligations to implement a cost accounting 
system in order to support price controls, it 
may itself undertake an annual audit to ensure 
compliance with that cost accounting system, 
provided that it has the necessary qualified staff, 
or it may require the audit to be carried out by 
another qualified body, independent of the op-
erator concerned.

(28) It is considered necessary to ensure the contin-
ued application of the existing provisions relat-
ing to the minimum set of leased line services 
in Community telecommunications legislation, 
in particular in Council Directive 92/44/EEC of 5 
June 1992 on the application of open network 
provision to leased lines(6), until such time as 
national regulatory authorities determine, in 
accordance with the market analysis proce-
dures laid down in Directive 2002/21/EC of the 
European Parliament and of the Council of 7 
March 2002 on a common regulatory frame-
work for electronic communications networks 
and services (Framework Directive)(7), that such 
provisions are no longer needed because a 
sufficiently competitive market has developed 
in their territory. The degree of competition 
is likely to vary between different markets of 
leased lines in the minimum set, and in different 
parts of the territory. In undertaking the market 

analysis, national regulatory authorities should 
make separate assessments for each market of 
leased lines in the minimum set, taking into ac-
count their geographic dimension. Leased lines 
services constitute mandatory services to be 
provided without recourse to any compensa-
tion mechanisms. The provision of leased lines 
outside of the minimum set of leased lines 
should be covered by general retail regulatory 
provisions rather than specific requirements 
covering the supply of the minimum set.

(29) National regulatory authorities may also, in the 
light of an analysis of the relevant market, re-
quire mobile operators with significant market 
power to enable their subscribers to access the 
services of any interconnected provider of pub-
licly available telephone services on a call-by-
call basis or by means of pre-selection.

(30) Contracts are an important tool for users and 
consumers to ensure a minimum level of trans-
parency of information and legal security. Most 
service providers in a competitive environment 
will conclude contracts with their customers 
for reasons of commercial desirability. In addi-
tion to the provisions of this Directive, the re-
quirements of existing Community consumer 
protection legislation relating to contracts, in 
particular Council Directive 93/13/EEC of 5 April 
1993 on unfair terms in consumer contracts(8) 
and Directive 97/7/EC of the European Parlia-
ment and of the Council of 20 May 1997 on the 
protection of consumers in respect of distance 
contracts(9), apply to consumer transactions 
relating to electronic networks and services. 
Specifically, consumers should enjoy a mini-
mum level of legal certainty in respect of their 
contractual relations with their direct telephone 
service provider, such that the contractual 
terms, conditions, quality of service, condition 
for termination of the contract and the service, 
compensation measures and dispute resolution 
are specified in their contracts. Where service 
providers other than direct telephone service 
providers conclude contracts with consumers, 
the same information should be included in 
those contracts as well. The measures to ensure 
transparency on prices, tariffs, terms and condi-
tions will increase the ability of consumers to 
optimise their choices and thus to benefit fully 
from competition.

(31) End-users should have access to publicly avail-
able information on communications services. 
Member States should be able to monitor the 
quality of services which are offered in their ter-
ritories. National regulatory authorities should 
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be able systematically to collect information on 
the quality of services offered in their territories 
on the basis of criteria which allow compara-
bility between service providers and between 
Member States. Undertakings providing com-
munications services, operating in a competi-
tive environment, are likely to make adequate 
and up-to-date information on their services 
publicly available for reasons of commercial ad-
vantage. National regulatory authorities should 
nonetheless be able to require publication of 
such information where it is demonstrated that 
such information is not effectively available to 
the public.

(32) End-users should be able to enjoy a guarantee 
of interoperability in respect of all equipment 
sold in the Community for the reception of dig-
ital television. Member States should be able to 
require minimum harmonised standards in re-
spect of such equipment. Such standards could 
be adapted from time to time in the light of 
technological and market developments.

(33) It is desirable to enable consumers to achieve 
the fullest connectivity possible to digital televi-
sion sets. Interoperability is an evolving concept 
in dynamic markets. Standards bodies should 
do their utmost to ensure that appropriate 
standards evolve along with the technologies 
concerned. It is likewise important to ensure 
that connectors are available on television sets 
that are capable of passing all the necessary el-
ements of a digital signal, including the audio 
and video streams, conditional access informa-
tion, service information, application program 
interface (API) information and copy protection 
information. This Directive therefore ensures 
that the functionality of the open interface for 
digital television sets is not limited by network 
operators, service providers or equipment 
manufacturers and continues to evolve in line 
with technological developments. For display 
and presentation of digital interactive television 
services, the realisation of a common standard 
through a market-driven mechanism is recog-
nised as a consumer benefit. Member States 
and the Commission may take policy initiatives, 
consistent with the Treaty, to encourage this 
development.

(34) All end-users should continue to enjoy access 
to operator assistance services whatever organ-
isation provides access to the public telephone 
network.

(35) The provision of directory enquiry services and 
directories is already open to competition. 

The provisions of this Directive complement 
the provisions of Directive 97/66/EC by giving 
subscribers a right to have their personal data 
included in a printed or electronic directory. All 
service providers which assign telephone num-
bers to their subscribers are obliged to make 
relevant information available in a fair, cost-ori-
ented and non-discriminatory manner.

(36) It is important that users should be able to call 
the single European emergency number “112”, 
and any other national emergency telephone 
numbers, free of charge, from any telephone, 
including public pay telephones, without the 
use of any means of payment. Member States 
should have already made the necessary organ-
isational arrangements best suited to the na-
tional organisation of the emergency systems, 
in order to ensure that calls to this number 
are adequately answered and handled. Caller 
location information, to be made available to 
the emergency services, will improve the level 
of protection and the security of users of “112” 
services and assist the emergency services, to 
the extent technically feasible, in the discharge 
of their duties, provided that the transfer of calls 
and associated data to the emergency services 
concerned is guaranteed. The reception and 
use of such information should comply with 
relevant Community law on the processing of 
personal data. Steady information technology 
improvements will progressively support the 
simultaneous handling of several languages 
over the networks at a reasonable cost. This in 
turn will ensure additional safety for European 
citizens using the “112” emergency call number.

(37) Easy access to international telephone services 
is vital for European citizens and European busi-
nesses. “00” has already been established as the 
standard international telephone access code 
for the Community. Special arrangements for 
making calls between adjacent locations across 
borders between Member States may be es-
tablished or continued. The ITU has assigned, in 
accordance with ITU recommendation E.164, 
code “3883” to the European Telephony Num-
bering Space (ETNS). In order to ensure connec-
tion of calls to the ETNS, undertakings operating 
public telephone networks should ensure that 
calls using “3883” are directly or indirectly inter-
connected to ETNS serving networks specified 
in the relevant European Telecommunications 
Standards Institute (ETSI) standards. Such inter-
connection arrangements should be governed 
by the provisions of Directive 2002/19/EC of the 
European Parliament and of the Council of 7 
March 2002 on access to, and interconnection 
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of, electronic communications networks and 
associated facilities (Access Directive)(10).

(38) Access by end-users to all numbering resources 
in the Community is a vital pre-condition for 
a single market. It should include freephone, 
premium rate, and other non-geographic num-
bers, except where the called subscriber has 
chosen, for commercial reasons, to limit access 
from certain geographical areas. Tariffs charged 
to parties calling from outside the Member 
State concerned need not be the same as for 
those parties calling from inside that Member 
State.

(39) Tone dialling and calling line identification 
facilities are normally available on modern tel-
ephone exchanges and can therefore increas-
ingly be provided at little or no expense. Tone 
dialling is increasingly being used for user in-
teraction with special services and facilities, in-
cluding value added services, and the absence 
of this facility can prevent the user from mak-
ing use of these services. Member States are 
not required to impose obligations to provide 
these facilities when they are already available. 
Directive 97/66/EC safeguards the privacy of 
users with regard to itemised billing, by giving 
them the means to protect their right to privacy 
when calling line identification is implemented. 
The development of these services on a pan-
European basis would benefit consumers and is 
encouraged by this Directive.

(40) Number portability is a key facilitator of con-
sumer choice and effective competition in a 
competitive telecommunications environment 
such that end-users who so request should be 
able to retain their number(s) on the public 
telephone network independently of the or-
ganisation providing service. The provision of 
this facility between connections to the public 
telephone network at fixed and non-fixed loca-
tions is not covered by this Directive. However, 
Member States may apply provisions for port-
ing numbers between networks providing serv-
ices at a fixed location and mobile networks.

(41) The impact of number portability is consider-
ably strengthened when there is transparent 
tariff information, both for end-users who port 
their numbers and also for end-users who call 
those who have ported their numbers. National 
regulatory authorities should, where feasible, fa-
cilitate appropriate tariff transparency as part of 
the implementation of number portability.

(42) When ensuring that pricing for interconnection 
related to the provision of number portability 

is cost-oriented, national regulatory authorities 
may also take account of prices available in 
comparable markets.

(43) Currently, Member States impose certain “must 
carry” obligations on networks for the distribu-
tion of radio or television broadcasts to the pub-
lic. Member States should be able to lay down 
proportionate obligations on undertakings un-
der their jurisdiction, in the interest of legitimate 
public policy considerations, but such obliga-
tions should only be imposed where they are 
necessary to meet general interest objectives 
clearly defined by Member States in conform-
ity with Community law and should be propor-
tionate, transparent and subject to periodical 
review. “Must carry” obligations imposed by 
Member States should be reasonable, that is 
they should be proportionate and transparent 
in the light of clearly defined general interest 
objectives, and could, where appropriate, en-
tail a provision for proportionate remuneration. 
Such “must carry” obligations may include the 
transmission of services specifically designed to 
enable appropriate access by disabled users.

(44) Networks used for the distribution of radio or tel-
evision broadcasts to the public include cable, 
satellite and terrestrial broadcasting networks. 
They might also include other networks to the 
extent that a significant number of end-users 
use such networks as their principal means to 
receive radio and television broadcasts.

(45) Services providing content such as the offer for 
sale of a package of sound or television broad-
casting content are not covered by the com-
mon regulatory framework for electronic com-
munications networks and services. Providers of 
such services should not be subject to universal 
service obligations in respect of these activities. 
This Directive is without prejudice to measures 
taken at national level, in compliance with Com-
munity law, in respect of such services.

(46) Where a Member State seeks to ensure the pro-
vision of other specific services throughout its 
national territory, such obligations should be 
implemented on a cost efficient basis and out-
side the scope of universal service obligations. 
Accordingly, Member States may undertake ad-
ditional measures (such as facilitating the devel-
opment of infrastructure or services in circum-
stances where the market does not satisfactorily 
address the requirements of end-users or con-
sumers), in conformity with Community law. As 
a reaction to the Commission’s e-Europe initia-
tive, the Lisbon European Council of 23 and 24 
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March 2000 called on Member States to ensure 
that all schools have access to the Internet and 
to multimedia resources.

(47) In the context of a competitive environment, 
the views of interested parties, including users 
and consumers, should be taken into account 
by national regulatory authorities when dealing 
with issues related to end-users’ rights. Effective 
procedures should be available to deal with dis-
putes between consumers, on the one hand, 
and undertakings providing publicly available 
communications services, on the other. Mem-
ber States should take full account of Commis-
sion recommendation 98/257/EC of 30 March 
1998 on the principles applicable to the bodies 
responsible for out-of-court settlement of con-
sumer disputes(11).

(48) Co-regulation could be an appropriate way of 
stimulating enhanced quality standards and 
improved service performance. Co-regulation 
should be guided by the same principles as 
formal regulation, i.e. it should be objective, 
justified, proportional, non-discriminatory and 
transparent.

(49) This Directive should provide for elements of 
consumer protection, including clear contract 
terms and dispute resolution, and tariff trans-
parency for consumers. It should also encour-
age the extension of such benefits to other 
categories of end-users, in particular small and 
medium-sized enterprises.

(50) The provisions of this Directive do not prevent 
a Member State from taking measures justified 
on grounds set out in Articles 30 and 46 of the 
Treaty, and in particular on grounds of public se-
curity, public policy and public morality.

(51) Since the objectives of the proposed action, 
namely setting a common level of universal 
service for telecommunications for all European 
users and of harmonising conditions for ac-
cess to and use of public telephone networks 
at a fixed location and related publicly available 
telephone services and also achieving a harmo-
nised framework for the regulation of electronic 
communications services, electronic commu-
nications networks and associated facilities, 
cannot be sufficiently achieved by the Member 
States and can therefore by reason of the scale 
or effects of the action be better achieved at 
Community level, the Community may adopt 
measures in accordance with the principles of 
subsidiarity as set out in Article 5 of the Treaty. In 
accordance with the principle of proportional-
ity, as set out in that Article, this Directive does 

not go beyond what is necessary in order to 
achieve those objectives.

(52) The measures necessary for the implementa-
tion of this Directive should be adopted in ac-
cordance with Council Decision 1999/468/EC of 
28 June 1999 laying down the procedures for 
the exercise of implementing powers conferred 
on the Commission(12),

HAvE ADOPTED THIS DIrECTIvE:

Chapter I 
sCope, aIMs and defInItIons

Article 1 
Scope and aims

1. Within the framework of Directive 2002/21/EC 
(Framework Directive), this Directive concerns 
the provision of electronic communications 
networks and services to end-users. The aim is 
to ensure the availability throughout the Com-
munity of good quality publicly available serv-
ices through effective competition and choice 
and to deal with circumstances in which the 
needs of end-users are not satisfactorily met by 
the market.

2. This Directive establishes the rights of end-users 
and the corresponding obligations on under-
takings providing publicly available electronic 
communications networks and services. With 
regard to ensuring provision of universal service 
within an environment of open and competi-
tive markets, this Directive defines the minimum 
set of services of specified quality to which all 
end-users have access, at an affordable price in 
the light of specific national conditions, without 
distorting competition. This Directive also sets 
out obligations with regard to the provision of 
certain mandatory services such as the retail 
provision of leased lines.

Article 2 
Definitions

For the purposes of this Directive, the definitions set 
out in Article 2 of Directive 2002/21/EC (Framework 
Directive) shall apply.

The following definitions shall also apply:

(a) “public pay telephone” means a telephone avail-
able to the general public, for the use of which 
the means of payment may include coins and/
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or credit/debit cards and/or pre-payment cards, 
including cards for use with dialling codes;

(b) “public telephone network” means an elec-
tronic communications network which is used 
to provide publicly available telephone services; 
it supports the transfer between network termi-
nation points of speech communications, and 
also other forms of communication, such as fac-
simile and data;

(c) “publicly available telephone service” means 
a service available to the public for originating 
and receiving national and international calls 
and access to emergency services through a 
number or numbers in a national or internation-
al telephone numbering plan, and in addition 
may, where relevant, include one or more of the 
following services: the provision of operator as-
sistance, directory enquiry services, directories, 
provision of public pay phones, provision of 
service under special terms, provision of special 
facilities for customers with disabilities or with 
special social needs and/or the provision of 
non-geographic services;

(d) “geographic number” means a number from 
the national numbering plan where part of its 
digit structure contains geographic significance 
used for routing calls to the physical location of 
the network termination point (NTP);

(e) “network termination point” (NTP) means the 
physical point at which a subscriber is provided 
with access to a public communications net-
work; in the case of networks involving switch-
ing or routing, the NTP is identified by means of 
a specific network address, which may be linked 
to a subscriber number or name;

(f ) “non-geographic numbers” means a number 
from the national numbering plan that is not 
a geographic number. It includes inter alia mo-
bile, freephone and premium rate numbers.

Chapter II 
unIversal servICe 
oBlIGatIons InCludInG 
soCIal oBlIGatIons

Article 3 
Availability of universal service

1. Member States shall ensure that the services 
set out in this Chapter are made available at the 
quality specified to all end-users in their territo-
ry, independently of geographical location, and, 

in the light of specific national conditions, at an 
affordable price.

2. Member States shall determine the most ef-
ficient and appropriate approach for ensuring 
the implementation of universal service, whilst 
respecting the principles of objectivity, trans-
parency, non-discrimination and proportional-
ity. They shall seek to minimise market distor-
tions, in particular the provision of services at 
prices or subject to other terms and conditions 
which depart from normal commercial condi-
tions, whilst safeguarding the public interest.

Article 4 
Provision of access at a fixed location

1. Member States shall ensure that all reasonable 
requests for connection at a fixed location to 
the public telephone network and for access to 
publicly available telephone services at a fixed 
location are met by at least one undertaking.

2. The connection provided shall be capable of 
allowing end-users to make and receive local, 
national and international telephone calls, fac-
simile communications and data communica-
tions, at data rates that are sufficient to permit 
functional Internet access, taking into account 
prevailing technologies used by the majority of 
subscribers and technological feasibility.

Article 5 
Directory enquiry services and directories

1. Member States shall ensure that:

(a) at least one comprehensive directory is 
available to end-users in a form approved 
by the relevant authority, whether printed 
or electronic, or both, and is updated on a 
regular basis, and at least once a year;

(b) at least one comprehensive telephone 
directory enquiry service is available to all 
end-users, including users of public pay tel-
ephones.

2. The directories in paragraph 1 shall comprise, 
subject to the provisions of Article 11 of Direc-
tive 97/66/EC, all subscribers of publicly avail-
able telephone services.

3. Member States shall ensure that the 
undertaking(s) providing the services referred 
to in paragraph 1 apply the principle of non-
discrimination to the treatment of information 
that has been provided to them by other un-
dertakings.
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Article 6 
Public pay telephones

1. Member States shall ensure that national regu-
latory authorities can impose obligations on un-
dertakings in order to ensure that public pay tel-
ephones are provided to meet the reasonable 
needs of end-users in terms of the geographical 
coverage, the number of telephones, the acces-
sibility of such telephones to disabled users and 
the quality of services.

2. A Member State shall ensure that its national 
regulatory authority can decide not to impose 
obligations under paragraph 1 in all or part of 
its territory, if it is satisfied that these facilities 
or comparable services are widely available, on 
the basis of a consultation of interested parties 
as referred to in Article 33.

3. Member States shall ensure that it is possible 
to make emergency calls from public pay tel-
ephones using the single European emergency 
call number “112” and other national emergen-
cy numbers, all free of charge and without hav-
ing to use any means of payment.

Article 7 
Special measures for disabled users

1. Member States shall, where appropriate, take 
specific measures for disabled end-users in 
order to ensure access to and affordability of 
publicly available telephone services, including 
access to emergency services, directory enquiry 
services and directories, equivalent to that en-
joyed by other end-users.

2. Member States may take specific measures, in 
the light of national conditions, to ensure that 
disabled end-users can also take advantage of 
the choice of undertakings and service provid-
ers available to the majority of end-users.

Article 8 
Designation of undertakings

1. Member States may designate one or more 
undertakings to guarantee the provision of 
universal service as identified in Articles 4, 5, 6 
and 7 and, where applicable, Article 9(2) so that 
the whole of the national territory can be cov-
ered. Member States may designate different 
undertakings or sets of undertakings to provide 
different elements of universal service and/or to 
cover different parts of the national territory.

2. When Member States designate undertakings 
in part or all of the national territory as having 

universal service obligations, they shall do so 
using an efficient, objective, transparent and 
non-discriminatory designation mechanism, 
whereby no undertaking is a priori excluded 
from being designated. Such designation 
methods shall ensure that universal service is 
provided in a cost-effective manner and may be 
used as a means of determining the net cost of 
the universal service obligation in accordance 
with Article 12.

Article 9 
Affordability of tariffs

1. National regulatory authorities shall monitor the 
evolution and level of retail tariffs of the services 
identified in Articles 4, 5, 6 and 7 as falling under 
the universal service obligations and provided 
by designated undertakings, in particular in re-
lation to national consumer prices and income.

2. Member States may, in the light of national con-
ditions, require that designated undertakings 
provide tariff options or packages to consumers 
which depart from those provided under nor-
mal commercial conditions, in particular to en-
sure that those on low incomes or with special 
social needs are not prevented from accessing 
or using the publicly available telephone serv-
ice.

3. Member States may, besides any provision for 
designated undertakings to provide special tar-
iff options or to comply with price caps or geo-
graphical averaging or other similar schemes, 
ensure that support is provided to consumers 
identified as having low incomes or special so-
cial needs.

4. Member States may require undertakings with 
obligations under Articles 4, 5, 6 and 7 to apply 
common tariffs, including geographical averag-
ing, throughout the territory, in the light of na-
tional conditions or to comply with price caps.

5. National regulatory authorities shall ensure that, 
where a designated undertaking has an obliga-
tion to provide special tariff options, common 
tariffs, including geographical averaging, or to 
comply with price caps, the conditions are fully 
transparent and are published and applied in 
accordance with the principle of non-discrim-
ination. National regulatory authorities may 
require that specific schemes be modified or 
withdrawn.
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Article 10 
Control of expenditure

1. Member States shall ensure that designated 
undertakings, in providing facilities and services 
additional to those referred to in Articles 4, 5, 6, 7 
and 9(2), establish terms and conditions in such 
a way that the subscriber is not obliged to pay 
for facilities or services which are not necessary 
or not required for the service requested.

2. Member States shall ensure that designated un-
dertakings with obligations under Articles 4, 5, 
6, 7 and 9(2) provide the specific facilities and 
services set out in Annex I, Part A, in order that 
subscribers can monitor and control expendi-
ture and avoid unwarranted disconnection of 
service.

3. Member States shall ensure that the relevant 
authority is able to waive the requirements of 
paragraph 2 in all or part of its national territory 
if it is satisfied that the facility is widely available.

Article 11 
Quality of service of designated undertakings

1. National regulatory authorities shall ensure that 
all designated undertakings with obligations 
under Articles 4, 5, 6, 7 and 9(2) publish ad-
equate and up-to-date information concerning 
their performance in the provision of universal 
service, based on the quality of service param-
eters, definitions and measurement methods 
set out in Annex III. The published information 
shall also be supplied to the national regulatory 
authority.

2. National regulatory authorities may specify, in-
ter alia, additional quality of service standards, 
where relevant parameters have been devel-
oped, to assess the performance of undertak-
ings in the provision of services to disabled 
end-users and disabled consumers. National 
regulatory authorities shall ensure that infor-
mation concerning the performance of under-
takings in relation to these parameters is also 
published and made available to the national 
regulatory authority.

3. National regulatory authorities may, in addi-
tion, specify the content, form and manner of 
information to be published, in order to ensure 
that end-users and consumers have access to 
comprehensive, comparable and user-friendly 
information.

4. National regulatory authorities shall be able to 
set performance targets for those undertakings 

with universal service obligations at least under 
Article 4. In so doing, national regulatory author-
ities shall take account of views of interested 
parties, in particular as referred to in Article 33.

5. Member States shall ensure that national regu-
latory authorities are able to monitor compli-
ance with these performance targets by desig-
nated undertakings.

6. Persistent failure by an undertaking to meet 
performance targets may result in specific 
measures being taken in accordance with Di-
rective 2002/20/EC of the European Parliament 
and of the Council of 7 March 2002 on the au-
thorisation of electronic communications net-
works and services (Authorisation Directive)(13). 
National regulatory authorities shall be able to 
order independent audits or similar reviews of 
the performance data, paid for by the undertak-
ing concerned, in order to ensure the accuracy 
and comparability of the data made available by 
undertakings with universal service obligations.

Article 12 
Costing of universal service obligations

1. Where national regulatory authorities consider 
that the provision of universal service as set 
out in Articles 3 to 10 may represent an unfair 
burden on undertakings designated to provide 
universal service, they shall calculate the net 
costs of its provision.

For that purpose, national regulatory authorities 
shall:

(a) calculate the net cost of the universal service 
obligation, taking into account any market 
benefit which accrues to an undertaking 
designated to provide universal service, in 
accordance with Annex Iv, Part A; or

(b) make use of the net costs of providing uni-
versal service identified by a designation 
mechanism in accordance with Article 8(2).

2. The accounts and/or other information serving 
as the basis for the calculation of the net cost of 
universal service obligations under paragraph 
1(a) shall be audited or verified by the national 
regulatory authority or a body independent of 
the relevant parties and approved by the na-
tional regulatory authority. The results of the 
cost calculation and the conclusions of the au-
dit shall be publicly available.
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Article 13 
Financing of universal service obligations

1. Where, on the basis of the net cost calculation 
referred to in Article 12, national regulatory au-
thorities find that an undertaking is subject to 
an unfair burden, Member States shall, upon 
request from a designated undertaking, decide:

(a) to introduce a mechanism to compensate 
that undertaking for the determined net 
costs under transparent conditions from 
public funds; and/or

(b) to share the net cost of universal service 
obligations between providers of electronic 
communications networks and services.

2. Where the net cost is shared under paragraph 
1(b), Member States shall establish a sharing 
mechanism administered by the national regu-
latory authority or a body independent from 
the beneficiaries under the supervision of the 
national regulatory authority. Only the net cost, 
as determined in accordance with Article 12, of 
the obligations laid down in Articles 3 to 10 may 
be financed.

3. A sharing mechanism shall respect the princi-
ples of transparency, least market distortion, 
non-discrimination and proportionality, in ac-
cordance with the principles of Annex Iv, Part B. 
Member States may choose not to require con-
tributions from undertakings whose national 
turnover is less than a set limit.

4. Any charges related to the sharing of the cost of 
universal service obligations shall be unbundled 
and identified separately for each undertaking. 
Such charges shall not be imposed or collected 
from undertakings that are not providing serv-
ices in the territory of the Member State that has 
established the sharing mechanism.

Article 14 
Transparency

1. Where a mechanism for sharing the net cost 
of universal service obligations as referred to in 
Article 13 is established, national regulatory au-
thorities shall ensure that the principles for cost 
sharing, and details of the mechanism used, are 
publicly available.

2. Subject to Community and national rules on 
business confidentiality, national regulatory 
authorities shall ensure that an annual report 
is published giving the calculated cost of uni-
versal service obligations, identifying the contri-
butions made by all the undertakings involved, 

and identifying any market benefits, that may 
have accrued to the undertaking(s) designated 
to provide universal service, where a fund is ac-
tually in place and working.

Article 15 
Review of the scope of universal service

1. The Commission shall periodically review the 
scope of universal service, in particular with a 
view to proposing to the European Parliament 
and the Council that the scope be changed or 
redefined. A review shall be carried out, on the 
first occasion within two years after the date of 
application referred to in Article 38(1), second 
subparagraph, and subsequently every three 
years.

2. This review shall be undertaken in the light of 
social, economic and technological develop-
ments, taking into account, inter alia, mobility 
and data rates in the light of the prevailing tech-
nologies used by the majority of subscribers. 
The review process shall be undertaken in ac-
cordance with Annex v. The Commission shall 
submit a report to the European Parliament and 
the Council regarding the outcome of the re-
view.

Chapter III 
reGulatorY Controls 
on undertakInGs wIth 
sIGnIfICant Market power 
In speCIfIC Markets

Article 16 
Review of obligations

1. Member States shall maintain all obligations 
relating to:

(a) retail tariffs for the provision of access to and 
use of the public telephone network, im-
posed under Article 17 of Directive 98/10/
EC of the European Parliament and of the 
Council of 26 February 1998 on the appli-
cation of open network provision (ONP) to 
voice telephony and on universal service for 
telecommunications in a competitive envi-
ronment(14);

(b) carrier selection or pre-selection, imposed 
under Directive 97/33/EC of the European 
Parliament and of the Council of 30 June 
1997 on interconnection in telecommuni-
cations with regard to ensuring universal 
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service and interoperability through ap-
plication of the principles of open network 
provision (ONP)(15);

(c) leased lines, imposed under Articles 3, 4, 6, 7, 
8 and 10 of Directive 92/44/EEC,

until a review has been carried out and a deter-
mination made in accordance with the proce-
dure in paragraph 3 of this Article.

2. The Commission shall indicate relevant markets 
for the obligations relating to retail markets in 
the initial recommendation on relevant product 
and service markets and the Decision identify-
ing transnational markets to be adopted in ac-
cordance with Article 15 of Directive 2002/21/
EC (Framework Directive).

3. Member States shall ensure that, as soon as pos-
sible after the entry into force of this Directive, 
and periodically thereafter, national regulatory 
authorities undertake a market analysis, in ac-
cordance with the procedure set out in Article 
16 of Directive 2002/21/EC (Framework Direc-
tive) to determine whether to maintain, amend 
or withdraw the obligations relating to retail 
markets. Measures taken shall be subject to the 
procedure referred to in Article 7 of Directive 
2002/21/EC (Framework Directive).

Article 17 
Regulatory controls on retail services

1. Member States shall ensure that, where:

(a) as a result of a market analysis carried out in 
accordance with Article 16(3) a national reg-
ulatory authority determines that a given re-
tail market identified in accordance with Ar-
ticle 15 of Directive 2002/21/EC (Framework 
Directive) is not effectively competitive, and

(b) the national regulatory authority concludes 
that obligations imposed under Directive 
2002/19/EC (Access Directive), or Article 
19 of this Directive would not result in the 
achievement of the objectives set out in Ar-
ticle 8 of Directive 2002/21/EC (Framework 
Directive),

national regulatory authorities shall impose 
appropriate regulatory obligations on under-
takings identified as having significant market 
power on a given retail market in accordance 
with Article 14 of Directive 2002/21/EC (Frame-
work Directive).

2. Obligations imposed under paragraph 1 shall 
be based on the nature of the problem identi-

fied and be proportionate and justified in the 
light of the objectives laid down in Article 8 of 
Directive 2002/21/EC (Framework Directive). 
The obligations imposed may include require-
ments that the identified undertakings do not 
charge excessive prices, inhibit market entry or 
restrict competition by setting predatory prices, 
show undue preference to specific end-users or 
unreasonably bundle services. National regula-
tory authorities may apply to such undertakings 
appropriate retail price cap measures, measures 
to control individual tariffs, or measures to ori-
ent tariffs towards costs or prices on compara-
ble markets, in order to protect end-user inter-
ests whilst promoting effective competition.

3. National regulatory authorities shall, on request, 
submit information to the Commission con-
cerning the retail controls applied and, where 
appropriate, the cost accounting systems used 
by the undertakings concerned.

4. National regulatory authorities shall ensure that, 
where an undertaking is subject to retail tariff 
regulation or other relevant retail controls, the 
necessary and appropriate cost accounting 
systems are implemented. National regulatory 
authorities may specify the format and account-
ing methodology to be used. Compliance with 
the cost accounting system shall be verified by 
a qualified independent body. National regula-
tory authorities shall ensure that a statement 
concerning compliance is published annually.

5. Without prejudice to Article 9(2) and Article 10, 
national regulatory authorities shall not apply 
retail control mechanisms under paragraph 1 
of this Article to geographical or user markets 
where they are satisfied that there is effective 
competition.

Article 18 
Regulatory controls on the minimum set of 
leased lines

1. Where, as a result of the market analysis car-
ried out in accordance with Article 16(3), a 
national regulatory authority determines that 
the market for the provision of part or all of the 
minimum set of leased lines is not effectively 
competitive, it shall identify undertakings with 
significant market power in the provision of 
those specific elements of the minimum set 
of leased lines services in all or part of its terri-
tory in accordance with Article 14 of Directive 
2002/21/EC (Framework Directive). The national 
regulatory authority shall impose obligations 
regarding the provision of the minimum set of 
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leased lines, as identified in the list of standards 
published in the Official Journal of the European 
Communities in accordance with Article 17 of 
Directive 2002/21/EC (Framework Directive), 
and the conditions for such provision set out in 
Annex vII to this Directive, on such undertakings 
in relation to those specific leased line markets.

2. Where as a result of the market analysis carried 
out in accordance with Article 16(3), a national 
regulatory authority determines that a relevant 
market for the provision of leased lines in the 
minimum set is effectively competitive, it shall 
withdraw the obligations referred to in para-
graph 1 in relation to this specific leased line 
market.

3. The minimum set of leased lines with harmo-
nised characteristics, and associated standards, 
shall be published in the Official Journal of the 
European Communities as part of the list of 
standards referred to in Article 17 of Directive 
2002/21/EC (Framework Directive). The Com-
mission may adopt amendments necessary to 
adapt the minimum set of leased lines to new 
technical developments and to changes in mar-
ket demand, including the possible deletion of 
certain types of leased line from the minimum 
set, acting in accordance with the procedure 
referred to in Article 37(2) of this Directive.

Article 19 
Carrier selection and carrier pre-selection

1. National regulatory authorities shall require un-
dertakings notified as having significant market 
power for the provision of connection to and 
use of the public telephone network at a fixed 
location in accordance with Article 16(3) to en-
able their subscribers to access the services of 
any interconnected provider of publicly avail-
able telephone services:

(a) on a call-by-call basis by dialling a carrier se-
lection code; and

(b) by means of pre-selection, with a facility to 
override any pre-selected choice on a call-
by-call basis by dialling a carrier selection 
code.

2. User requirements for these facilities to be im-
plemented on other networks or in other ways 
shall be assessed in accordance with the market 
analysis procedure laid down in Article 16 of Di-
rective 2002/21/EC (Framework Directive) and 
implemented in accordance with Article 12 of 
Directive 2002/19/EC (Access Directive).

3. National regulatory authorities shall ensure that 
pricing for access and interconnection related 
to the provision of the facilities in paragraph 1 
is cost oriented and that direct charges to sub-
scribers, if any, do not act as a disincentive for 
the use of these facilities.

Chapter Iv 
end-user Interests and 
rIGhts

Article 20 
Contracts

1. Paragraphs 2, 3 and 4 apply without prejudice 
to Community rules on consumer protection, 
in particular Directives 97/7/EC and 93/13/EC, 
and national rules in conformity with Commu-
nity law.

2. Member States shall ensure that, where sub-
scribing to services providing connection and/
or access to the public telephone network, con-
sumers have a right to a contract with an under-
taking or undertakings providing such services. 
The contract shall specify at least:

(a) the identity and address of the supplier;

(b) services provided, the service quality levels 
offered, as well as the time for the initial con-
nection;

(c) the types of maintenance service offered;

(d) particulars of prices and tariffs and the 
means by which up-to-date information on 
all applicable tariffs and maintenance charg-
es may be obtained;

(e) the duration of the contract, the conditions 
for renewal and termination of services and 
of the contract;

(f ) any compensation and the refund arrange-
ments which apply if contracted service 
quality levels are not met; and

(g) the method of initiating procedures for set-
tlement of disputes in accordance with Ar-
ticle 34.

Member States may extend these obligations to 
cover other end-users.

3. Where contracts are concluded between con-
sumers and electronic communications serv-
ices providers other than those providing con-
nection and/or access to the public telephone 
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network, the information in paragraph 2 shall 
also be included in such contracts. Member 
States may extend this obligation to cover other 
end-users.

4. Subscribers shall have a right to withdraw from 
their contracts without penalty upon notice of 
proposed modifications in the contractual con-
ditions. Subscribers shall be given adequate no-
tice, not shorter than one month, ahead of any 
such modifications and shall be informed at the 
same time of their right to withdraw, without 
penalty, from such contracts, if they do not ac-
cept the new conditions.

Article 21 
Transparency and publication of information

1. Member States shall ensure that transparent 
and up-to-date information on applicable pric-
es and tariffs, and on standard terms and condi-
tions, in respect of access to and use of publicly 
available telephone services is available to end-
users and consumers, in accordance with the 
provisions of Annex II.

2. National regulatory authorities shall encourage 
the provision of information to enable end-
users, as far as appropriate, and consumers to 
make an independent evaluation of the cost of 
alternative usage patterns, by means of, for in-
stance, interactive guides.

Article 22 
Quality of service

1. Member States shall ensure that national regu-
latory authorities are, after taking account of 
the views of interested parties, able to require 
undertakings that provide publicly available 
electronic communications services to publish 
comparable, adequate and up-to-date informa-
tion for end-users on the quality of their serv-
ices. The information shall, on request, also be 
supplied to the national regulatory authority in 
advance of its publication.

2. National regulatory authorities may specify, in-
ter alia, the quality of service parameters to be 
measured, and the content, form and manner 
of information to be published, in order to en-
sure that end-users have access to comprehen-
sive, comparable and user-friendly information. 
Where appropriate, the parameters, definitions 
and measurement methods given in Annex III 
could be used.

Article 23 
Integrity of the network

Member States shall take all necessary steps to en-
sure the integrity of the public telephone network 
at fixed locations and, in the event of catastrophic 
network breakdown or in cases of force majeure, 
the availability of the public telephone network and 
publicly available telephone services at fixed loca-
tions. Member States shall ensure that undertakings 
providing publicly available telephone services at 
fixed locations take all reasonable steps to ensure 
uninterrupted access to emergency services.

Article 24 
Interoperability of consumer digital television 
equipment

In accordance with the provisions of Annex vI, 
Member States shall ensure the interoperability of 
the consumer digital television equipment referred 
to therein.

Article 25 
Operator assistance and directory enquiry 
services

1. Member States shall ensure that subscribers to 
publicly available telephone services have the 
right to have an entry in the publicly available 
directory referred to in Article 5(1)(a).

2. Member States shall ensure that all undertak-
ings which assign telephone numbers to sub-
scribers meet all reasonable requests to make 
available, for the purposes of the provision of 
publicly available directory enquiry services 
and directories, the relevant information in an 
agreed format on terms which are fair, objec-
tive, cost oriented and non-discriminatory.

3. Member States shall ensure that all end-users 
provided with a connection to the public tel-
ephone network can access operator assistance 
services and directory enquiry services in ac-
cordance with Article 5(1)(b).

4. Member States shall not maintain any regula-
tory restrictions which prevent end-users in one 
Member State from accessing directly the direc-
tory enquiry service in another Member State.

5. Paragraphs 1, 2, 3 and 4 apply subject to the 
requirements of Community legislation on the 
protection of personal data and privacy and, in 
particular, Article 11 of Directive 97/66/EC.
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Article 26 
Single European emergency call number

1. Member States shall ensure that, in addition 
to any other national emergency call numbers 
specified by the national regulatory authorities, 
all end-users of publicly available telephone 
services, including users of public pay tele-
phones, are able to call the emergency services 
free of charge, by using the single European 
emergency call number “112”.

2. Member States shall ensure that calls to the sin-
gle European emergency call number “112” are 
appropriately answered and handled in a man-
ner best suited to the national organisation of 
emergency systems and within the technologi-
cal possibilities of the networks.

3. Member States shall ensure that undertakings 
which operate public telephone networks 
make caller location information available to 
authorities handling emergencies, to the extent 
technically feasible, for all calls to the single Eu-
ropean emergency call number “112”.

4. Member States shall ensure that citizens are ad-
equately informed about the existence and use 
of the single European emergency call number 
“112”.

Article 27 
European telephone access codes

1. Member States shall ensure that the “00” code is 
the standard international access code. Special 
arrangements for making calls between adja-
cent locations across borders between Mem-
ber States may be established or continued. 
The end-users of publicly available telephone 
services in the locations concerned shall be fully 
informed of such arrangements.

2. Member States shall ensure that all undertak-
ings that operate public telephone networks 
handle all calls to the European telephony 
numbering space, without prejudice to the 
need for an undertaking that operates a public 
telephone network to recover the cost of the 
conveyance of calls on its network.

Article 28 
Non-geographic numbers

Member States shall ensure that end-users from 
other Member States are able to access non-geo-
graphic numbers within their territory where tech-
nically and economically feasible, except where a 
called subscriber has chosen for commercial rea-

sons to limit access by calling parties located in spe-
cific geographical areas.

Article 29 
Provision of additional facilities

1. Member States shall ensure that national regu-
latory authorities are able to require all under-
takings that operate public telephone networks 
to make available to end-users the facilities 
listed in Annex I, Part B, subject to technical fea-
sibility and economic viability.

2. A Member State may decide to waive para-
graph 1 in all or part of its territory if it considers, 
after taking into account the views of interested 
parties, that there is sufficient access to these 
facilities.

3. Without prejudice to Article 10(2), Member 
States may impose the obligations in Annex I, 
Part A, point (e), concerning disconnection as a 
general requirement on all undertakings.

Article 30 
Number portability

1. Member States shall ensure that all subscribers 
of publicly available telephone services, includ-
ing mobile services, who so request can retain 
their number(s) independently of the undertak-
ing providing the service:

(a) in the case of geographic numbers, at a spe-
cific location; and

(b) in the case of non-geographic numbers, at 
any location.

This paragraph does not apply to the porting of 
numbers between networks providing services 
at a fixed location and mobile networks.

2. National regulatory authorities shall ensure that 
pricing for interconnection related to the provi-
sion of number portability is cost oriented and 
that direct charges to subscribers, if any, do not 
act as a disincentive for the use of these facili-
ties.

3. National regulatory authorities shall not impose 
retail tariffs for the porting of numbers in a man-
ner that would distort competition, such as by 
setting specific or common retail tariffs.

Article 31 
“Must carry” obligations

1. Member States may impose reasonable “must 
carry” obligations, for the transmission of speci-
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fied radio and television broadcast channels 
and services, on undertakings under their juris-
diction providing electronic communications 
networks used for the distribution of radio or 
television broadcasts to the public where a sig-
nificant number of end-users of such networks 
use them as their principal means to receive ra-
dio and television broadcasts. Such obligations 
shall only be imposed where they are necessary 
to meet clearly defined general interest objec-
tives and shall be proportionate and transpar-
ent. The obligations shall be subject to periodi-
cal review.

2. Neither paragraph 1 of this Article nor Article 
3(2) of Directive 2002/19/EC (Access Directive) 
shall prejudice the ability of Member States to 
determine appropriate remuneration, if any, in 
respect of measures taken in accordance with 
this Article while ensuring that, in similar cir-
cumstances, there is no discrimination in the 
treatment of undertakings providing electronic 
communications networks. Where remunera-
tion is provided for, Member States shall ensure 
that it is applied in a proportionate and trans-
parent manner.

Chapter v 
General and fInal 
provIsIons

Article 32 
Additional mandatory services

Member States may decide to make additional serv-
ices, apart from services within the universal service 
obligations as defined in Chapter II, publicly avail-
able in its own territory but, in such circumstances, 
no compensation mechanism involving specific un-
dertakings may be imposed.

Article 33 
Consultation with interested parties

1. Member States shall ensure as far as appropri-
ate that national regulatory authorities take ac-
count of the views of end-users, and consumers 
(including, in particular, disabled users), manu-
facturers, undertakings that provide electronic 
communications networks and/or services on 
issues related to all end-user and consumer 
rights concerning publicly available electronic 
communications services, in particular where 
they have a significant impact on the market.

2. Where appropriate, interested parties may de-

velop, with the guidance of national regulatory 
authorities, mechanisms, involving consumers, 
user groups and service providers, to improve 
the general quality of service provision by, inter 
alia, developing and monitoring codes of con-
duct and operating standards.

Article 34 
Out-of-court dispute resolution

1. Member States shall ensure that transparent, 
simple and inexpensive out-of-court proce-
dures are available for dealing with unresolved 
disputes, involving consumers, relating to issues 
covered by this Directive. Member States shall 
adopt measures to ensure that such procedures 
enable disputes to be settled fairly and prompt-
ly and may, where warranted, adopt a system of 
reimbursement and/or compensation. Member 
States may extend these obligations to cover 
disputes involving other end-users.

2. Member States shall ensure that their legisla-
tion does not hamper the establishment of 
complaints offices and the provision of on-line 
services at the appropriate territorial level to fa-
cilitate access to dispute resolution by consum-
ers and end-users.

3. Where such disputes involve parties in different 
Member States, Member States shall coordinate 
their efforts with a view to bringing about a 
resolution of the dispute.

4. This Article is without prejudice to national 
court procedures.

Article 35 
Technical adjustment

Amendments necessary to adapt Annexes I, II, III, vI 
and vII to technological developments or to chang-
es in market demand shall be adopted by the Com-
mission, acting in accordance with the procedure 
referred to in Article 37(2).

Article 36 
Notification, monitoring and review 
procedures

1. National regulatory authorities shall notify to 
the Commission by at the latest the date of ap-
plication referred to in Article 38(1), second sub-
paragraph, and immediately in the event of any 
change thereafter in the names of undertakings 
designated as having universal service obliga-
tions under Article 8(1).

The Commission shall make the information 
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available in a readily accessible form, and shall 
distribute it to the Communications Committee 
referred to in Article 37.

2. National regulatory authorities shall notify to the 
Commission the names of operators deemed to 
have significant market power for the purposes 
of this Directive, and the obligations imposed 
upon them under this Directive. Any changes 
affecting the obligations imposed upon under-
takings or of the undertakings affected under 
the provisions of this Directive shall be notified 
to the Commission without delay.

3. The Commission shall periodically review the 
functioning of this Directive and report to the 
European Parliament and to the Council, on the 
first occasion not later than three years after the 
date of application referred to in Article 38(1), 
second subparagraph. The Member States and 
national regulatory authorities shall supply the 
necessary information to the Commission for 
this purpose.

Article 37 
Committee

1. The Commission shall be assisted by the Com-
munications Committee, set up by Article 22 of 
Directive 2002/21/EC (Framework Directive).

2. Where reference is made to this paragraph, 
Articles 5 and 7 of Decision 1999/468/EC shall 
apply, having regard to the provisions of Article 
8 thereof.

The period laid down in Article 5(6) of Decision 
1999/468/EC shall be three months.

3. The Committee shall adopt its rules of proce-
dure.

Article 38 
Transposition

1. Member States shall adopt and publish the 
laws, regulations and administrative provisions 
necessary to comply with this Directive by 24 
July 2003 at the latest. They shall forthwith in-
form the Commission thereof.

They shall apply those measures from 25 July 
2003.

2. When Member States adopt these measures, 
they shall contain a reference to this Directive or 
be accompanied by such a reference on the oc-
casion of their official publication. The methods 
of making such a reference shall be laid down 
by the Member States.

3. Member States shall communicate to the Com-
mission the text of the provisions of national law 
which they adopt in the field governed by this 
Directive and of any subsequent modifications 
to those provisions.

Article 39 
Entry into force

This Directive shall enter into force on the day of its 
publication in the Official Journal of the European 
Communities.

Article 40 
Addressees

This Directive is addressed to the Member States.

Done at Brussels, 7 March 2002.
For the European Parliament
The President P. Cox
For the Council
The President J. C. Aparicio
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anneX I

DESCrIPTION OF FACILITIES AND SErvICES rE-
FErrED TO IN ArTICLE 10 (CONTrOL OF EXPENDI-
TUrE) AND ArTICLE 29 (ADDITIONAL FACILITIES)

Part A: Facilities and services referred to in 
Article 10

(a) Itemised billing

Member States are to ensure that national regu-
latory authorities, subject to the requirements 
of relevant legislation on the protection of per-
sonal data and privacy, may lay down the basic 
level of itemised bills which are to be provided 
by designated undertakings (as established in 
Article 8) to consumers free of charge in order 
that they can:

(i) allow verification and control of the charges 
incurred in using the public telephone net-
work at a fixed location and/or related pub-
licly available telephone services, and

(ii) adequately monitor their usage and ex-
penditure and thereby exercise a reasonable 
degree of control over their bills.

Where appropriate, additional levels of detail 
may be offered to subscribers at reasonable tar-
iffs or at no charge.

Calls which are free of charge to the calling sub-
scriber, including calls to helplines, are not to 
be identified in the calling subscriber’s itemised 
bill.

(b) Selective call barring for outgoing calls, free of 
charge

I.e. the facility whereby the subscriber can, on 
request to the telephone service provider, bar 
outgoing calls of defined types or to defined 
types of numbers free of charge.

(c) Pre-payment systems

Member States are to ensure that national regu-
latory authorities may require designated un-
dertakings to provide means for consumers to 
pay for access to the public telephone network 
and use of publicly available telephone services 
on pre-paid terms.

(d) Phased payment of connection fees

Member States are to ensure that national regu-
latory authorities may require designated un-
dertakings to allow consumers to pay for con-

nection to the public telephone network on the 
basis of payments phased over time.

(e) Non-payment of bills

Member States are to authorise specified 
measures, which are to be proportionate, non-
discriminatory and published, to cover non-
payment of telephone bills for use of the public 
telephone network at fixed locations. These 
measures are to ensure that due warning of 
any consequent service interruption or discon-
nection is given to the subscriber beforehand. 
Except in cases of fraud, persistent late pay-
ment or non-payment, these measures are to 
ensure, as far as is technically feasible, that any 
service interruption is confined to the service 
concerned. Disconnection for non-payment of 
bills should take place only after due warning is 
given to the subscriber. Member States may al-
low a period of limited service prior to complete 
disconnection, during which only calls that do 
not incur a charge to the subscriber (e.g. “112” 
calls) are permitted.

Part B: List of facilities referred to in Article 29

(a) Tone dialling or DTMF (dual-tone multi-fre-
quency operation)

I.e. the public telephone network supports the 
use of DTMF tones as defined in ETSI ETr 207 
for end-to-end signalling throughout the net-
work both within a Member State and between 
Member States.

(b) Calling-line identification

I.e. the calling party’s number is presented to 
the called party prior to the call being estab-
lished.

This facility should be provided in accordance 
with relevant legislation on protection of per-
sonal data and privacy, in particular Directive 
97/66/EC.

To the extent technically feasible, operators 
should provide data and signals to facilitate the 
offering of calling-line identity and tone dialling 
across Member State boundaries.

anneX II

INFOrMATION TO BE PUBLISHED IN ACCOrDANCE 
WITH ArTICLE 21 (TrANSPArENCY AND PUBLICA-
TION OF INFOrMATION)

The national regulatory authority has a responsibil-
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ity to ensure that the information in this Annex is 
published, in accordance with Article 21. It is for the 
national regulatory authority to decide which infor-
mation is to be published by the undertakings pro-
viding public telephone networks and/or publicly 
available telephone services and which information 
is to be published by the national regulatory author-
ity itself, so as to ensure that consumers are able to 
make informed choices.

1. Name(s) and address(es) of undertaking(s)

I.e. names and head office addresses of undertak-
ings providing public telephone networks and/or 
publicly available telephone services.

2. Publicly available telephone services offered

2.1 Scope of the publicly available telephone 
service

Description of the publicly available tel-
ephone services offered, indicating what 
is included in the subscription charge and 
the periodic rental charge (e.g. operator 
services, directories, directory enquiry serv-
ices, selective call barring, itemised billing, 
maintenance, etc.).

2.2 Standard tariffs covering access, all types of 
usage charges, maintenance, and including 
details of standard discounts applied and 
special and targeted tariff schemes.

2.3 Compensation/refund policy, including 
specific details of any compensation/refund 
schemes offered.

2.4 Types of maintenance service offered.

2.5 Standard contract conditions, including any 
minimum contractual period, if relevant.

3. Dispute settlement mechanisms including 
those developed by the undertaking.

4. Information about rights as regards universal 
service, including the facilities and services 
mentioned in Annex I.

anneX III

QUALITY OF SErvICE PArAMETErS

Supply-time and quality-of-service parameters, defi-
nitions and measurement methods referred to Arti-
cles 11 and 22

anneX Iv

CALCULATING THE NET COST, IF ANY, OF UNIvEr-
SAL SErvICE OBLIGATIONS AND ESTABLISHING ANY 
rECOvErY Or SHArING MECHANISM IN ACCOrD-
ANCE WITH ArTICLES 12 AND 13
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Part A: Calculation of net cost

Universal service obligations refer to those obliga-
tions placed upon an undertaking by a Member 
State which concern the provision of a network and 
service throughout a specified geographical area, 
including, where required, averaged prices in that 
geographical area for the provision of that service 
or provision of specific tariff options for consumers 
with low incomes or with special social needs.

National regulatory authorities are to consider all 
means to ensure appropriate incentives for under-
takings (designated or not) to provide universal 
service obligations cost efficiently. In undertaking a 
calculation exercise, the net cost of universal service 
obligations is to be calculated as the difference be-
tween the net cost for a designated undertaking of 
operating with the universal service obligations and 
operating without the universal service obligations. 
This applies whether the network in a particular 
Member State is fully developed or is still under-
going development and expansion. Due attention 
is to be given to correctly assessing the costs that 
any designated undertaking would have chosen to 
avoid had there been no universal service obliga-
tion. The net cost calculation should assess the ben-
efits, including intangible benefits, to the universal 
service operator.

The calculation is to be based upon the costs attrib-
utable to:

(i) elements of the identified services which can 
only be provided at a loss or provided under 
cost conditions falling outside normal commer-
cial standards.

This category may include service elements 
such as access to emergency telephone serv-
ices, provision of certain public pay telephones, 
provision of certain services or equipment for 
disabled people, etc;

(ii) specific end-users or groups of end-users who, 
taking into account the cost of providing the 
specified network and service, the revenue 
generated and any geographical averaging of 
prices imposed by the Member State, can only 
be served at a loss or under cost conditions 
falling outside normal commercial standards. 
 
This category includes those end-users or 
groups of end-users which would not be served 
by a commercial operator which did not have 
an obligation to provide universal service.

The calculation of the net cost of specific aspects 
of universal service obligations is to be made sepa-
rately and so as to avoid the double counting of any 
direct or indirect benefits and costs. The overall net 
cost of universal service obligations to any undertak-
ing is to be calculated as the sum of the net costs 
arising from the specific components of universal 
service obligations, taking account of any intangible 
benefits. The responsibility for verifying the net cost 
lies with the national regulatory authority.

Part B: Recovery of any net costs of universal 
service obligations

The recovery or financing of any net costs of uni-
versal service obligations requires designated un-
dertakings with universal service obligations to be 
compensated for the services they provide under 
non-commercial conditions. Because such a com-
pensation involves financial transfers, Member 
States are to ensure that these are undertaken in 
an objective, transparent, non-discriminatory and 
proportionate manner. This means that the transfers 
result in the least distortion to competition and to 
user demand.

In accordance with Article 13(3), a sharing mecha-
nism based on a fund should use a transparent 
and neutral means for collecting contributions that 
avoids the danger of a double imposition of contri-
butions falling on both outputs and inputs of under-
takings.

The independent body administering the fund is to 
be responsible for collecting contributions from un-
dertakings which are assessed as liable to contribute 
to the net cost of universal service obligations in the 
Member State and is to oversee the transfer of sums 
due and/or administrative payments to the under-
takings entitled to receive payments from the fund.

anneX v

PrOCESS FOr rEvIEWING THE SCOPE OF UNIvErSAL 
SErvICE IN ACCOrDANCE WITH ArTICLE 15

In considering whether a review of the scope of uni-
versal service obligations should be undertaken, the 
Commission is to take into consideration the follow-
ing elements:

• social and market developments in terms of 
the services used by consumers,

• social and market developments in terms of 
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the availability and choice of services to con-
sumers,

• technological developments in terms of the 
way services are provided to consumers.

In considering whether the scope of universal serv-
ice obligations be changed or redefined, the Com-
mission is to take into consideration the following 
elements:

• are specific services available to and used by 
a majority of consumers and does the lack of 
availability or non-use by a minority of con-
sumers result in social exclusion, and

• does the availability and use of specific serv-
ices convey a general net benefit to all con-
sumers such that public intervention is war-
ranted in circumstances where the specific 
services are not provided to the public under 
normal commercial circumstances?

anneX vI

INTErOPErABILITY OF DIGITAL CONSUMEr EQUIP-
MENT rEFErrED TO IN ArTICLE 24

1. The common scrambling algorithm and free-
to-air reception

All consumer equipment intended for the re-
ception of digital television signals, for sale or 
rent or otherwise made available in the Com-
munity, capable of descrambling digital televi-
sion signals, is to possess the capability to:

• allow the descrambling of such signals 
according to the common European 
scrambling algorithm as administered by 
a recognised European standards organi-
sation, currently ETSI;

• display signals that have been transmit-
ted in clear provided that, in the event 
that such equipment is rented, the rentee 
is in compliance with the relevant rental 
agreement.

2. Interoperability for analogue and digital televi-
sion sets

Any analogue television set with an integral 
screen of visible diagonal greater than 42 cm 
which is put on the market for sale or rent in 
the Community is to be fitted with at least one 
open interface socket, as standardised by a 
recognised European standards organisation, 
e.g. as given in the CENELEC EN 50 049-1:1997 

standard, permitting simple connection of pe-
ripherals, especially additional decoders and 
digital receivers.

Any digital television set with an integral screen 
of visible diagonal greater than 30 cm which is 
put on the market for sale or rent in the Com-
munity is to be fitted with at least one open 
interface socket (either standardised by, or con-
forming to a standard adopted by, a recognised 
European standards organisation, or conform-
ing to an industry-wide specification) e.g. the 
DvB common interface connector, permitting 
simple connection of peripherals, and able to 
pass all the elements of a digital television sig-
nal, including information relating to interactive 
and conditionally accessed services.

anneX vII

CONDITIONS FOr THE MINIMUM SET OF LEASED 
LINES rEFErrED TO IN ArTICLE 18

Note:

In accordance with the procedure in Article 18, pro-
vision of the minimum set of leased lines under the 
conditions established by Directive 92/44/EC should 
continue until such time as the national regulatory 
authority determines that there is effective competi-
tion in the relevant leased lines market.

National regulatory authorities are to ensure that 
provision of the minimum set of leased lines referred 
to in Article 18 follows the basic principles of non-
discrimination, cost orientation and transparency.

1. Non discrimination

National regulatory authorities are to ensure 
that the organisations identified as having sig-
nificant market power pursuant to Article 18(1) 
adhere to the principle of non-discrimination 
when providing leased lines referred to in Arti-
cle 18. Those organisations are to apply similar 
conditions in similar circumstances to organisa-
tions providing similar services, and are to pro-
vide leased lines to others under the same con-
ditions and of the same quality as they provide 
for their own services, or those of their subsidiar-
ies or partners, where applicable.

2. Cost orientation

National regulatory authorities are, where ap-
propriate, to ensure that tariffs for leased lines 
referred to in Article 18 follow the basic princi-
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ples of cost orientation.

To this end, national regulatory authorities are 
to ensure that undertakings identified as hav-
ing significant market power pursuant to Article 
18(1) formulate and put in practice a suitable 
cost accounting system.

National regulatory authorities are to keep avail-
able, with an adequate level of detail, informa-
tion on the cost accounting systems applied 
by such undertakings. They are to submit this 
information to the Commission on request.

3. Transparency

National regulatory authorities are to ensure 
that the following information in respect of the 
minimum set of leased lines referred to in Arti-
cle 18 is published in an easily accessible form.

3.1 Technical characteristics, including the 
physical and electrical characteristics as well 
as the detailed technical and performance 
specifications which apply at the network 
termination point.

3.2 Tariffs, including the initial connection 
charges, the periodic rental charges and 
other charges. Where tariffs are differenti-
ated, this must be indicated.

Where, in response to a particular request, 
an organisation identified as having sig-
nificant market power pursuant to Article 
18(1) considers it unreasonable to provide 
a leased line in the minimum set under its 
published tariffs and supply conditions, it 
must seek the agreement of the national 
regulatory authority to vary those condi-
tions in that case.

3.3 Supply conditions, including at least the fol-
lowing elements:

• information concerning the ordering 
procedure,

• the typical delivery period, which is the 
period, counted from the date when 
the user has made a firm request for a 
leased line, in which 95 % of all leased 
lines of the same type have been put 
through to the customers.

This period will be established on the basis of the ac-
tual delivery periods of leased lines during a recent 
time interval of reasonable duration. The calculation 
must not include cases where late delivery periods 
were requested by users,

• the contractual period, which includes 
the period which is in general laid down 
in the contract and the minimum con-
tractual period which the user is obliged 
to accept,

• the typical repair time, which is the peri-
od, counted from the time when a failure 
message has been given to the responsi-
ble unit within the undertaking identified 
as having significant market power pursu-
ant to Article 18(1) up to the moment in 
which 80 % of all leased lines of the same 
type have been re-established and in ap-
propriate cases notified back in operation 
to the users. Where different classes of 
quality of repair are offered for the same 
type of leased lines, the different typical 
repair times shall be published,

• any refund procedure.

In addition where a Member State considers that 
the achieved performance for the provision of the 
minimum set of leased lines does not meet users’ 
needs, it may define appropriate targets for the sup-
ply conditions listed above. 
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Directive 2002/58/EC of 
the European Parliament 
and of the Council of 12 
July 2002 concerning the 
processing of personal 
data and the protection of 
privacy in the electronic 
communications 
sector (Directive on 
privacy and electronic 
communications)
THE EUrOPEAN PArLIAMENT AND THE COUNCIL OF 
THE EUrOPEAN UNION,

Having regard to the Treaty establishing the Europe-
an Community, and in particular Article 95 thereof,

Having regard to the proposal from the Commis-
sion(1), DATA & PRIVACY

Having regard to the opinion of the Economic and 
Social Committee(2),

Having consulted the Committee of the regions,

Acting in accordance with the procedure laid down 
in Article 251 of the Treaty(3),

Whereas:

(1) Directive 95/46/EC of the European Parliament 
and of the Council of 24 October 1995 on the 
protection of individuals with regard to the 
processing of personal data and on the free 
movement of such data(4) requires Member 
States to ensure the rights and freedoms of 
natural persons with regard to the processing 
of personal data, and in particular their right to 
privacy, in order to ensure the free flow of per-
sonal data in the Community.

(2) This Directive seeks to respect the fundamental 
rights and observes the principles recognised in 
particular by the Charter of fundamental rights 
of the European Union. In particular, this Direc-
tive seeks to ensure full respect for the rights set 
out in Articles 7 and 8 of that Charter.

(3) Confidentiality of communications is guaran-
teed in accordance with the international in-

struments relating to human rights, in particular 
the European Convention for the Protection 
of Human rights and Fundamental Freedoms, 
and the constitutions of the Member States.

(4) Directive 97/66/EC of the European Parliament 
and of the Council of 15 December 1997 con-
cerning the processing of personal data and 
the protection of privacy in the telecommuni-
cations sector(5) translated the principles set 
out in Directive 95/46/EC into specific rules 
for the telecommunications sector. Directive 
97/66/EC has to be adapted to developments 
in the markets and technologies for electronic 
communications services in order to provide an 
equal level of protection of personal data and 
privacy for users of publicly available electronic 
communications services, regardless of the 
technologies used. That Directive should there-
fore be repealed and replaced by this Directive.

(5) New advanced digital technologies are cur-
rently being introduced in public communica-
tions networks in the Community, which give 
rise to specific requirements concerning the 
protection of personal data and privacy of the 
user. The development of the information soci-
ety is characterised by the introduction of new 
electronic communications services. Access to 
digital mobile networks has become available 
and affordable for a large public. These digital 
networks have large capacities and possibilities 
for processing personal data. The successful 
cross-border development of these services is 
partly dependent on the confidence of users 
that their privacy will not be at risk.

(6) The Internet is overturning traditional market 
structures by providing a common, global in-
frastructure for the delivery of a wide range of 
electronic communications services. Publicly 
available electronic communications services 
over the Internet open new possibilities for us-
ers but also new risks for their personal data and 
privacy.

(7) In the case of public communications networks, 
specific legal, regulatory and technical provi-
sions should be made in order to protect funda-
mental rights and freedoms of natural persons 
and legitimate interests of legal persons, in 
particular with regard to the increasing capacity 
for automated storage and processing of data 
relating to subscribers and users.

(8) Legal, regulatory and technical provisions 
adopted by the Member States concerning 
the protection of personal data, privacy and 
the legitimate interest of legal persons, in the 
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electronic communication sector, should be 
harmonised in order to avoid obstacles to the 
internal market for electronic communication 
in accordance with Article 14 of the Treaty. Har-
monisation should be limited to requirements 
necessary to guarantee that the promotion and 
development of new electronic communica-
tions services and networks between Member 
States are not hindered.

(9) The Member States, providers and users con-
cerned, together with the competent Com-
munity bodies, should cooperate in introduc-
ing and developing the relevant technologies 
where this is necessary to apply the guarantees 
provided for by this Directive and taking partic-
ular account of the objectives of minimising the 
processing of personal data and of using anony-
mous or pseudonymous data where possible.

(10) In the electronic communications sector, Direc-
tive 95/46/EC applies in particular to all matters 
concerning protection of fundamental rights 
and freedoms, which are not specifically cov-
ered by the provisions of this Directive, includ-
ing the obligations on the controller and the 
rights of individuals. Directive 95/46/EC applies 
to non-public communications services.

(11) Like Directive 95/46/EC, this Directive does not 
address issues of protection of fundamental 
rights and freedoms related to activities which 
are not governed by Community law. Therefore 
it does not alter the existing balance between 
the individual’s right to privacy and the possi-
bility for Member States to take the measures 
referred to in Article 15(1) of this Directive, 
necessary for the protection of public security, 
defence, State security (including the economic 
well-being of the State when the activities re-
late to State security matters) and the enforce-
ment of criminal law. Consequently, this Direc-
tive does not affect the ability of Member States 
to carry out lawful interception of electronic 
communications, or take other measures, if nec-
essary for any of these purposes and in accord-
ance with the European Convention for the 
Protection of Human rights and Fundamental 
Freedoms, as interpreted by the rulings of the 
European Court of Human rights. Such meas-
ures must be appropriate, strictly proportionate 
to the intended purpose and necessary within 
a democratic society and should be subject to 
adequate safeguards in accordance with the 
European Convention for the Protection of Hu-
man rights and Fundamental Freedoms.

(12) Subscribers to a publicly available electronic 

communications service may be natural or legal 
persons. By supplementing Directive 95/46/EC, 
this Directive is aimed at protecting the funda-
mental rights of natural persons and particularly 
their right to privacy, as well as the legitimate 
interests of legal persons. This Directive does 
not entail an obligation for Member States to 
extend the application of Directive 95/46/EC to 
the protection of the legitimate interests of le-
gal persons, which is ensured within the frame-
work of the applicable Community and national 
legislation.

(13) The contractual relation between a subscriber 
and a service provider may entail a periodic or a 
one-off payment for the service provided or to 
be provided. Prepaid cards are also considered 
as a contract.

(14) Location data may refer to the latitude, longi-
tude and altitude of the user’s terminal equip-
ment, to the direction of travel, to the level of 
accuracy of the location information, to the 
identification of the network cell in which the 
terminal equipment is located at a certain point 
in time and to the time the location information 
was recorded.

(15) A communication may include any naming, 
numbering or addressing information provided 
by the sender of a communication or the user 
of a connection to carry out the communica-
tion. Traffic data may include any translation of 
this information by the network over which the 
communication is transmitted for the purpose 
of carrying out the transmission. Traffic data 
may, inter alia, consist of data referring to the 
routing, duration, time or volume of a commu-
nication, to the protocol used, to the location of 
the terminal equipment of the sender or recipi-
ent, to the network on which the communica-
tion originates or terminates, to the beginning, 
end or duration of a connection. They may also 
consist of the format in which the communica-
tion is conveyed by the network.

(16) Information that is part of a broadcasting serv-
ice provided over a public communications 
network is intended for a potentially unlimited 
audience and does not constitute a communi-
cation in the sense of this Directive. However, 
in cases where the individual subscriber or user 
receiving such information can be identified, 
for example with video-on-demand services, 
the information conveyed is covered within the 
meaning of a communication for the purposes 
of this Directive.

(17) For the purposes of this Directive, consent of a 
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user or subscriber, regardless of whether the lat-
ter is a natural or a legal person, should have the 
same meaning as the data subject’s consent as 
defined and further specified in Directive 95/46/
EC. Consent may be given by any appropriate 
method enabling a freely given specific and 
informed indication of the user’s wishes, includ-
ing by ticking a box when visiting an Internet 
website.

(18) value added services may, for example, consist 
of advice on least expensive tariff packages, 
route guidance, traffic information, weather 
forecasts and tourist information.

(19) The application of certain requirements relating 
to presentation and restriction of calling and 
connected line identification and to automatic 
call forwarding to subscriber lines connected 
to analogue exchanges should not be made 
mandatory in specific cases where such appli-
cation would prove to be technically impossible 
or would require a disproportionate economic 
effort. It is important for interested parties to be 
informed of such cases and the Member States 
should therefore notify them to the Commis-
sion.

(20) Service providers should take appropriate 
measures to safeguard the security of their 
services, if necessary in conjunction with the 
provider of the network, and inform subscribers 
of any special risks of a breach of the security 
of the network. Such risks may especially occur 
for electronic communications services over an 
open network such as the Internet or analogue 
mobile telephony. It is particularly important for 
subscribers and users of such services to be fully 
informed by their service provider of the exist-
ing security risks which lie outside the scope 
of possible remedies by the service provider. 
Service providers who offer publicly available 
electronic communications services over the 
Internet should inform users and subscribers of 
measures they can take to protect the security 
of their communications for instance by using 
specific types of software or encryption tech-
nologies. The requirement to inform subscrib-
ers of particular security risks does not discharge 
a service provider from the obligation to take, 
at its own costs, appropriate and immediate 
measures to remedy any new, unforeseen secu-
rity risks and restore the normal security level of 
the service. The provision of information about 
security risks to the subscriber should be free 
of charge except for any nominal costs which 
the subscriber may incur while receiving or col-
lecting the information, for instance by down-

loading an electronic mail message. Security is 
appraised in the light of Article 17 of Directive 
95/46/EC.

(21) Measures should be taken to prevent unau-
thorised access to communications in order 
to protect the confidentiality of communica-
tions, including both the contents and any data 
related to such communications, by means of 
public communications networks and publicly 
available electronic communications services. 
National legislation in some Member States 
only prohibits intentional unauthorised access 
to communications.

(22) The prohibition of storage of communications 
and the related traffic data by persons other 
than the users or without their consent is not 
intended to prohibit any automatic, intermedi-
ate and transient storage of this information in 
so far as this takes place for the sole purpose of 
carrying out the transmission in the electronic 
communications network and provided that 
the information is not stored for any period 
longer than is necessary for the transmission 
and for traffic management purposes, and that 
during the period of storage the confidentiality 
remains guaranteed. Where this is necessary for 
making more efficient the onward transmission 
of any publicly accessible information to other 
recipients of the service upon their request, this 
Directive should not prevent such information 
from being further stored, provided that this 
information would in any case be accessible to 
the public without restriction and that any data 
referring to the individual subscribers or users 
requesting such information are erased.

(23) Confidentiality of communications should also 
be ensured in the course of lawful business 
practice. Where necessary and legally author-
ised, communications can be recorded for the 
purpose of providing evidence of a commer-
cial transaction. Directive 95/46/EC applies to 
such processing. Parties to the communica-
tions should be informed prior to the recording 
about the recording, its purpose and the dura-
tion of its storage. The recorded communica-
tion should be erased as soon as possible and 
in any case at the latest by the end of the period 
during which the transaction can be lawfully 
challenged.

(24) Terminal equipment of users of electronic 
communications networks and any informa-
tion stored on such equipment are part of the 
private sphere of the users requiring protec-
tion under the European Convention for the 
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Protection of Human rights and Fundamental 
Freedoms. So-called spyware, web bugs, hid-
den identifiers and other similar devices can en-
ter the user’s terminal without their knowledge 
in order to gain access to information, to store 
hidden information or to trace the activities of 
the user and may seriously intrude upon the 
privacy of these users. The use of such devices 
should be allowed only for legitimate purposes, 
with the knowledge of the users concerned.

(25) However, such devices, for instance so-called 
“cookies”, can be a legitimate and useful tool, 
for example, in analysing the effectiveness of 
website design and advertising, and in verifying 
the identity of users engaged in on-line transac-
tions. Where such devices, for instance cookies, 
are intended for a legitimate purpose, such as 
to facilitate the provision of information society 
services, their use should be allowed on condi-
tion that users are provided with clear and pre-
cise information in accordance with Directive 
95/46/EC about the purposes of cookies or simi-
lar devices so as to ensure that users are made 
aware of information being placed on the ter-
minal equipment they are using. Users should 
have the opportunity to refuse to have a cookie 
or similar device stored on their terminal equip-
ment. This is particularly important where users 
other than the original user have access to the 
terminal equipment and thereby to any data 
containing privacy-sensitive information stored 
on such equipment. Information and the right 
to refuse may be offered once for the use of 
various devices to be installed on the user’s ter-
minal equipment during the same connection 
and also covering any further use that may be 
made of those devices during subsequent con-
nections. The methods for giving information, 
offering a right to refuse or requesting consent 
should be made as user-friendly as possible. 
Access to specific website content may still be 
made conditional on the well-informed accept-
ance of a cookie or similar device, if it is used for 
a legitimate purpose.

(26) The data relating to subscribers processed with-
in electronic communications networks to es-
tablish connections and to transmit information 
contain information on the private life of natural 
persons and concern the right to respect for 
their correspondence or concern the legitimate 
interests of legal persons. Such data may only 
be stored to the extent that is necessary for the 
provision of the service for the purpose of bill-
ing and for interconnection payments, and for 
a limited time. Any further processing of such 
data which the provider of the publicly avail-

able electronic communications services may 
want to perform, for the marketing of electronic 
communications services or for the provision 
of value added services, may only be allowed if 
the subscriber has agreed to this on the basis 
of accurate and full information given by the 
provider of the publicly available electronic 
communications services about the types of 
further processing it intends to perform and 
about the subscriber’s right not to give or to 
withdraw his/her consent to such processing. 
Traffic data used for marketing communications 
services or for the provision of value added serv-
ices should also be erased or made anonymous 
after the provision of the service. Service provid-
ers should always keep subscribers informed of 
the types of data they are processing and the 
purposes and duration for which this is done.

(27) The exact moment of the completion of the 
transmission of a communication, after which 
traffic data should be erased except for billing 
purposes, may depend on the type of electron-
ic communications service that is provided. For 
instance for a voice telephony call the transmis-
sion will be completed as soon as either of the 
users terminates the connection. For electronic 
mail the transmission is completed as soon as 
the addressee collects the message, typically 
from the server of his service provider.

(28) The obligation to erase traffic data or to make 
such data anonymous when it is no longer 
needed for the purpose of the transmission of 
a communication does not conflict with such 
procedures on the Internet as the caching in 
the domain name system of IP addresses or 
the caching of IP addresses to physical address 
bindings or the use of log-in information to con-
trol the right of access to networks or services.

(29) The service provider may process traffic data re-
lating to subscribers and users where necessary 
in individual cases in order to detect technical 
failure or errors in the transmission of commu-
nications. Traffic data necessary for billing pur-
poses may also be processed by the provider 
in order to detect and stop fraud consisting of 
unpaid use of the electronic communications 
service.

(30) Systems for the provision of electronic com-
munications networks and services should be 
designed to limit the amount of personal data 
necessary to a strict minimum. Any activities 
related to the provision of the electronic com-
munications service that go beyond the trans-
mission of a communication and the billing 
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thereof should be based on aggregated, traffic 
data that cannot be related to subscribers or us-
ers. Where such activities cannot be based on 
aggregated data, they should be considered as 
value added services for which the consent of 
the subscriber is required.

(31) Whether the consent to be obtained for the 
processing of personal data with a view to pro-
viding a particular value added service should 
be that of the user or of the subscriber, will de-
pend on the data to be processed and on the 
type of service to be provided and on whether 
it is technically, procedurally and contractually 
possible to distinguish the individual using an 
electronic communications service from the 
legal or natural person having subscribed to it.

(32) Where the provider of an electronic commu-
nications service or of a value added service 
subcontracts the processing of personal data 
necessary for the provision of these services to 
another entity, such subcontracting and subse-
quent data processing should be in full compli-
ance with the requirements regarding control-
lers and processors of personal data as set out 
in Directive 95/46/EC. Where the provision of 
a value added service requires that traffic or 
location data are forwarded from an electronic 
communications service provider to a provider 
of value added services, the subscribers or us-
ers to whom the data are related should also be 
fully informed of this forwarding before giving 
their consent for the processing of the data.

(33) The introduction of itemised bills has improved 
the possibilities for the subscriber to check the 
accuracy of the fees charged by the service 
provider but, at the same time, it may jeopard-
ise the privacy of the users of publicly available 
electronic communications services. Therefore, 
in order to preserve the privacy of the user, 
Member States should encourage the devel-
opment of electronic communication service 
options such as alternative payment facilities 
which allow anonymous or strictly private ac-
cess to publicly available electronic communi-
cations services, for example calling cards and 
facilities for payment by credit card. To the same 
end, Member States may ask the operators to 
offer their subscribers a different type of de-
tailed bill in which a certain number of digits of 
the called number have been deleted.

(34) It is necessary, as regards calling line identifica-
tion, to protect the right of the calling party to 
withhold the presentation of the identification 
of the line from which the call is being made 

and the right of the called party to reject calls 
from unidentified lines. There is justification for 
overriding the elimination of calling line iden-
tification presentation in specific cases. Certain 
subscribers, in particular help lines and similar 
organisations, have an interest in guaranteeing 
the anonymity of their callers. It is necessary, as 
regards connected line identification, to pro-
tect the right and the legitimate interest of the 
called party to withhold the presentation of the 
identification of the line to which the calling 
party is actually connected, in particular in the 
case of forwarded calls. The providers of public-
ly available electronic communications services 
should inform their subscribers of the existence 
of calling and connected line identification in 
the network and of all services which are of-
fered on the basis of calling and connected 
line identification as well as the privacy options 
which are available. This will allow the subscrib-
ers to make an informed choice about the pri-
vacy facilities they may want to use. The privacy 
options which are offered on a per-line basis do 
not necessarily have to be available as an auto-
matic network service but may be obtainable 
through a simple request to the provider of the 
publicly available electronic communications 
service.

(35) In digital mobile networks, location data giving 
the geographic position of the terminal equip-
ment of the mobile user are processed to en-
able the transmission of communications. Such 
data are traffic data covered by Article 6 of this 
Directive. However, in addition, digital mobile 
networks may have the capacity to process 
location data which are more precise than is 
necessary for the transmission of communica-
tions and which are used for the provision of 
value added services such as services providing 
individualised traffic information and guidance 
to drivers. The processing of such data for value 
added services should only be allowed where 
subscribers have given their consent. Even in 
cases where subscribers have given their con-
sent, they should have a simple means to tem-
porarily deny the processing of location data, 
free of charge.

(36) Member States may restrict the users’ and sub-
scribers’ rights to privacy with regard to calling 
line identification where this is necessary to 
trace nuisance calls and with regard to calling 
line identification and location data where this 
is necessary to allow emergency services to 
carry out their tasks as effectively as possible. 
For these purposes, Member States may adopt 
specific provisions to entitle providers of elec-
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tronic communications services to provide ac-
cess to calling line identification and location 
data without the prior consent of the users or 
subscribers concerned.

(37) Safeguards should be provided for subscribers 
against the nuisance which may be caused by 
automatic call forwarding by others. Moreover, 
in such cases, it must be possible for subscrib-
ers to stop the forwarded calls being passed on 
to their terminals by simple request to the pro-
vider of the publicly available electronic com-
munications service.

(38) Directories of subscribers to electronic com-
munications services are widely distributed and 
public. The right to privacy of natural persons 
and the legitimate interest of legal persons 
require that subscribers are able to determine 
whether their personal data are published in a 
directory and if so, which. Providers of public 
directories should inform the subscribers to be 
included in such directories of the purposes of 
the directory and of any particular usage which 
may be made of electronic versions of public 
directories especially through search functions 
embedded in the software, such as reverse 
search functions enabling users of the directory 
to discover the name and address of the sub-
scriber on the basis of a telephone number only.

(39) The obligation to inform subscribers of the 
purpose(s) of public directories in which their 
personal data are to be included should be im-
posed on the party collecting the data for such 
inclusion. Where the data may be transmitted to 
one or more third parties, the subscriber should 
be informed of this possibility and of the recipi-
ent or the categories of possible recipients. Any 
transmission should be subject to the condi-
tion that the data may not be used for other 
purposes than those for which they were col-
lected. If the party collecting the data from the 
subscriber or any third party to whom the data 
have been transmitted wishes to use the data 
for an additional purpose, the renewed consent 
of the subscriber is to be obtained either by the 
initial party collecting the data or by the third 
party to whom the data have been transmitted.

(40) Safeguards should be provided for subscribers 
against intrusion of their privacy by unsolicited 
communications for direct marketing purposes 
in particular by means of automated calling 
machines, telefaxes, and e-mails, including SMS 
messages. These forms of unsolicited commer-
cial communications may on the one hand be 
relatively easy and cheap to send and on the 

other may impose a burden and/or cost on the 
recipient. Moreover, in some cases their volume 
may also cause difficulties for electronic com-
munications networks and terminal equipment. 
For such forms of unsolicited communications 
for direct marketing, it is justified to require 
that prior explicit consent of the recipients is 
obtained before such communications are ad-
dressed to them. The single market requires a 
harmonised approach to ensure simple, Com-
munity-wide rules for businesses and users.

(41) Within the context of an existing customer rela-
tionship, it is reasonable to allow the use of elec-
tronic contact details for the offering of similar 
products or services, but only by the same com-
pany that has obtained the electronic contact 
details in accordance with Directive 95/46/EC. 
When electronic contact details are obtained, 
the customer should be informed about their 
further use for direct marketing in a clear and 
distinct manner, and be given the opportunity 
to refuse such usage. This opportunity should 
continue to be offered with each subsequent 
direct marketing message, free of charge, ex-
cept for any costs for the transmission of this 
refusal.

(42) Other forms of direct marketing that are more 
costly for the sender and impose no financial 
costs on subscribers and users, such as person-
to-person voice telephony calls, may justify the 
maintenance of a system giving subscribers or 
users the possibility to indicate that they do 
not want to receive such calls. Nevertheless, in 
order not to decrease existing levels of privacy 
protection, Member States should be entitled 
to uphold national systems, only allowing such 
calls to subscribers and users who have given 
their prior consent.

(43) To facilitate effective enforcement of Commu-
nity rules on unsolicited messages for direct 
marketing, it is necessary to prohibit the use of 
false identities or false return addresses or num-
bers while sending unsolicited messages for 
direct marketing purposes.

(44) Certain electronic mail systems allow subscrib-
ers to view the sender and subject line of an 
electronic mail, and also to delete the message, 
without having to download the rest of the 
electronic mail’s content or any attachments, 
thereby reducing costs which could arise from 
downloading unsolicited electronic mails or at-
tachments. These arrangements may continue 
to be useful in certain cases as an additional 
tool to the general obligations established in 
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this Directive.

(45) This Directive is without prejudice to the ar-
rangements which Member States make to 
protect the legitimate interests of legal persons 
with regard to unsolicited communications 
for direct marketing purposes. Where Member 
States establish an opt-out register for such 
communications to legal persons, mostly busi-
ness users, the provisions of Article 7 of Directive 
2000/31/EC of the European Parliament and of 
the Council of 8 June 2000 on certain legal as-
pects of information society services, in particu-
lar electronic commerce, in the internal market 
(Directive on electronic commerce)(6) are fully 
applicable.

(46) The functionalities for the provision of electron-
ic communications services may be integrated 
in the network or in any part of the terminal 
equipment of the user, including the software. 
The protection of the personal data and the pri-
vacy of the user of publicly available electronic 
communications services should be independ-
ent of the configuration of the various compo-
nents necessary to provide the service and of 
the distribution of the necessary functionalities 
between these components. Directive 95/46/
EC covers any form of processing of personal 
data regardless of the technology used. The ex-
istence of specific rules for electronic communi-
cations services alongside general rules for oth-
er components necessary for the provision of 
such services may not facilitate the protection 
of personal data and privacy in a technologi-
cally neutral way. It may therefore be necessary 
to adopt measures requiring manufacturers of 
certain types of equipment used for electronic 
communications services to construct their 
product in such a way as to incorporate safe-
guards to ensure that the personal data and pri-
vacy of the user and subscriber are protected. 
The adoption of such measures in accordance 
with Directive 1999/5/EC of the European Par-
liament and of the Council of 9 March 1999 
on radio equipment and telecommunications 
terminal equipment and the mutual recogni-
tion of their conformity(7) will ensure that the 
introduction of technical features of electronic 
communication equipment including software 
for data protection purposes is harmonised in 
order to be compatible with the implementa-
tion of the internal market.

(47) Where the rights of the users and subscribers 
are not respected, national legislation should 
provide for judicial remedies. Penalties should 
be imposed on any person, whether governed 

by private or public law, who fails to comply 
with the national measures taken under this 
Directive.

(48) It is useful, in the field of application of this Di-
rective, to draw on the experience of the Work-
ing Party on the Protection of Individuals with 
regard to the Processing of Personal Data com-
posed of representatives of the supervisory au-
thorities of the Member States, set up by Article 
29 of Directive 95/46/EC.

(49) To facilitate compliance with the provisions of 
this Directive, certain specific arrangements are 
needed for processing of data already under 
way on the date that national implementing 
legislation pursuant to this Directive enters into 
force,

HAvE ADOPTED THIS DIrECTIvE:

Article 1 
Scope and aim

1. This Directive harmonises the provisions of the 
Member States required to ensure an equiva-
lent level of protection of fundamental rights 
and freedoms, and in particular the right to pri-
vacy, with respect to the processing of personal 
data in the electronic communication sector 
and to ensure the free movement of such data 
and of electronic communication equipment 
and services in the Community.

2. The provisions of this Directive particularise 
and complement Directive 95/46/EC for the 
purposes mentioned in paragraph 1. Moreover, 
they provide for protection of the legitimate 
interests of subscribers who are legal persons.

3. This Directive shall not apply to activities which 
fall outside the scope of the Treaty establishing 
the European Community, such as those cov-
ered by Titles v and vI of the Treaty on European 
Union, and in any case to activities concerning 
public security, defence, State security (includ-
ing the economic well-being of the State when 
the activities relate to State security matters) 
and the activities of the State in areas of criminal 
law.

Article 2 
Definitions

Save as otherwise provided, the definitions in Di-
rective 95/46/EC and in Directive 2002/21/EC of 
the European Parliament and of the Council of 7 
March 2002 on a common regulatory framework for 
electronic communications networks and services 
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(Framework Directive)(8) shall apply.

The following definitions shall also apply:

(a) “user” means any natural person using a publicly 
available electronic communications service, 
for private or business purposes, without neces-
sarily having subscribed to this service;

(b) “traffic data” means any data processed for the 
purpose of the conveyance of a communica-
tion on an electronic communications network 
or for the billing thereof;

(c) “location data” means any data processed in an 
electronic communications network, indicating 
the geographic position of the terminal equip-
ment of a user of a publicly available electronic 
communications service;

(d) “communication” means any information ex-
changed or conveyed between a finite number 
of parties by means of a publicly available elec-
tronic communications service. This does not 
include any information conveyed as part of a 
broadcasting service to the public over an elec-
tronic communications network except to the 
extent that the information can be related to 
the identifiable subscriber or user receiving the 
information;

(e) “call” means a connection established by means 
of a publicly available telephone service allow-
ing two-way communication in real time;

(f ) “consent” by a user or subscriber corresponds 
to the data subject’s consent in Directive 95/46/
EC;

(g) “value added service” means any service which 
requires the processing of traffic data or loca-
tion data other than traffic data beyond what is 
necessary for the transmission of a communica-
tion or the billing thereof;

(h) “electronic mail” means any text, voice, sound or 
image message sent over a public communica-
tions network which can be stored in the net-
work or in the recipient’s terminal equipment 
until it is collected by the recipient.

Article 3 
Services concerned

1. This Directive shall apply to the processing of 
personal data in connection with the provision 
of publicly available electronic communications 
services in public communications networks in 
the Community.

2. Articles 8, 10 and 11 shall apply to subscriber 
lines connected to digital exchanges and, 
where technically possible and if it does not 
require a disproportionate economic effort, 
to subscriber lines connected to analogue ex-
changes.

3. Cases where it would be technically impossible 
or require a disproportionate economic effort 
to fulfil the requirements of Articles 8, 10 and 
11 shall be notified to the Commission by the 
Member States.

Article 4 
Security

1. The provider of a publicly available electronic 
communications service must take appropri-
ate technical and organisational measures to 
safeguard security of its services, if necessary 
in conjunction with the provider of the public 
communications network with respect to net-
work security. Having regard to the state of the 
art and the cost of their implementation, these 
measures shall ensure a level of security appro-
priate to the risk presented.

2. In case of a particular risk of a breach of the se-
curity of the network, the provider of a publicly 
available electronic communications service 
must inform the subscribers concerning such 
risk and, where the risk lies outside the scope 
of the measures to be taken by the service pro-
vider, of any possible remedies, including an 
indication of the likely costs involved.

Article 5 
Confidentiality of the communications

1. Member States shall ensure the confidentiality 
of communications and the related traffic data 
by means of a public communications network 
and publicly available electronic communica-
tions services, through national legislation. In 
particular, they shall prohibit listening, tapping, 
storage or other kinds of interception or surveil-
lance of communications and the related traffic 
data by persons other than users, without the 
consent of the users concerned, except when 
legally authorised to do so in accordance with 
Article 15(1). This paragraph shall not prevent 
technical storage which is necessary for the 
conveyance of a communication without prej-
udice to the principle of confidentiality.

2. Paragraph 1 shall not affect any legally author-
ised recording of communications and the re-
lated traffic data when carried out in the course 
of lawful business practice for the purpose of 
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providing evidence of a commercial transaction 
or of any other business communication.

3. Member States shall ensure that the use of elec-
tronic communications networks to store infor-
mation or to gain access to information stored 
in the terminal equipment of a subscriber or 
user is only allowed on condition that the sub-
scriber or user concerned is provided with clear 
and comprehensive information in accordance 
with Directive 95/46/EC, inter alia about the pur-
poses of the processing, and is offered the right 
to refuse such processing by the data controller. 
This shall not prevent any technical storage or 
access for the sole purpose of carrying out or fa-
cilitating the transmission of a communication 
over an electronic communications network, or 
as strictly necessary in order to provide an infor-
mation society service explicitly requested by 
the subscriber or user.

Article 6 
Traffic data

1. Traffic data relating to subscribers and users 
processed and stored by the provider of a pub-
lic communications network or publicly avail-
able electronic communications service must 
be erased or made anonymous when it is no 
longer needed for the purpose of the transmis-
sion of a communication without prejudice to 
paragraphs 2, 3 and 5 of this Article and Article 
15(1).

2. Traffic data necessary for the purposes of sub-
scriber billing and interconnection payments 
may be processed. Such processing is permis-
sible only up to the end of the period during 
which the bill may lawfully be challenged or 
payment pursued.

3. For the purpose of marketing electronic com-
munications services or for the provision of 
value added services, the provider of a publicly 
available electronic communications service 
may process the data referred to in paragraph 
1 to the extent and for the duration necessary 
for such services or marketing, if the subscriber 
or user to whom the data relate has given his/
her consent. Users or subscribers shall be given 
the possibility to withdraw their consent for the 
processing of traffic data at any time.

4. The service provider must inform the subscriber 
or user of the types of traffic data which are 
processed and of the duration of such process-
ing for the purposes mentioned in paragraph 
2 and, prior to obtaining consent, for the pur-
poses mentioned in paragraph 3.

5. Processing of traffic data, in accordance with 
paragraphs 1, 2, 3 and 4, must be restricted to 
persons acting under the authority of providers 
of the public communications networks and 
publicly available electronic communications 
services handling billing or traffic management, 
customer enquiries, fraud detection, marketing 
electronic communications services or provid-
ing a value added service, and must be restrict-
ed to what is necessary for the purposes of such 
activities.

6. Paragraphs 1, 2, 3 and 5 shall apply without 
prejudice to the possibility for competent bod-
ies to be informed of traffic data in conformity 
with applicable legislation with a view to set-
tling disputes, in particular interconnection or 
billing disputes.

Article 7 
Itemised billing

1. Subscribers shall have the right to receive non-
itemised bills.

2. Member States shall apply national provisions in 
order to reconcile the rights of subscribers re-
ceiving itemised bills with the right to privacy of 
calling users and called subscribers, for example 
by ensuring that sufficient alternative privacy 
enhancing methods of communications or 
payments are available to such users and sub-
scribers.

Article 8 
Presentation and restriction of calling and 
connected line identification

1. Where presentation of calling line identifica-
tion is offered, the service provider must offer 
the calling user the possibility, using a simple 
means and free of charge, of preventing the 
presentation of the calling line identification 
on a per-call basis. The calling subscriber must 
have this possibility on a per-line basis.

2. Where presentation of calling line identification 
is offered, the service provider must offer the 
called subscriber the possibility, using a simple 
means and free of charge for reasonable use of 
this function, of preventing the presentation of 
the calling line identification of incoming calls.

3. Where presentation of calling line identification 
is offered and where the calling line identifica-
tion is presented prior to the call being estab-
lished, the service provider must offer the called 
subscriber the possibility, using a simple means, 
of rejecting incoming calls where the presenta-
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tion of the calling line identification has been 
prevented by the calling user or subscriber.

4. Where presentation of connected line identifi-
cation is offered, the service provider must of-
fer the called subscriber the possibility, using a 
simple means and free of charge, of preventing 
the presentation of the connected line identifi-
cation to the calling user.

5. Paragraph 1 shall also apply with regard to calls 
to third countries originating in the Community. 
Paragraphs 2, 3 and 4 shall also apply to incom-
ing calls originating in third countries.

6. Member States shall ensure that where pres-
entation of calling and/or connected line iden-
tification is offered, the providers of publicly 
available electronic communications services 
inform the public thereof and of the possibili-
ties set out in paragraphs 1, 2, 3 and 4.

Article 9 
Location data other than traffic data

1. Where location data other than traffic data, 
relating to users or subscribers of public com-
munications networks or publicly available elec-
tronic communications services, can be proc-
essed, such data may only be processed when 
they are made anonymous, or with the consent 
of the users or subscribers to the extent and for 
the duration necessary for the provision of a 
value added service. The service provider must 
inform the users or subscribers, prior to obtain-
ing their consent, of the type of location data 
other than traffic data which will be processed, 
of the purposes and duration of the processing 
and whether the data will be transmitted to a 
third party for the purpose of providing the val-
ue added service. Users or subscribers shall be 
given the possibility to withdraw their consent 
for the processing of location data other than 
traffic data at any time.

2. Where consent of the users or subscribers has 
been obtained for the processing of location 
data other than traffic data, the user or subscrib-
er must continue to have the possibility, using a 
simple means and free of charge, of temporarily 
refusing the processing of such data for each 
connection to the network or for each transmis-
sion of a communication.

3. Processing of location data other than traffic 
data in accordance with paragraphs 1 and 2 
must be restricted to persons acting under the 
authority of the provider of the public commu-
nications network or publicly available commu-

nications service or of the third party providing 
the value added service, and must be restricted 
to what is necessary for the purposes of provid-
ing the value added service.

Article 10 
Exceptions

Member States shall ensure that there are transpar-
ent procedures governing the way in which a pro-
vider of a public communications network and/or a 
publicly available electronic communications serv-
ice may override:

(a) the elimination of the presentation of calling 
line identification, on a temporary basis, upon 
application of a subscriber requesting the trac-
ing of malicious or nuisance calls. In this case, in 
accordance with national law, the data contain-
ing the identification of the calling subscriber 
will be stored and be made available by the 
provider of a public communications network 
and/or publicly available electronic communi-
cations service;

(b) the elimination of the presentation of calling 
line identification and the temporary denial or 
absence of consent of a subscriber or user for 
the processing of location data, on a per-line 
basis for organisations dealing with emergency 
calls and recognised as such by a Member State, 
including law enforcement agencies, ambu-
lance services and fire brigades, for the purpose 
of responding to such calls.

Article 11 
Automatic call forwarding

Member States shall ensure that any subscriber has 
the possibility, using a simple means and free of 
charge, of stopping automatic call forwarding by a 
third party to the subscriber’s terminal.

Article 12 
Directories of subscribers

1. Member States shall ensure that subscribers are 
informed, free of charge and before they are in-
cluded in the directory, about the purpose(s) of 
a printed or electronic directory of subscribers 
available to the public or obtainable through di-
rectory enquiry services, in which their personal 
data can be included and of any further usage 
possibilities based on search functions embed-
ded in electronic versions of the directory.

2. Member States shall ensure that subscribers are 
given the opportunity to determine whether 
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their personal data are included in a public di-
rectory, and if so, which, to the extent that such 
data are relevant for the purpose of the direc-
tory as determined by the provider of the di-
rectory, and to verify, correct or withdraw such 
data. Not being included in a public subscriber 
directory, verifying, correcting or withdrawing 
personal data from it shall be free of charge.

3. Member States may require that for any pur-
pose of a public directory other than the search 
of contact details of persons on the basis of 
their name and, where necessary, a minimum 
of other identifiers, additional consent be asked 
of the subscribers.

4. Paragraphs 1 and 2 shall apply to subscribers 
who are natural persons. Member States shall 
also ensure, in the framework of Community 
law and applicable national legislation, that the 
legitimate interests of subscribers other than 
natural persons with regard to their entry in 
public directories are sufficiently protected.

Article 13 
Unsolicited communications

1. The use of automated calling systems without 
human intervention (automatic calling ma-
chines), facsimile machines (fax) or electronic 
mail for the purposes of direct marketing may 
only be allowed in respect of subscribers who 
have given their prior consent.

2. Notwithstanding paragraph 1, where a natural 
or legal person obtains from its customers their 
electronic contact details for electronic mail, in 
the context of the sale of a product or a serv-
ice, in accordance with Directive 95/46/EC, the 
same natural or legal person may use these 
electronic contact details for direct marketing 
of its own similar products or services provided 
that customers clearly and distinctly are given 
the opportunity to object, free of charge and in 
an easy manner, to such use of electronic con-
tact details when they are collected and on the 
occasion of each message in case the customer 
has not initially refused such use.

3. Member States shall take appropriate measures 
to ensure that, free of charge, unsolicited com-
munications for purposes of direct marketing, in 
cases other than those referred to in paragraphs 
1 and 2, are not allowed either without the con-
sent of the subscribers concerned or in respect 
of subscribers who do not wish to receive these 
communications, the choice between these 
options to be determined by national legisla-
tion.

4. In any event, the practice of sending electronic 
mail for purposes of direct marketing disguis-
ing or concealing the identity of the sender on 
whose behalf the communication is made, or 
without a valid address to which the recipient 
may send a request that such communications 
cease, shall be prohibited.

5. Paragraphs 1 and 3 shall apply to subscribers 
who are natural persons. Member States shall 
also ensure, in the framework of Community 
law and applicable national legislation, that the 
legitimate interests of subscribers other than 
natural persons with regard to unsolicited com-
munications are sufficiently protected.

Article 14 
Technical features and standardisation

1. In implementing the provisions of this Direc-
tive, Member States shall ensure, subject to 
paragraphs 2 and 3, that no mandatory re-
quirements for specific technical features are 
imposed on terminal or other electronic com-
munication equipment which could impede 
the placing of equipment on the market and 
the free circulation of such equipment in and 
between Member States.

2. Where provisions of this Directive can be imple-
mented only by requiring specific technical fea-
tures in electronic communications networks, 
Member States shall inform the Commission in 
accordance with the procedure provided for by 
Directive 98/34/EC of the European Parliament 
and of the Council of 22 June 1998 laying down 
a procedure for the provision of information in 
the field of technical standards and regulations 
and of rules on information society services(9).

3. Where required, measures may be adopted to 
ensure that terminal equipment is constructed 
in a way that is compatible with the right of 
users to protect and control the use of their 
personal data, in accordance with Directive 
1999/5/EC and Council Decision 87/95/EEC of 
22 December 1986 on standardisation in the 
field of information technology and communi-
cations(10).

Article 15 
Application of certain provisions of Directive 
95/46/EC

1. Member States may adopt legislative measures 
to restrict the scope of the rights and obliga-
tions provided for in Article 5, Article 6, Article 
8(1), (2), (3) and (4), and Article 9 of this Directive 
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when such restriction constitutes a necessary, 
appropriate and proportionate measure within 
a democratic society to safeguard national se-
curity (i.e. State security), defence, public secu-
rity, and the prevention, investigation, detec-
tion and prosecution of criminal offences or of 
unauthorised use of the electronic communi-
cation system, as referred to in Article 13(1) of 
Directive 95/46/EC. To this end, Member States 
may, inter alia, adopt legislative measures pro-
viding for the retention of data for a limited 
period justified on the grounds laid down in 
this paragraph. All the measures referred to in 
this paragraph shall be in accordance with the 
general principles of Community law, including 
those referred to in Article 6(1) and (2) of the 
Treaty on European Union.

2. The provisions of Chapter III on judicial rem-
edies, liability and sanctions of Directive 95/46/
EC shall apply with regard to national provisions 
adopted pursuant to this Directive and with re-
gard to the individual rights derived from this 
Directive.

3. The Working Party on the Protection of Individ-
uals with regard to the Processing of Personal 
Data instituted by Article 29 of Directive 95/46/
EC shall also carry out the tasks laid down in Ar-
ticle 30 of that Directive with regard to matters 
covered by this Directive, namely the protec-
tion of fundamental rights and freedoms and of 
legitimate interests in the electronic communi-
cations sector.

Article 16 
Transitional arrangements

1. Article 12 shall not apply to editions of directo-
ries already produced or placed on the market 
in printed or off-line electronic form before the 
national provisions adopted pursuant to this Di-
rective enter into force.

2. Where the personal data of subscribers to fixed 
or mobile public voice telephony services have 
been included in a public subscriber directory 
in conformity with the provisions of Directive 
95/46/EC and of Article 11 of Directive 97/66/
EC before the national provisions adopted in 
pursuance of this Directive enter into force, the 
personal data of such subscribers may remain 
included in this public directory in its printed or 
electronic versions, including versions with re-
verse search functions, unless subscribers indi-
cate otherwise, after having received complete 
information about purposes and options in ac-
cordance with Article 12 of this Directive.

Article 17 
Transposition

1. Before 31 October 2003 Member States shall 
bring into force the provisions necessary to 
comply with this Directive. They shall forthwith 
inform the Commission thereof.

When Member States adopt those provisions, 
they shall contain a reference to this Directive 
or be accompanied by such a reference on the 
occasion of their official publication. The meth-
ods of making such reference shall be laid down 
by the Member States.

2. Member States shall communicate to the Com-
mission the text of the provisions of national law 
which they adopt in the field governed by this 
Directive and of any subsequent amendments 
to those provisions.

Article 18 
Review

The Commission shall submit to the European Par-
liament and the Council, not later than three years 
after the date referred to in Article 17(1), a report on 
the application of this Directive and its impact on 
economic operators and consumers, in particular 
as regards the provisions on unsolicited commu-
nications, taking into account the international en-
vironment. For this purpose, the Commission may 
request information from the Member States, which 
shall be supplied without undue delay. Where ap-
propriate, the Commission shall submit proposals to 
amend this Directive, taking account of the results of 
that report, any changes in the sector and any other 
proposal it may deem necessary in order to improve 
the effectiveness of this Directive.

Article 19 
Repeal

Directive 97/66/EC is hereby repealed with effect 
from the date referred to in Article 17(1).

references made to the repealed Directive shall be 
construed as being made to this Directive.

Article 20 
Entry into force

This Directive shall enter into force on the day of its 
publication in the Official Journal of the European 
Communities.



243

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

ACCESS TO INFOrMATION

Article 21 
Addressees

This Directive is addressed to the Member States.

Done at Brussels, 12 July 2002.
For the European Parliament
The President P. Cox
For the Council
The President T. Pedersen
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Directive 2003/98/EC of 
the European Parliament 
and of the Council of 17 
November 2003 on the 
re-use of public sector 
information
THE EUrOPEAN PArLIAMENT AND THE COUNCIL OF 
THE EUrOPEAN UNION,

Having regard to the Treaty establishing the Europe-
an Community, and in particular Article 95 thereof,

Having regard to the proposal from the Commis-
sion(1), ACCESS TO INFORMATION

Having regard to the opinion of the European Eco-
nomic and Social Committee(2),

Having regard to the opinion of the Committee of 
the regions(3),

Acting in accordance with the procedure set out in 
Article 251 of the Treaty(4),

Whereas:

(1) The Treaty provides for the establishment of an 
internal market and of a system ensuring that 
competition in the internal market is not distort-
ed. Harmonisation of the rules and practices in 
the Member States relating to the exploitation 
of public sector information contributes to the 
achievement of these objectives.

(2) The evolution towards an information and 
knowledge society influences the life of every 
citizen in the Community, inter alia, by enabling 
them to gain new ways of accessing and acquir-
ing knowledge.

(3) Digital content plays an important role in this 
evolution. Content production has given rise to 
rapid job creation in recent years and continues 
to do so. Most of these jobs are created in small 
emerging companies.

(4) The public sector collects, produces, repro-
duces and disseminates a wide range of infor-
mation in many areas of activity, such as social, 
economic, geographical, weather, tourist, busi-
ness, patent and educational information.

(5) One of the principal aims of the establishment 



244

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

ACCESS TO INFOrMATION

of an internal market is the creation of condi-
tions conducive to the development of Com-
munity-wide services. Public sector informa-
tion is an important primary material for digital 
content products and services and will become 
an even more important content resource with 
the development of wireless content services. 
Broad cross-border geographical coverage will 
also be essential in this context. Wider pos-
sibilities of re-using public sector information 
should inter alia allow European companies to 
exploit its potential and contribute to economic 
growth and job creation.

(6) There are considerable differences in the rules 
and practices in the Member States relating to 
the exploitation of public sector information 
resources, which constitute barriers to bring-
ing out the full economic potential of this key 
document resource. Traditional practice in 
public sector bodies in exploiting public sec-
tor information has developed in very dispa-
rate ways. That should be taken into account. 
Minimum harmonisation of national rules and 
practices on the re-use of public sector docu-
ments should therefore be undertaken, in cases 
where the differences in national regulations 
and practices or the absence of clarity hinder 
the smooth functioning of the internal market 
and the proper development of the information 
society in the Community.

(7) Moreover, without minimum harmonisation 
at Community level, legislative activities at na-
tional level, which have already been initiated in 
a number of Member States in order to respond 
to the technological challenges, might result in 
even more significant differences. The impact 
of such legislative differences and uncertainties 
will become more significant with the further 
development of the information society, which 
has already greatly increased cross-border ex-
ploitation of information.

(8) A general framework for the conditions gov-
erning re-use of public sector documents is 
needed in order to ensure fair, proportionate 
and non-discriminatory conditions for the re-
use of such information. Public sector bodies 
collect, produce, reproduce and disseminate 
documents to fulfil their public tasks. Use of 
such documents for other reasons constitutes a 
re-use. Member States’ policies can go beyond 
the minimum standards established in this Di-
rective, thus allowing for more extensive re-use.

(9) This Directive does not contain an obligation 
to allow re-use of documents. The decision 

whether or not to authorise re-use will remain 
with the Member States or the public sector 
body concerned. This Directive should apply 
to documents that are made accessible for 
re-use when public sector bodies license, sell, 
disseminate, exchange or give out information. 
To avoid cross-subsidies, re-use should include 
further use of documents within the organisa-
tion itself for activities falling outside the scope 
of its public tasks. Activities falling outside the 
public task will typically include supply of docu-
ments that are produced and charged for ex-
clusively on a commercial basis and in competi-
tion with others in the market. The definition of 
“document” is not intended to cover computer 
programmes. The Directive builds on the exist-
ing access regimes in the Member States and 
does not change the national rules for access to 
documents. It does not apply in cases in which 
citizens or companies can, under the relevant 
access regime, only obtain a document if they 
can prove a particular interest. At Community 
level, Articles 41 (right to good administration) 
and 42 of the Charter of Fundamental rights of 
the European Union recognise the right of any 
citizen of the Union and any natural or legal per-
son residing or having its registered office in a 
Member State to have access to European Par-
liament, Council and Commission documents. 
Public sector bodies should be encouraged to 
make available for re-use any documents held 
by them. Public sector bodies should promote 
and encourage re-use of documents, including 
official texts of a legislative and administrative 
nature in those cases where the public sector 
body has the right to authorise their re-use.

(10) The definitions of “public sector body” and 
“body governed by public law” are taken from 
the public procurement Directives (92/50/
EEC(5), 93/36/EEC(6) and 93/37/EEC(7) and 
98/4/EC(8)). Public undertakings are not cov-
ered by these definitions.(11)  T h i s 
Directive lays down a generic definition of the 
term “document”, in line with developments 
in the information society. It covers any rep-
resentation of acts, facts or information - and 
any compilation of such acts, facts or informa-
tion - whatever its medium (written on paper, 
or stored in electronic form or as a sound, visual 
or audiovisual recording), held by public sec-
tor bodies. A document held by a public sector 
body is a document where the public sector 
body has the right to authorise re-use.

(11) The time limit for replying to requests for re-use 
should be reasonable and in line with the equiv-
alent time for requests to access the document 



245

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

ACCESS TO INFOrMATION

under the relevant access regimes. reasonable 
time limits throughout the Union will stimulate 
the creation of new aggregated information 
products and services at pan-European level. 
Once a request for re-use has been granted, 
public sector bodies should make the docu-
ments available in a timeframe that allows their 
full economic potential to be exploited. This 
is particularly important for dynamic content 
(e.g. traffic data), the economic value of which 
depends on the immediate availability of the 
information and of regular updates. Should a 
licence be used, the timely availability of docu-
ments may be a part of the terms of the licence.

(12) The possibilities for re-use can be improved by 
limiting the need to digitise paper-based docu-
ments or to process digital files to make them 
mutually compatible. Therefore, public sector 
bodies should make documents available in 
any pre-existing format or language, through 
electronic means where possible and appropri-
ate. Public sector bodies should view requests 
for extracts from existing documents favourably 
when to grant such a request would involve 
only a simple operation. Public sector bodies 
should not, however, be obliged to provide an 
extract from a document where this involves 
disproportionate effort. To facilitate re-use, 
public sector bodies should make their own 
documents available in a format which, as far as 
possible and appropriate, is not dependent on 
the use of specific software. Where possible and 
appropriate, public sector bodies should take 
into account the possibilities for the re-use of 
documents by and for people with disabilities.

(13) Where charges are made, the total income 
should not exceed the total costs of collect-
ing, producing, reproducing and disseminating 
documents, together with a reasonable return 
on investment, having due regard to the self-
financing requirements of the public sector 
body concerned, where applicable. Production 
includes creation and collation, and dissemina-
tion may also include user support. recovery of 
costs, together with a reasonable return on in-
vestment, consistent with applicable account-
ing principles and the relevant cost calculation 
method of the public sector body concerned, 
constitutes an upper limit to the charges, as 
any excessive prices should be precluded. The 
upper limit for charges set in this Directive is 
without prejudice to the right of Member States 
or public sector bodies to apply lower charges 
or no charges at all, and Member States should 
encourage public sector bodies to make docu-
ments available at charges that do not exceed 

the marginal costs for reproducing and dissemi-
nating the documents.

(14) Ensuring that the conditions for re-use of public 
sector documents are clear and publicly avail-
able is a pre-condition for the development of 
a Community-wide information market. There-
fore all applicable conditions for the re-use of 
the documents should be made clear to the 
potential re-users. Member States should en-
courage the creation of indices accessible on 
line, where appropriate, of available documents 
so as to promote and facilitate requests for re-
use. Applicants for re-use of documents should 
be informed of available means of redress relat-
ing to decisions or practices affecting them. This 
will be particularly important for SMEs which 
may not be familiar with interactions with pub-
lic sector bodies from other Member States and 
corresponding means of redress.

(15) Making public all generally available docu-
ments held by the public sector - concerning 
not only the political process but also the legal 
and administrative process - is a fundamental 
instrument for extending the right to knowl-
edge, which is a basic principle of democracy. 
This objective is applicable to institutions at 
every level, be it local, national or international.

(16) In some cases the re-use of documents will 
take place without a licence being agreed. In 
other cases a licence will be issued imposing 
conditions on the re-use by the licensee deal-
ing with issues such as liability, the proper use 
of documents, guaranteeing non-alteration 
and the acknowledgement of source. If public 
sector bodies license documents for re-use, the 
licence conditions should be fair and transpar-
ent. Standard licences that are available online 
may also play an important role in this respect. 
Therefore Member States should provide for 
the availability of standard licences.

(17) If the competent authority decides to no longer 
make available certain documents for re-use, 
or to cease updating these documents, it 
should make these decisions publicly known, 
at the earliest opportunity, via electronic means 
whenever possible.

(18) Conditions for re-use should be non-discrimi-
natory for comparable categories of re-use. This 
should, for example, not prevent the exchange 
of information between public sector bodies 
free of charge for the exercise of public tasks, 
whilst other parties are charged for the re-use of 
the same documents. Neither should it prevent 
the adoption of a differentiated charging policy 
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for commercial and non-commercial re-use.

(19) Public sector bodies should respect competi-
tion rules when establishing the principles for 
re-use of documents avoiding as far as possible 
exclusive agreements between themselves and 
private partners. However, in order to provide a 
service of general economic interest, an exclu-
sive right to re-use specific public sector docu-
ments may sometimes be necessary. This may 
be the case if no commercial publisher would 
publish the information without such an exclu-
sive right.

(20) This Directive should be implemented and ap-
plied in full compliance with the principles relat-
ing to the protection of personal data in accord-
ance with Directive 95/46/EC of the European 
Parliament and of the Council of 24 October 
1995 on the protection of individuals with re-
gard to the processing of personal data and of 
the free movement of such data(9).

(21) The intellectual property rights of third parties 
are not affected by this Directive. For the avoid-
ance of doubt, the term “intellectual property 
rights” refers to copyright and related rights 
only (including sui generis forms of protection). 
This Directive does not apply to documents 
covered by industrial property rights, such as 
patents, registered designs and trademarks. The 
Directive does not affect the existence or own-
ership of intellectual property rights of public 
sector bodies, nor does it limit the exercise of 
these rights in any way beyond the boundaries 
set by this Directive. The obligations imposed 
by this Directive should apply only insofar as 
they are compatible with the provisions of in-
ternational agreements on the protection of in-
tellectual property rights, in particular the Berne 
Convention for the Protection of Literary and 
Artistic Works (the Berne Convention) and the 
Agreement on Trade-related Aspects of Intel-
lectual Property rights (the TrIPS Agreement). 
Public sector bodies should, however, exercise 
their copyright in a way that facilitates re-use.

(22) Tools that help potential re-users to find docu-
ments available for re-use and the conditions 
for re-use can facilitate considerably the cross-
border use of public sector documents. Mem-
ber States should therefore ensure that practical 
arrangements are in place that help re-users in 
their search for documents available for re-use. 
Assets lists, accessible preferably online, of main 
documents (documents that are extensively 
re-used or that have the potential to be exten-
sively re-used), and portal sites that are linked to 

decentralised assets lists are examples of such 
practical arrangements.

(23) This Directive is without prejudice to Directive 
2001/29/EC of the European Parliament and of 
the Council of 22 May 2001 on the harmonisa-
tion of certain aspects of copyright and related 
rights in the information society(10) and Direc-
tive 96/9/EC of the European Parliament and 
of the Council of 11 March 1996 on the legal 
protection of databases(11). It spells out the 
conditions within which public sector bodies 
can exercise their intellectual property rights in 
the internal information market when allowing 
re-use of documents.

(24) Since the objectives of the proposed action, 
namely to facilitate the creation of Community-
wide information products and services based 
on public sector documents, to enhance an ef-
fective cross-border use of public sector docu-
ments by private companies for added-value 
information products and services and to limit 
distortions of competition on the Community 
market, cannot be sufficiently achieved by the 
Member States and can therefore, in view of the 
intrinsic Community scope and impact of the 
said action, be better achieved at Community 
level, the Community may adopt measures, in 
accordance with the principle of subsidiarity as 
set out in Article 5 of the Treaty. In accordance 
with the principle of proportionality, as set out 
in that Article, this Directive does not go beyond 
what is necessary in order to achieve those ob-
jectives. This Directive should achieve minimum 
harmonisation, thereby avoiding further dispari-
ties between the Member States in dealing with 
the re-use of public sector documents,

HAvE ADOPTED THIS DIrECTIvE:

Chapter I  
General provIsIons

Article 1 
Subject matter and scope

1. This Directive establishes a minimum set of rules 
governing the re-use and the practical means 
of facilitating re-use of existing documents held 
by public sector bodies of the Member States.

2. This Directive shall not apply to:

(a) documents the supply of which is an activ-
ity falling outside the scope of the public 
task of the public sector bodies concerned 
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as defined by law or by other binding rules 
in the Member State, or in the absence of 
such rules as defined in line with common 
administrative practice in the Member State 
in question;

(b) documents for which third parties hold in-
tellectual property rights;

(c) documents which are excluded from access 
by virtue of the access regimes in the Mem-
ber States, including on the grounds of:

• the protection of national security (i.e. 
State security), defence, or public secu-
rity,

• statistical or commercial confidentiality;

(d) documents held by public service broad-
casters and their subsidiaries, and by other 
bodies or their subsidiaries for the fulfilment 
of a public service broadcasting remit;

(e) documents held by educational and re-
search establishments, such as schools, 
universities, archives, libraries and research 
facilities including, where relevant, organisa-
tions established for the transfer of research 
results;

(f ) documents held by cultural establishments, 
such as museums, libraries, archives, orches-
tras, operas, ballets and theatres.

3. This Directive builds on and is without prejudice 
to the existing access regimes in the Member 
States. This Directive shall not apply in cases in 
which citizens or companies have to prove a 
particular interest under the access regime to 
obtain access to the documents.

4. This Directive leaves intact and in no way affects 
the level of protection of individuals with regard 
to the processing of personal data under the 
provisions of Community and national law, and 
in particular does not alter the obligations and 
rights set out in Directive 95/46/EC.

5. The obligations imposed by this Directive shall 
apply only insofar as they are compatible with 
the provisions of international agreements on 
the protection of intellectual property rights, in 
particular the Berne Convention and the TrIPS 
Agreement.

Article 2 
Definitions

For the purpose of this Directive the following defi-
nitions shall apply:

1. “public sector body” means the State, regional 
or local authorities, bodies governed by public 
law and associations formed by one or several 
such authorities or one or several such bodies 
governed by public law;

2. “body governed by public law” means any 
body:

(a) established for the specific purpose of meet-
ing needs in the general interest, not having 
an industrial or commercial character; and

(b) having legal personality; and

(c) financed, for the most part by the State, or 
regional or local authorities, or other bod-
ies governed by public law; or subject to 
management supervision by those bodies; 
or having an administrative, managerial or 
supervisory board, more than half of whose 
members are appointed by the State, re-
gional or local authorities or by other bodies 
governed by public law;

3. “document” means:

(a) any content whatever its medium (written 
on paper or stored in electronic form or as a 
sound, visual or audiovisual recording);

(b) any part of such content;

4. “re-use” means the use by persons or legal enti-
ties of documents held by public sector bodies, 
for commercial or non-commercial purposes 
other than the initial purpose within the public 
task for which the documents were produced. 
Exchange of documents between public sec-
tor bodies purely in pursuit of their public tasks 
does not constitute re-use;

5. “personal data” means data as defined in Article 
2(a) of Directive 95/46/EC.

Article 3 
General principle

Member States shall ensure that, where the re-use 
of documents held by public sector bodies is al-
lowed, these documents shall be re-usable for com-
mercial or non-commercial purposes in accordance 
with the conditions set out in Chapters III and Iv. 
Where possible, documents shall be made available 
through electronic means.
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Chapter II 
reQuests for re-use

Article 4 
Requirements applicable to the processing of 
requests for re-use

1. Public sector bodies shall, through electronic 
means where possible and appropriate, process 
requests for re-use and shall make the docu-
ment available for re-use to the applicant or, if 
a licence is needed, finalise the licence offer to 
the applicant within a reasonable time that is 
consistent with the time-frames laid down for 
the processing of requests for access to docu-
ments.

2. Where no time limits or other rules regulating 
the timely provision of documents have been 
established, public sector bodies shall process 
the request and shall deliver the documents for 
re-use to the applicant or, if a licence is needed, 
finalise the licence offer to the applicant within 
a timeframe of not more than 20 working days 
after its receipt. This timeframe may be extend-
ed by another 20 working days for extensive or 
complex requests. In such cases the applicant 
shall be notified within three weeks after the 
initial request that more time is needed to proc-
ess it.

3. In the event of a negative decision, the public 
sector bodies shall communicate the grounds 
for refusal to the applicant on the basis of the 
relevant provisions of the access regime in that 
Member State or of the national provisions 
adopted pursuant to this Directive, in particu-
lar Article 1(2)(a), (b) and (c), or Article 3. Where 
a negative decision is based on Article 1(2)(b), 
the public sector body shall include a reference 
to the natural or legal person who is the right-
holder, where known, or alternatively to the li-
censor from which the public sector body has 
obtained the relevant material.

4. Any negative decision shall contain a reference 
to the means of redress in case the applicant 
wishes to appeal the decision.

5. Public sector bodies covered under Article 1(2)
(d), (e) and (f ) shall not be required to comply 
with the requirements of this Article.

Chapter III 
CondItIons for re-use

Article 5 
Available formats

1. Public sector bodies shall make their docu-
ments available in any pre-existing format or 
language, through electronic means where 
possible and appropriate. This shall not imply an 
obligation for public sector bodies to create or 
adapt documents in order to comply with the 
request, nor shall it imply an obligation to pro-
vide extracts from documents where this would 
involve disproportionate effort, going beyond a 
simple operation.

2. On the basis of this Directive, public sector bod-
ies cannot be required to continue the produc-
tion of a certain type of documents with a view 
to the re-use of such documents by a private or 
public sector organisation.

Article 6 
Principles governing charging

Where charges are made, the total income from 
supplying and allowing re-use of documents shall 
not exceed the cost of collection, production, repro-
duction and dissemination, together with a reason-
able return on investment. Charges should be cost-
oriented over the appropriate accounting period 
and calculated in line with the accounting principles 
applicable to the public sector bodies involved.

Article 7 
Transparency

Any applicable conditions and standard charges for 
the re-use of documents held by public sector bod-
ies shall be pre-established and published, through 
electronic means where possible and appropriate. 
On request, the public sector body shall indicate the 
calculation basis for the published charge. The pub-
lic sector body in question shall also indicate which 
factors will be taken into account in the calculation 
of charges for atypical cases. Public sector bodies 
shall ensure that applicants for re-use of documents 
are informed of available means of redress relating 
to decisions or practices affecting them.

Article 8 
Licences

1. Public sector bodies may allow for re-use of 
documents without conditions or may im-
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pose conditions, where appropriate through a 
licence, dealing with relevant issues. These con-
ditions shall not unnecessarily restrict possibili-
ties for re-use and shall not be used to restrict 
competition.

2. In Member States where licences are used, 
Member States shall ensure that standard li-
cences for the re-use of public sector docu-
ments, which can be adapted to meet par-
ticular licence applications, are available in 
digital format and can be processed electroni-
cally. Member States shall encourage all public 
sector bodies to use the standard licences.

Article 9 
Practical arrangements

Member States shall ensure that practical arrange-
ments are in place that facilitate the search for 
documents available for re-use, such as assets lists, 
accessible preferably online, of main documents, 
and portal sites that are linked to decentralised as-
sets lists.

Chapter Iv 
non-dIsCrIMInatIon and 
faIr tradInG

Article 10 
Non-discrimination

1. Any applicable conditions for the re-use of doc-
uments shall be non-discriminatory for compa-
rable categories of re-use.

2. If documents are re-used by a public sector 
body as input for its commercial activities which 
fall outside the scope of its public tasks, the 
same charges and other conditions shall apply 
to the supply of the documents for those activi-
ties as apply to other users.

Article 11 
Prohibition of exclusive arrangements

1. The re-use of documents shall be open to all 
potential actors in the market, even if one or 
more market players already exploit added-
value products based on these documents. 
Contracts or other arrangements between the 
public sector bodies holding the documents 
and third parties shall not grant exclusive rights.

2. However, where an exclusive right is necessary 
for the provision of a service in the public inter-

est, the validity of the reason for granting such 
an exclusive right shall be subject to regular re-
view, and shall, in any event, be reviewed every 
three years. The exclusive arrangements estab-
lished after the entry into force of this Directive 
shall be transparent and made public.

3. Existing exclusive arrangements that do not 
qualify for the exception under paragraph 2 
shall be terminated at the end of the contract 
or in any case not later than 31 December 2008.

Chapter v 
fInal provIsIons

Article 12 
Implementation

Member States shall bring into force the laws, regu-
lations and administrative provisions necessary to 
comply with this Directive by 1 July 2005. They shall 
forthwith inform the Commission thereof.

When Member States adopt those measures, they 
shall contain a reference to this Directive or be ac-
companied by such a reference on the occasion of 
their official publication. Member States shall deter-
mine how such reference is to be made.

Article 13 
Review

1. The Commission shall carry out a review of 
the application of this Directive before 1 July 
2008 and shall communicate the results of this 
review, together with any proposals for modi-
fications of the Directive, to the European Parlia-
ment and the Council.

2. The review shall in particular address the scope 
and impact of this Directive, including the ex-
tent of the increase in re-use of public sector 
documents, the effects of the principles applied 
to charging and the re-use of official texts of a 
legislative and administrative nature, as well 
as further possibilities of improving the proper 
functioning of the internal market and the de-
velopment of the European content industry.

Article 14 
Entry into force

This Directive shall enter into force on the day of its 
publication in the Official Journal of the European 
Union.
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Article 15 
Addressees

This Directive is addressed to the Member States.

Done at Brussels, 17 November 2003.
For the Parliament
The President P. Cox
For the Council
The President G. Alemanno
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Communication from 
the Commission to the 
European Parliament, 
the Council, the 
European Economic 
and Social Committee 
and the Committee 
of the Regions on 
unsolicited commercial 
communications or ‘spam’ 

ExECUTIVE SUmmaRY

Unsolicited commercial communications by e-mail, 
otherwise known as ‘spam’ have reached worrying 
proportions. More than 50 percent of global e-mail 
traffic is now estimated to be spam. What is even 
more worrying is the rate of growth: in 2001 the fig-
ure was ‘only’ 7 percent. spam

Spam is a problem for many reasons: privacy, de-
ception of consumers, protection of minors and 
human dignity, extra costs for businesses, lost pro-
ductivity. More generally, it undermines consumer 
confidence, which is a prerequisite for the success 
of e-commerce, e-services and, indeed, for the Infor-
mation Society.

The EU anticipated this danger, and adopted in July 
2002 Directive 2002/58/EC on Privacy and Electronic 
Communications, that introduced throughout the 
EU the principle of consent-based marketing (opt-
in) for electronic mail (including mobile SMS or MMS 
messages), and complementary safeguards for con-
sumers. The deadline for implementing the Direc-
tive on Privacy and Electronic Communication was 
the 31st of October 2003. Infringement proceedings 
have been opened against a number of Member 
States that failed to notify transposition measures to 
the Commission.

While adopting legislation is a first, necessary step, 
legislation is only part of the answer. This Communi-
cation identifies a series of actions that are needed 
to complement the EU rules and thereby make the 
‘ban on spam’ a reality.

There is however no ‘silver bullet’ for addressing 
spam. The series of actions identified in the present 
Communication focus in particular on effective en-
forcement by Member States and public authorities, 
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technical and self-regulatory solutions by industry, 
and consumer awareness. The international dimen-
sion is also singled out, since much spam comes 
from outside the European Union.

While these actions broadly reflect the consensus 
that emerged in the course of 2003, as confirmed 
at a public workshop held in October 2003, consen-
sus on their implementation will also be of essence. 
Only if everyone, from Member States and public 
authorities, through businesses, to consumers and 
users of the Internet and electronic communica-
tions play their role will the proliferation of spam be 
curtailed.

Some of these actions have an obvious cost. But this 
is the price to pay if e-mail and e-services are to sur-
vive as an efficient communication tool. Implemen-
tation of the actions identified in this Communica-
tion will go a long way toward reducing the amount 
of spam, for the benefit of the information society, 
our citizens and our economies.

baCkGROUND aND PURPOSE

Unsolicited commercial communications by elec-
tronic mail96, otherwise know as ‘spam’, are widely 
recognised as one of the most significant issues fac-
ing the Internet today. ‘Spam’ has reached worrying 
proportions. At present, there is a risk that users of 
e-mails or SMS simply stop using e-mail - one of the 
favourite Internet applications - or mobile services, 
or refrain from using it to the extent that they oth-
erwise would. More generally, since the Internet and 
other electronic communications (e.g., broadband 
access, wireless access, mobile communications) 
are expected to be a key element for the growth of 
productivity in modern economies, ‘spam’ requires 
even closer attention.

While there is a consensus that action is needed 
before the benefits brought to businesses and citi-
zens by e-mail and other e-services are offset by the 
proliferation of spam, how best to combat spam is 
not self-evident. More importantly, there is no ‘silver 
bullet’ in this fight. Only if everyone, from Member 
States and competent authorities, through busi-
nesses, to consumers and users of the Internet and 
electronic communications plays their role will there 
be a chance to tackle spam efficiently.

The present Communication identifies actions on 
the various legal, technical and awareness fronts, 

96 The present Communication does not cover unsolicited 
communications offline, e.g. unsolicited (postal) mail.

building on Directive 2002/58/EC, establishing an 
‘opt-in’ (consent-based) regime which Member 
States had to implement for commercial communi-
cations by the 31st of October 200397.

This series of actions focus in particular on the effec-
tive implementation and enforcement of this Direc-
tive by Member States, technical measures, industry 
self-regulation, consumer awareness, and interna-
tional co-operation. The international dimension is 
indeed crucial, since much spam seems to come 
from outside the European Union, and in particular 
from North America98.

These actions broadly reflect the consensus that 
emerged in the course of 2003, as confirmed at a 
public workshop held in October 200399. Consensus 
in this area is all the more important since it is prima-
rily for those interested parties, with the support of 
the Commission where possible, to implement the 
actions identified, for the benefit of the information 
society, its industry and its users.

STRUCTURE OF THE DOCUmENT

The document identifies specific aspects of the 
spam ‘problem’, and proposes specific actions to be 
taken to address each aspect in turn. Best practices 
have also been singled out whenever useful.

Proposed actions are presented according to the 
following structure:

• Implementation and enforcement actions 

97 See in particular Article 13 of Directive 2002/58/EC on 
Privacy and Electronic Communications and Privacy (see 
section 2, below).

98 For instance, the ‘spam box’ initiatives organised in 2002 
by respectively the French ‘Commission Nationale Infor-
matique et Libertés (CNIL)’ and the Belgian ‘Commission 
de la Protection de la Vie Privée (CPVP)’ seemed to confirm 
that the United States and, to lesser extent Canada, were 
the primary source of spam messages. The CPVP findings 
are available at: http://www.privacy.fgov.be/publications/ 
spam_4-7-03_fr.pdf; the CNIL report is available at the fol-
lowing URL address: http://www.cnil.fr/thematic/docs/in-
ternet/ boite_a_spam.pdf. See also: UNCTAD, E-Commerce 
and Development Report 2003, New York and Geneva, 
2003, p. 27.

99 An issue paper ‘on unsolicited communications or spam’ 
was distributed in advance of the workshop on the subject. 
The issue paper itself built on previous discussions in the 
context of the Communications Committee (COCOM) 
and with the Article 29 Data Protection Working Party. In 
response to a questionnaire, information was provided by 
members of the COCOM and of the Article 29 Data Protec-
tion Working Party. A number of industry associations or 
individual companies also reacted, from ISPs and com-
munications operators (mobile and fixed) through direct 
marketeers and advertisers, to computer and software 
manufacturers.
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for governments and public authorities in 
particular, in areas like remedies and penal-
ties, complaints mechanisms, cross border 
complaints, co-operation with third coun-
tries, monitoring (Section 3).

• Self-regulatory and technical actions for mar-
ket players in particular, in areas like contrac-
tual arrangements, codes of conduct, accept-
able marketing practices, labels, alternative 
dispute resolutions mechanisms, technical 
solutions e.g. filtering, security (Section 4).

• Awareness actions covering prevention, con-
sumer education, reporting mechanisms, to 
be taken by governments and public author-
ities, market players, consumer associations 
and the like (Section 5).

A table at the end of this Communication provides a 
summary of these actions. These actions are related 
to each other in several ways. As much as possible 
they should be implemented in parallel and in an 
integrated fashion.

Before turning to these actions, the next sections 
briefly analyse ‘spam’ as such (section 1) and recall 
the new rules applicable since the 31st of October 
2003 (section 2).

1. SPam - THE PRObLEm

Spam: What is it?

‘Spam’ is a term more often used than defined. In 
short, it is commonly used to describe unsolicited, 
often bulk e-mails. The new Directive does not de-
fine or use the term ‘spam’. It uses the concepts of 
‘unsolicited communications’ by ‘electronic mail’, 
‘for the purposes of direct marketing’ which taken 
together, will in effect cover most sorts of ‘spam’. 
Therefore, the concept of ‘spam’ is used in this Com-
munication as a shortcut for unsolicited commercial 
electronic mail.

Note that the concept of ‘electronic mail’ itself is 
intended to cover not only traditional SMTP-based 
‘e-mail’ but also SMS, MMS and, indeed, any form of 
electronic communication for which the simultane-
ous participation of the sender and the recipient is 
not required (see Section 2, below)

1.1. The size of the problem

Unsolicited commercial e-mail, or spam, has reached 
worrying numbers. Despite variations in statistics, it 
is generally estimated that more than 50 percent of 

global e-mail traffic is ‘spam’.

The rate of growth is even more worrying. In 2001, 
spam was estimated to be ‘only’ 7 % of global e-mail 
traffic. It was estimated at 29 % in 2002. And the 
projections for 2003 show an estimated 51 % to be 
spam.

Figure No 1: spam as total internet e-mail sent

There may be considerable variations between cat-
egories of users and between regions in the world. 
(At the European Commission for instance, an esti-
mated 30% of e-mails coming from outside is esti-
mated to be spam.) In general however, recent EU 
figures are no less worrying than global figures100.

While unsolicited communication or spam over mo-
bile networks, via e.g. Short Message Service (SMS) 
text messaging, currently appears to be less of a 
problem, developments like e-mail over mobile can 
be expected to increase the volume of spam. Experi-
ence in countries with wide I-mode mobile usage 
(e.g. Japan) confirm this threat.

1.2. Why spam is a problem

From the viewpoint of individuals, spam is an in-
vasion of privacy. This concern is at the heart of 
the new rules on unsolicited communications de-
scribed in the next section. Furthermore, spam is 
often misleading or deceptive. An important pro-
portion of spam appears to be driven by a desire to 
rip-off consumers through misleading or deceptive 

100 An estimated 49 % spam in the EU for September 2003, 
compared to some 54 % worldwide for the same period 
(Source : Brightmail, 2003).
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statements101. Unfortunately all too many consum-
ers do respond to these misleading or deceptive 
spam102. Pornographic messages can also be very 
upsetting103. Cleaning up mailboxes to remove 
spam is time-consuming for the user, and increases 
users’ costs when filtering and other software facili-
ties are needed.

Spam has reached a point where it also creates 
considerable cost for businesses. In terms of direct 
costs, employees also have to clean up inboxes, 
thereby undermining efficiency/productivity at 
work. IT departments spend time and money trying 
to address the problem. Internet Service Providers 
(ISPs) and e-mail service providers (ESPs) have to 
buy more bandwidth and more storage capacity for 
e-mails that are unwanted. There is also a risk that 
spam prompts liability for the entity receiving it (e.g., 
harmful content on employee’s PCs) or simply - and 
unwittingly - relaying it (e.g., wrong blacklisting, 
damage to reputation). There are also indirect costs: 
some legitimate commercial or business emails 
are not delivered due to current anti-spam filtering 
techniques (so-called ‘false positives’), or simply not 
read anymore due to their association with spam. 
Spam is increasingly used as a vehicle for spreading 
viruses, which can prove very costly to businesses.

101 According to a recent report form the FTC, 22% of spam 
analysed contained false information in the subject line; 
42% contained misleading subject lines that misrep-
resented that the sender had a business or personal 
relationship with the recipient; 44% of spam contained 
false information in the from or subject lines; over half of 
finance related spam contained false from or subject lines; 
40% of all spam contained signs of falsity in the message; 
90% of investment and business opportunities contained 
likely false claims; 66% of spam contained false from lines, 
subject lines or message text. (False Claims in Spam, A 
report by the FTC’s Division of Marketing Practices, 30 
April 2003, available at: http://www.ftc.gov/reports/spam/ 
030429spamreport.pdf)

102 According to Pew Internet, 7% of email users report they 
have ordered after unsolicited email and 33% of email 
users have clicked on a link in unsolicited email to get 
more information. Even if the percentages of consumers 
who are ripped off remain relatively low, the phenomenal 
economies of scale that can be achieved by rogue traders 
using misleading or deceptive spam have taken the prob-
lem of consumer scams to a new level. See: ‘Spam-How It Is 
Hurting Email and Degrading Life on the Internet, October 
2003’, Report by Deborah Fallows for the Pew Internet & 
American Life Project. This report is available at the fol-
lowing URL address: http://www.pewinternet.org/reports/
pdfs/ PIP_Spam_Report.pdf. A bulk emailer recently testi-
fied at the FTC Spam Forum organised in April-May 2003 
that he could profit even if his response rate was less than 
0.0001%. (Remarks by Timothy J. Muris Chairman, Federal 
Trade Commission, Aspen Summit, Cyberspace and the 
American Dream, The Progress and Freedom Foundation, 
August 19, 2003 Aspen, Colorado).

103 Spam messages sometimes also include gratuitous 
violence or incitement to hatred on grounds of race, sex, 
religion or nationality.

Measuring the cost of spam remains a difficult ex-
ercise, in particular for individuals, not least because 
it is difficult to attach a monetary value to some of 
the harm caused. Estimates are however generally 
disquieting. As an illustration, Ferris research has es-
timated that, in 2002, spam cost European compa-
nies 2.5 billion EUr just in terms of lost productiv-
ity104. And, as indicated above, the amount of spam 
has increased considerably since 2002. Software 
provider MessageLabs Ltd estimated in June 2003 
the cost of spam to UK business at about 3.2 billion 
£105. Spam may also have different implications de-
pending on the industries concerned. For instance, 
the legal sector may be particularly impacted by 
spam in view of the confidential and sensitive infor-
mation that it handles.

One of the most worrying consequences of spam 
is that it undermines user confidence, which is a 
prerequisite for successful e-commerce and the in-
formation society as a whole. The perception that a 
retail medium is affected by rogue traders can have 
a profound effect on the reputation of legitimate 
traders in the same sector. recent figures in the US, 
whose experience with spam is more extensive than 
the EU, confirm that many people are trusting e-mail 
less because they are receiving so much spam106.

More generally, the Internet and other electronic 
communications - broadband access, wireless ac-
cess - are expected to be a key element for the 
growth of productivity in modern economies. 
However, some attractive features of such services 
- being ‘always on’, wireless access - are features 
that can considerably increase the amount of spam 
received or relayed, if no proper security measures 
are in place. Perversely therefore, the growth of such 
services could lead to an increase in spam unless ef-
fective measures are implemented rapidly.

2. THE RULES ON UNSOLICITED 
COmmERCIaL COmmUNICaTIONS IN 
SHORT

2.1. The opt-in regime

The Directive 2002/58/EC on Privacy and Electronic 
Communications (date of transposition 31 Octo-

104 Source: Ferris Research, 2003.
105 This figure and other estimates are mentioned in: ‘”Spam”; 

Report of an Inquiry by the All Party Internet Group’, 
London, October 2003, p. 8; This report can be consulted 
via the following URL address: http:// www.apig.org.uk

106 According to the recent survey by Pew Internet mentioned 
above, 25 percent of interviewees were using e-mail less 
because they were receiving so much spam.
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ber 2003) requires Member States to prohibit the 
sending of unsolicited commercial e-mail or other 
electronic messaging systems such as SMS and Mul-
timedia Messaging Service (MMS) unless the prior 
consent of the subscriber to such electronic com-
munications services has been obtained (Article 
13(1) of the Directive)107. This is the ‘opt-in’ system, 
which was until now only applicable to faxes and 
automated calling machines108.

Three basic rules under the new regime:

rule No 1: E-mail marketing is subject to prior con-
sent of subscribers. There is a limited exception for 
e-mails (or SMS) sent to existing customers by the 
same person on its similar services or products. This 
regime applies to subscribers who are natural per-
sons, but Member States can choose to extend it to 
legal persons.

rule No 2: Disguising or concealing the identity of 
the sender on whose behalf the communication is 
made is illegal

rule No 3: All e-mails must include a valid return ad-
dress where to opt-out

Not all unsolicited e-mails are prohibited however. 
There is an exception to this rule in cases where 
contact details for sending e-mail or SMS messages 
have been obtained in the context of a sale. This is 
sometimes referred to as ‘soft opt-in’. Within such an 
existing customer relationship the company who 
obtained the data from its customers may use them 
for the marketing of similar products or services to 
those it has already sold to the customer. This ex-
ception has been harmonised at Community level, 
and Member States have no choice but to imple-
ment it. However, this exception must be strictly 
drawn in order to avoid effectively undermining the 
opt-in regime. Nevertheless, even then the compa-
ny has to make clear from the first time of collecting 
the data that they may be used for direct marketing 
(and if appropriate, that it may be passed on to third 
parties for that purpose), and should offer the right 
for the customer to object ‘free of charge and in an 
easy manner’. Moreover, each subsequent market-
ing message should include an easy way for the 

107 Directive 2002/58/EC of the European Parliament and of 
the Council of 12 July 2002 concerning the processing of 
personal data and the protection of privacy in the elec-
tronic communications sector (Directive on privacy and 
electronic communications), OJ L 201, 31.7.2002.

108 For voice telephony marketing calls, other than by auto-
mated machines, Member States may choose between an 
opt-in or an opt-out approach.

customer free of charge and easily to stop further 
messages (opt-out).

The opt-in system is mandatory for any e-mail, SMS 
addressed to individuals (natural persons) for direct 
marketing. Member States can extend the opt-in 
system to communications to businesses (legal 
persons). Member States that had chosen for an 
opt-out system for business-to-business marketing, 
including opt-out lists, can continue to do so. Ap-
plying a differentiated regime according to the na-
ture of the subscriber to an e-mail service may lead 
to specific difficulties for senders when it comes to 
differentiating legal persons from natural persons.

For all categories of addressees, both legal and natu-
ral persons, the Directive prohibits direct marketing 
messages, which conceal or disguise the identity of 
the sender. Moreover, those messages must include 
a valid address to which recipients can send a re-
quest to stop such messages109.

The ‘Article 29 Data Protection Working Party’, which 
was set up to advise the Commission and brings 
together data protection authorities in the EU, is 
examining some of these concepts more closely 
in order to contribute to a uniform application of 
national measures under Directive 2002/58/EC110. 
Consensus on these issues will avoid differences in 
interpretation that would damage the functioning 
of the internal market. Other aspects of unsolicited 
communications have been addressed in previous 
documents of the Working Party111.

2.2. Enforcement provisions

The provisions of the ‘general’ Data Protection Direc-
tive on judicial remedies, liability and sanctions are 
applicable to the provisions of the Directive on Pri-
vacy and Electronic Communication, including the 

109 Article 13(4) of Directive 2002/58/EC.
110 In accordance with Article 15(3) of Directive 2002/58/EC in 

conjunction with Article 30 of Directive 95/46/EC.
111 See for instance Opinion 7/2000 On the European Com-

mission Proposal for a Directive of the European Parliament 
and of the Council concerning the processing of personal 
data and the protection of privacy in the electronic com-
munications sector of 12 July 2000; Recommendation 
2/2001 on certain minimum requirements for collecting 
personal data on-line in the European Union. See also the 
Harvesting has been discussed in the Working document 
of 21 November 2000 entitled “Privacy on the Internet”-An 
integrated EU Approach to On-line Data Protection”. These 
documents can be consulted at the following URL address: 
http://europa.eu.int/comm/internal_market/ privacy/work-
ingroup_en.htm
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provisions on unsolicited communications112.

In short, Member States must ensure that penalties 
and remedies are in place for infringements. An in-
dividual right to a judicial remedy must be provided 
for any breach of the rights provided under national 
law. While this judicial remedy is without prejudice 
to any (possibly prior) administrative procedures, 
there is no harmonised requirement to provide for 
such administrative procedures. There must be an 
individual right to a compensation for any damage 
suffered as a result of any unlawful processing or act. 
There must be sanctions to be imposed in case of 
infringements, which ensure full implementation of 
the Directive.

In other words, while the very nature of a Directive 
means that Member States have a margin of ma-
noeuvre for choosing the measures - including the 
remedies and penalties - that they take when imple-
menting that Directive, such measures are required 
to ensure ‘full implementation’ of the provisions on 
unsolicited commercial communications.

As is generally the case for a Directive, enforcement 
of the provisions lies with Member States in the first 
place, not with the Commission. For instance it is 
not for the Commission to prosecute, or impose 
fines on, those who infringe the rights and obliga-
tions provided in the Directive113.

2.3. Other provisions applicable to ‘spam’

A practice often related to ‘spamming’ is e-mail har-
vesting, that is, the automatic collection of personal 
data on public Internet-related places, e.g., the web, 

112 Article 15 of Directive 2002/58/EC refers to Chapter III 
of Directive 95/46/EC on Judicial remedies, liability and 
sanctions: Article 22 - Remedies Without prejudice to any 
administrative remedy for which provision may be made, 
inter alia before the supervisory authority referred to in 
Article 28, prior to referral to the judicial authority, Member 
States shall provide for the right of every person to a judi-
cial remedy for any breach of the rights guaranteed him by 
the national law applicable to the processing in question. 
Article 23 - Liability 1. Member States shall provide that any 
person who has suffered damage as a result of an unlawful 
processing operation or of any act incompatible with the 
national provisions adopted pursuant to this Directive is 
entitled to receive compensation from the controller for 
the damage suffered. 2. The controller may be exempted 
from this liability, in whole or in part, if he proves that he 
is not responsible for the event giving rise to the damage. 
Article 24 - Sanctions The Member States shall adopt 
suitable measures to ensure the full implementation of the 
provisions of this Directive and shall in particular lay down 
the sanctions to be imposed in case of infringement of the 
provisions adopted pursuant to this Directive.

113 This differs for instance from agencies like the US Federal 
Trade Commission.

chatrooms, etc. Such practice is unlawful, by virtue 
of the ‘general’ Data Protection Directive 95/46/EC, 
whether or not collection is performed automati-
cally by software114.

Fraudulent and deceptive spam can be particularly 
offensive. These practices are already illegal under 
existing EU rules on misleading advertising, unfair 
commercial practices, (e.g., Directive 84/450/EEC 
on misleading advertising)115. National laws will also 
generally provide for stiffer penalties in more serious 
cases, including criminal sanctions.

Specific categories of spam can be even more up-
setting, such as pornographic spam or spam includ-
ing gratuitous violence, in particular when children 
are exposed to it116. While the content of some such 
messages may be harmful, but not illegal per se, 
their indiscriminate distribution to adults and chil-
dren alike will generally be illegal under national law 
sometimes with quite severe penalties. Spam mes-
sages could also contain illegal content, such as in-
citement to hatred on grounds of race, sex, religion 
or nationality. In any event, as soon as such mes-
sages have a direct marketing purpose - and this will 
often be the case - they will be caught by the ‘ban 
on spam’ like other categories of unsolicited e-mails.

reference should also be made to the requirement 
in Directive 2000/31/EC on certain aspects legal 
aspects of information society services, in particu-
lar electronic commerce (Directive on electronic 
commerce) that ‘commercial communications’ be 
clearly identifiable as such (see Article 6 (a) of the 

114 See also the Working document of the Article 29 Data 
Protection Working Party entitled “Privacy on the Internet” 
- An integrated EU Approach to On-line Data Protection” 
(Document No WP 37, adopted on 21 November 2000).

115 Council Directive 84/450/EEC of 10 September 1984 
relating to the approximation of the laws, regulations and 
administrative provisions of the Member States concerning 
misleading advertising OJ L 250, 19.9.1984, p. 17-20. The 
Commission has recently made a proposal to replace and 
update the misleading advertising Directive (COM(2003) 
356 final).

116 On 24 September 1998, the Council adopted the Recom-
mendation on the development of the competitiveness of 
the European audio-visual and information services indus-
try by promoting national frameworks aimed at achieving a 
comparable and effective level of protection of minors and 
human dignity (98/560/EC). The Recommendation was the 
first legal instrument at EU-level concerning the content of 
audio-visual and information services covering all forms of 
deliveries, from broadcasting to the Internet.
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Directive on electronic commerce)117.

Also, activities such as hacking or identity theft are 
often perpetrated in support of spam activities, in 
order to send spam or gain access to databases of 
addresses or to computers. Many such activities will 
be covered by the Framework Decision on attacks 
against information systems, which provides for 
criminal penalties. This Framework Decision, based 
on a Proposal of the Commission, has been agreed 
politically in February 2003 and should be soon of-
ficially adopted118. Many Member States can already 
prosecute illegal access to servers or personal com-
puters or their abuse as a criminal offence.

3. EFFECTIVE ImPLEmENTaTION aND 
ENFORCEmENT bY mEmbER STaTES aND 
PUbLIC aUTHORITIES

This section on effective implementation and en-
forcement covers proposed actions targeted at 
governments and public authorities in particular, in 
areas like remedies and penalties, complaints mech-
anisms, cross border complaints, co-operation with 
third countries and monitoring.

Before turning to the discussion on enforcement 
however, the Commission notes that a number of 
Member States have not yet transposed the Direc-
tive on Privacy and Electronic Communications, in-
cluding the provisions on unsolicited commercial 
e-mails, which is part of a new, broader regulatory 
framework for electronic communications119. The 
European Parliament has recently expressed its 

117 Directive of the European Parliament and of the Council 
of 8 June 2000, OJ L 178, 17.7.2000. As a general rule, 
‘commercial communications’ must comply with the rules 
applicable to them in the Member State of establishment 
of the service provider. This rules does however not apply 
to the permissibility of unsolicited communications by 
electronic mail (see Articles 3 of the Directive on Electronic 
Commerce and its Annex). In the (limited) cases where 
natural persons would not be protected by Directive 
2002/58/EC (e.g. natural persons who are not subscribers) 
against unsolicited commercial communications, Member 
States must also ensure under the Directive on Electronic 
Commerce that service providers undertaking unsolicited 
commercial communications by electronic mail consult 
regularly and respect the opt-out registers in which natural 
persons not wishing to receive such commercial com-
munications can register themselves (see Article 7 of the 
Directive on electronic commerce).

118 PROPOSAL FOR A COUNCIL FRAMEWORK DECISION ON 
ATTACKS AGAINST INFORMATION SYSTEMS, COM(2002) 
173 FINAL, 19.4.2002.

119 See also the 9th Report on the Implementation of the 
Telecommunications Regulatory Package, available at the 
following URL address: http://europa.eu.int/information_
society/ topics/ecomm/all_about/implementation_en-
forcement/annualreports/9threport/index_en.htm

concern about this delay120. Following the expiry on 
31 October 2003 of the deadline to transpose the 
Directive on Privacy and Electronic Communica-
tions, the Commission has opened infringement 
proceedings in November 2003 for failure to notify 
transposition measures against a number of Mem-
ber States121.

3.1. Introduction

Although legislation will deter some spam, legisla-
tion alone will not be sufficient. Effective enforce-
ment of the opt-in must be a priority in all Member 
States. Next to sufficient staff and resources, this im-
plies adequate enforcement mechanisms, including 
cross-border mechanisms. Co-operation with non-
EU countries is also crucial. Monitoring is also impor-
tant if only to determine enforcement priorities.

A number of factors seem to influence the effective-
ness of enforcement mechanisms:

• the possibility to enforce legislation with ef-
fective fines or other penalties. Some regula-
tory authorities apparently still lack (effective) 
enforcement powers;

• the nature of complaints mechanisms and 
remedies available to individuals and com-
panies;

• the need for clarity and co-ordination among 
national authorities in view of their some-
times overlapping duties in this area;

• the level of awareness among users about 
their rights and how to enforce them. Users 
need to be given information on where to 
complain, what will be investigated or not, 
what types of enforcement action may be 
taken, and what information they need to 
provide for the authorities to launch an in-
vestigation;

• co-ordination and co-operation among 
Member States and between Member States 
and third countries on the national law ap-
plicable to given cases;

• the resources available to track down ‘spam-
mers’ operating within the EU or off shore 

120 The importance of full, effective and timely implementa-
tion of the new regulatory framework for electronic com-
munications, including this Directive, has been stressed 
by the Commission in its Communication “Electronic 
Communications: the Road to the Knowledge Economy 
(COM(2003) 65 of 11 February 2003).

121 The letters of formal notice have been sent on the 25th of 
November 2003 (See IP/03/1663).
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and hiding their identity including by using 
others’ identity, addresses or servers.

A description of the enforcement provisions ap-
plicable to provisions on unsolicited communica-
tions has been provided in Section 2.2, above. The 
way procedures regarding unsolicited commercial 
e-mails are organised and handled has been quite 
diverse until now122. While the very instrument of an 
EU Directive implies that Member States keep some 
margin of manoeuvre in implementing its provi-
sions, effective enforcement is needed whatever 
method is used.

A balanced approach including legislation, enforce-
ment and self-regulation is often identified as the 
most effective enforcement of the opt-in system. 
Member States are invited to assess the effective-
ness of their enforcement mechanism, in particular 
in the light of the various actions proposed below 
(see Sections 3.2 to 3.6).

Member States are also invited to develop national 
strategies to ensure co-operation between data 
protection authorities (DPAs), consumer protection 
authorities (CPAs) and national regulatory authori-
ties for eCommunications (NrAs), and to avoid over-
lap and duplication between the authorities.

To facilitate and co-ordinate exchanges of informa-
tion and best practices on effective enforcement 
(e.g. complaints, remedies, penalties, international 
cooperation the Commission services have created 
an informal online group on unsolicited commer-
cial communications, with the support of Member 
States and data protection authorities. The group 
will also facilitate and co-ordinate work on the other 
actions identified in this Communication such as: 
awareness, technical solutions.

Documents drafted following group discussions 
would generally be submitted to the Communica-
tions Committee (COCOM) created under the regu-
latory framework for electronic communications 
networks and services and/or to the Article 29 Data 
Protection Working Party for appropriate action. In 
particular, the group may draw up benchmarking 
criteria for the various measures to be proposed.

This online group includes competent national ad-
ministrations and data protection authorities, and 
the Commission services. The online group will 
determine how to ensure the participation of other 

122 Note that complaints often also concern related issues e.g. 
the right of access to personal data and the right to object 
to data processing.

interested parties.

3.2. Effective remedies and penalties

3.2.1.  Discussion

At present, remedies generally include fines or an 
injunction to cease the unlawful data processing, 
occasionally including the ‘blocking’ of the websites 
involved. In some Member States, ‘injunctions to 
cease’ are awarded prior to or concomitantly with 
fines in case of non-compliance. However, not all 
authorities have jurisdiction over the complete set 
of infringements related to spam, neither do they all 
have the same tools at their disposal. Cases are also 
often referred to judicial authorities. Not all Member 
States have judicial sanctions in place for infringe-
ments.

Not all Member States provide for remedies and 
fines/penalties under administrative law, or un-
der criminal law. Criminal sanctions vary, including 
terms of imprisonment in certain Member States. In 
addition, there is generally the possibility to claim 
damages under civil law.

While there is often a distinction between ‘light’ and 
‘serious’ offences (e.g. massive mailings, misleading 
or fraudulent advertising and trade practices), penal-
ties themselves vary greatly among Member States.

In many cases, spam activities may also lead to 
remedies provided under general data protection 
legislation (e.g., breach of the obligation to notify, 
of the right of access, of the obligation to appoint 
a representative in an EU Member State, etc.) or 
under specific legislation (e.g., misleading advertis-
ing, fraudulent marketing, etc.). Prior to the opt-in 
regime in particular, various legal grounds have 
been used to tackle certain forms of spam (e.g., bulk 
e-mail campaigns, illegitimate use of personal data, 
network disruption, abuse of e-mail accounts, fraud 
and misinterpretation of contracts).

Generally speaking, judicial redress is not considered 
as sufficient enforcement. In general, administrative 
fines can be imposed, by the DPA, CPA and/or the 
NrA but amounts vary. Member States with no such 
possibility are generally considering their introduc-
tion. Compared to judicial remedies, administrative 
sanctions seem to be particularly adequate for such 
a dynamic sector. DPAs, CPAs and NrAs often avail 
themselves of complementary tools for enforce-
ment. Administrative procedures can be both af-
fordable and speedy (e.g. reportedly within fifty days 
by the Italian DPA).
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3.2.2.  Proposed actions

As a prerequisite, the Commission urges those 
Member States that have not yet transposed the 
Directive and in particular the provisions on unsolic-
ited communications, to complete this task without 
further delay. The Commission services are willing to 
assist Member States if needed.

Member States are invited to assess the effective-
ness of their system of remedies and penalties for 
infringements and create adequate possibilities for 
victims to claim damages.

Member States and competent authorities with no 
administrative remedies should consider adopting 
such remedies against spam, as a tool to ensure a 
fast, affordable and effective procedure to enforce 
the opt-in regime.

The Commission will look to confirm that national 
transposition measures provide for real sanctions in 
the event of breach of the relevant requirements by 
market players, including where appropriate finan-
cial and criminal penalties.

In this context, the Commission will also investigate 
how far competent authorities have the required in-
vestigation and enforcement powers.

3.3. Complaints mechanisms

3.3.1.  Discussion

Effective enforcement implies adequate complaint 
mechanisms. Some DPAs have set up e-mailboxes 
to which users can forward unsolicited commercial 
e-mail and have committed themselves to under-
taking action in targeted cases.

Some Member States seem to prefer normal ad-
ministrative procedures and/or contacts with ISPs, 
or Computer Emergency response Teams (CErTs) 
in case of network disruption. Other Member States 
favour more traditional procedures (damage claims 
under civil law/administrative proceedings). Co-reg-
ulation or self-regulation is sometimes invoked as 
better alternatives to direct enforcement measures.

Best Practices

France and Belgium have used dedicated e-mail-
boxes in late 2002 to receive specific complaints 
about spam and the results are quite interesting. 
reports on these initiatives are available to the pub-

lic123. It is expected that France will run an e-mailbox 
on a permanent basis under the new rules transpos-
ing the Directive on Privacy and Electronic Com-
munications. The Federal Trade Commission (FTC) 
in the USA operates a similar mailbox and uses the 
input for prosecution on the basis of existing laws 
on unfair and deceptive trade practices124.

Among the advantages of e-mailboxes is the fact 
that they appear to encourage consumers to report 
infringements and hence make enforcement of 
adopted legislation more effective. In addition, they 
can provide essential statistics about the size and 
the nature of the problems encountered in a given 
country or region giving a clear overview which, 
in turn, gives authorities a valuable tool for setting 
enforcement priorities or, indeed, adapting them. 
Moreover, preventive actions can be built on the 
basis of the knowledge acquired. As an illustration, 
the CNIL, i.e., the French DPA, has used information 
gathered during their ‘boîte à spams’ operation to 
build preventive information packages targeted at 
users and at marketeers.

The usefulness of an e-mailbox to monitor and 
measure the scale and scope of spam understand-
ably depends on the ability to investigate the com-
plaints made in a useful and rapid manner.

While there is generally an interest in learning from 
other Member States’ experience with e-mailboxes, 
only some Member States appear to plan or consid-
er the possibility to use a dedicated e-mailbox. The 
reasons indicated are generally: the existing possibil-
ity to complain by e-mail via, typically, the authority’s 
website; the need for additional dedicated staff and 
equipment; or the need to change existing legal 
procedures.

3.3.2.  Proposed actions

Member States and competent authorities should 
assess the effectiveness of their legal system to cope 
with user complaints and envisage adaptations if 
needed.

123 The report of 24 October 2002 adopted by the ‘Commis-
sion National Informatique et Libertés’ (CNIL), the French 
DPA is available at the following URL address: http://www.
cnil.fr/frame.htm?http://www.cnil.fr/thematic/internet/
spam/spam_sommaire.htm The July 2003 report by the 
‘Commission de Protection de la Vie Privée’, the Belgian 
DPA, can be accessed at the following URL address: http://
www.privacy.fgov.be/publications/spam_4-7-03_fr.pdf

124 See e.g. http://www.ftc.gov/bcp/conline/pubs/ online/
inbox.pdf Unwanted or deceptive messages can be sent to 
the following URL address: uce@ftc.gov
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Member States and competent authorities are in-
vited to set up dedicated e-mailboxes, supported by 
information campaigns.

These dedicated e-mailboxes would have to be 
designed in a way that enables simple search and 
analysis for reasons of better understanding of the 
problem and to set enforcement priorities.

The Commission services will facilitate the sharing of 
information on e-mailbox experiences.

3.4. Cross-border complaints and co-operation 
on enforcement inside the EU

3.4.1.  Discussion

Dealing with cross-border complaints effectively 
is part of protecting consumers successfully in this 
area. It will be very important to ensure that the 
national complaints mechanisms, whatever their 
modalities, can be linked to ensure that complaints 
from users in one Member State regarding mes-
sages originating in another Member State will also 
be dealt with effectively (see 3.5, below for co-oper-
ation with third countries).

At present not all Member States have a formal pro-
cedure to deal with cross-border complaints. Cur-
rent solutions include contacts with the relevant 
authority in another Member State and the possible 
transfer of the complaint to the relevant authority 
where the message(s) originate.

Work is being done by DPAs at the European level 
(including EEA and candidate countries) to ex-
change information on cross border complaints, 
by the ‘Complaints handling workshop’, a group 
created within the framework of the European Con-
ference of Data Protection Commissioners. The op-
portunity exists to use it for cross-border complaints 
related to spam including work on the determina-
tion of the law applicable to given cases. At the 
same time, not all DPAs enforce the provisions on 
unsolicited communications.

In the area of consumer protection, the Commission 
has recently proposed a regulation on consumer 
protection co-operation establishing a network of 
consumer protection public authorities to deal with 
cross-border problems125. It puts in place mutual as-
sistance procedures and provides for in-depth op-
erational co-operation between national authorities. 
Spam that is misleading or deceptive or breaches 

125 COM(2003) 443 final.

other consumer protection rules would be covered 
by the regime proposed, but not all spam banned 
by the Directive on Privacy and Electronic Commu-
nications. The regulation is currently under discus-
sion in Council and Parliament.

3.4.2.  Proposed actions

Member States and competent authorities are in-
vited to assess the effectiveness of their existing pro-
cedures for handling cross-border complaints (e.g. 
mutual assistance agreements).

Co-ordination among competent national authori-
ties is encouraged. This includes co-ordination and 
exchanges of information among authorities en-
forcing the new provisions, and among those and 
other authorities in charge of specific forms of spam 
(e.g., fraudulent spam or ‘scams’, pornographic 
spam, messages on illegally distributed health-relat-
ed products).

As regards fraudulent and deceptive spam, the 
Council and the Parliament are urged to agree on 
the proposed regulation on consumer protection 
co-operation as quickly as possible to ensure that EU 
consumer protection authorities are fully equipped 
to deal with misleading and deceptive spam. They 
are also invited to consider the possible extension 
of the scope of this regulation to the Directive on 
Privacy and Electronic Communications.

Member States are invited to investigate ways of 
removing existing barriers to information exchange 
and co-operation and the possibility of requesting 
action from their counterparts in other Member 
States. In practical terms it could be useful to have 
a liaison mechanism (see the DPAs’ initiative men-
tioned above) by which national regulators could 
cooperate in pursuit of cross-border enforcement. 
The establishment of a network to support the co-
operation could take advantage of existing Com-
mission programmes such as IDA126.

The Commission intends to facilitate and promote 
such co-ordination efforts among competent na-
tional authorities, in particular through the newly 
created informal online group on unsolicited com-
mercial communications. The Commission services 
have started to investigate, together with Member 
States and national authorities involved with en-
forcement, what concrete action is needed to im-
prove the handling of cross-border complaints. 

126 Information about the IDA programme is available via the 
following URL address: http://europa.eu.int/comm/enter-
prise/ida/index.htm



260

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

 SPAM

Discussions with national authorities will continue 
throughout 2004.

3.5. Co-operation with third countries

3.5.1.  Discussion

The new rules apply to the processing of personal 
data in connection with the provision of publicly 
available electronic communications services in 
public communications networks in the European 
Union (and the EEA). As a consequence, Article 13 
of Directive 2002/58/EC establishing the opt-in rule 
is applicable to all unsolicited commercial commu-
nications received on and sent from networks in the 
EU (and EEA). This implies that such messages origi-
nating in third countries must also comply with EU 
rules, as must messages originating in the EU and 
sent to addressees in third countries.

The actual enforcement of the rule with regard to 
messages originating in third countries will clearly 
be more complicated than for messages from inside 
the EU. Still it is important since much spam comes 
from outside the EU.

While a mix of various instruments will be needed, 
including prevention, filtering techniques, self-reg-
ulation, contracts, international co-operation, the 
present section focuses particularly on international 
co-operation. The first objective of international co-
operation is to promote the adoption of effective 
legislation in third countries. The second objective is 
to cooperate with third countries to ensure effective 
enforcement of the applicable rules.

There is not much experience on enforcement of 
existing opt-in or opt-out rules for communications 
originating outside the EU. Besides the fact that 
spam is a relatively new phenomenon, obstacles 
often singled out include the difficulty of identifying 
the senders of such spam or the amount of effort 
required to do so; the lack of (appropriate) inter-
national co-operation mechanisms; and the lack 
of jurisdiction of some authorities on international 
matters.

As regards fraudulent and deceptive spam, the 
Commission’s proposal for a regulation on con-
sumer protection co-operation also provides for 
co-operation with third countries on enforcement. 
The Organisation for Economic Co-operation and 
Development (OECD) adopted in 2003 a recom-
mendation designed to protect consumers from 
fraudulent and deceptive commercial practices 

across borders127.

3.5.2.  Proposed actions

At the multilateral level, some Member States al-
ready participate actively in forums such as the 
OECD, where work on spam has started. Active par-
ticipation in this work is encouraged in particular as 
regards the elaboration of solutions at the interna-
tional level.

The Commission will host an OECD workshop on 
spam in February 2004 which is intended to pro-
duce a better understanding of the problem creat-
ed by spam and contribute to solutions at the inter-
national level. Concrete follow-up actions at OECD 
level will build on the results of the workshop. The 
Commission services are discussing these follow-
up actions with Member States, including OECD 
work to promote effective legislation internationally, 
awareness, technical solutions, self-regulation, and 
international co-operation on enforcement.

At the UN level, the Declaration of the World Sum-
mit on the Information Society (Geneva, 10-12 De-
cember 2003) and the associated Action Plan stress 
that spam should be dealt with at appropriate na-
tional and international levels. The Commission will 
investigate how best to follow-up the results of the 
2003 World Summit in the EU, taking account of the 
Tunis Summit to be held in 2005.

Member States and competent authorities are also 
invited to reinforce, or engage in bilateral co-opera-
tion with third countries. This includes not only the 
promotion of effective legislation but also co-oper-
ation on enforcement, including police and judicial 
co-operation where appropriate.

Co-operation is also encouraged between authori-
ties and the private sector, in particular ISPs and ESPs 
in order to trace back spammers, subject to appro-
priate legal safeguards.

The Commission services will continue to be active 
in international fora, including the OECD and the 
workshop that the Commission will host in Brussels 
in February 2004. It will also continue to hold bilat-
eral meetings and discussions with third countries, 
inter alia to encourage third countries to take effec-
tive action against spam, and in particular the most 
offensive forms of spam, and to promote co-opera-
tion on enforcement

127 OECD Guidelines for Protecting Consumers from Fraudu-
lent and Deceptive Commercial Practices Across Borders, 
OECD, 2003.
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The Commission services have started to investi-
gate, together with Member States and national 
authorities involved with enforcement, how best 
to ensure international co-operation, in particular 
to ensure the handling of complaints concerning 
spam originating in third countries. This work with 
national authorities will continue throughout 2004.

3.6. Monitoring

3.6.1. Discussion

In order to evaluate how the opt-in system works in 
practice and to address specific problems with suit-
able measures, Member States will need objective 
and up to date information on trends in spam, user 
complaints and difficulties encountered by service 
providers. Sources and type of information would 
include: trends in the nature of spam, origin and vol-
ume of unsolicited commercial e-mail as detected 
by filtering software providers, service providers and 
national (regulatory) initiatives; and statistics result-
ing from the use of a complaints e-mailbox where 
applicable.

The OECD has started in 2003 to work on the meas-
urement of unsolicited electronic messages at inter-
national level and will pursue its work in 2004.

Article 18 of the Directive on Privacy and Electronic 
Communications provides for a report in 2006 on 
the application of the Directive and its impact on 
economic operators and consumers, with specific 
emphasis on unsolicited communications. In draw-
ing up this report, the Commission will need to seek 
information from Member States, including relevant 
statistics.

3.6.2.  Proposed actions

Member States should ensure that they have the 
information and statistics needed to target their 
enforcement efforts, in co-operation with industry 
where appropriate and taking into account the on-
going OECD work on the measurement of unsolic-
ited electronic messages.

The Commission will use the newly created informal 
online group on unsolicited commercial communi-
cations to facilitate and co-ordinate exchanges of in-
formation and best practices on trends and statistics 
on spam.

4. TECHNICaL aND SELF-REGULaTORY 
aCTIONS FOR INDUSTRY

This section on self-regulatory and technical issues 
covers proposed actions for market players in par-
ticular, in areas like: contractual arrangements, codes 
of conduct, acceptable marketing practices, labels, 
alternative dispute resolutions mechanisms. It also 
covers some technical solutions, e.g., filtering, secu-
rity of servers.

4.1. Effective application of the opt-in regime

4.1.1.  Discussion

Combating spam is a matter for all interested par-
ties. Industry can play a specific role since it can by 
turning the opt-in regime into a day-to-day busi-
ness practice. Day-to-day practice includes not only 
terms and conditions for end-users, but also deal-
ings with business partners.

In many cases, better co-ordination through indus-
try associations, and involvement of sector-specific 
self-regulatory bodies and consumer/user associa-
tions is needed, including the involvement of data 
protection authorities or other competent national 
authorities..

Best practice

As an illustration, in the Netherlands, starting in 
2002, the Electronic Commerce Platform has hosted 
a platform called ‘Basic Principles for Commercial 
e-Mail’ that groups different branches of the indus-
try (Direct Marketing and ISPs) as well as the Dutch 
Consumers’ Association. The intention is to develop 
practical implementation of the opt-in principle. 
This practical implementation will be tested with 
the data protection authority128.

Contracts can help in the fight against spam, subject 
to safeguards with respect to individual rights. Many 
internet service providers (ISPs) and e-mail service 
providers (ESPs) already include obligations in con-
tracts with their customers prohibiting the use of 
their services for sending spam. Such ISPs and ESPs 
already prohibit the sending of unsolicited e-mail, or 
bulk e-mail, from their e-mail accounts129.

128 see http://www.ecp.nl/ projecten.php
129 Such clauses are sometimes based on the need to take all 

measures to prevent inappropriate usage of their services. 
Other refer to existing codes of conduct regarding bulk 
e-mails or, indeed, to self-regulatory principles (e.g. ‘neti-
quette’).
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The concepts as used in previous contracts be-
tween ISPs and their customers are likely to be dif-
ferent from those used in the new Directive and 
subsequent national transposition law.

In terms of customer service, there is also a need for 
a more pro-active filtering policy by providing infor-
mation on anti-spam filters, and by providing filter-
ing services or facilities to subscribers as an option.

The same is valid whenever ISPs or mobile opera-
tors enter into contracts with third parties and in 
particular with direct marketeers. This concerns, for 
instance, not just direct relationships with compa-
nies offering ‘value added’ services. It also includes 
operators with whom a given service provider has 
interconnection agreements, as is the case in mo-
bile services.

The new opt-in regime has also implications on sev-
eral direct marketing activities, such as:

• the methods for collecting e-mail addresses 
and other electronic contacts details to the 
new regime (As noted above, the harvest-
ing of e-mail addresses is incompatible with 
Community law);

• the adaptation of existing lists;

• the prohibitions on using data without con-
sent and on selling non-compliant lists.

4.1.2.  Proposed actions

Industry involvement and self-regulation or, indeed, 
co-regulation, should be promoted, in particular in 
areas where legislation and enforcement by public 
authorities alone may not be sufficient. All interested 
parties should play their part in this area, including 
consumer associations and/or users’ associations.

Service providers’ contractual practices 
towards subscribers and business partners

Firstly, industry will have in particular to assess the 
extent to which their existing contracts are compat-
ible with the new rules and, if not, adapt them ac-
cordingly.

This concerns adaptation of terms and conditions 
of subscriber contracts. This is applicable not only to 
ISPs and ESPs but also to providers of mobile servic-
es. As a complementary measure, provision of infor-
mation on filters and on filtering software or services 
could be provided as optional customer service (on 
filtering, see also section 4.3, below). Clauses in con-

tracts with business partners (e.g., mobile intercon-
nection, value-added services) should also reflect 
opt-in compliant marketing practices and provide 
for adequate penalties in case of breach.

Direct marketeers’ own practices

Secondly, adaptation of direct marketeers’ practices 
to the opt-in regime may be necessary. Direct mar-
keteers could in particular agree on specific, legally 
compliant methods to collect personal data (e.g., 
‘double’ or ‘confirmed’ opt-in systems).

Codes of conduct

Thirdly, various initiatives have already been an-
nounced by industry associations such as the ad-
aptation or adoption of codes of conduct and the 
dissemination of good marketing practices130. Eu-
rope-wide online codes of conduct for direct mar-
keting will be supported by the Commission. Codes 
of conduct and other self-regulatory initiatives, and 
contracts must conform to the opt-in rules. Involve-
ment of the competent regulatory authority could 
be helpful in this regard. It should be recalled in that 
context that the Article 29 Data Protection Working 
Party can approve EU-wide codes of conduct (see 
Article 30 of the ‘general’ Data Protection Directive 
95/46/EC).

As is often the case, effective application of self-reg-
ulatory solutions will depend on the structure put in 
place to oversee respect for the agreed rules, includ-
ing effective sanctions.

Labels

Fourthly, in order to promote greater awareness 
among users, tools such as labels (e.g. also known 
as ‘trustmarks’ or ‘webseals’) could be used, in par-
ticular where trusted third parties supervise and cer-
tify the compliance of market players with codes of 
conduct .

visible labels can assist users in identifying ISPs, ESPs 
and other industry players that adhere to EU rules 
and/or recognised codes of conduct implementing 
EU rules. They could also help in making filtering sys-
tems more efficient.

Labelling of opt-in compliant users’ databases could 
also be envisaged, as well as labelling of opt-in 

130 The European Federation of Direct Marketing (FEDMA) has 
announced a specific online code of conduct for direct 
marketeers.
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compliant e-mails (e.g. use of the label ‘ADv’ in the 
subject line of an email to indicate that it contains 
advertising).

Labels could also enable recipients to clearly identify 
such commercial communications in accordance 
with the Directive on electronic commerce (see Ar-
ticle 6 (a) of Directive 2000/31/EC; see also section 
2, above)

4.2. Alternative dispute resolution (ADr) mecha-
nisms

4.2.1.  Discussion

For privacy infringements like sending unsolicited 
e-mail, an out-of-court redress mechanism may be 
useful in achieving a higher level of compliance with 
the new rules. various initiatives have been launched 
at national and EU level for alternative dispute reso-
lution (ADr) mechanisms to deal with disputes in re-
lation to online transactions and communications. 
The Commission has adopted recommendations 
on ADr in 1998 and 2001, thereby setting out princi-
ples to be applied to such systems. Several initiatives 
are underway regarding consumer protection-re-
lated ADr systems (e.g. EEJ-NET)131. Article 17 of the 
Directive on electronic commerce also encourages 
the development of such mechanisms.

Out-of court redress mechanisms exist in some 
countries, sometimes established by legislation, 
though they vary in many respects, such as origin 
(branch-specific e.g., direct marketing, e-mail mar-
keting), ‘jurisdiction’, powers and sanctions (e.g., 
damage claims), involvement of specific authorities 
(e.g., DPAs, advertising standards bodies) etc.

For those mechanisms to be sufficiently effective, 
certain conditions need to be met, such as, how 
they are organised and promoted, and how is 
compliance with rulings ensured. Setting them up 
would also require co-operation between authori-
ties and industry.

4.2.2.  Proposed actions

The creation and use of effective self-regulatory 
complaints mechanisms and alternative dispute res-
olution mechanisms (ADr) is encouraged, building 
on existing initiatives whenever possible (e.g. EEJ-
NET). They could be particularly useful with respect 
to cases where international co-operation would be 

131 More information is available at: http://europa.eu.int/
comm/consumers/ redress/out_of_court/index_en.htm

more difficult to achieve.

4.3. Technical issues

4.3.1.  Discussion

Different solutions are used to counter spam on the 
technical front. The Internet community (e.g., rIPE, 
IETF) has also been taking the problem of spam 
seriously132. Longer-term initiatives, such as new 
technical standards for e-mail, are not covered in 
the present document. ISPs and ESPs often block 
incoming mail from servers that are used for send-
ing spam (black listing) until the source of the spam 
is identified and prevented from using the server. In 
addition, filtering software can be employed by in-
dividual users within their own terminal equipment 
or by electronic communications service providers 
within their servers.

However not all filtering practices and techniques 
offer the same level of user control. Nor do they of-
fer the same guarantees for data protection and pri-
vacy, such as respect for the confidentiality of com-
munications. They may also not yet be adapted to 
the new opt-in regime applicable in EU countries for 
marketing communications (prior consent-based, 
marketing related, bulk and non-bulk). Also, more 
differentiation between legitimate marketing (e.g. 
opt-in compliant) and unsolicited commercial com-
munications may allow the development of more 
effective filtering software.

While the new legal provisions on unsolicited com-
mercial e-mail provide additional safeguards for the 
user and greater security for service providers to un-
dertake action on request against ‘spammers’, filter-
ing may occasionally block legitimate e-mail (‘false 
positive’) or allow spam to get through (‘false nega-
tives’). In some cases, this can create a risk that either 
a sender or an intended addressee undertakes legal 
action against an ISP/ESP. Some ISPs/ESPs therefore 
offer filtering as an optional service to their users and 
require permission for activating it.

Although it is beyond the scope of this Communica-
tion to address them, other issues, such as filtering 

132 For instance, the RIPE (Réseaux IP Européens) Anti-spam 
Working Group has been active since 1998 (see: The docu-
ment “Good Practice for combating Unsolicited Bulk Email” 
can be found on the RIPE website (see: http:// www.ripe.
net). More recently, the IRTF (Internet Research Task Force) 
has set up an Anti-Spam Research Group (see: http://
www.irtf.org/charters/ asrg.html). This group may develop 
certain technologies that could serve as a starting point for 
standardisation efforts within the IETF (Internet Engineer-
ing Task Force).
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versus freedom of expression and filtering versus 
the contractual obligation of ISPs/ESPs to transmit 
email messages to their clients’ customers, are also 
presented by the use of filtering techniques to com-
bat spam.

As regards filtering in mobile services, the different 
business model environment for mobile services 
compared to fixed internet services may justify dif-
ferent solutions. In particular, the former model 
would normally include per-message delivery 
charges, which make spam more costly. However, 
some new services entail charging based on retriev-
al, and this means that spam increases the costs for 
the recipient. In addition, e-mail can now be deliv-
ered to mobile terminals. Filters and viewing facili-
ties could then be provided to subscribers to man-
age mobile spam.

Attention is also needed on open relays. In short, 
open relays are SMTP servers that can be used for 
relaying messages that are sent by users other than 
local users of the server. In the past, most relays were 
open. However, when relays are open, they can be 
used by spammers to send unsolicited communi-
cations quite easily. Simple preventive measures 
would reduce the possibilities for such abuse. The 
same is true for open proxies, which are servers that 
run software allowing direct interaction with the In-
ternet.

4.3.2.  Proposed actions

Member States and competent authorities are in-
vited to clarify the legal conditions in their country 
under which different types of filtering software can 
operate, including privacy requirements.

Filtering software providers must ensure that their 
filtering systems are compatible with the opt-in re-
gime and other requirements of EU law, including 
requirements linked to the confidentiality of com-
munications.

Users should be given the opportunity to manage 
the way in which incoming spam is handled, ac-
cording to individual needs. Filtering software pro-
viders need to take into account the consequences 
for users of ‘false positives’, ‘false negatives’, certain 
forms of content-based filtering, and the possible 
associated liability issues.

Filtering companies should cooperate with inter-
ested parties to develop techniques recognising 
marketing e-mails corresponding to accepted mar-
keting practices under Community law, including 

webseals, labels, etc.

Providers of e-mail services (and of mobile services 
where appropriate) should offer filtering facilities or 
services to their customers as an option available on 
request, as well as information on third party filtering 
services and products available to end-users.

Owners of mail servers should make sure that their 
servers are properly secured so that those servers are 
not in ‘open relay’ mode (if this is not justified). The 
same applies to open proxies.

5. awaRENESS aCTIONS

This section on awareness issues covers proposed 
actions in areas like prevention, consumer aware-
ness, reporting.

5.1. Discussion

EU Member States should have transposed the new 
opt-in regime for unsolicited e-mail into national 
law by 31 October 2003 at the latest. While this new 
approach has had a fair amount of publicity in the 
press, some uncertainty may remain among market 
players and citizens about what the ‘opt-in’ actually 
means in practice133.

This new approach is based on user empowerment 
to consent or not to receiving commercial com-
munications. To enable this however, they must be 
aware of the basic rules applicable to unsolicited 
communications and where to report problems.

Best practice

The UK Information Commissioner (the UK data 
protection authority) has published, a few weeks 
before the entry into force of the new regulations 
implementing the Directive, a guidance document 
explaining the new UK rules, with a specific part on 
marketing by electronic means. The Information 
Commission has also announced that complaints 
forms would be available online and from their of-
fices when the rules come into force, setting out the 
information likely to be needed134.

133 Background information on the rules applicable to 
unsolicited communications under Directive 2002/58/EC 
is available at the following URL address: http://europa.
eu.int/information_society/ topics/ecomm/all_about/
todays_framework/privacy_protection/index_en.htm

134 See: http://www.dti.gov.uk/industries/ ecom-
munications/directive_on_privacy_electronic_
communications_200258ec.html
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Also users must understand the risks of sharing their 
personal data over the Internet (e.g. leaving them 
when visiting websites, Usenet) and should adapt 
their behaviour accordingly.

Finally, they need to know what filtering software is 
on the market and what service and software pro-
viders (e.g. ISPs, ESPs) can do for them.

Best practice

The ‘Commission National Informatique et Libertés’ 
(‘CNIL’), i.e., the French Data Protection Authority 
has posted a substantial information package on 
its website relating to various aspects of spam: the 
results of its e-mailbox experience and the cases re-
ferred to judicial authorities (see below), basic guid-
ance on how to prevent spam, information on how 
to report spam, references of users’ associations ac-
tive in this area, etc.

While awareness-raising activities concerning the 
new opt-in regime have been undertaken, or are en-
visaged, in most Member States, they differ widely in 
terms of timing, the nature of information provided, 
the target audience and the parties involved. Some 
Member States however wait until their laws are in 
place. Public consultation on the implementation of 
Directive 2002/58/EC has contributed to a certain 
degree of awareness whenever it has been organ-
ised.

various authorities can be responsible for these 
activities depending on their respective powers in 
a given Member State (e.g. DPAs, NrAs, CPAs, om-
budsmen). Co-ordination among the various com-
petent authorities does not (yet) exist in all Member 
States. Ministries appear to be involved in some 
Member States. Industry associations are often in-
volved. Sometimes consumer or user associations 
are also taking part in these activities.

Some parts of the industry as well have undertaken 
awareness raising activities at national, EU or global 
level, although here again, these activities can differ 
widely. These include:

• practical guides to direct marketeers, or cam-
paigns directed at the communications sec-
tor in particular;

• general guidance to customers on codes of 
conduct, complaint mechanisms and filter-
ing;

• platform/working groups to develop best 
practices for commercial communications.

5.2.  Proposed actions

In order to achieve a high level of understanding 
about the new do’s and don’ts with regard to com-
mercial e-mail, broad and sustained action is need-
ed in the short term in all Member States on both 
prevention and enforcement. Practical information 
on prevention, acceptable marketing practices, and 
on technical and legal solutions available to users 
should be provided.

All parties are invited to play their role in awareness 
raising activities, from Member States and compe-
tent authorities, through businesses, to consumers/
user associations. Member States and competent 
authorities not yet doing so are invited to launch or 
support campaigns in early 2004.

In particular as regards the nature of information 
provided, activities targeted at businesses and/or 
consumers should include:

• Ensuring a basic but widespread understand-
ing of the new rules and on their rights under 
these rules;

• practical information on acceptable market-
ing practices under the opt-in regime includ-
ing clarification of legitimate collection of 
personal data;

• practical information for consumers to know 
how to avoid spam (e.g. use of personal data, 
etc.);

• practical information for consumers on prod-
ucts and services available to avoid spam (e.g. 
filtering, security)

• information on practical steps when con-
fronted with spam, including on complaints 
mechanisms and ADr systems where avail-
able.

These actions should reach the following target 
groups:

a. companies involved in or making use of direct 
marketing,

b. consumers who subscribe to e-mail services, 
including SMS services and

c. providers of e-mail services, including providers 
of mobile services.

Awareness activities should be carried out through 
different channels (not only web-based), with a view 
to effectively reaching the various audiences tar-
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geted. In this regard, involvement of industry and 
consumer associations is important. Co-ordination 
between the possible various initiatives should be 
ensured.

Actions listed above should also refer to effective 
industry codes of conduct, complaints mechanisms, 
labels (e.g. ‘trustmarks’) and certification schemes 
where available.

The Commission services already provides informa-
tion on the basics of opt-in on the EUrOPA web-
site135. It will also provide references via hyperlinks to 
national implementation aspects, as well as on basic 
figures and trends on spam where available. The 
Commission services will also use the Euro Info Cen-
tres to disseminate information on the new rules.

CONCLUSION

Spam is one of the most significant challenges fac-
ing the Internet today. Addressing spam however 
requires action on various fronts, involving not only 
effective enforcement and international co-opera-
tion, but also self-regulatory and technical solutions 
by industry, and consumer awareness. The series of 
actions identified in the present Communication 
has been summarised in the table below.

While the Commission will support these efforts as 
much as possible, it will primarily be for EU Mem-
ber States and competent authorities, industry, and 
consumers and users of the Internet and electronic 
communications services to play their role, both at 
the national and international level.

Integrated and parallel implementation of the series 
of actions identified in this Communication, which 
have the broad support of interested parties, can 
contribute to greatly reducing the amount of spam 
that is currently compromising the benefits of e-
mail and other electronic communications for our 
societies and our economies.

The Commission will monitor the implementation 
of these actions during 2004, including via the in-
formal group on unsolicited communications. It will 
assess by the end of 2004 at the latest whether ad-
ditional or corrective action is needed.

135 http://europa.eu.int/information_society/topics/ecomm/
highlights/current_spotlights/spam/index_en.htm

TabLE OF aCTIONS IDENTIFIED IN THE 
COmmUNICaTION

The table below summarises the actions identified 
in the Communication. For the purpose of this ta-
ble, Commission/Commission services actions have 
been listed separately. As indicated above, actions 
are related to each other in several ways and should 
be implemented as much as possible in parallel and 
in an integrated fashion.

I - Effective implementation and enforcement 
by Member States and competent authorities

As a prerequisite, Member States should transpose 
the Directive on Privacy and Electronic Communi-
cations, in particular the provisions on unsolicited 
communications, without any further delay.

Member States and competent authorities should 
assess the effectiveness of their enforcement 
mechanisms in terms of remedies and penalties, 
complaint mechanisms, intra-EU co-operation and 
co-operation with third countries and monitoring. 
Member States should also develop national strat-
egies to ensure co-operation between DPAs, CPAs 
and NrAs, and to avoid overlap and duplication be-
tween the authorities.

Member States and competent authorities should 
in particular:

(a) Effective remedies and penalties

• create adequate possibilities for victims 
to claim damages and provide for real 
sanctions, including financial and criminal 
penalties where appropriate;

• in Member States with no administrative 
remedies, consider the creation of such 
administrative remedies to enforce the 
new rules;

• equip competent authorities with the 
required investigation and enforcement 
powers;

(b) Complaints mechanisms

• establish adequate complaint mecha-
nisms, including dedicated e-mailboxes 
for users to complain;

• co-ordinate the action of the various 
competent national authorities involved;

(c) Cross-border complaints and co-operation on 
enforcement inside the EU
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• use existing, or if needed create, a liaison 
mechanism by which national authorities 
can cooperate in pursuit of cross-border 
enforcement (information exchange, mu-
tual assistance) inside the EU. In this con-
text, regarding fraudulent and deceptive 
spam in particular, the Council and the 
Parliament are urged to agree as quickly 
as possible on the proposed regulation 
on consumer protection co-operation 
and investigate how far the Directive on 
Privacy and Electronic Communications 
should be added to the scope of the 
regulation;

(d) Co-operation with third countries

• actively participate in multilateral forums 
(e.g. OECD) to elaborate solutions at the 
international level;

• reinforce, or engage in bilateral co-opera-
tion with third countries,

• investigate with the Commission what 
specific initiative it could take to facilitate 
international co-operation;

• cooperate with the private sector to trace 
back spammers subject to the appropri-
ate legal safeguards.

(e) Monitoring

• ensure that they have the information 
and statistics needed to target their en-
forcement efforts, in co-operation with 
industry where appropriate and taking 
into account the ongoing OECD work on 
measurement.

II - Self-regulatory and technical actions by 
industry

Market players (e.g. ISPs, ESPs, mobile operators, soft-
ware companies, direct marketeers) should seek to 
turn the opt-in regime into a day-to day practice, in 
co-operation with consumer/user associations and 
competent authorities whenever appropriate, and 
in particular:

(a) Self-regulatory actions

• assess, and if needed adapt, service pro-
viders’ (ISPs, ESPs, mobile operators) con-
tractual practices towards subscribers 
and towards business partners; provide 
information on filtering and possibly pro-
vide filtering software or services as op-
tional customer service

• adapt direct marketing practices to the 
opt-in regime, and possibly agree spe-
cific, legally compliant methods to collect 
personal data (e.g., ‘double’ or ‘confirmed’ 
opt-in systems)

• develop and disseminate effective codes 
of practices (e.g. the FEDMA initiative) 
which are opt-in compliant, in co-oper-
ation with the Article 29 Data Protection 
Working Party or competent national au-
thorities where appropriate

• consider the use of labels for opt-in com-
pliant e-mails and databases to help users 
(and filters) recognise them, in line with 
the Directive on Electronic Commerce

• use, or create if needed, effective self-reg-
ulatory complaints mechanisms and al-
ternative dispute resolution mechanisms 
(ADr) building on existing initiatives 
whenever possible (e.g. EEJ-NET).

(b) Technical actions

• (Filtering software providers) must ensure 
that their filtering systems are compatible 
with the opt-in regime and other require-
ments of EU law, including requirements 
linked to the confidentiality of communi-
cations; Member States and competent 
authorities are invited to clarify the legal 
conditions in their country under which 
different types of filtering software can 
operate, including privacy requirements

• (Filtering software providers) need to take 
into account the consequences for users 
of ‘false positives’, ‘false negatives’, certain 
forms of content-based filtering, and the 
possible associated liability issues. Users 
should be given the opportunity to man-
age the way in which incoming spam is 
handled, according to individual needs

• (Filtering software providers) should 
cooperate with interested parties to de-
velop techniques recognising legitimate 
marketing e-mails legitimate (i.e. corre-
sponding to accepted marketing prac-
tices under Community law) e.g. labels

• (Providers of e-mail services, and of mo-
bile services where appropriate) should 
offer filtering facilities or services to their 
customers as an option available on re-
quest, as well as information on third par-
ty filtering services and products available 
to end-users
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• (Owners of mail servers) should make sure 
that their servers are properly secured so 
that those servers are not in ‘open relay’ 
mode (if this is not justified). The same ap-
plies to open proxies.

III - Awareness actions by Member States, 
industry and consumer/user associations

Member States and competent authorities not yet 
doing so are invited to launch or support campaigns 
in early 2004.

All parties, from Member States and competent au-
thorities, through businesses industry, to consumer 
and/or user associations should be active in practi-
cal information campaigns on prevention, accept-
able marketing practices, and on technical and legal 
solutions available to users, and in particular:

• target actions at a) companies involved in or 
making use of direct marketing, b) consum-
ers who subscribe to e-mail services, includ-
ing SMS services and c) providers of e-mail 
services, including providers of mobile serv-
ices.

• provide businesses and/or consumers with:

• a basic but widespread understanding of the 
new rules and on their rights under these 
rules;

• practical information on acceptable market-
ing practices under the opt-in regime includ-
ing clarification of legitimate collection of 
personal data;

• practical information for consumers to know 
how to avoid spam (e.g. use of personal data, 
etc.);

• practical information for consumers on prod-
ucts and services available to avoid spam 
(e.g.filtering, security);

• Information on practical steps when con-
fronted with spam, including on complaints 
mechanisms and ADr systems where avail-
able.

• refer to effective industry codes of conduct, 
complaints mechanisms, labels (e.g. ‘trust-
marks’) and certification schemes where 
available.

• carry out these awareness activities through 
different, online and offline, channels, with a 
view to effectively reaching the various audi-
ences targeted.

In this regard, involvement of industry and consum-
er associations is important. Co-ordination between 
the possible various initiatives should be ensured.

IV - Actions by the Commission /Commission 
services

The Commission will monitor the implementation 
of the actions summarise above during 2004, in-
cluding via the informal group on unsolicited com-
munications, and will assess by the end of 2004 at 
the latest whether additional or corrective action is 
needed.

As a general rule, the Commission will continue to 
closely monitor the implementation of the Direc-
tive. It will in particular look to confirm that national 
transposition measures provide for real sanctions in 
the event of a breach of the relevant requirements, 
including where appropriate financial or criminal 
sanctions. (The Commission has launched infringe-
ment proceedings in November 2003 against a 
number of Member States, which have failed to no-
tify their national transposition measures.) The Com-
mission services are willing to assist Member States 
if needed;

The Commission services have created an informal 
online group on unsolicited commercial communi-
cations, with the support of Member States and data 
protection authorities. The group will facilitate work 
on effective enforcement (e.g. complaints, rem-
edies, penalties, international co-operation) and on 
the other actions identified in this Communication;

The Commission services will ask the Article 29 Data 
Protection Working Party to adopt an opinion on 
some concepts used in the Directive on Privacy and 
Electronic Communications as quickly as possible, in 
order to contribute to a uniform application of na-
tional measures taken under the Directive;

The Commission services have started to investi-
gate, together with Member States and national 
authorities involved with enforcement, how best to 
ensure cross-border enforcement inside the EU and 
with third countries This work with national authori-
ties will continue throughout 2004;

The Commission will support Europe-wide online 
codes of conduct for direct marketing, and if appro-
priate their approval the Article 29 Data Protection 
Working Party;

The Commission will host an OECD workshop on 
spam in February 2004 and will discuss follow-up 
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actions with Member States, including OECD work 
to promote effective legislation internationally, 
awareness, technical solutions, self-regulation, and 
international co-operation on enforcement;

The Commission will also investigate how best to 
follow-up the results of the 2003 World Summit on 
the Information Society in the UE, taking account of 
the Tunis Summit to be held in 2005;

The Commission has published a call for proposals 
under the Safer Internet programme where projects 
could be proposed to deal with spam under various 
actions; the Commission is currently preparing a 
proposal for a follow-up programme, Safer Internet 
plus, which will propose funding of further meas-
ures to deal inter alia with spam;

The Commission services will continue to provide 
information on the basics of opt-in on the EUrOPA 
website. It will also provide references via hyperlinks 
to national implementation aspects, as well as on 
basic figures and trends on spam where available. 
The Commission services will also use the Euro Info 
Centres to disseminate information on the new 
rules. 

Council Framework 
Decision 2005/222/
JHA of 24 February 
2005 on attacks against 
information systems
THE COUNCIL OF THE EUrOPEAN UNION,

Having regard to the Treaty on European Union, and 
in particular Articles 29, 30(1)(a), 31(1)(e) and 34(2)
(b) thereof, 
 
Having regard to the proposal from the Commis-
sion, 
 
Having regard to the opinion of the European Parlia-
ment [1], cyber crime

Whereas:

(1) The objective of this Framework Decision is to 
improve cooperation between judicial and oth-
er competent authorities, including the police 
and other specialised law enforcement services 
of the Member States, through approximating 
rules on criminal law in the Member States in 
the area of attacks against information systems.

(2) There is evidence of attacks against information 
systems, in particular as a result of the threat 
from organised crime, and increasing concern 
at the potential of terrorist attacks against infor-
mation systems which form part of the critical 
infrastructure of the Member States. This con-
stitutes a threat to the achievement of a safer 
information society and an area of freedom, 
security and justice, and therefore requires a re-
sponse at the level of the European Union.

(3) An effective response to those threats requires 
a comprehensive approach to network and in-
formation security, as underlined in the eEurope 
Action Plan, in the Communication by the Com-
mission “Network and Information Security: Pro-
posal for a European Policy Approach” and in 
the Council resolution of 28 January 2002 on a 
common approach and specific actions in the 
area of network and information security [2].

(4) The need to further increase awareness of 
the problems related to information security 
and provide practical assistance has also been 
stressed in the European Parliament resolution 
of 5 September 2001.
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(5) Significant gaps and differences in Member 
States’ laws in this area may hamper the fight 
against organised crime and terrorism, and 
may complicate effective police and judicial 
cooperation in the area of attacks against infor-
mation systems. The transnational and border-
less character of modern information systems 
means that attacks against such systems are of-
ten trans-border in nature, thus underlining the 
urgent need for further action to approximate 
criminal laws in this area.

(6) The Action Plan of the Council and the Com-
mission on how to best implement the provi-
sions of the Treaty of Amsterdam on an area of 
freedom, security and justice [3], the Tampere 
European Council on 15 to 16 October 1999, 
the Santa Maria da Feira European Council on 
19 to 20 June 2000, the Commission in the 
“Scoreboard” and the European Parliament in 
its resolution of 19 May 2000 indicate or call 
for legislative action against high technology 
crime, including common definitions, incrimi-
nations and sanctions.

(7) It is necessary to complement the work per-
formed by international organisations, in 
particular the Council of Europe’s work on ap-
proximating criminal law and the G8’s work on 
transnational cooperation in the area of high 
tech crime, by providing a common approach 
in the European Union in this area. This call was 
further elaborated by the Communication from 
the Commission to the Council, the European 
Parliament, the Economic and Social Commit-
tee and the Committee of the regions on “Cre-
ating a Safer Information Society by Improving 
the Security of Information Infrastructures and 
Combating Computer-related Crime”.

(8) Criminal law in the area of attacks against in-
formation systems should be approximated 
in order to ensure the greatest possible police 
and judicial cooperation in the area of criminal 
offences related to attacks against information 
systems, and to contribute to the fight against 
organised crime and terrorism.

(9) All Member States have ratified the Council of 
Europe Convention of 28 January 1981 for the 
protection of individuals with regard to auto-
matic processing of personal data. The personal 
data processed in the context of the implemen-
tation of this Framework Decision should be 
protected in accordance with the principles of 
the said Convention.

(10) Common definitions in this area, particularly of 
information systems and computer data, are 

important to ensure a consistent approach in 
Member States in the application of this Frame-
work Decision.

(11) There is a need to achieve a common approach 
to the constituent elements of criminal offences 
by providing for common offences of illegal ac-
cess to an information system, illegal system in-
terference and illegal data interference.

(12) In the interest of combating computer-related 
crime, each Member State should ensure effec-
tive judicial cooperation in respect of offences 
based on the types of conduct referred to in 
Articles 2, 3, 4 and 5.

(13) There is a need to avoid over-criminalisation, 
particularly of minor cases, as well as a need to 
avoid criminalising right-holders and author-
ised persons.

(14) There is a need for Member States to provide 
for penalties for attacks against information sys-
tems. The penalties thus provided for shall be 
effective, proportionate and dissuasive.

(15) It is appropriate to provide for more severe pen-
alties when an attack against an information 
system is committed within the framework of 
a criminal organisation, as defined in the Joint 
Action 98/733 JHA of 21 December 1998 on 
making it a criminal offence to participate in a 
criminal organisation in the Member State of 
the European Union [4]. It is also appropriate to 
provide for more severe penalties where such 
an attack has caused serious damages or has af-
fected essential interests.

(16) Measures should also be foreseen for the pur-
poses of cooperation between Member States 
with a view to ensuring effective action against 
attacks against information systems. Member 
States should therefore make use of the existing 
network of operational contact points referred 
to in the Council recommendation of 25 June 
2001 on contact points maintaining a 24-hour 
service for combating high-tech crime [5], for 
the exchange of information.

(17) Since the objectives of this Framework Deci-
sion, ensuring that attacks against information 
systems be sanctioned in all Member States by 
effective, proportionate and dissuasive criminal 
penalties and improving and encouraging judi-
cial cooperation by removing potential compli-
cations, cannot be sufficiently achieved by the 
Member States, as rules have to be common 
and compatible, and can therefore be better 
achieved at the level of the Union, the Union 
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may adopt measures, in accordance with the 
principle of subsidiarity as set out in Article 5 of 
the EC Treaty. In accordance with the principle 
of proportionality, as set out in that Article, this 
Framework Decision does not go beyond what 
is necessary in order to achieve those objec-
tives.

(18) This Framework Decision respects the funda-
mental rights and observes the principles rec-
ognised by Article 6 of the Treaty on European 
Union and reflected in the Charter of Funda-
mental rights of the European Union, and no-
tably Chapters II and vI thereof,

HAS ADOPTED THIS FrAMEWOrK DECISION:

Article 1 
Definitions

For the purposes of this Framework Decision, the 
following definitions shall apply:

(a) “information system” means any device or 
group of inter-connected or related devices, 
one or more of which, pursuant to a program, 
performs automatic processing of computer 
data, as well as computer data stored, proc-
essed, retrieved or transmitted by them for the 
purposes of their operation, use, protection and 
maintenance;

(b) “computer data” means any representation of 
facts, information or concepts in a form suitable 
for processing in an information system, includ-
ing a program suitable for causing an informa-
tion system to perform a function;

(c) “legal person” means any entity having such sta-
tus under the applicable law, except for States 
or other public bodies in the exercise of State 
authority and for public international organisa-
tions;

(d) “without right” means access or interference 
not authorised by the owner, other right holder 
of the system or part of it, or not permitted un-
der the national legislation.

Article 2 
Illegal access to information systems

1. Each Member State shall take the necessary 
measures to ensure that the intentional access 
without right to the whole or any part of an 
information system is punishable as a criminal 
offence, at least for cases which are not minor.

2. Each Member State may decide that the con-

duct referred to in paragraph 1 is incriminated 
only where the offence is committed by infring-
ing a security measure.

Article 3 
Illegal system interference

Each Member State shall take the necessary meas-
ures to ensure that the intentional serious hindering 
or interruption of the functioning of an information 
system by inputting, transmitting, damaging, delet-
ing, deteriorating, altering, suppressing or rendering 
inaccessible computer data is punishable as a crimi-
nal offence when committed without right, at least 
for cases which are not minor.

Article 4 
Illegal data interference

Each Member State shall take the necessary meas-
ures to ensure that the intentional deletion, damag-
ing, deterioration, alteration, suppression or render-
ing inaccessible of computer data on an information 
system is punishable as a criminal offence when 
committed without right, at least for cases which 
are not minor.

Article 5 
Instigation, aiding and abetting and attempt

1. Each Member State shall ensure that the insti-
gation of aiding and abetting an offence re-
ferred to in Articles 2, 3 and 4 is punishable as a 
criminal offence.

2. Each Member State shall ensure that the at-
tempt to commit the offences referred to in 
Articles 2, 3 and 4 is punishable as a criminal 
offence.

3. Each Member State may decide not to apply 
paragraph 2 for the offences referred to in Ar-
ticle 2.

Article 6 
Penalties

1. Each Member State shall take the necessary 
measures to ensure that the offences referred 
to in Articles 2, 3, 4 and 5 are punishable by ef-
fective, proportional and dissuasive criminal 
penalties.

2. Each Member State shall take the necessary 
measures to ensure that the offences referred 
to in Articles 3 and 4 are punishable by criminal 
penalties of a maximum of at least between one 
and three years of imprisonment.
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Article 7 
Aggravating circumstances

1. Each Member State shall take the necessary 
measures to ensure that the offence referred to 
in Article 2(2) and the offence referred to in Arti-
cles 3 and 4 are punishable by criminal penalties 
of a maximum of at least between two and five 
years of imprisonment when committed within 
the framework of a criminal organisation as de-
fined in Joint Action 98/733/JHA apart from the 
penalty level referred to therein.

2. A Member State may also take the measures re-
ferred to in paragraph 1 when the offence has 
caused serious damages or has affected essen-
tial interests.

Article 8 
Liability of legal persons

1. Each Member State shall take the necessary 
measures to ensure that legal persons can be 
held liable for offences referred to in Articles 2, 
3, 4 and 5, committed for their benefit by any 
person, acting either individually or as part of an 
organ of the legal person, who has a leading po-
sition within the legal person, based on:

(a) a power of representation of the legal per-
son, or

(b) an authority to take decisions on behalf of 
the legal person, or

(c) an authority to exercise control within the 
legal person.

2. Apart from the cases provided for in paragraph 
1, Member States shall ensure that a legal per-
son can be held liable where the lack of supervi-
sion or control by a person referred to in para-
graph 1 has made possible the commission of 
the offences referred to in Articles 2, 3, 4 and 5 
for the benefit of that legal person by a person 
under its authority.

3. Liability of a legal person under paragraphs 1 
and 2 shall not exclude criminal proceedings 
against natural persons who are involved as 
perpetrators, instigators or accessories in the 
commission of the offences referred to in Arti-
cles 2, 3, 4 and 5.

Article 9 
Penalties for legal persons

1. Each Member State shall take the necessary 
measures to ensure that a legal person held li-
able pursuant to Article 8(1) is punishable by ef-

fective, proportionate and dissuasive penalties, 
which shall include criminal or non-criminal 
fines and may include other penalties, such as:

(a) exclusion from entitlement to public ben-
efits or aid;

(b) temporary or permanent disqualification 
from the practice of commercial activities;

(c) placing under judicial supervision; or

(d) a judicial winding-up order.

2. Each Member State shall take the necessary 
measures to ensure that a legal person held li-
able pursuant to Article 8(2) is punishable by ef-
fective, proportionate and dissuasive penalties 
or measures.

Article 10 
Jurisdiction

1. Each Member State shall establish its jurisdic-
tion with regard to the offences referred to in 
Articles 2, 3, 4 and 5 where the offence has been 
committed:

(a) in whole or in part within its territory; or

(b) by one of its nationals; or

(c) for the benefit of a legal person that has its 
head office in the territory of that Member 
State.

2. When establishing its jurisdiction in accord-
ance with paragraph (1)(a), each Member State 
shall ensure that the jurisdiction includes cases 
where:

(a) the offender commits the offence when 
physically present on its territory, whether 
or not the offence is against an information 
system on its territory; or

(b) the offence is against an information sys-
tem on its territory, whether or not the of-
fender commits the offence when physically 
present on its territory.

3. A Member State which, under its law, does not 
as yet extradite or surrender its own nationals 
shall take the necessary measures to establish 
its jurisdiction over and to prosecute, where ap-
propriate, the offences referred to in Articles 2, 3, 
4 and 5, when committed by one of its nationals 
outside its territory.

4. Where an offence falls within the jurisdiction of 
more than one Member State and when any 
of the States concerned can validly prosecute 
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on the basis of the same facts, the Member 
States concerned shall cooperate in order to 
decide which of them will prosecute the of-
fenders with the aim, if possible, of centralising 
proceedings in a single Member State. To this 
end, the Member States may have recourse to 
any body or mechanism established within the 
European Union in order to facilitate coopera-
tion between their judicial authorities and the 
coordination of their action. Sequential account 
may be taken of the following factors:

• the Member State shall be that in the ter-
ritory of which the offences have been 
committed according to paragraph 1(a) 
and paragraph 2,

• the Member State shall be that of which 
the perpetrator is a national,

• the Member State shall be that in which 
the perpetrator has been found.

5. A Member State may decide not to apply, or to 
apply only in specific cases or circumstances, 
the jurisdiction rules set out in paragraphs 1(b) 
and 1(c).

6. Member States shall inform the General Secre-
tariat of the Council and the Commission where 
they decide to apply paragraph 5, where appro-
priate with an indication of the specific cases or 
circumstances in which the decision applies.

Article 11 
Exchange of information

1. For the purpose of exchange of information 
relating to the offences referred to in Articles 2, 
3, 4 and 5, and in accordance with data protec-
tion rules, Member States shall ensure that they 
make use of the existing network of operational 
points of contact available 24 hours a day and 
seven days a week.

2. Each Member State shall inform the General 
Secretariat of the Council and the Commission 
of its appointed point of contact for the pur-
pose of exchanging information on offences 
relating to attacks against information systems. 
The General Secretariat shall forward that infor-
mation to the other Member States.

Article 12 
Implementation

1. Member States shall take the necessary meas-
ures to comply with the provisions of this 
Framework Decision by 16 March 2007.

2. By 16 March 2007 Member States shall transmit 
to the General Secretariat of the Council and 
to the Commission the text of any provisions 
transposing into their national law the obliga-
tions imposed on them under this Framework 
Decision. By 16 September 2007, on the basis of 
a report established on the basis of information 
and a written report by the Commission, the 
Council shall assess the extent to which Mem-
ber States have complied with the provisions of 
this Framework Decision.

Article 13 
Entry into force

This Framework Decision shall enter into force on 
the date of its publication in the Official Journal of 
the European Union.

Done at Brussels, 24 February 2005.
For the Council
The President N. Schmit

[1] OJ C 300 E, 11.12.2003, p. 26.

[2] OJ C 43, 16.2.2002, p. 2.

[3] OJ C 19, 23.1.1999, p. 1.

[4] OJ L 351, 29.12.1998, p. 1.

[5] OJ C 187, 3.7.2001, p. 5.
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Decision No 854/2005/
EC of the European 
Parliament and of the 
Council of 11 May 2005 
establishing a multiannual 
Community Programme 
on promoting safer use 
of the Internet and new 
online technologies
THE EUrOPEAN PArLIAMENT AND THE COUNCIL OF 
THE EUrOPEAN UNION,

Having regard to the Treaty establishing the Euro-
pean Community, and in particular Article 153(2) 
thereof, cyber security in general

Having regard to the proposal from the Commission,

Having regard to the opinion of the European Eco-
nomic and Social Committee [1],

After consulting the Committee of the regions,

Acting in accordance with the procedure laid down 
in Article 251 of the Treaty [2],

Whereas:

(1) Internet penetration and the use of new tech-
nologies such as mobile phones are still grow-
ing considerably in the Community. Alongside 
this, dangers, especially for children, and abuse 
of those technologies continue to exist, and 
new dangers and abuses are emerging. In order 
to encourage the exploitation of the opportu-
nities offered by the Internet and new online 
technologies, measures are also needed to pro-
mote their safer use and protect the end-user 
from unwanted content.

(2) The eEurope 2005 Action Plan, developing the 
Lisbon strategy, aims to stimulate secure servic-
es, applications and content based on a widely 
available broadband infrastructure. Among its 
objectives, are a secure information infrastruc-
ture, the development, analysis and dissemina-
tion of best practices, benchmarking and a co-
ordination mechanism for e-policies.

(3) The legislative framework being established at 
Community level to deal with the challenges of 

digital content in the Information Society now 
includes rules relating to online services, nota-
bly those on unsolicited commercial e-mail in 
the Directive on privacy and electronic com-
munications [3] and on important aspects of 
the liability of intermediary service providers in 
the Directive on electronic commerce [4], and 
recommendations for Member States, the in-
dustry and parties concerned and the Commis-
sion, together with the indicative guidelines on 
the protection of minors, in recommendation 
98/560/EC [5].

(4) There will be a continued need for action both 
in the area of content which is potentially harm-
ful to children or unwanted by the end-user and 
in the area of illegal content, in particular child 
pornography and racist material.

(5) reaching international agreement on legally 
binding basic rules is desirable but will not 
be easily achieved. Even if such agreement is 
reached, it will not be enough in itself to ensure 
that the rules are implemented or that those at 
risk are protected.

(6) The Safer Internet Action Plan (1999 to 2004) 
adopted by Decision No 276/1999/EC [6] has 
provided Community financing, which has suc-
cessfully encouraged a variety of initiatives and 
has given European added value. Further fund-
ing will help new initiatives to build on the work 
already accomplished.

(7) Practical measures are still needed to encour-
age reporting of illegal content to those in a po-
sition to deal with it, to encourage assessment 
of the performance of filter technologies and 
the benchmarking of those technologies, to 
spread best practice for codes of conduct em-
bodying generally agreed canons of behaviour, 
and to inform and educate parents and children 
on the best way to benefit from the potential of 
new online technologies in a safe way.

(8) Action at Member State level involving a wide 
range of actors from national, regional and lo-
cal government, network operators, parents, 
teachers and school administrators is essential. 
The Community can stimulate best practice in 
Member States by carrying out an orientation 
role both within the European Union and inter-
nationally and providing support for European-
level benchmarking, networking and applied 
research.

(9) International cooperation is also essential and 
can be stimulated, coordinated, relayed and im-
plemented by action through the Community 



275

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

CYBEr SECUrITY IN GENErAL

networking structures.

(10) The measures that the Commission is empow-
ered to adopt under the implementing powers, 
conferred on it by this Decision, are essentially 
management measures relating to the imple-
mentation of a programme with substantial 
budgetary implications within the meaning of 
Article 2(a) of Council Decision 1999/468/EC of 
28 June 1999 laying down the procedures for 
the exercise of implementing powers conferred 
on the Commission [7]. Those measures should 
therefore be adopted in accordance with the 
management procedure provided for in Article 
4 of that Decision.

(11) The Commission should ensure complemen-
tarity and synergy with related Community 
initiatives and programmes, including, inter alia, 
by taking into account the work performed by 
other bodies.

(12) This Decision lays down, for the entire duration 
of the programme, a financial framework con-
stituting the prime reference, within the mean-
ing of point 33 of the Interinstitutional Agree-
ment of 6 May 1999 between the European 
Parliament, the Council and the Commission on 
budgetary discipline and improvement of the 
budgetary procedure [8], for the budgetary au-
thority during the annual budgetary procedure.

(13) Since the objectives of this Decision, namely 
to promote safer use of the Internet and new 
online technologies and to fight against illegal 
content and content unwanted by the end-
user, cannot be sufficiently achieved by the 
Member States owing to the transnational char-
acter of the issues at stake and can, therefore, 
by reason of the European scale and effects of 
the actions, be better achieved at Community 
level, the Community may adopt measures, in 
accordance with the principle of subsidiarity as 
set out in Article 5 of the Treaty. In accordance 
with the principle of proportionality, as set out 
in that Article, this Decision does not go beyond 
what is necessary in order to achieve those ob-
jectives.

(14) This Decision respects the fundamental rights 
and observes the principles reflected in the 
Charter of Fundamental rights of the European 
Union, in particular Articles 7 and 8 thereof,

HAvE DECIDED AS FOLLOWS:

Article 1 
Objective of the programme

1. This Decision establishes a Community pro-
gramme for the period 2005 to 2008 to pro-
mote safer use of the Internet and new online 
technologies, particularly for children, and to 
fight against illegal content and content un-
wanted by the end-user.

The programme shall be known as the “Safer 
Internet plus” programme (hereinafter the pro-
gramme).

2. In order to attain the aims of the programme 
referred to in paragraph 1, the following actions 
shall be addressed:

(c) fighting against illegal content;

(d) tackling unwanted and harmful content;

(e) promoting a safer environment;

(f ) awareness-raising.

The activities to be carried out under those actions 
are set out in Annex I.

The programme shall be implemented in accord-
ance with Annex III.

Article 2 
Participation

1. Participation in the programme shall be open to 
legal entities established in the Member States.

Participation shall also be open to legal entities 
established in the candidate countries in ac-
cordance with bilateral agreements in existence 
or to be concluded with those countries.

2. Participation in the programme may be opened 
to legal entities established in EFTA States which 
are contracting parties to the EEA Agreement, 
in accordance with the provisions of Protocol 
31 to that Agreement.

3. Participation in the programme may be 
opened, without financial support by the Com-
munity under the programme, to legal entities 
established in third countries and to interna-
tional organisations, where such participation 
contributes effectively to the implementation 
of the programme. The decision to allow such 
participation shall be adopted in accordance 
with the procedure referred to in Article 4(2).
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Article 3 
Competences of the Commission

1. The Commission shall be responsible for the im-
plementation of the programme.

2. The Commission shall draw up a work pro-
gramme on the basis of this Decision.

3. In the implementation of the programme, the 
Commission shall, in close cooperation with 
the Member States, ensure that it is generally 
consistent with and complementary to other 
relevant Community policies, programmes and 
actions, in particular the Community research 
and technological development programmes 
and the Daphne II [9], Modinis [10] and eCon-
tentplus [11] programmes.

4. The Commission shall act in accordance with 
the procedure referred to in Article 4(2) for the 
purposes of the following:

(a) adoption and modifications of the work pro-
gramme;

(b) breakdown of budgetary expenditure;

(c) determination of the criteria and content of 
calls for proposals, in accordance with the 
objectives set out in Article 1;

(d) assessment of the projects proposed follow-
ing calls for proposals for Community fund-
ing where the estimated Community contri-
bution is equal to, or more than, EUr 500000;

(e) any departure from the rules set out in An-
nex III;

(f ) implementation of measures for evaluating 
the programme.

5. The Commission shall inform the Committee 
referred to in Article 4 of progress with the im-
plementation of the programme.

Article 4 
Committee

1. The Commission shall be assisted by a Commit-
tee.

2. Where reference is made to this paragraph, 
Articles 4 and 7 of Decision 1999/468/EC shall 
apply, having regard to the provisions of Article 
8 thereof.

The period laid down in Article 4(3) of Decision 
1999/468/EC shall be set at three months.

The Committee shall adopt its rules of proce-

dure.

Article 5 
Monitoring and evaluation

1. In order to ensure that Community aid is used 
efficiently, the Commission shall ensure that 
actions under this Decision are subject to prior 
appraisal, follow-up and subsequent evaluation.

2. The Commission shall monitor the imple-
mentation of projects under the programme. 
The Commission shall evaluate the manner in 
which the projects have been carried out and 
the impact of their implementation in order 
to assess whether the original objectives have 
been achieved.

3. The Commission shall report on the implemen-
tation of the actions referred to in Article 1(2) to 
the European Parliament, the Council, the Euro-
pean Economic and Social Committee and the 
Committee of the regions, by mid-2006 at the 
latest. In this context, the Commission shall re-
port on the consistency of the amount for 2007 
to 2008 with the financial perspective. If appli-
cable, the Commission shall take the necessary 
steps within the budgetary procedures for 2007 
to 2008 to ensure the consistency of the annual 
appropriations with the financial perspective.

The Commission shall submit a final evaluation 
report at the end of the programme.

4. The Commission shall forward the results of 
its quantitative and qualitative evaluations to 
the European Parliament and the Council to-
gether with any appropriate proposals for the 
amendment of this Decision. The results shall 
be forwarded before presentation of the draft 
general budget of the European Union for the 
years 2007 and 2009 respectively.

Article 6 
Financial provisions

1. The financial framework for the implementation 
of the Community actions under this Decision 
for the period from 1 January 2005 to 31 De-
cember 2008 is hereby set at EUr 45 million, of 
which EUr 20050000 is for the period until 31 
December 2006.

For the period following 31 December 2006, 
the amount shall be deemed to be confirmed 
if it is consistent for this phase with the financial 
perspective in force for the period commenc-
ing in 2007.

The annual appropriations for the period from 
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2005 to 2008 shall be authorised by the budg-
etary authority within the limits of the financial 
perspective.

2. An indicative breakdown of expenditure is giv-
en in Annex II.

Article 7 
Entry into force

This Decision shall enter into force on the date of its 
publication in the Official Journal of the European 
Union.

Done at Strasbourg, 11 May 2005.
For the European Parliament
The President J. P. Borrel1 Fontelles
For the Council
The President N. Schmit

[1] Opinion of 16 December 2004 (not yet published in the Of-
ficial Journal).

[2] Opinion of the European Parliament of 2 December 2004 
(not yet published in the Official Journal) and Council Deci-
sion of 12 April 2005.

[3] Directive 2002/58/EC of the European Parliament and of 
the Council of 12 July 2002 concerning the processing of 
personal data and the protection of privacy in the electronic 
communications sector (OJ L 201, 31.7.2002, p. 37).

[4] Directive 2000/31/EC of the European Parliament and of the 
Council of 8 June 2000 on certain legal aspects of informa-
tion society services, in particular electronic commerce, in 
the Internal Market (OJ L 178, 17.7.2000, p. 1).

[5] Council recommendation 98/560/EC of 24 September 
1998 on the development of the competitiveness of the 
European audiovisual and information services industry by 
promoting national frameworks aimed at achieving a com-
parable and effective level of protection of minors and hu-
man dignity (OJ L 270, 7.10.1998, p. 48).

[6] Decision No 276/1999/EC of the European Parliament and 
of the Council of 25 January 1999 adopting a Multiannual 
Community Action Plan on promoting safer use of the Inter-
net and new online technologies by combating illegal and 
harmful content primarily in the area of the protection of 
children and minors (OJ L 33, 6.2.1999, p. 1). Decision as last 
amended by Decision No 787/2004/EC (OJ L 138, 30.4.2004, 
p. 12).

[7] OJ L 184, 17.7.1999, p. 23.

[8] OJ C 172, 18.6.1999, p. 1. Agreement as amended by De-
cision 2003/429/EC of the European Parliament and of the 
Council (OJ L 147, 14.6.2003, p. 25).

[9] Decision No 803/2004/EC of the European Parliament and 
of the Council of 21 April 2004 adopting a programme of 
Community action (2004 to 2008) to prevent and combat 
violence against children, young people and women and 
to protect victims and groups at risk (the Daphne II pro-
gramme) (OJ L 143, 30.4.2004, p. 1).

[10] Decision No 2256/2003/EC of the European Parliament and 

of the Council of 17 November 2003 adopting a multian-
nual programme (2003-2005) for the monitoring of the 
eEurope 2005 action plan, dissemination of good practices 
and the improvement of network and information security 
(Modinis) (OJ L 336, 23.12.2003, p. 1). Decision as amended 
by Decision No 787/2004/EC.

[11] Decision No 456/2005/EC of the European Parliament and 
of the Council of 9 March 2005 establishing a multiannual 
Community programme to make digital content in Europe 
more accessible, usable and exploitable (OJ L 79, 24.3.2005, 
p. 1).

anneX I

ACTIONS

1. aCTION 1: FIGHTING aGaINST ILLEGaL 
CONTENT

Hotlines allow members of the public to report ille-
gal content. They pass the reports on to the appro-
priate body (an Internet Service Provider (ISP), the 
police or a correspondent hotline) for action. Civilian 
hotlines complement police hotlines, where these 
exist. Their role is distinct from that of the law en-
forcement authorities, since they do not investigate 
offences or arrest or prosecute offenders. They may 
constitute centres of expertise providing guidance 
to ISPs as to what content might be illegal.

The existing hotline network is a unique structure 
that would not have been set up without Commu-
nity funding. As pointed out in the 2002 evaluation 
report for the Safer Internet Action Plan, the network 
has been very successful in expanding membership 
and has an international reach. In order for the hot-
lines to develop their full potential, it is necessary to 
ensure Europe-wide coverage and cooperation, and 
to increase effectiveness through exchange of infor-
mation, best practice and experience. Community 
funds should also be used to raise public awareness 
of the hotlines, thereby making them more effective.

Funding will be provided for hotlines, selected fol-
lowing a call for proposals, to act as nodes of the 
network and to cooperate with the other nodes 
within the European network of hotlines.

If necessary, telephone helplines could be sup-
ported, where children could raise concerns about 
illegal and harmful content on the Internet.

For the purpose of evaluating the effectiveness of 
hotlines, several indicators should be taken into 
account. Qualitative and quantitative data should 
be collected on the establishment and opera-
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tion of hotlines, the number of national nodes, the 
geographical coverage in the Member States, the 
number of reports received, the number and level of 
experience of hotline staff, the reports forwarded for 
action to the public authorities and ISPs, and, to the 
extent available, action taken as a result, in particular 
the number and kind of web pages withdrawn by 
ISPs as a result of information provided by the hot-
lines. Those data should be made public if possible 
and should be forwarded to the competent authori-
ties.

To ensure that the programme is effective, hotlines 
are required in all Member States and candidate 
countries where none currently exist. These new 
hotlines must be incorporated quickly and effec-
tively into the existing European network of hotlines. 
Incentives must be given to speed up the process 
of setting up hotlines. Links between this network 
and hotlines in third countries (particularly in other 
European countries where illegal content is hosted 
and produced) should be promoted, enabling com-
mon approaches to be developed and know-how 
and best practice to be transferred. In accordance 
with national legislation, and where appropriate and 
necessary, mechanisms for cooperation between 
civilian hotlines and law enforcement authorities 
must be further improved, including, for example, 
the development of codes of conduct for such hot-
lines. Where appropriate, there may be a need for 
hotline staff to receive legal and technical training. 
Active participation by hotlines in networking and 
cross-border activities will be mandatory.

Hotlines should be linked to Member State initia-
tives, supported at national level and should be fi-
nancially viable to ensure continued operation be-
yond the duration of this Programme. Co-funding is 
intended for civilian hotlines and therefore will not 
be provided for hotlines run by the police. Hotlines 
will make clear to users the difference between their 
activities and those of public authorities, and will 
inform them of the existence of alternative ways of 
reporting illegal content.

In order to achieve maximum impact and effective-
ness with available funding, the hotline network 
must operate as efficiently as possible. This can best 
be achieved by assigning a coordinating node to 
the network, which will facilitate agreement be-
tween the hotlines so as to develop European-level 
guidelines, working methods and practices which 
respect the limits of the national laws applying to 
the individual hotlines.

The coordinating node will:

• promote the network as a whole, so as to 
generate European-level visibility and raise 
public awareness thereof throughout the Eu-
ropean Union, providing e.g. a single identity 
and entry point giving straightforward access 
to the appropriate national contact,

• make contact with appropriate bodies with a 
view to completing the network’s coverage 
in the Member States and candidate coun-
tries,

• improve the operational effectiveness of the 
network,

• draw up best practice guidelines for hotlines 
and adapt them to new technology,

• organise regular exchanges of information 
and experience between hotlines,

• provide a pool of expertise for advice and a 
coaching process for start-up hotlines, par-
ticularly in candidate countries,

• ensure liaison with hotlines in third countries,

• maintain a close working relationship with 
the awareness-raising coordinating node 
(see point 4 below) so as to ensure the cohe-
sion and effectiveness of overall programme 
operations and increase public awareness of 
the hotlines,

• participate in the Safer Internet Forum and 
other relevant events, coordinating input/
feedback from hotlines.

The coordinating node will monitor the effective-
ness of hotlines and collect accurate and meaning-
ful statistics on their operation (number and type of 
reports received, action taken and result, etc.). These 
statistics should be comparable across Member 
States.

The hotline network should ensure coverage of and 
the exchange of reports on the major types of illegal 
content of concern — extending beyond the area 
of child pornography. Different mechanisms and 
expertise may be required to deal with other areas 
such as racist content, which might involve other 
types of node dealing with the various issues. Since 
the financial and administrative resources of the 
programme are limited, not all such nodes would 
necessarily receive funding, which might have to be 
concentrated on a reinforced role for the coordinat-
ing node in those areas.
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2. aCTION 2: TaCkLING UNwaNTED aND 
HaRmFUL CONTENT

In addition to action to fight illegal content at its 
source, users, responsible adults where the users 
are minors, may need technical tools. Accessibility 
to these tools may be promoted in order to enable 
users to make their own decisions on how to deal 
with unwanted and harmful content (user empow-
erment).

Further funding should be provided to increase the 
information available on the performance and ef-
fectiveness of filtering software and services to allow 
users to make an informed choice. User organisa-
tions and scientific research institutes can be valu-
able partners in this effort.

rating systems and quality labels, in combination 
with filtering technologies, can help to enable us-
ers to select the content they wish to receive and 
provide European parents and educators with the 
necessary information to make decisions in accord-
ance with their cultural and linguistic values. Taking 
account of the results of previous projects, funding 
could be given to projects which aim to adapt rat-
ing systems and quality labels to take account of the 
convergence of telecommunications, audio-visual 
media and information technology and to self-reg-
ulatory initiatives to back up the reliability of self-
labelling and services for assessing the accuracy of 
self-rating labels. Further work may also be needed 
to encourage take-up of rating systems and quality 
labels by content providers.

It would be desirable to try to take account of safe 
use by children when developing new technologies, 
instead of trying to deal with any consequences of 
the new technologies after they have been devised. 
The safety of the end-user is a criterion to be taken 
into account along with technical and commercial 
considerations. One way of doing this would be to 
foster an exchange of views between child welfare 
specialists and technical experts. However, account 
should be taken of the fact that not every product 
developed for the online world is intended for use 
by children.

The programme will therefore provide funding for 
technological measures which meet the needs of 
users and enable them to limit the amount of un-
wanted and harmful content, and manage the un-
wanted spam, which they receive, including:

• assessing the effectiveness of available filter-
ing technology and providing this informa-

tion to the public in a clear, simple way that 
facilitates comparison,

• facilitating and coordinating exchanges of 
information and best practices on effective 
ways of tackling unwanted and harmful con-
tent,

• increasing take-up of content rating and 
quality site labels by content providers and 
adapting content rating and labels to take 
account of the availability of the same con-
tent through different delivery mechanisms 
(convergence),

• if necessary, contributing to the accessibility 
of filter technology notably in languages not 
adequately covered by the market. Where 
appropriate, the technologies used should 
safeguard the right to privacy pursuant to Di-
rectives 95/46/EC [1] and 2002/58/EC.

The use of technological measures which enhance 
privacy will be encouraged. Activities under this 
action will take fully into account the provisions of 
Council Framework Decision 2005/222/JHA of 24 
February 2005 on attacks against information sys-
tems [2].

Implementation of this action will be closely coor-
dinated with the actions on promoting a safer en-
vironment (self-regulatory action) and awareness-
raising (informing the public about how to deal with 
unwanted and harmful content).

3. aCTION 3: PROmOTING a SaFER 
ENVIRONmENT

A fully functioning system of self-regulation is an 
essential element in limiting the flow of unwanted, 
harmful and illegal content. Self-regulation involves 
a number of components: consultation and ap-
propriate representation of the parties concerned; 
codes of conduct; national bodies facilitating coop-
eration at Community level; and national evaluation 
of self-regulation frameworks [3]. There is a continu-
ing need for Community work in this area to encour-
age the European Internet and new online technol-
ogies industries to implement codes of conduct.

The Safer Internet Forum developed in 2004 under 
the Safer Internet Action Plan is to become a discus-
sion forum including representatives of industry, law 
enforcement authorities, policy-makers and user 
organisations (e.g. parent and teacher organisations, 
child protection groups, consumer protection bod-
ies and civil and digital rights organisations). It will 
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provide a platform for national co-regulatory or self-
regulatory bodies to exchange experience and an 
opportunity to discuss ways in which industry can 
contribute to the fight against illegal content.

The Safer Internet Forum will provide a focal point 
for discussion at expert level and a platform to drive 
consensus, inputting conclusions, recommenda-
tions, guidelines etc. to relevant national and Euro-
pean channels.

The Safer Internet Forum will span all the actions, fa-
cilitating discussion and stimulating action relevant 
to illegal, unwanted and harmful content. Consist-
ing of plenary sessions and, where necessary for 
specific issues, working groups with clear objectives 
and deadlines, it will be a meeting place for actors 
from all areas, including government agencies and 
programmes, standards bodies, industry, services 
within the Commission and user organisations (e.g. 
parent and teacher organisations, child protection 
groups, consumer protection bodies and civil and 
digital rights organisations). The Forum will provide 
an opportunity for people, active at national and 
European level, especially those involved in Mem-
ber State programmes and initiatives, to exchange 
views, information and experience. Where appropri-
ate, the Safer Internet Forum should exchange infor-
mation and cooperate with relevant organisations 
active in related areas, such as network and informa-
tion security.

The Safer Internet Forum will have the specific ob-
jectives of:

1. stimulating networking of the appropriate 
structures within Member States and develop-
ing links with self-regulatory bodies outside 
Europe;

2. stimulating consensus and self-regulation on 
issues such as quality rating of websites, cross-
media content rating, rating and filtering tech-
niques, extending them to new forms of con-
tent such as online games and new forms of 
access such as mobile phones;

3. encouraging service providers to draw up 
codes of conduct on issues such as handling 
notice and take down procedures in a transpar-
ent and conscientious manner and informing 
users about safer use of Internet and the exist-
ence of hotlines for reporting illegal content;

4. promoting research into the effectiveness of 
rating projects and filtering technologies. User 
organisations and scientific research institutes 
can be valuable partners in this effort.

results and findings from ongoing and completed 
projects co-funded by the programme will feed 
into the process. By providing an open platform, 
the Forum will help to raise levels of awareness and 
attract the involvement of the candidate countries 
and other third countries, providing an international 
arena to address a global problem. It will, therefore, 
ensure that key associations, such as user organisa-
tions (e.g. parent and teacher organisations, child 
protection groups, consumer protection bodies and 
civil and digital rights organisations), industries and 
public bodies are aware of, are consulted on and 
contribute to safer-use initiatives within the Com-
munity and internationally.

Participation in the Safer Internet Forum will be 
open to interested parties from outside the Com-
munity and candidate countries. International co-
operation will be enhanced by a round table linked 
to the Forum in order to ensure regular dialogue 
on best practice, codes of conduct, self-regulation 
and quality ratings. The Commission will ensure that 
synergies with related fora and similar initiatives are 
fully exploited.

A call for tenders may be organised in order to 
provide a secretariat to support the Safer Internet 
Forum, including subject-field experts, to suggest 
themes of study, prepare working papers, moderate 
discussions and record conclusions.

A further type of activity attracting financial support 
at Community level could for instance include self-
regulatory projects to devise cross-border codes 
of conduct. Advice and assistance may be pro-
vided so as to ensure cooperation at Community 
level through networking of the appropriate bodies 
within Member States and candidate countries and 
through systematic review and reporting of relevant 
legal and regulatory issues, to help develop methods 
of assessment and certification of self-regulation, to 
provide practical assistance to countries wishing to 
set up self-regulatory bodies and to expand links 
with self-regulatory bodies outside Europe.

4. aCTION 4: awaRENESS-RaISING

Awareness-raising actions should address a range 
of categories of illegal, unwanted and harmful con-
tent (including, for example, content considered 
unsuitable for children and racist and xenophobic 
content) and, where appropriate, take into account 
related issues of consumer protection, data protec-
tion and information and network security (viruses/
spam). They should deal with content distributed 
over the World Wide Web as well as new forms of in-
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teractive information and communication brought 
about by the rapid spread of the Internet and mo-
bile telephony (e.g. peer-to-peer services, broad-
band video, instant messaging, chatrooms, etc.).

The Commission will continue to take steps to en-
courage cost-effective means of distribution of 
information to large numbers of users, notably by 
using multiplier organisations and electronic dis-
semination channels, so as to reach the intended 
target groups. The Commission could consider in 
particular the use of mass media and distribution of 
information material to schools and Internet cafés.

The programme will provide support to appropriate 
bodies, which will be selected following an open 
call for proposals to act as awareness-raising nodes 
in each Member State and candidate country and, 
which will carry out awareness-raising actions and 
programmes in close cooperation with all relevant 
actors at national, regional and local levels. Europe-
an added value will be provided by a coordinating 
node, which will liaise closely with other nodes to 
ensure that best practice is exchanged.

Bodies seeking to act as awareness-raising nodes 
will need to show that they have the strong sup-
port of national authorities. They should have a clear 
mandate to educate the public in safer use of the 
Internet and new online technologies or in media 
and information literacy, and must have the neces-
sary financial resources to implement that mandate.

Awareness-raising nodes will be expected to:

• devise a cohesive, hard-hitting and targeted 
awareness-raising campaign using the most 
appropriate media, taking into account best 
practice and experience in other countries,

• establish and maintain a partnership (formal 
or informal) with key players (government 
agencies, press and media groups, ISP asso-
ciations, user organisations, education stake-
holders) and actions in their country relating 
to safer use of the Internet and new online 
technologies,

• promote dialogue and exchange of informa-
tion notably between stakeholders from the 
education and technological fields,

• where appropriate, cooperate with work in 
areas related to this programme such as in 
the wider fields of media and information lit-
eracy or consumer protection,

• inform users about European filtering soft-

ware and services and about hotlines and 
self-regulation schemes,

• actively cooperate with other national nodes 
in the European network by exchanging in-
formation about best practices, participating 
in meetings and designing and implement-
ing a European approach, adapted as neces-
sary for national linguistic and cultural prefer-
ences,

• provide a pool of expertise and technical as-
sistance to start up awareness-raising nodes 
(new nodes could be “adopted” by a more 
experienced node).

To ensure maximum cooperation and effectiveness, 
the coordinating node will be funded to provide lo-
gistical and infrastructural support for nodes in each 
Member State, ensuring European-level visibility, 
good communication and exchange of experience 
so that lessons learnt can be applied on an ongoing 
basis (for instance by adapting material used for rais-
ing public awareness).

The coordinating node should:

• provide effective communication and en-
sure that information and best practice are 
exchanged within the network,

• provide training in safer use of the Internet 
and new online technologies for the staff of 
awareness-raising nodes (training for train-
ers),

• provide technical assistance to candidate 
countries wishing to set up awareness-rais-
ing actions,

• coordinate the provision by awareness-rais-
ing nodes of expertise and technical assist-
ance to start up awareness-raising nodes,

• propose indicators and manage the collec-
tion, analysis and exchange of statistical in-
formation about awareness-raising activities, 
so as to assess their impact,

• provide infrastructure for a single, compre-
hensive transnational repository (web por-
tal) of relevant information and awareness-
raising and research resources with localised 
content (or local subsites, as appropriate), 
which may include news snippets, articles 
and monthly newsletters in several languag-
es, and provide visibility for Safer Internet Fo-
rum activities,

• expand links with awareness-raising activities 
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outside Europe,

• participate in the Safer Internet Forum and 
other relevant events, coordinating input/
feedback from the awareness-raising net-
work.

research will also be carried out on a comparable 
basis into the way people, especially children, use 
new online technologies. Further action at Com-
munity level could for instance include support for 
specific child-friendly Internet services or an award 
for the best awareness-raising activity of the year.

[1] Directive 95/46/EC of the European Parliament 
and of the Council of 24 October 1995 on the 
protection of individuals with regard to the 
processing of personal data and on the free 
movement of such data (OJ L 281, 23.11.1995, 
p. 31). Directive as amended by regulation (EC) 
No 1882/2003 (OJ L 284, 31.10.2003, p. 1).

[2] OJ L 69, 16.3.2005, p. 67.

[3] See the indicative guidelines for the imple-
mentation, at national level, of a self-regulation 
framework for the protection of minors and hu-
man dignity in online audiovisual and informa-
tion services in recommendation 98/560/EC.

anneX II

INDICATIVE BREAKDOWN OF EXPENDITURE

1. Fighting against illegal content   
25 - 30 % 

2. Tackling unwanted and harmful content 
10 - 17 %

3. Promoting a safer environment   
8 - 12 % 

4. Awareness-raising    
47 - 51 % 

anneX III

THE mEaNS FOR ImPLEmENTING THE 
PROGRammE
1. The Commission will implement the pro-

gramme in accordance with the technical con-
tent specified in Annex I.

2. The programme will be executed through indi-
rect action comprising:

(g) shared-cost actions

(i) Pilot projects and best-practice actions. 
Ad hoc projects in areas relevant to the 
programme, ncluding projects demon-
strating best practice or involving inno-
vative uses of existing technology.

(ii) Networks: networks bringing together a 
variety of stakeholders to ensure action 
throughout the European Union and 
to facilitate coordination activities and 
the transfer of knowledge. They may be 
linked to best-practice actions.

(iii) Applied Europe-wide research carried 
out on a comparable basis into the way 
people, especially children, use new on-
line technologies.

Community funding will normally not exceed 50 % 
of the cost of the project. Public sector bodies may 
be reimbursed on the basis of 100 % of the addi-
tional costs;

(h) accompanying measures

The following accompanying measures will contrib-
ute to the implementation of the programme or the 
preparation of future activities.

(i) Benchmarking and opinion surveys to 
produce reliable data on safer use of the 
Internet and new online technologies 
for all Member States collected through 
a comparable methodology.

(ii) Technical assessment of technologies, 
such as filtering, designed to promote 
safer use of the Internet and new online 
technologies. The assessment will also 
take into account whether or not these 
technologies enhance privacy.

(iii) Studies in support of the programme 
and its actions, including self-regulation 
and the work of the Safer Internet Fo-
rum, or the preparation of future activi-
ties.

(iv) Prize competitions for best practice.

(v) Exchange of information, conferences, 
seminars, workshops or other meetings 
and the management of clustered ac-
tivities.

(vi) Dissemination, information and com-
munication activities.
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Measures devoted to the commercialisation of 
products, processes or services, marketing activities 
and sales promotion are excluded.

3. The selection of shared-cost actions will be 
based on calls for proposals published on the 
Commission’s Internet site in accordance with 
the financial provisions in force.

4. Applications for Community support should 
provide, where appropriate, a financial plan 
listing all the components of the funding of 
the projects, including the financial support 
requested from the Community, and any other 
requests for or grants of support from other 
sources.

5. Accompanying measures will be implemented 
through calls for tenders in accordance with the 
financial provisions in force.

Directive 2006/24/EC of 
the European Parliament 
and of the Council 
of 15 March 2006 on 
the retention of data 
generated or processed 
in connection with the 
provision of publicly 
available electronic 
communications 
services or of public 
communications 
networks and amending 
Directive 2002/58/EC
THE EUrOPEAN PArLIAMENT AND THE COUNCIL 
OF THE EUrOPEAN UNION, 
 
Having regard to the Treaty establishing the 
European Community, and in particular Article 95 
thereof, 
 
Having regard to the proposal from the Commis-
sion, 
 
Having regard to the Opinion of the European 
Economic and Social Committee [1], 
 
Acting in accordance with the procedure laid down 
in Article 251 of the Treaty [2], data & privacy

Whereas:

(1) Directive 95/46/EC of the European Parliament 
and of the Council of 24 October 1995 on the 
protection of individuals with regard to the 
processing of personal data and on the free 
movement of such data [3] requires Member 
States to protect the rights and freedoms of 
natural persons with regard to the processing 
of personal data, and in particular their right to 
privacy, in order to ensure the free flow of per-
sonal data in the Community.

(2) Directive 2002/58/EC of the European Parlia-
ment and of the Council of 12 July 2002 con-
cerning the processing of personal data and the 
protection of privacy in the electronic commu-
nications sector (Directive on privacy and elec-
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tronic communications) [4] translates the prin-
ciples set out in Directive 95/46/EC into specific 
rules for the electronic communications sector.

(3) Articles 5, 6 and 9 of Directive 2002/58/EC lay 
down the rules applicable to the processing by 
network and service providers of traffic and lo-
cation data generated by using electronic com-
munications services. Such data must be erased 
or made anonymous when no longer needed 
for the purpose of the transmission of a com-
munication, except for the data necessary for 
billing or interconnection payments. Subject to 
consent, certain data may also be processed for 
marketing purposes and the provision of value-
added services.

(4) Article 15(1) of Directive 2002/58/EC sets out 
the conditions under which Member States 
may restrict the scope of the rights and obliga-
tions provided for in Article 5, Article 6, Article 
8(1), (2), (3) and (4), and Article 9 of that Direc-
tive. Any such restrictions must be necessary, 
appropriate and proportionate within a demo-
cratic society for specific public order purposes, 
i.e. to safeguard national security (i.e. State secu-
rity), defence, public security or the prevention, 
investigation, detection and prosecution of 
criminal offences or of unauthorised use of the 
electronic communications systems.

(5) Several Member States have adopted legisla-
tion providing for the retention of data by serv-
ice providers for the prevention, investigation, 
detection, and prosecution of criminal offences. 
Those national provisions vary considerably.

(6) The legal and technical differences between 
national provisions concerning the retention of 
data for the purpose of prevention, investiga-
tion, detection and prosecution of criminal of-
fences present obstacles to the internal market 
for electronic communications, since service 
providers are faced with different requirements 
regarding the types of traffic and location data 
to be retained and the conditions and periods 
of retention.

(7) The Conclusions of the Justice and Home Affairs 
Council of 19 December 2002 underline that, 
because of the significant growth in the possi-
bilities afforded by electronic communications, 
data relating to the use of electronic communi-
cations are particularly important and therefore 
a valuable tool in the prevention, investigation, 
detection and prosecution of criminal offences, 
in particular organised crime.

(8) The Declaration on Combating Terrorism 

adopted by the European Council on 25 March 
2004 instructed the Council to examine meas-
ures for establishing rules on the retention of 
communications traffic data by service provid-
ers.

(9) Under Article 8 of the European Convention 
for the Protection of Human rights and Fun-
damental Freedoms (ECHr), everyone has the 
right to respect for his private life and his cor-
respondence. Public authorities may interfere 
with the exercise of that right only in accord-
ance with the law and where necessary in a 
democratic society, inter alia, in the interests of 
national security or public safety, for the preven-
tion of disorder or crime, or for the protection 
of the rights and freedoms of others. Because 
retention of data has proved to be such a nec-
essary and effective investigative tool for law 
enforcement in several Member States, and in 
particular concerning serious matters such as 
organised crime and terrorism, it is necessary 
to ensure that retained data are made available 
to law enforcement authorities for a certain pe-
riod, subject to the conditions provided for in 
this Directive. The adoption of an instrument on 
data retention that complies with the require-
ments of Article 8 of the ECHr is therefore a 
necessary measure.

(10) On 13 July 2005, the Council reaffirmed in its 
declaration condemning the terrorist attacks on 
London the need to adopt common measures 
on the retention of telecommunications data as 
soon as possible.

(11) Given the importance of traffic and location 
data for the investigation, detection, and pros-
ecution of criminal offences, as demonstrated 
by research and the practical experience of sev-
eral Member States, there is a need to ensure at 
European level that data that are generated or 
processed, in the course of the supply of com-
munications services, by providers of publicly 
available electronic communications services 
or of a public communications network are re-
tained for a certain period, subject to the condi-
tions provided for in this Directive.

(12) Article 15(1) of Directive 2002/58/EC continues 
to apply to data, including data relating to un-
successful call attempts, the retention of which 
is not specifically required under this Directive 
and which therefore fall outside the scope 
thereof, and to retention for purposes, includ-
ing judicial purposes, other than those covered 
by this Directive.

(13) This Directive relates only to data generated 
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or processed as a consequence of a commu-
nication or a communication service and does 
not relate to data that are the content of the 
information communicated. Data should be 
retained in such a way as to avoid their being 
retained more than once. Data generated or 
processed when supplying the communica-
tions services concerned refers to data which 
are accessible. In particular, as regards the reten-
tion of data relating to Internet e-mail and Inter-
net telephony, the obligation to retain data may 
apply only in respect of data from the providers’ 
or the network providers’ own services.

(14) Technologies relating to electronic communi-
cations are changing rapidly and the legitimate 
requirements of the competent authorities may 
evolve. In order to obtain advice and encour-
age the sharing of experience of best practice 
in these matters, the Commission intends to 
establish a group composed of Member States’ 
law enforcement authorities, associations of 
the electronic communications industry, repre-
sentatives of the European Parliament and data 
protection authorities, including the European 
Data Protection Supervisor.

(15) Directive 95/46/EC and Directive 2002/58/EC 
are fully applicable to the data retained in ac-
cordance with this Directive. Article 30(1)(c) of 
Directive 95/46/EC requires the consultation of 
the Working Party on the Protection of Individu-
als with regard to the Processing of Personal 
Data established under Article 29 of that Direc-
tive.

(16) The obligations incumbent on service provid-
ers concerning measures to ensure data quality, 
which derive from Article 6 of Directive 95/46/
EC, and their obligations concerning meas-
ures to ensure confidentiality and security of 
processing of data, which derive from Articles 
16 and 17 of that Directive, apply in full to data 
being retained within the meaning of this Di-
rective.

(17) It is essential that Member States adopt legis-
lative measures to ensure that data retained 
under this Directive are provided to the com-
petent national authorities only in accordance 
with national legislation in full respect of the 
fundamental rights of the persons concerned.

(18) In this context, Article 24 of Directive 95/46/EC 
imposes an obligation on Member States to lay 
down sanctions for infringements of the provi-
sions adopted pursuant to that Directive. Article 
15(2) of Directive 2002/58/EC imposes the same 
requirement in relation to national provisions 

adopted pursuant to Directive 2002/58/EC. 
Council Framework Decision 2005/222/JHA of 
24 February 2005 on attacks against information 
systems [5] provides that the intentional illegal 
access to information systems, including to data 
retained therein, is to be made punishable as a 
criminal offence.

(19) The right of any person who has suffered 
damage as a result of an unlawful processing 
operation or of any act incompatible with na-
tional provisions adopted pursuant to Direc-
tive 95/46/EC to receive compensation, which 
derives from Article 23 of that Directive, applies 
also in relation to the unlawful processing of 
any personal data pursuant to this Directive.

(20) The 2001 Council of Europe Convention on Cy-
bercrime and the 1981 Council of Europe Con-
vention for the Protection of Individuals with 
regard to Automatic Processing of Personal 
Data also cover data being retained within the 
meaning of this Directive.

(21) Since the objectives of this Directive, namely 
to harmonise the obligations on providers to 
retain certain data and to ensure that those 
data are available for the purpose of the inves-
tigation, detection and prosecution of serious 
crime, as defined by each Member State in its 
national law, cannot be sufficiently achieved by 
the Member States and can therefore, by reason 
of the scale and effects of this Directive, be bet-
ter achieved at Community level, the Commu-
nity may adopt measures, in accordance with 
the principle of subsidiarity as set out in Article 
5 of the Treaty. In accordance with the principle 
of proportionality, as set out in that Article, this 
Directive does not go beyond what is necessary 
in order to achieve those objectives.

(22) This Directive respects the fundamental rights 
and observes the principles recognised, in par-
ticular, by the Charter of Fundamental rights 
of the European Union. In particular, this Direc-
tive, together with Directive 2002/58/EC, seeks 
to ensure full compliance with citizens’ fun-
damental rights to respect for private life and 
communications and to the protection of their 
personal data, as enshrined in Articles 7 and 8 
of the Charter.

(23) Given that the obligations on providers of 
electronic communications services should be 
proportionate, this Directive requires that they 
retain only such data as are generated or proc-
essed in the process of supplying their commu-
nications services. To the extent that such data 
are not generated or processed by those pro-
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viders, there is no obligation to retain them. This 
Directive is not intended to harmonise the tech-
nology for retaining data, the choice of which is 
a matter to be resolved at national level.

(24) In accordance with paragraph 34 of the Interin-
stitutional agreement on better law-making [6], 
Member States are encouraged to draw up, for 
themselves and in the interests of the Commu-
nity, their own tables illustrating, as far as pos-
sible, the correlation between this Directive and 
the transposition measures, and to make them 
public.

(25) This Directive is without prejudice to the power 
of Member States to adopt legislative measures 
concerning the right of access to, and use of, 
data by national authorities, as designated by 
them. Issues of access to data retained pursuant 
to this Directive by national authorities for such 
activities as are referred to in the first indent of 
Article 3(2) of Directive 95/46/EC fall outside 
the scope of Community law. However, they 
may be subject to national law or action pursu-
ant to Title vI of the Treaty on European Union. 
Such laws or action must fully respect funda-
mental rights as they result from the common 
constitutional traditions of the Member States 
and as guaranteed by the ECHr. Under Article 
8 of the ECHr, as interpreted by the European 
Court of Human rights, interference by public 
authorities with privacy rights must meet the 
requirements of necessity and proportionality 
and must therefore serve specified, explicit and 
legitimate purposes and be exercised in a man-
ner that is adequate, relevant and not excessive 
in relation to the purpose of the interference,

HAvE ADOPTED THIS DIrECTIvE:

Article 1 
Subject matter and scope

1. This Directive aims to harmonise Member 
States’ provisions concerning the obligations 
of the providers of publicly available electronic 
communications services or of public com-
munications networks with respect to the re-
tention of certain data which are generated or 
processed by them, in order to ensure that the 
data are available for the purpose of the inves-
tigation, detection and prosecution of serious 
crime, as defined by each Member State in its 
national law.

2. This Directive shall apply to traffic and location 
data on both legal entities and natural persons 
and to the related data necessary to identify the 

subscriber or registered user. It shall not apply 
to the content of electronic communications, 
including information consulted using an elec-
tronic communications network.

Article 2 
Definitions

1. For the purpose of this Directive, the definitions 
in Directive 95/46/EC, in Directive 2002/21/EC 
of the European Parliament and of the Coun-
cil of 7 March 2002 on a common regulatory 
framework for electronic communications net-
works and services (Framework Directive) [7], 
and in Directive 2002/58/EC shall apply.

2. For the purpose of this Directive:

(a) “data” means traffic data and location data 
and the related data necessary to identify 
the subscriber or user;

(b) “user” means any legal entity or natural 
person using a publicly available electronic 
communications service, for private or busi-
ness purposes, without necessarily having 
subscribed to that service;

(c) “telephone service” means calls (including 
voice, voicemail and conference and data 
calls), supplementary services (including call 
forwarding and call transfer) and messaging 
and multi-media services (including short 
message services, enhanced media services 
and multi-media services);

(d) “user ID” means a unique identifier allocated 
to persons when they subscribe to or regis-
ter with an Internet access service or Inter-
net communications service;

(e)  “cell ID” means the identity of the cell from 
which a mobile telephony call originated or 
in which it terminated;

(f ) “unsuccessful call attempt” means a com-
munication where a telephone call has been 
successfully connected but not answered or 
there has been a network management in-
tervention.

Article 3 
Obligation to retain data

1. By way of derogation from Articles 5, 6 and 9 
of Directive 2002/58/EC, Member States shall 
adopt measures to ensure that the data speci-
fied in Article 5 of this Directive are retained in 
accordance with the provisions thereof, to the 
extent that those data are generated or proc-
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essed by providers of publicly available elec-
tronic communications services or of a public 
communications network within their jurisdic-
tion in the process of supplying the communi-
cations services concerned.

2. The obligation to retain data provided for in par-
agraph 1 shall include the retention of the data 
specified in Article 5 relating to unsuccessful 
call attempts where those data are generated 
or processed, and stored (as regards telephony 
data) or logged (as regards Internet data), by 
providers of publicly available electronic com-
munications services or of a public communi-
cations network within the jurisdiction of the 
Member State concerned in the process of sup-
plying the communication services concerned. 
This Directive shall not require data relating to 
unconnected calls to be retained.

Article 4 
Access to data

Member States shall adopt measures to ensure that 
data retained in accordance with this Directive are 
provided only to the competent national authorities 
in specific cases and in accordance with national 
law. The procedures to be followed and the condi-
tions to be fulfilled in order to gain access to retained 
data in accordance with necessity and proportional-
ity requirements shall be defined by each Member 
State in its national law, subject to the relevant provi-
sions of European Union law or public international 
law, and in particular the ECHr as interpreted by the 
European Court of Human rights.

Article 5 
Categories of data to be retained

1. Member States shall ensure that the following 
categories of data are retained under this Direc-
tive:

(a) data necessary to trace and identify the 
source of a communication:

(1)  concerning fixed network telephony 
and mobile telephony:

(i) the calling telephone number;

(ii) the name and address of the sub-
scriber or registered user;

(2) concerning Internet access, Internet e-
mail and Internet telephony:

(i) the user ID(s) allocated;

(ii) the user ID and telephone number 
allocated to any communication 
entering the public telephone net-
work;

(iii) the name and address of the sub-
scriber or registered user to whom 
an Internet Protocol (IP) address, 
user ID or telephone number was 
allocated at the time of the com-
munication;

(b) data necessary to identify the destination of 
a communication:

(1) concerning fixed network telephony 
and mobile telephony:

(i) the number(s) dialled (the tel-
ephone number(s) called), and, in 
cases involving supplementary serv-
ices such as call forwarding or call 
transfer, the number or numbers to 
which the call is routed;

(ii) the name(s) and address(es) of the 
subscriber(s) or registered user(s);

(2) concerning Internet e-mail and Internet 
telephony:

(i) the user ID or telephone number of 
the intended recipient(s) of an Inter-
net telephony call;

(ii) the name(s) and address(es) of the 
subscriber(s) or registered user(s) 
and user ID of the intended recipi-
ent of the communication;

(c) data necessary to identify the date, time and 
duration of a communication:

(1) concerning fixed network telephony 
and mobile telephony, the date and 
time of the start and end of the com-
munication;

(2) concerning Internet access, Internet e-
mail and Internet telephony:

(i) the date and time of the log-in and 
log-off of the Internet access service, 
based on a certain time zone, to-
gether with the IP address, whether 
dynamic or static, allocated by the 
Internet access service provider to a 
communication, and the user ID of 
the subscriber or registered user;



288

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

DATA & PrIvACY

(ii) the date and time of the log-in and 
log-off of the Internet e-mail service 
or Internet telephony service, based 
on a certain time zone;

(d) data necessary to identify the type of com-
munication:

(1) concerning fixed network telephony 
and mobile telephony: the telephone 
service used;

(2) concerning Internet e-mail and Internet 
telephony: the Internet service used;

(e) data necessary to identify users’ communi-
cation equipment or what purports to be 
their equipment:

(1) concerning fixed network telephony, 
the calling and called telephone num-
bers;

(2) concerning mobile telephony:

(i) the calling and called telephone 
numbers;

(ii) the International Mobile Subscriber 
Identity (IMSI) of the calling party;

(iii) the International Mobile Equipment 
Identity (IMEI) of the calling party;

(iv) the IMSI of the called party;

(v) the IMEI of the called party;

(vi) in the case of pre-paid anonymous 
services, the date and time of the ini-
tial activation of the service and the 
location label (Cell ID) from which 
the service was activated;

(3) concerning Internet access, Internet e-
mail and Internet telephony:

(i) the calling telephone number for 
dial-up access;

(ii) the digital subscriber line (DSL) or 
other end point of the originator of 
the communication;

(f ) data necessary to identify the location of 
mobile communication equipment:

(1) the location label (Cell ID) at the start of 
the communication;

(2) data identifying the geographic loca-
tion of cells by reference to their loca-
tion labels (Cell ID) during the period 

for which communications data are 
retained.

2. No data revealing the content of the communi-
cation may be retained pursuant to this Direc-
tive.

Article 6 
Periods of retention

Member States shall ensure that the categories of 
data specified in Article 5 are retained for periods 
of not less than six months and not more than two 
years from the date of the communication.

Article 7 
Data protection and data security

Without prejudice to the provisions adopted pursu-
ant to Directive 95/46/EC and Directive 2002/58/EC, 
each Member State shall ensure that providers of 
publicly available electronic communications serv-
ices or of a public communications network respect, 
as a minimum, the following data security principles 
with respect to data retained in accordance with 
this Directive:

(a) the retained data shall be of the same quality 
and subject to the same security and protection 
as those data on the network;

(b) the data shall be subject to appropriate techni-
cal and organisational measures to protect the 
data against accidental or unlawful destruction, 
accidental loss or alteration, or unauthorised or 
unlawful storage, processing, access or disclo-
sure;

(c) the data shall be subject to appropriate techni-
cal and organisational measures to ensure that 
they can be accessed by specially authorised 
personnel only;

and

(d) the data, except those that have been accessed 
and preserved, shall be destroyed at the end of 
the period of retention.

Article 8 
Storage requirements for retained data

Member States shall ensure that the data specified 
in Article 5 are retained in accordance with this Di-
rective in such a way that the data retained and any 
other necessary information relating to such data 
can be transmitted upon request to the competent 
authorities without undue delay.
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Article 9 
Supervisory authority

1. Each Member State shall designate one or more 
public authorities to be responsible for moni-
toring the application within its territory of the 
provisions adopted by the Member States pur-
suant to Article 7 regarding the security of the 
stored data. Those authorities may be the same 
authorities as those referred to in Article 28 of 
Directive 95/46/EC.

2. The authorities referred to in paragraph 1 shall 
act with complete independence in carrying 
out the monitoring referred to in that para-
graph.

Article 10 
Statistics

1. Member States shall ensure that the Commis-
sion is provided on a yearly basis with statistics 
on the retention of data generated or proc-
essed in connection with the provision of pub-
licly available electronic communications serv-
ices or a public communications network. Such 
statistics shall include:

• the cases in which information was pro-
vided to the competent authorities in 
accordance with applicable national law,

• the time elapsed between the date on 
which the data were retained and the 
date on which the competent authority 
requested the transmission of the data,

• the cases where requests for data could 
not be met.

2. Such statistics shall not contain personal data.

Article 11 
Amendment of Directive 2002/58/EC

The following paragraph shall be inserted in Article 
15 of Directive 2002/58/EC:

“1a. Paragraph 1 shall not apply to data specifically 
required by Directive 2006/24/EC of the European 
Parliament and of the Council of 15 March 2006 
on the retention of data generated or processed in 
connection with the provision of publicly available 
electronic communications services or of public 
communications networks [] to be retained for the 
purposes referred to in Article 1(1) of that Directive.

Aricle 12 
Future measures

1. A Member State facing particular circumstances 
that warrant an extension for a limited period 
of the maximum retention period referred to 
in Article 6 may take the necessary measures. 
That Member State shall immediately notify 
the Commission and inform the other Member 
States of the measures taken under this Article 
and shall state the grounds for introducing 
them.

2. The Commission shall, within a period of six 
months after the notification referred to in para-
graph 1, approve or reject the national meas-
ures concerned, after having examined wheth-
er they are a means of arbitrary discrimination or 
a disguised restriction of trade between Mem-
ber States and whether they constitute an ob-
stacle to the functioning of the internal market. 
In the absence of a decision by the Commission 
within that period the national measures shall 
be deemed to have been approved.

3. Where, pursuant to paragraph 2, the national 
measures of a Member State derogating from 
the provisions of this Directive are approved, 
the Commission may consider whether to pro-
pose an amendment to this Directive.

Article 13 
Remedies, liability and penalties

1. Each Member State shall take the necessary 
measures to ensure that the national measures 
implementing Chapter III of Directive 95/46/
EC providing for judicial remedies, liability and 
sanctions are fully implemented with respect to 
the processing of data under this Directive.

2. Each Member State shall, in particular, take the 
necessary measures to ensure that any inten-
tional access to, or transfer of, data retained in 
accordance with this Directive that is not per-
mitted under national law adopted pursuant to 
this Directive is punishable by penalties, includ-
ing administrative or criminal penalties, that are 
effective, proportionate and dissuasive.

Article 14 
Evaluation

1. No later than 15 September 2010, the Commis-
sion shall submit to the European Parliament 
and the Council an evaluation of the application 
of this Directive and its impact on economic 
operators and consumers, taking into account 
further developments in electronic communi-
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cations technology and the statistics provided 
to the Commission pursuant to Article 10 with 
a view to determining whether it is necessary to 
amend the provisions of this Directive, in par-
ticular with regard to the list of data in Article 
5 and the periods of retention provided for in 
Article 6. The results of the evaluation shall be 
made public.

2. To that end, the Commission shall examine all 
observations communicated to it by the Mem-
ber States or by the Working Party established 
under Article 29 of Directive 95/46/EC.

Article 15 
Transposition

1. Member States shall bring into force the laws, 
regulations and administrative provisions nec-
essary to comply with this Directive by no later 
than 15 September 2007. They shall forthwith 
inform the Commission thereof. When Member 
States adopt those measures, they shall contain 
a reference to this Directive or shall be accom-
panied by such reference on the occasion of 
their official publication. The methods of mak-
ing such reference shall be laid down by Mem-
ber States.

2. Member States shall communicate to the Com-
mission the text of the main provisions of na-
tional law which they adopt in the field covered 
by this Directive.

3. Until 15 March 2009, each Member State may 
postpone application of this Directive to the re-
tention of communications data relating to In-
ternet Access, Internet telephony and Internet 
e-mail. Any Member State that intends to make 
use of this paragraph shall, upon adoption of 
this Directive, notify the Council and the Com-
mission to that effect by way of a declaration. 
The declaration shall be published in the Official 
Journal of the European Union.

Article 16 
Entry into force

This Directive shall enter into force on the twentieth 
day following that of its publication in the Official 
Journal of the European Union.

Article 17 
Addressees

This Directive is addressed to the Member States.

Done at Strasbourg, 15 March 2006.

For the European Parliament
The President J. Borrell Fontelles
For the Council
The President H. Winkler

[1] Opinion delivered on 19 January 2006 (not yet published in 
the Official Journal).

[2] Opinion of the European Parliament of 14 December 2005 
(not yet published in the Official Journal) and Council Deci-
sion of 21 February 2006.

[3] OJ L 281, 23.11.1995, p. 31. Directive as amended by regula-
tion (EC) No 1882/2003 (OJ L 284, 31.10.2003, p. 1).

[4] OJ L 201, 31.7.2002, p. 37.

[5] OJ L 69, 16.3.2005, p. 67.

[6] OJ C 321, 31.12.2003, p. 1.

[7] OJ L 108, 24.4.2002, p. 33.

[8] OJ L 105, 13.4.2006, p. 54.”
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Declaration by the 
Netherlands

pursuant to Article 15(3) of Directive 2006/24/
EC

regarding the Directive of the European Parliament 
and of the Council on the retention of data proc-
essed in connection with the provision of publicly 
available electronic communications services and 
amending Directive 2002/58/EC, the Netherlands 
will be making use of the option of postponing ap-
plication of the Directive to the retention of com-
munications data relating to Internet access, Inter-
net telephony and Internet e-mail, for a period not 
exceeding 18 months following the date of entry 
into force of the Directive.

Declaration by Austria

pursuant to Article 15(3) of Directive 2006/24/
EC

Austria declares that it will be postponing applica-
tion of this Directive to the retention of commu-
nications data relating to Internet access, Internet 
telephony and Internet e-mail, for a period of 18 
months following the date specified in Article 15(1).

Declaration by Estonia

pursuant to Article 15(3) of Directive 2006/24/
EC

In accordance with Article 15(3) of the Directive of 
the European Parliament and of the Council on the 
retention of data generated or processed in connec-
tion with the provision of publicly available electron-
ic communications services or of public communi-
cations networks and amending Directive 2002/58/
EC, Estonia hereby states its intention to make use of 
use that paragraph and to postpone application of 
the Directive to retention of communications data 
relating to Internet access, Internet telephony and 
Internet e-mail until 36 months after the date of 
adoption of the Directive.

Declaration by the United 
Kingdom

pursuant to Article 15(3) of Directive 2006/24/
EC

The United Kingdom declares in accordance with 
Article 15(3) of the Directive on the retention of 
data generated or processed in connection with 
the provision of publicly available electronic com-
munications services or of public communications 
networks and amending Directive 2002/58/EC that 
it will postpone application of that Directive to the 
retention of communications data relating to Inter-
net access, Internet telephony and Internet e-mail.

Declaration by the Republic 
of Cyprus

pursuant to Article 15(3) of Directive 2006/24/
EC

The republic of Cyprus declares that it is postponing 
application of the Directive in respect of the reten-
tion of communications data relating to Internet 
access, Internet telephony and Internet e-mail until 
the date fixed in Article 15(3).

Declaration by the Hellenic 
Republic

pursuant to Article 15(3) of Directive 2006/24/
EC

Greece declares that, pursuant to Article 15(3), it will 
postpone application of this Directive in respect of 
the retention of communications data relating to 
Internet access, Internet telephony and Internet e-
mail until 18 months after expiry of the period pro-
vided for in Article 15(1).
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Declaration by the Grand 
Duchy of Luxembourg

pursuant to Article 15(3) of Directive 2006/24/
EC

Pursuant to Article 15(3) of the Directive of the Euro-
pean Parliament and of the Council on the retention 
of data generated or processed in connection with 
the provision of publicly available electronic com-
munications services or of public communications 
networks and amending Directive 2002/58/EC, the 
Government of the Grand Duchy of Luxembourg 
declares that it intends to make use of Article 15(3) 
of the Directive in order to have the option of post-
poning application of the Directive to the retention 
of communications data relating to Internet access, 
Internet telephony and Internet e-mail.

Declaration by Slovenia

pursuant to Article 15(3) of Directive 2006/24/
EC

Slovenia is joining the group of Member States 
which have made a declaration under Article 15(3) 
of the Directive of the European Parliament and 
the Council on the retention of data generated or 
processed in connection with the provision of pub-
licly available electronic communications services 
or of public communications networks, for the 18 
months postponement of the application of the 
Directive to the retention of communication data 
relating to Internet, Internet telephony and Internet 
e-mail.

Declaration by Sweden

pursuant to Article 15(3) of Directive 2006/24/
EC

Pursuant to Article 15(3), Sweden wishes to have the 
option of postponing application of this Directive 
to the retention of communications data relating 
to Internet access, Internet telephony and Internet 
e-mail.

Declaration by the Republic 
of Lithuania

pursuant to Article 15(3) of Directive 2006/24/
EC

Pursuant to Article 15(3) of the draft Directive of 
the European Parliament and of the Council on 
the retention of data generated or processed in 
connection with the provision of publicly avail-
able electronic communications services or public 
communications networks and amending Direc-
tive 2002/58/EC (hereafter the “Directive”), the re-
public of Lithuania declares that once the Directive 
has been adopted it will postpone the application 
thereof to the retention of communications data 
relating to Internet access, Internet telephony and 
Internet e-mail for the period provided for in Article 
15(3).

Declaration by the Republic 
of Latvia

pursuant to Article 15(3) of Directive 2006/24/
EC

Latvia states in accordance with Article 15(3) of Di-
rective 2006/24/EC of 15 March 2006 on the reten-
tion of data generated or processed in connection 
with the provision of publicly available electronic 
communications services or of public communica-
tions networks and amending Directive 2002/58/
EC that it is postponing application of the Directive 
to the retention of communications data relating to 
Internet access, Internet telephony and Internet e-
mail until 15 March 2009.

Declaration by the Czech 
Republic

pursuant to Article 15(3) of Directive 2006/24/
EC

Pursuant to Article 15(3), the Czech republic hereby 
declares that it is postponing application of this 
Directive to the retention of communications data 
relating to Internet access, Internet telephony and 
Internet e-mail until 36 months after the date of 
adoption thereof.



293

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

DATA & PrIvACY

Declaration by Belgium

pursuant to Article 15(3) of Directive 2006/24/
EC

Belgium declares that, taking up the option avail-
able under Article 15(3), it will postpone application 
of this Directive, for a period of 36 months after its 
adoption, to the retention of communications data 
relating to Internet access, Internet telephony and 
Internet e-mail.

Declaration by the Republic 
of Poland

pursuant to Article 15(3) of Directive 2006/24/
EC

Poland hereby declares that it intends to make 
use of the option provided for under Article 15(3) 
of the Directive of the European Parliament and of 
the Council on the retention of data processed in 
connection with the provision of publicly available 
electronic communications services and amending 
Directive 2002/58/EC and postpone application of 
the Directive to the retention of communications 
data relating to Internet access, Internet telephony 
and Internet e-mail for a period of 18 months follow-
ing the date specified in Article 15(1).

Declaration by Finland

pursuant to Article 15(3) of Directive 2006/24/
EC

Finland declares in accordance with Article 15(3) of 
the Directive on the retention of data generated or 
processed in connection with the provision of pub-
licly available electronic communications services or 
of public communications networks and amending 
Directive 2002/58/EC that it will postpone applica-
tion of that Directive to the retention of commu-
nications data relating to Internet access, Internet 
telephony and Internet e-mail.

Declaration by Germany

pursuant to Article 15(3) of Directive 2006/24/
EC

Germany reserves the right to postpone application 
of this Directive to the retention of communications 
data relating to Internet access, Internet telephony 
and Internet e-mail for a period of 18 months follow-
ing the date specified in the first sentence of Article 
15(1).
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COMMUNICATION FrOM THE COMMISSION TO THE 
COUNCIL, THE EUrOPEAN PArLIAMENT, THE EUrO-
PEAN ECONOMIC AND SOCIAL COMMITTEE AND 
THE COMMITTEE OF THE rEGIONS

a strateGY for a seCure 
InforMatIon soCIetY – 
“dIaloGue, partnershIp and 
eMpowerMent”

1. INTRODUCTION

The Communication “i2010 – A European Informa-
tion Society for growth and employment”[1], high-
lighted the importance of network and information 
security for the creation of a single European infor-
mation space. The availability, reliability and security 
of networks and information systems are increas-
ingly central to our economies and to the fabric of 
society.

The purpose of the present Communication is to 
revitalise the European Commission strategy set 
out in 2001 in the Communication “Network and 
Information Security: proposal for a European Policy 
approach”[2]. It reviews the current state of threats 
to the security of the Information Society and de-
termines what additional steps should be taken to 
improve network and information security (NIS).

Drawing on the experience acquired by Member 
States and at European Community level, the ambi-
tion is to further develop a dynamic, global strategy 
in Europe, based on a culture of security and found-
ed on dialogue, partnership and empowerment .

In tackling security challenges for the Information 
Society, the European Community has developed 
a three-pronged approach embracing: specific net-
work and information security measures, the regu-
latory framework for electronic communications 
(which includes privacy and data protection issues), 
and the fight against cybercrime. Although these 
three aspects can, to a certain extent, be developed 
separately, the numerous interdependencies call for 
a coordinated strategy. This Communication sets 
out the strategy and provides the framework to 
carry forward and refine a coherent approach to NIS.

The 2001 Communication defines NIS as “ the abil-
ity of a network or an information system to resist, 
at a given level of confidence, accidental events or 
malicious actions that compromise the availability, 
authenticity, integrity and confidentiality of stored 
or transmitted data and the related services offered 
by or accessible via these networks and systems ”. 
Over recent years, the European Community has 
implemented a number of actions to improve NIS.

The regulatory framework for electronic communi-
cations, the review of which is underway, includes 
security-related provisions. In particular, the Direc-
tive on Privacy and Electronic Communications[3] 
contains an obligation for providers of publicly 
available electronic communications services to 
safeguard the security of their services. Provisions 
against spam[4] and spyware[5] are laid down.

Trust and security also play an important part in the 
European Community programmes devoted to re-
search and development. The 6th research Frame-
work Programme addresses these issues through a 
wide range of projects. Security-related research is 
to be reinforced in the 7th Framework Programme 
with the establishment of a European Security 
research Programme (ESrP)[6]. Furthermore, the 
Safer Internet Plus programme supports network-
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ing projects and the exchange of best practices to 
combat harmful content circulating on information 
networks.

As a part of its response to security threats, the Eu-
ropean Community decided in 2004 to create the 
European Network and Information Security Agency 
(ENISA). ENISA contributes to the development of a 
culture of network and information security for the 
benefit of citizens, consumers, enterprises and pub-
lic sector organisations throughout the European 
Union (EU).

The EU also plays an active role in the international 
fora addressing these topics, such as the OECD, the 
Council of Europe or the UN. At the World Summit 
on the Information Society in Tunis, the EU strongly 
supported the discussions on the availability, reli-
ability and security of networks and information. 
The Tunis Agenda[7], which together with the Tunis 
Commitment sets out further steps for the policy de-
bate on the global Information Society as endorsed 
by the world’s leaders, highlights the need to con-
tinue the fight against cybercrime and spam while 
ensuring the protection of privacy and freedom of 
expression. It identifies the need for a common un-
derstanding of the issues of Internet security and for 
further cooperation to facilitate the collection and 
dissemination of security-related information and 
the exchange of good practice among all stakehold-
ers on measures to combat security threats.

2. ImPROVING THE SECURITY OF THE 
INFORmaTION SOCIETY: THE kEY 
CHaLLENGES

Despite the efforts at international, European and 
national level, security continues to pose challeng-
ing problems.

Firstly, attacks on information systems are increas-
ingly motivated by profit rather than by the desire to 
create disruption for its own sake. Data are illegally 
mined, increasingly without the user’s knowledge, 
while the number of variants (and the rate of evo-
lution) of malware[8] is increasing rapidly. Spam is 
a good example of this evolution: it is becoming a 
vehicle for viruses and fraudulent and criminal activi-
ties, such as spyware, phishing[9] and other forms 
of malware. Its widespread distribution increasingly 
relies on botnets[10], i.e. compromised servers and 
PCs used as relays without the knowledge of their 
owners.

The increasing deployment of mobile devices (in-
cluding 3G mobile phones, portable videogames, 

etc.) and mobile-based network services will pose 
new challenges, as IP-based services develop rap-
idly. These could eventually prove to be a more 
common route for attacks than personal computers 
since the latter already deploy a significant level of 
security. Indeed, all new forms of communication 
platforms and information systems inevitably pro-
vide new windows of opportunity for malicious at-
tacks.

Another significant development is the advent of 
“ambient intelligence”, in which intelligent devices 
supported by computing and networking technol-
ogy will become ubiquitous (e.g. through rFID[11], 
IPv6 and sensor networks). A totally interconnected 
and networked everyday life promises significant 
opportunities. However, it will also create additional 
security and privacy-related risks. While common 
platforms and applications contribute positively 
to interoperability and the take-up of Information 
and Communication Technologies (ICTs), they can 
also increase risks. For example, the greater the use 
of “off-the-shelf” software, the greater the impact 
when vulnerabilities are exploited or failures occur. 
The emergence of certain “monocultures” in soft-
ware platforms and applications can greatly facili-
tate the growth and spread of security threats such 
as malware and viruses. Diversity, openness and 
interoperability are integral components of security 
and should be promoted .

The relevance of the ICT sector for the European 
economy and for European society as a whole is 
incontestable. ICT is a critical component of innova-
tion and is responsible for nearly 40% of productivity 
growth. In addition, this highly innovative sector is 
responsible for more than a quarter of the total Eu-
ropean r&D effort and plays a key role in the crea-
tion of economic growth and jobs throughout the 
economy. More and more Europeans live in a truly 
information-based society where the use of ICTs 
has rapidly accelerated as a core function of human 
social and economic interaction. According to Euro-
stat, 89% of EU enterprises actively used the Internet 
in 2004 and around 50% of consumers had recently 
used the Internet[12].

A breach in NIS can generate an impact that tran-
scends the economic dimension. Indeed, there is a 
general concern that security problems may lead 
to user discouragement and lower take-up of ICT, 
whereas availability, reliability and security are a 
prerequisite for guaranteeing fundamental rights 
on-line.

In addition, because of increased connectivity be-
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tween networks, other critical infrastructures (like 
transport, energy, etc.) are also becoming more and 
more dependent on the integrity of their respective 
information systems.

Both business and citizens in Europe still underes-
timate the risks. This is for various reasons, but the 
most important seems to be, in the case of enter-
prises, the poor visibility of the return on investment 
in security and, in the case of citizens, the fact that 
they are not aware of their responsibility in the glo-
bal security chain.

Indeed, given the ubiquity of ICTs and information 
systems, network and information security is a chal-
lenge for everybody:

• Public administrations need to address the 
security of their systems, not just to protect 
public sector information, but also to serve as 
an example of best practice for other players.

• Enterprises need to address NIS more as an 
asset and an element of competitive advan-
tage than as a “negative cost”.

• Individual users need to understand that 
their home systems are critical for the overall 
“security chain”.

In order to successfully tackle the problems de-
scribed above, all stakeholders need reliable data on 
information security incidents and trends. However, 
reliable and comprehensive data on such incidents 
are difficult to obtain for many reasons, ranging from 
the rapidity with which security events can happen 
to the unwillingness of some organisations to dis-
close and publicise security breaches. Nonetheless, 
one of the cornerstones in developing a culture of 
security is improving our knowledge of the problem.

It is important that awareness programmes, de-
signed to highlight security threats, do not under-
mine the trust and confidence of consumers and 
users by focusing only on negative aspects of se-
curity. Wherever possible, therefore, NIS should be 
presented as a virtue and an opportunity rather than 
as a liability and a cost. It needs to be viewed as an 
asset in building trust and consumer confidence, a 
competitive advantage for enterprises operating 
information systems, and a service quality issue for 
both public and private sector service providers.

The key challenge for policy makers is to achieve a 
holistic approach. This approach must recognise the 
respective roles of the various stakeholders. It must 
ensure proper coordination of the range of public 

policy and regulatory provisions that impact either 
directly or indirectly on NIS. The processes of liber-
alisation, deregulation and convergence have pro-
duced a multiplicity of players among the various 
stakeholder groups, which does not make this task 
easier. The contribution of ENISA to this goal can be 
important. ENISA could serve as a centre for informa-
tion sharing, cooperation amongst all stakeholders, 
and the exchange of commendable practices, both 
within Europe and with the rest of the world, in or-
der to contribute to the competitiveness of our ICT 
industries and a well-functioning Internal Market.

3. TOwaRDS a DYNamIC aPPROaCH TO 
a SECURE INFORmaTION SOCIETY

A secure Information Society must be based on 
enhanced NIS and a widespread culture of security. 
To this end, the European Commission proposes a 
dynamic and integrated approach that involves all 
stakeholders and is based on dialogue, partnership 
and empowerment. Given the complementary roles 
of public and private sectors in creating a culture of 
security, policy initiatives in this field must be based 
on an open and inclusive multi-stakeholder dia-
logue.

This approach, and its associated actions, will com-
plement and enrich the Commission’s plan to con-
tinue the development of a comprehensive and 
dynamic policy framework through a number of 
initiatives in 2006:

1. Addressing the evolution of spam and threats, 
like spyware and other forms of malware, in a 
Communication on these specific issues.

2. Making proposals for improving cooperation 
between law enforcement authorities and ad-
dressing new forms of criminal activity that ex-
ploit the Internet and undermine the operation 
of critical infrastructures. This will be the subject 
of a specific Communication on cybercrime.

These policy initiatives also complement the activ-
ity being planned to achieve the goals of the Com-
mission’s Green Paper on the European Programme 
for Critical Infrastructure Protection (EPCIP)[13], de-
veloped in response to a request by the December 
2004 Council. The Green Paper process is likely to 
lead to an action plan combining an overall “um-
brella” approach to critical infrastructure protection 
with the necessary sector-specific policies, including 
one for the ICT sector. The sector-specific policy for 
the ICT sector would examine, via a multi-stakehold-
er dialogue , the relevant economic, business and 
societal drivers with a view to enhancing the secu-
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rity and the resilience of networks and information 
systems.

Moreover, the 2006 review of the regulatory frame-
work for electronic communications will also con-
sider elements to improve NIS, such as technical 
and organisational measures to be taken by service 
providers, provisions dealing with the notification of 
security breaches, and specific remedies and penal-
ties regarding breaches of obligations.

It is largely up to the private sector to deliver solu-
tions, services and security products to end users. It 
is therefore of strategic importance that European 
industry be both a demanding user of security prod-
ucts and services as well as a competitive supplier of 
NIS products and services.

National governments need to be able to identify 
and implement best practice in policy-making, as 
well as demonstrate commitment to these policy 
objectives by managing their own information 
systems in a secure manner. Public authorities, in 
Member States and at EU level, have a key role to 
play in properly informing users to enable them to 
contribute to their own security and safety. raising 
awareness on NIS issues and providing appropriate 
and timely information via dedicated e-security web 
portals on threats, risks and alerts as well as on best 
practices should be priorities. To this end, examining 
the feasibility of creating a European multilingual in-
formation sharing and alert system , which would 
build upon and link together existing or planned na-
tional public and private initiatives, could be a major 
goal for ENISA.

The global dimension of network and informa-
tion security challenges the Commission, both at 
international level and in coordination with Mem-
ber States, to increase its efforts to promote global 
cooperation on NIS , notably in implementing the 
agenda adopted at the World Summit on the Infor-
mation Society (WSIS) in November 2005.

Lastly, research and development, notably at EU 
level, will help develop new and innovative partner-
ships to boost the growth of the European ICT in-
dustry at large, and the European ICT security indus-
try in particular. The Commission will therefore seek 
to ensure that appropriate financial resources are al-
located to research on NIS and dependability tech-
nologies under the 7th EU Framework Programmes.

3.1. Dialogue

3.1.1.  As a first step to enhancing dialogue be-

tween public authorities, the Commission proposes 
initiating an exercise to benchmark national NIS-
related policies , including specific security policies 
for the public sector. This exercise will help identify 
the most effective practices, so that they can then 
be deployed wherever possible on a broader basis 
throughout the EU and help make public adminis-
trations a driver of best practice in security. The work 
on electronic identification, for example as part of 
the recent eGovernment Action Plan, could play an 
important role in that respect.

If appropriately structured, the results of such a 
benchmarking exercise will identify best practices 
to improve awareness among SMEs and citizens of 
the need to address their own specific NIS challeng-
es and requirements as well as their ability to do so. 
ENISA should be called upon to play an active role in 
this dialogue, and in consolidating and exchanging 
best practices.

3.1.2.  A structured multi-stakeholder debate on 
how best to exploit existing tools and regulatory in-
struments to attain an appropriate societal balance 
between security and the protection of fundamen-
tal rights, including privacy, is needed. The planned 
Conference “i2010 – Towards a Ubiquitous Euro-
pean Information Society” being organised by the 
forthcoming Finnish Presidency, and the consulta-
tion on the security and privacy implications of rFID, 
which is part of the broader consultation recently 
launched by the Commission, will contribute to this 
debate. In addition, the Commission will organise:

• A business event to stimulate industry com-
mitment to adopting effective approaches to 
implement a culture of security in industry.

• A seminar reflecting on ways to raise security 
awareness and strengthen the trust of end-
users in the use of electronic networks and 
information systems.

3.2. Partnership

3.2.1.  Effective policy making needs a clear un-
derstanding of the nature and extent of the chal-
lenges. This calls for not only reliable and up-to-date 
statistical and economic data both on information 
security incidents and levels of consumer and user 
confidence, but also up-to-date data on the size 
and trends of the ICT security industry in Europe. 
The Commission intends to ask ENISA to develop a 
trusted partnership with Member States and stake-
holders to develop an appropriate data collection 
framework , including the procedures and mecha-
nisms to collect and analyse EU-wide data on secu-
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rity incidents and consumer confidence.

In parallel, because of the highly fragmented market 
in the EU and its rather specific nature, the Commis-
sion will invite Member States, the private sector 
and the research community to establish a strategic 
partnership to ensure the availability of data on the 
ICT security industry and on the evolving market 
trends for products and services in the EU.

3.2.2.  In order to improve the European capability 
to respond to network security threats, the Com-
mission will ask ENISA to examine the feasibility of 
a European information sharing and alert system to 
facilitate effective responses to existing and emerg-
ing threats to electronic networks. A requirement of 
such a system will be a multilingual EU portal to pro-
vide tailored information on threats, risks and alerts.

3.3.  Empowerment

The empowerment of each stakeholder group is a 
prerequisite to foster awareness of security needs 
and risks in order to promote NIS.

3.3.1.  In this respect the Commission invites Mem-
ber States to:

• proactively participate in the proposed 
benchmarking exercise of national NIS 
policies;

• promote, in close cooperation with ENI-
SA, awareness campaigns on the virtues, 
benefits and rewards of adopting effec-
tive security technologies, practices and 
behaviour;

• leverage the roll-out of e-government 
services to communicate and promote 
good security practices that could then 
be extended to other sectors;

• stimulate the development of network 
and information security programmes as 
part of higher education curricula.

3.3.2.  The Commission also invites private sector 
stakeholders to take initiatives to:

• develop an appropriate definition of re-
sponsibilities for software producers and 
Internet service providers in relation to 
the provision of adequate and auditable 
levels of security. Here, support for stand-
ardised processes that would meet com-
monly agreed security standards and best 
practice rules is needed;

• promote diversity, openness, interoper-
ability, usability and competition as key 
drivers for security as well as stimulate 
the deployment of security-enhancing 
products, processes and services to pre-
vent and fight ID theft and other privacy-
intrusive attacks;

• disseminate good security practices for 
network operators, service providers and 
SMEs as baseline levels for security and 
business continuity;

• promote training programmes in the 
business sector, in particular for SMEs, to 
provide employees with the knowledge 
and skills necessary to effectively imple-
ment security practices;

• work towards affordable security certifi-
cation schemes for products, processes 
and services that will address EU-specific 
needs (in particular with respect to pri-
vacy);

• involve the insurance sector in develop-
ing appropriate risk management tools 
and methods to tackle ICT-related risks 
and foster a culture of risk management 
in organisations and business (in particu-
lar in SMEs).

4. CONCLUSIONS

Identifying and meeting security challenges in re-
lation to information systems and networks in the 
EU requires the full commitment of all stakeholders. 
The policy approach outlined in this Communica-
tion seeks to achieve this by reinforcing a multi-
stakeholder approach . This would build on mutual 
interests, identify respective roles and develop a 
dynamic framework to promote effective public 
policy-making and private sector initiatives.

The Commission will report to Council and Par-
liament in the middle of 2007 on the activities 
launched, the initial findings and the state of play of 
individual initiatives, including those of ENISA and 
those taken at Member State level and in the private 
sector. If appropriate, the Commission will propose 
a recommendation on network and information 
security (NIS).

[1] COM(2005) 229, 1.6.2005.

[2] COM(2001) 298, 6.6.2001.

[3] Directive 2002/58/EC.

[4] Or unsolicited commercial communications.
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[5] Spyware is tracking software deployed without adequate 
notice, consent, or control for the user.

[6] The ESPr is being prepared in the course of a Preparatory 
Action for Security research during the period 2004-2006.

[7] Towards a global partnership in the Information Society: 
follow-up to the Tunis Phase of the World Summit on the 
Information Society (WSIS) - COM(2006) 181, 27.4.2006.

[8] Malware stands for “malicious software”.

[9] Phishing is a form of Internet fraud aiming to steal valuable 
information such as credit cards, bank account numbers, 
user IDs and passwords.

[10] Botnets are networks of bots, which are applications that 
perform actions on behalf of a remote controller and are 
installed covertly on a victim machine.

[11] radio Frequency Identification.

[12] Eurostat, Internet activities in the European Union , 40/2005.

[13] COM(2005) 576, 17.11.2005.

Communication from 
the Commission to the 
European Parliament, the 
Council the European 
Economic and Social 
Committee and the 
Committee of the Regions 
- Communication on 
the implementation 
of the multiannual 
Community Programme 
on promoting safer use 
of the Internet and new 
online technologies (Safer 
Internet plus) 

1. INTRODUCTION cyber security in general

This Communication was drafted in response to a 
requirement laid down in Article 5(3) of Decision No 
854/2005/EC of the European Parliament and of the 
Council of 11 May 2005 establishing a multiannual 
Community programme on promoting safer use 
of the Internet and new online technologies (“Safer 
Internet plus”), which states that “the Commission 
shall report on the implementation of the actions 
referred to in Article 1(2) to the European Parliament, 
the Council, the European Economic and Social 
Committee and the Committee of the regions by 
mid-2006 at the latest. In this context, the Commis-
sion shall report on the consistency of the amount 
for 2007 to 2008 with the financial perspective.”

The Decision defines the financial framework for the 
programme as follows (Article 6): 

• The financial framework for the period from 
1 January 2005 to 31 December 2008 is set at 
EUr 45 million.

• EUr 20.05 million is provided for the period 
until 31 December 2006 (Article 6(1)).

• For the period following 31 December 2006, 
the amount shall be deemed to be con-
firmed if it is consistent for this phase with the 
financial perspective in force for the period 
commencing in 2007 (Article 6(2)).
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2. ObJECTIVES OF SaFER INTERNET PLUS

The aim of Safer Internet plus is to promote safer use 
of the Internet and new online technologies, partic-
ularly for children, and to fight against illegal content 
and content unwanted by the end user.

The Programme focuses on the end-user – particu-
larly children, whether at home or at school.

The Programme is divided into four main actions:

(a) fighting against illegal content;

(b) tackling unwanted and harmful content;

(c) promoting a safer environment;

(d) awareness raising.

Safer Internet plus is a successor to the Safer Internet 
Action Plan which ran from 1999-2004 with a total 
budget of EUr 38.3 million.

The coverage of the new programme extends to 
new online technologies, including mobile and 
broadband content, online games, peer-to-peer file 
transfer, and all forms of real-time communications 
such as chat rooms and instant messages, primarily 
with the aim of improving the protection of children 
and minors. A broader range of areas of illegal and 
harmful content and conduct of concern are cov-
ered, including racism and violence.

3. ImPLEmENTaTION OF THE 
PROGRammE

Safer Internet plus is implemented by the European 
Commission. The Member States are represented 
through the Safer Internet plus Management Com-
mittee. Financial support is provided through grants 
and procurements.

3.1. CALL FOR PROPOSALS 2005

In accordance with Article 3 of the programme Deci-
sion, the Commission drafted a Work Programme[1] 
for 2005 to serve as the basis for implementing the 
programme. The 2005 Safer Internet plus call for 
proposals was published on 10 September 2005[2].

Following the evaluation, 37 of the 59 proposals 
received were selected for negotiation, involving 
indicative EC funding of around EUr 11.79 million in 
total (of which EUr 9.21 million on the 2005 budget 
and EUr 2.58 million on the 2006 budget), as follows:

• Hotlines[3]: 1 network coordinator and 16 
hotlines covering 15 countries;

• Awareness nodes[4] and helplines[5]: 1 net-
work coordinator and 16 awareness nodes;

• User empowerment: 1 thematic network;

• Self-regulation: 1 thematic network;

• Media: 1 thematic network.

The response to the call was particularly good for 
the hotlines and the awareness nodes. In fact, the 
existing hotline network will be extended to the 
Czech republic and Slovenia, which did not have 
hotlines, and the awareness nodes network will be 
extended to Cyprus, Luxembourg and Latvia, which 
did not have awareness nodes. Of the 16 awareness 
nodes recommended for EC funding, 10 will include 
a helpline as a new service. .

3.2. SAFER INTERNET FORUM

The Safer Internet Forum was set up under the Safer 
Internet Action Plan to provide a focal point for dis-
cussion and encourage action on illegal, unwanted 
and harmful content. It provides a platform for con-
sensus, inputting conclusions, recommendations, 
guidelines, etc., to relevant national and European 
channels. It also provides an opportunity to discuss 
ways in which industry can contribute to combating 
illegal content.

In 2005 the main topic discussed in the Safer Inter-
net Forum was “Child safety and mobile phones” fo-
cusing on risk assessment, emerging solutions and 
national codes of conduct[6]. In 2006, discussion 
with mobile network operators, child safety organi-
sations, researchers and public bodies continued, 
with the objective of reaching an agreement on 
best practices on child protection and their imple-
mentation across Europe.

In June 2006, two new topics were discussed in the 
Forum: children’s use of new media and blocking 
access to child sexual abuse images[7].

On the first topic, results of recent research on in-
ternet safety were presented. In particular, the 
Commission presented the results of the last Euro-
barometer survey[8], which was launched under a 
framework contract in December 2005, covering all 
EU Member States plus Bulgaria, romania, Croatia 
and Turkey, to provide comparable data on internet 
safety issues across Europe.

Earlier surveys were carried out in autumn 2003 in 
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the 15 “old” Member States and at the beginning 
of 2004 in the 10 new Member States, just before 
these countries joined the European Union on 1 
May 2004. The new questionnaire was largely based 
on the 2003/2004 survey to allow comparison. Addi-
tional questions were included to better understand 
the context (parents’ use of media) and cover new 
services (mobile phones, online games, and filtering 
tools).

According to Eurobarometer, 18% of European par-
ents of children aged 17 and younger say their child 
has encountered harmful or illegal content on the 
Internet. Although in the 15 “old” Member States, 
awareness levels have increased significantly since 
the previous survey, 44% of parents would like more 
information about how to protect their child from 
illegal and harmful content and contact. According 
to the respondents, this information should be pro-
vided by schools (36%), the Internet provider (31%) 
and the media (21%). Among the recommenda-
tions received from stakeholders based on the Eu-
robarometer results are the following:

• focusing more on children under 10 who are 
already heavy users of internet and mobile 
phones;

• improving the visibility of hotlines through 
enhanced cooperation with the police;

• providing information through channels to 
suit the needs of the parents and the age of 
the children (schools, ISPs, media).

The survey also confirmed that internet use, parents’ 
expectations and awareness levels still vary greatly 
across Europe. Having a European awareness net-
work with national nodes appears to fit in well with 
running tailored local campaigns.

3.3. SAFER INTERNET DAYS

Safer Internet Day is part of a global drive by aware-
ness-raising partners to promote a safer Internet for 
all users, especially young people. In February 2005 
and 2006, Safer Internet Days were organised under 
the patronage of Commissioner viviane reding by 
the European internet safety network INSAFE, which 
is co-funded by the Safer Internet Programme, with 
the participation of a broad number of organisations 
and countries across Europe and worldwide.

In 2005, Safer Internet Day was celebrated on 8 Feb-
ruary and 65 organisations from 30 countries took 
part. The event included the launch of a storytelling 
competition for 9-16 year-olds. Following national 

ceremonies in 16 countries, a book of their stories 
has been published.

In 2006, Safer Internet Day was celebrated on 7 Feb-
ruary and a broad variety of organisations (around 
100 organisations from 37 countries) took part: na-
tional authorities, ISPs and telecom operators, indus-
try, schools, libraries and museums, internet safety 
organisations and international organisations.

Internet safety events such as a worldwide bloga-
thon, quizzes, online games, story-telling competi-
tions, and round table discussions were organised 
across Europe and also beyond EU borders, for in-
stance in the United States, russia, Brazil, Argentina, 
Australia and New Zealand.

More detailed information on the events organised 
for Safer Internet Day 2006 is available on the pro-
gramme web site[9].

4. NEw TRENDS FROm 2006

In 2006 the Commission intends to continue the 
above activities and to enhance their impact by:

• Consolidating and extending the geographi-
cal coverage of the hotlines and aware-
ness-raising networks. During the period 
2003-2004, under the Safer Internet Action 
Plan[10], 21 hotlines spanning 20 countries 
and 23 awareness nodes spanning 21 coun-
tries were funded. Most of them will continue 
operating as a result of the call for propos-
als for 2005. The new call for proposals for 
2006[11] will aim to give the two networks 
the fullest possible geographical coverage.

• Fostering close cooperation between all 
stakeholders in Safer Internet activities. This 
was one of the objectives of the joint an-
nual meeting of hotlines and awareness net-
works in Luxembourg on 20 June 2006 and 
the Safer Internet Forum of 21 June 2006, in 
which researchers, industry, law enforcement 
authorities and members of the European 
networks took part.

• Helping European citizens to find practical 
information about how they can use the In-
ternet more safely. This will be done through 
the activities of the national awareness nodes 
and the promotion of a Europe-wide helpline 
(Europe Direct service)[12].

• Increasing the visibility of the Safer Internet 
plus programme among European citizens, 
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both adults and children. In particular, on 
top of the awareness campaign run by the 
national awareness nodes, the Commission 
will organise an event in Brussels for Safer In-
ternet Day 2007.

In implementing Safer Internet plus and in planning 
a future follow-up programme the Commission will 
also take account of the findings and recommen-
dations of the final evaluation of the Safer Internet 
Action Plan[13]. Progress already made in area men-
tioned by this evaluation will be reinforced.

5.FINaNCIaL PERSPECTIVE

Following the interinstitutional agreement on the 
new financial framework signed on 17 May 2006, 
the Commission presented its “revised package for 
EU programmes 2007-2013”[14], amending exist-
ing and proposed legislation where necessary to 
give effect to the agreement. The amount set in this 
package for Safer Internet plus for the period 2005-
2008 is EUr 45 million, exactly the amount provided 
for in the decision.

The amount set in the programme decision for the 
period from 1 January 2007 to 31 December 2008 
– EUr 24.95 million – is therefore consistent for this 
phase with the financial perspective in force for the 
period commencing in 2007.

6.CONCLUSIONS

The great number of reports received by the hot-
lines (over 534,000 in 2005 alone) shows the increas-
ing need for such a service to fight against illegal 
content.

Safer Internet Day, with its broad national participa-
tion and media coverage, is increasingly recognized 
as a valuable opportunity to improve communica-
tion among stakeholders and to reach out to the 
broader public.

Awareness nodes are providing more and more 
targeted campaigns to reach children, parents and 
teachers and the network is increasingly exchang-
ing best practice in this area.

In order to further build up the actions carried out so 
far, to achieve the full impact of the programme (e.g. 
expanding geographical coverage and fostering co-
operation among stakeholders), and to enhance its 
visibility, continued funding is required.

[1] Commission Decision C(2005) 3231 of 9.9.2005, www.eu-
ropa.eu.int/saferinternet.

[2] OJ C 223, 10.9.2005, p. 8 and Safer internet plus web 
site:www.europa.eu.int/saferinternet.

[3] Hotlines allow users to report illegal content on the Internet. 
They pass the reports to the appropriate body (police, ISPs 
or a correspondant hotline) for action.

[4] Awareness nodes carry out awareness-raising activities 
aimed at the target groups of parents, teachers and chil-
dren covering a range of categories of illegal, unwanted 
and harmful content.

[5] Helplines offer one-to-one conversations with a trained 
helper (by telephone or online) to allow children to raise 
concerns about illegal and harmful content on the Internet

[6] http://europa.eu.int/information_society/activities/sip/
si_forum/mobile_2005/index_en.htm.

[7] http://europa.eu.int/information_society/activities/sip/
si_forum/forum_june_2006/index_en.htm.

[8] http://europa.eu.int/information_society/activities/sip/
docs/eurobarometer/eurobarometer_2005_25_ms.pdf.

[9] http://europa.eu.int/information_society/activities/sip/
docs/events/si_day_2006_events.pdf.

[10] Decision no 276/1999/EC of the European Parliament and 
of the Council of 25 January 1999 adopting a Multiannual 
Community Action Plan on promoting safer use of the In-
ternet by combating illegal and harmful content on global 
networks (OJ L 33 of 6.2.1999 p.1) amended by Decision no 
1151/2003/EC of the European Parliament and of the Coun-
cil of 16 June 2003 (OJ L 162 of 1.7.2003).

[11] OJ C167 of 19.7.2006 and Safer Internet plus web site: http://
europa.eu.int/information_society/activities/sip/call/pro-
posals/index_en.htm.

[12] http://europa.eu/europedirect and free-number 00800 6 7 
8 9 10 11.

[13] COM/2006/XXXX of ….

[14] IP/06/673 of 24/05/2006 and MEMO/06/213.
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Communication from 
the Commission to the 
European Parliament, the 
Council, the European 
Economic and Social 
Committee and the 
Committee of the Regions 
on fighting spam, spyware 
and malicious software

1. PURPOSE OF THE COmmUNICaTION

Society is becoming more and more aware of how 
essential modern electronic communications net-
works and services are for everyday life, in business 
or at home. A wide take-up of services depends on 
trustworthy, secure and reliable technologies. The 
Commission Communication on a Strategy for a 
secure Information Society [1] aims at improving 
the security of network and information at large and 
invites the private sector to address vulnerabilities 
in network and information systems that can be 
exploited to spread spam and malicious software. 
The Commission Communication on the review of 
the EU regulatory Framework proposes new rules 
to strengthen security and privacy in the electronic 
communications sector [2]. spam, cyber crime

The present Communication deals with the evolu-
tion of spam [3], and threats such as spyware and 
malicious software. It takes stock of efforts made so 
far to fight these threats and identifies further ac-
tions that can be taken, including:

• strengthening Community law

• law enforcement

• cooperation within and between Member 
States

• political and economic dialogue with third 
countries

• industry initiatives

• r&D activities.

2. THE PRObLEm - THE EVOLVING 
NaTURE OF THREaTS

Spam [4] has grown significantly over the last 5 years 
[5]. Industry sources report that spam now accounts 

for 50-80% of messages addressed to end-users. [6].
Although the biggest portion of spam originates 
from outside the EU, European countries now ac-
count for 25% of relayed spam messages [7]. The 
worldwide cost of spam has been estimated at 
€39 billion in 2005. Spam costs to major European 
economies have been estimated to be around re-
spectively €3,5 billion – Germany, €1,9 billion –Unit-
ed Kingdom and €1,4 billion - France [8]. Spamming 
is considered a ‘business’ of its own. Spammers rent 
or sell lists of harvested e-mail addresses to compa-
nies for marketing purposes. Spam over the internet 
is especially lucrative. This has to do with the reach 
of the medium and the low costs involved in send-
ing massive amounts of messages. At the same time 
moderate investments to fight spam can also deliver 
significant results. As an example, in the Netherlands 
an 85% reduction in Dutch spam was achieved by 
investing €570 000 in equipment to fight spam.

From a mere nuisance unsolicited e-mail has be-
come increasingly fraudulent and criminal in nature. 
A prominent example is the use of phishing e-mails 
that lure end users into giving up sensitive data via 
imitation websites purporting to represent genuine 
companies, raising concerns about possible identity 
fraud and damage to companies’ reputations. The 
dissemination of spyware by e-mail or through soft-
ware to track and report a user’s on-line behaviour 
continues to increase. Spyware may also collect per-
sonal information such as passwords and credit card 
numbers.

The sending of massive amounts of unsolicited e-
mail is greatly facilitated by the spread of malicious 
codes such as worms and viruses. Once installed, 
they allow an attacker to take over control of an in-
fected computer system and turn it into a ‘botnet’, 
[9] hiding the identity of the real spammer. Botnets 
are hired by spammers, phishers, and spyware ven-
dors for fraudulent and criminal purposes. Industry 
experts estimate that ‘botnets’ relay over 50 percent 
of abusive e-mails [10]. The spread of spyware and 
other types of malicious codes attacking consum-
ers and businesses has a considerable economic 
impact. The global financial impact of malware has 
been estimated about €11 billion in 2005 [11].

3. THE wORk DONE SO FaR - aCTIONS 
UNDERTakEN SINCE 2004

The EU adopted in 2002 a Directive on Privacy and 
Electronic Communications that puts a ban on 
spam [12] by introducing the principle of consent-
based marketing to natural persons. In January 2004, 
the Commission presented a Communication on 
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spam identifying actions to complement the Direc-
tive [13]. The Communication stressed the need for 
action by various actors in the areas of awareness, 
self-regulation/technical actions, cooperation and 
enforcement. The Commission has started to in-
clude the issue of the fight against spam, spyware 
and malware in its dialogue with third countries. In 
addition, the Unfair Commercial Practices Directive 
[14] protects consumers against aggressive com-
mercial practices; cross border cooperation to fight 
such practices comes under the regulation on Con-
sumer Protection Cooperation [15].

3.1. Awareness actions

The Commission Communication contributed in 
raising awareness of spam at national and interna-
tional level around the globe. At EU level, the Safer 
Internet plus programme promotes safer use of the 
Internet and new online technologies, particularly 
for children, as part of a coherent approach by the 
European Union.

Member States have launched or supported cam-
paigns to make users aware of the spam problem 
and how to deal with it. Generally ISPs have taken 
responsibility in providing their customers with ad-
vice and assistance on how to protect themselves 
against spyware and viruses. The Commission host-
ed an OECD workshop on spam in February 2004. 
The Commission also contributed actively to the 
OECD Anti-Spam Toolkit that provides a compre-
hensive package of regulatory approaches, techni-
cal solutions, and industry initiatives to fight spam.

The UN World Summit on the Information Society 
[16] recognised that spam should be dealt with at 
appropriate national and international levels. WSIS 
thematic conferences have been held by the ITU in 
2004 and 2005. The WSIS Tunis Agenda adopted in 
November 2005 calls to deal effectively with the sig-
nificant and growing problem posed by spam [17].

3.2. International Cooperation

Spam is a cross-border issue, and several coopera-
tion initiatives and cross-border enforcement mech-
anisms have been put in place. The Commission 
has set up a Contact Network of Spam Authorities 
(CNSA), which meets regularly, exchanges best prac-
tices and cooperates on enforcement across bor-
ders. The CNSA has drawn up a cooperation proce-
dure [18] to facilitate cross-border handling of spam 
complaints. The Commission services support and 
participate as observers in the London Action Plan, 
which gathers enforcement authorities from 20 

countries and has also adopted a cross border coop-
eration procedure. A joint EU CNSA – LAP workshop 
was held in November 2005. The OECD adopted a 
recommendation on Cross-Border Co-operation in 
the Enforcement of Laws against Spam which was 
adopted in April 2006, urging enforcement authori-
ties to share information and work together [19].

The Commission is further promoting international 
cooperation initiatives. The US and the EU have 
agreed ‘to cooperate to tackle spam through joint 
enforcement initiatives, and explore ways to fight 
against illegal “spyware” and “malware”. The Com-
mission also takes part in the Canadian International 
Collaboration working group on Spam. Discussions 
are taking place with major international partners 
e.g., China, Japan. Concerning Asia the Commission 
initiated a Joint Statement on International Anti-
spam Cooperation which was adopted at the ASEM 
conference on eCommerce in February 2005 [20].

The Tunis Agenda, adopted by the World Summit 
of Information Society in November 2005, stresses 
that internet security is an area where a better inter-
national cooperation is needed and that this issue 
will need to be addressed in the framework of the 
enhanced cooperation model for internet govern-
ance that will be implemented as a follow-up of the 
Summit. [21].

3.3. Research and Technology development

Under the 6th rTD Framework Program, the Com-
mission has launched projects to help stakehold-
ers fight spam and other forms of malware. These 
projects [22] range from general network monitor-
ing and detection of attacks to the specific develop-
ment of technologies to build filters to detect spam, 
phishing and malware. Achievements include the 
establishment of a research community dedicated 
to malware containment and the development of 
a European infrastructure to monitor Internet traffic. 
recently-started activities concern adaptive phish-
ing filters which can detect unknown threats, and 
cyber attacks. The financial effort dedicated to these 
activities amounts to €13.5 million.

3.4. Industry actions

The Commission welcomes industry’s pro-active 
role in relation to spam. Service providers in gen-
eral have taken technical measures to tackle spam, 
including better spam filters. ISPs have set up help 
desk support and provide users with software 
against spam, spyware and malware. Many ISPs have 
contractual clauses in place that forbid on-line mal-
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practices. In a recent civil UK court case a €68 800 
fine was imposed on a spammer for breach of con-
tract. Industry groups have adopted best practices 
to prevent on-line phishing and to improve filtering 
methods [23].

Mobile operators have acted Industry codes of con-
duct foresee taking action against unsolicited mes-
sages. The GMSA has published a Code of practice 
on Mobile spam in 2006. Currently the Commission 
co-funds the Spotspam initiative – a partnership 
between private and public bodies which aims to 
build a database to facilitate the cross border inves-
tigation and enforcement of spam cases [24].

3.5. Enforcement actions

It is clear that taking up the fight against spam de-
livers results. Filtering measures imposed in Finland 
reduced the proportion of spam in the transmitted 
e-mail from 80 % to about 30 %. A large number of 
authorities have undertaken enforcement efforts to 
stop spammers [25].

There are however significant differences between 
Member States in the actual number of prosecuted 
cases. Some authorities have launched a hundred 
or more investigations that have led to success-
fully ending and penalising spam activities. In other 
Member States the number of cases investigated 
has not been more than a handful or in some cases 
zero.

Most actions have been targeted at ‘traditional’ 
forms of spam; other noted threats have hardly been 
prosecuted even though they create major risks.

4. THE waY FORwaRD: wORk TO bE 
DONE

4.1. Action at Member States level

This section covers actions targeted at Govern-
ments and national authorities in particular related 
to enforcement and cooperation.

4.1.1.  Critical success factors

The persistency and evolving nature of the problem 
calls for greater involvement and prioritisation by 
Member States. Actions should in particular address 
‘professional’ spammers, phishers and the spreading 
of spyware and malware. Critical success factors are:

• A strong commitment by central govern-
ment to fight on-line malpractices

• Clear organisational responsibility for en-
forcement activities

• Adequate resources for the enforcement au-
thority.

Currently, these factors are not present in all Mem-
ber States.

4.1.2.  Coordination and integration at national 
level

Under the e-Privacy Directive and the General Data 
Protection Directive [26], national authorities have 
the power to act against the following illegal prac-
tices:

• sending unsolicited communications (spam) 
[27];

• unlawful access to terminal equipment; ei-
ther to store information -such as adware 
and spyware programs- or to access informa-
tion stored on that equipment [28];

• infecting terminal equipment by inserting 
malware such as worms and viruses and 
turning PCs into botnets or usage for other 
purposes [29];

• misleading users into giving away sensi-
tive information [30] such as passwords and 
credit card details by so called phishing mes-
sages.

Some of these practices also fall under criminal 
law, including the Framework Decision on attacks 
against information systems [31]. According to the 
latter, Member States have to provide for a maxi-
mum penalty of at least 3 years imprisonment, or 5 
years if committed by organised crime.

At a national level, these provisions may be enforced 
by administrative bodies and/or criminal law author-
ities. Where this is the case, the responsibilities of dif-
ferent authorities and cooperation procedures need 
to be clearly spelled out. This may require decisions 
being taken at a high level in national governments.

To date, the increasingly entwined criminal and ad-
ministrative aspects of spam and other threats have 
not been reflected in a corresponding growth of co-
operation procedures in Member States that brings 
together the technical and investigative skills of dif-
ferent agencies. Cooperation protocols are needed 
to cover such areas as exchange of information and 
intelligence, contact details, assistance, and transfer 
of cases.
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Close cooperation between enforcement authori-
ties, network operators and ISPs at national level is 
also beneficial for exchange of information, techni-
cal expertise and the pursuit of on-line malpractices. 
Authorities from Norway and the Netherlands have 
reported on the usefulness of such public-private 
partnerships.

4.1.3.  Resources

resources are needed to gather evidence, pursue 
investigations, and mount prosecutions. Authorities 
need technical and legal resources and must ac-
quaint themselves with the way offenders operate 
to successfully put their practices to an end.

On-line complaint mechanisms, with associated 
systems to log and analyse reported malpractices, 
can be an important tool. Experience has shown 
that moderate investments can bring significant 
results. The reduction in Dutch spam was achieved 
by establishing a team of 5 full time dedicated em-
ployees in OPTA, the Dutch authority, with €570 000 
in equipment to fight spam. Building on this invest-
ment, the experience gained in fighting spam is 
now being used to target other problem areas.

4.1.4.  Cross border cooperation

Spam is a global problem. National authorities will 
often have to rely on authorities in other countries 
to prosecute spammers, and conversely, may be 
called upon to pursue investigations coming from 
other countries.

While there may be some reluctance to commit 
scarce national resources to investigate other peo-
ple’s problems, it is important for Member States to 
recognise that effective cross-border cooperation is 
an essential element in fighting spam. recently the 
Australian and Dutch spam fighting authorities co-
operated in bringing down a large spam operation.

To date 21 European authorities have endorsed the 
CNSA cooperation procedure [32] on cross border 
complaint handling; the remaining authorities are 
invited to do likewise within the next few months. 
Member States and competent authorities are in 
particular invited to actively promote the use of:

• the Joint CNSA-LAP pro forma documents

• the OECD recommendation and Toolkit on 
spam enforcement.

4.1.5  Proposed actions

Member States and competent authorities are 
called upon to:

• lay down clear lines of responsibility for na-
tional agencies involved in fighting spam

• ensure effective coordination between com-
petent authorities

• involve market players at national level, draw-
ing on their expertise and available informa-
tion

• ensure that adequate resources are made 
available to enforcement efforts

• subscribe to international cooperation pro-
cedures and act on requests for cross border 
assistance

4.2. Action by industry

This section covers actions that can be taken by in-
dustry to promote consumer trust and mitigate the 
sending of abusive e-mails.

4.2.1.  Software delivery and installation

Spyware poses a serious threat to users’ privacy. 
On-line software offerings have become a much 
employed method for delivery and installation of 
spyware on user’s terminal equipment. Spyware 
can also be hidden in software distributed through 
other media such as CD-rOMs for installation on a 
computer. Unwanted spying programmes may be 
installed together with the software that the con-
sumer acquires.

To prevent spyware from reaching end-users spe-
cific actions are identified below.

4.2.2.  Informing the consumer

Software offers may include the installation of ad-
ditional programmes. Where this added software 
operates as spyware by monitoring end-users be-
haviour (e.g. for marketing purposes) this involves 
the processing of personal data, and is illegal with-
out the user’s informed consent. In many cases, the 
user’s consent to install such software is either not 
obtained or else is hidden in the small print of a long 
end-user licence agreement.

Companies that offer software products are en-
couraged to clearly and prominently describe all 
the terms and conditions of the offer, in particular if 
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there is processing of personal data by any monitor-
ing devices that are included in software packages.

Self regulation and the use of some sort of ‘seal of 
approval’ could provide a means to separate trust-
worthy companies from those who are not. Codes 
of conduct, which aim to inform the user on con-
ditions that imply the processing of personal data, 
can be submitted for endorsement to the Article 29 
Data Protection Working Party.

4.2.3  Contract clauses in the chain of supply

Often companies are not aware of how advertise-
ments of their products and services are technically 
being delivered to the public. Legitimate software 
may be packaged with spyware used to gain access 
to sensitive data, including credit card data, confi-
dential documents etc.

Companies that advertise and or sell products need 
to ensure that their contracting parties’ activities are 
legitimate. A company needs to understand the 
contracting chain of relationships, monitor legal 
compliance and make malpractice subject to termi-
nation throughout the chain, so that further affilia-
tion with mal-practicing companies can be ended 
immediately.

4.2.4.  Security measures by service providers

An ENISA survey in 2006 [33] confirms that service 
providers in general have taken measures to tackle 
spam. It does however report that service providers 
could further contribute to the overall security of the 
network, and recommends that more emphasis is 
put on filtering e-mail that leaves a service providers 
network (egress filtering). The Commission encour-
ages service providers to implement this recom-
mendation.

The Article 29 Data Protection Working Party adopt-
ed an Opinion on privacy issues related to the provi-
sion of email screening services [34] which provides 
guidance on the question of confidentiality of email 
communications and, more specifically, on the fil-
tering of on-line communications against viruses, 
spam, and illegal content.

4.2.5.  Proposed actions

The Commission invites:

• companies to ensure that the standard of 
information for the purchase of software ap-
plications is in accordance with data protec-

tion law.

• companies to contractually prohibit illegal 
use of software in advertisements, monitor 
how advertisements reach consumers and 
follow up on malpractice.

• e-mail service providers to apply a filtering 
policy which ensures compliance with the 
recommendation and guidance on e-mail 
filtering.

4.3. Action at European level

The Commission will continue to address the issues 
surrounding spam, spyware and malware in inter-
national fora, in bilateral meetings and where ap-
propriate through agreements with third countries 
and will continue to foster cooperation between 
stakeholders including Member States, competent 
authorities and industry. It will also take new initia-
tives in the area of legislation and research that aim 
to provide fresh impetus in the fight against mal-
practices that undermine the Information Society. 
The Commission is currently working on the fur-
ther development of a coherent policy on the fight 
against cyber crime. This policy will be presented in 
a Communication planned for adoption in the be-
ginning of 2007.

4.3.1.  Review of the regulatory framework

The Commission Communication [35] on the regu-
latory framework for electronic communications 
proposes to strengthen the rules in the area of 
privacy and security. Under the proposal, network 
operators and service provider would be obliged to:

• notify the competent authority in a Member 
State of any breach of security that led to the 
loss of personal data and/or to interruptions 
in the continuity of service supply.

• notify their customers of any breach of secu-
rity leading to the loss, modification, access 
or destruction of personal customer data.

National regulatory authorities would have the pow-
er to ensure operators implement adequate security 
policies and new rules could be established provid-
ing for specific remedies or an indication of the level 
of penalties to be expected for breaches.

4.3.2.  Role of ENISA

The proposals also include a provision recognising 
the advisory role of ENISA in security matters. Other 
tasks foreseen for ENISA are outlined in the Commis-
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sion Communication on a Security Strategy [36] and 
include:

• to build a trusted partnership with Member 
States and stakeholders to develop an appro-
priate data collection framework on security 
incidents and levels of consumer confidence.

ENISA will closely coordinate that Framework with 
Eurostat in view of the Community statistics con-
cerning the information society and the i2010 
benchmarking framework [37].

• to examine the feasibility of a European infor-
mation sharing and alert system to facilitate 
effective responses to existing and emerging 
threats to electronic networks.

4.3.3.  Research and development

The forthcoming FP7 program aims at the contin-
ued development of knowledge and technologies 
to secure information services and systems in close 
coordination with policy initiatives. Topics of work 
related to malware are expected to include hid-
den botnets and viruses, and attacks on mobile and 
voice services.

4.3.4.  International cooperation

As the internet is a global network, the commitment 
to fight spam, spyware and malware needs to be 
shared around the world. Hence, the Commission 
intends to reinforce the dialogue and the coopera-
tion with third countries on the fight against these 
threats and criminal activities that are linked to 
them. To this end, , the Commission will seek to en-
sure that spam, spyware and malware is addressed 
in agreements between the EU and third countries, 
will seek firm commitment of the most concerned 
third countries to work with EU member states to 
fight these threats more effectively, and will closely 
follow-up the enforcement of jointly committed 
objectives.

4.3.5.  Proposed actions

The Commission will:

• continue efforts in raising awareness and fos-
tering cooperation between stakeholders

• continue to develop agreements with third 
countries including the issue of the fight 
against spam, spyware and malware

• aim to introduce new legislative proposals at 
the beginning of 2007 that strengthen the 

rules in the area of privacy and security in the 
communications sector and present a policy 
on cyber crime

• involve ENISA expertise in security matters

• support research and development in its FP7 
program.

5. CONCLUSION

Threats such as spam, spyware and malware un-
dermine the confidence in, and the security of, the 
Information Society, and have a significant financial 
impact. While some Member States have taken initi-
atives, over the EU as a whole there is insufficient ac-
tion to address this development. The Commission 
is using its role as an intermediary to create greater 
awareness about the need for greater political com-
mitment to fight these threats.

Enforcement efforts need to be stepped up to stop 
those who knowingly disobey the law. Further ac-
tion by industry should be undertaken to comple-
ment enforcement activities. Cooperation is needed 
at national level both within government and be-
tween government and industry. The Commission 
will reinforce the dialogue and the cooperation with 
third countries and also examine the opportunity to 
make new legislative proposals and will undertake 
research actions to further strengthen privacy and 
security in the electronic communication sector.

Integrated and, where possible, parallel implemen-
tation of the actions identified in this Communica-
tion can contribute to reducing the threats that are 
currently compromising the benefits of the Informa-
tion Society and the economy. 

The Commission will monitor the implementation 
of these actions and assess by 2008 whether addi-
tional action is needed.
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Communication from 
the Commission on a 
European Programme 
for Critical Infrastructure 
Protection 

1. baCkGROUND

The European Council of June 2004 asked for the 
preparation of an overall strategy to protect critical 
infrastructure. The Commission adopted on 20 Oc-
tober 2004 a Communication on Critical Infrastruc-
ture Protection in the Fight against Terrorism which 
put forward suggestions on what would enhance 
European prevention, preparedness and response 
to terrorist attacks involving Critical Infrastructures 
(CI). critical information infrastructure

The Council conclusions on “Prevention, Prepar-
edness and response to Terrorist Attacks” and the 
“EU Solidarity Programme on the Consequences of 
Terrorist Threats and Attacks” adopted by Council 
in December 2004 endorsed the intention of the 
Commission to propose a European Programme for 
Critical Infrastructure Protection (EPCIP) and agreed 
to the setting up by the Commission of a Critical In-
frastructure Warning Information Network (CIWIN).

In November 2005, the Commission adopted a 
Green Paper on a European Programme for Critical 
Infrastructure Protection (EPCIP) which provided 
policy options on how the Commission could es-
tablish EPCIP and CIWIN.

The 2005 December Justice and Home Affairs (JHA) 
Council Conclusions on Critical Infrastructure Pro-
tection called upon the Commission to make a 
proposal for a European Programme for Critical In-
frastructure Protection.

This Communication sets out the principles, proc-
esses and instruments proposed to implement 
EPCIP. The implementation of EPCIP will be supple-
mented where relevant by sector specific Commu-
nications setting out the Commission’s approach 
concerning particular critical infrastructure sec-
tors[1].
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2. PURPOSE, PRINCIPLES aND CONTENT 
OF EPCIP

2.1. The objective of EPCIP

The general objective of EPCIP is to improve the 
protection of critical infrastructures in the EU. This 
objective will be achieved by the creation of an EU 
framework concerning the protection of critical in-
frastructures which is set out in this Communication.

2.2. Types of threats to be addressed by EPCIP

While recognising the threat from terrorism as a pri-
ority, the protection of critical infrastructure will be 
based on an all-hazards approach. If the level of pro-
tective measures in a particular CI sector is found to 
be adequate, stakeholders should concentrate their 
efforts on threats to which they are vulnerable.

2.3. Principles

The following key principles will guide the imple-
mentation of EPCIP:

• Subsidiarity – The Commission’s efforts in 
the CIP field will focus on infrastructure that 
is critical from a European, rather than a na-
tional or regional perspective. Although fo-
cusing on European Critical Infrastructures, 
the Commission may where requested and 
taking due account of existing Community 
competences and available resources pro-
vide support to Member States concerning 
National Critical Infrastructures.

• Complementarity - the Commission will 
avoid duplicating existing efforts, whether 
at EU, national or regional level, where these 
have proven to be effective in protecting 
critical infrastructure. EPCIP will therefore 
complement and build on existing sectoral 
measures.

• Confidentiality - Both at EU level and MS level, 
Critical Infrastructure Protection Information 
(CIPI) will be classified appropriately and ac-
cess granted only on a need-to-know basis. 
Information sharing regarding CI will take 
place in an environment of trust and security.

• Stakeholder Cooperation – All relevant stake-
holders will, as far as possible, be involved 
in the development and implementation of 
EPCIP. This will include the owners/operators 
of critical infrastructures designated as ECI as 
well as public authorities and other relevant 
bodies.

• Proportionality – measures will only be pro-
posed where a need has been identified fol-
lowing an analysis of existing security gaps 
and will be proportionate to the level of risk 
and type of threat involved.

• Sector-by-sector approach – Since various 
sectors possess particular experience, exper-
tise and requirements with CIP, EPCIP will be 
developed on a sector-by-sector basis and 
implemented following an agreed list of CIP 
sectors.

2.4. The EPCIP framework

The framework will consist of:

• A procedure for the identification and des-
ignation of European Critical Infrastructures 
(ECI), and a common approach to the assess-
ment of the needs to improve the protection 
of such infrastructures. This will be imple-
mented by way of a Directive.

• Measures designed to facilitate the imple-
mentation of EPCIP including an EPCIP Ac-
tion Plan, the Critical Infrastructure Warning 
Information Network (CIWIN), the use of CIP 
expert groups at EU level, CIP information 
sharing processes and the identification and 
analysis of interdependencies.

• Support for Member States concerning Na-
tional Critical Infrastructures (NCI) which may 
optionally be used by a particular Member 
State. A basic approach to protecting NCI is 
set out in this Communication.

• Contingency planning.

• An external dimension.

• Accompanying financial measures and in 
particular the proposed EU programme on 
“Prevention, Preparedness and Consequence 
Management of Terrorism and other Secu-
rity related risks” for the period 2007-2013, 
which will provide funding opportunities for 
CIP related measures having a potential for 
EU transferability.

Each of these measures is addressed below.

2.5. The CIP Contact Group

An EU level mechanism is required in order to serve 
as the strategic coordination and cooperation plat-
form capable of taking forward work on the general 
aspects of EPCIP and sector specific actions. Conse-
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quently, a CIP Contact Group will be created.

The CIP Contact Group will bring together the CIP 
Contact Points from each Member State and will 
be chaired by the Commission. Each Member State 
should appoint a CIP Contact Point who would co-
ordinate CIP issues within the Member State and 
with other Member States, the Council and the 
Commission. The appointment of the CIP Contact 
Point would not preclude other authorities in the 
Member State from being involved in CIP issues.

3. EUROPEaN CRITICaL 
INFRaSTRUCTURES (ECI)

European Critical Infrastructures constitute those 
designated critical infrastructures which are of the 
highest importance for the Community and which 
if disrupted or destroyed would affect two or more 
MS, or a single Member State if the critical infra-
structure is located in another Member State. This 
includes transboundary effects resulting from inter-
dependencies between interconnected infrastruc-
tures across various sectors. The procedure for the 
identification and designation of European Critical 
Infrastructures (ECI), and a common approach to the 
assessment of the needs to improve the protection 
of such infrastructures will be established by means 
of a Directive.

4. mEaSURES DESIGNED TO 
FaCILITaTE THE DEVELOPmENT aND 
ImPLEmENTaTION OF EPCIP

A number of measures will be used by the Commis-
sion to facilitate the implementation of EPCIP and to 
further EU level work on CIP.

4.1. EPCIP Action Plan

EPCIP will be an ongoing process and regular review 
will be carried out in the form of the EPCIP Action 
Plan (Annex). The Action Plan will set out the actions 
to be achieved along with relevant deadlines. The 
Action Plan will be updated regularly based on the 
progress made.

The EPCIP Action Plan organizes CIP related activities 
around three work streams:

• Work Stream 1 which will deal with the stra-
tegic aspects of EPCIP and the development 
of measures horizontally applicable to all CIP 
work.

• Work Stream 2 dealing with European Critical 

Infrastructures and implemented at a secto-
ral level.

• Work Stream 3 which will support the Mem-
ber States in their activities concerning Na-
tional Critical Infrastructures.

The EPCIP Action Plan will be implemented taking 
into account sector specificities and involving, as ap-
propriate, other stakeholders.

4.2. Critical Infrastructure Warning Information 
Network (CIWIN)

The Critical Infrastructure Warning Information 
Network (CIWIN) will be set up through a separate 
Commission proposal and due care will be taken to 
avoid duplication. It will provide a platform for the 
exchange of best practices in a secure manner. CI-
WIN will complement existing networks and could 
also provide an optional platform for the exchange 
of rapid alerts linked to the Commission’s ArGUS 
system. The necessary security accreditation of the 
system will be undertaken in line with relevant pro-
cedures.

4.3. Expert groups

Stakeholder dialogue is crucial for improving the 
protection of critical infrastructures in the EU. Where 
specific expertise is needed the Commission may 
therefore setup CIP expert groups at EU level to ad-
dress clearly defined issues and to facilitate public-
private dialogue concerning critical infrastructure 
protection. Expert groups will support EPCIP by fa-
cilitating exchanges of views on related CIP issues 
on an advisory basis. These expert groups constitute 
a voluntary mechanism in which public and private 
resources are blended to achieve a goal or set of 
goals judged to be of mutual benefit both to citi-
zens and the private sector.

CIP expert groups will not replace other exist-
ing groups already established or which could be 
adapted to fulfil the needs of EPCIP, nor will they in-
terfere with direct information exchanges between 
industry, the MS authorities and the Commission.

An EU level CIP expert group will have a clearly 
stated objective, a timeframe for the objective to be 
achieved and clearly identified membership. CIP Ex-
pert Groups will be dissolved following the achieve-
ment of their objectives.

Specific functions of CIP expert groups may vary 
across CI sectors depending on the unique charac-
teristics of each sector. These functions may include 
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the following tasks:

• Assist in identifying vulnerabilities, interde-
pendencies and sectoral best practices;

• Assist in the development of measures to 
reduce and/or eliminate significant vulner-
abilities and the development of perform-
ance metrics;

• Facilitating CIP information-sharing, training 
and building trust;

• Develop and promote “business cases” to 
demonstrate to sector peers the value of par-
ticipation in infrastructure protection plans 
and initiatives;

• Provide sector-specific expertise and advice 
on subjects such as research and develop-
ment.

4.4. The CIP information sharing process

The CIP information sharing process among rel-
evant stakeholders requires a relationship of trust, 
such that the proprietary, sensitive or personal infor-
mation that has been shared voluntarily will not be 
publicly disclosed and that that sensitive data is ad-
equately protected. Care must be taken to respect 
privacy rights.

Stakeholders will take appropriate measures to 
protect information concerning such issues as the 
security of critical infrastructures and protected sys-
tems, interdependency studies and CIP related vul-
nerability, threat and risks assessments. Such infor-
mation will not be used other than for the purpose 
of protecting critical infrastructure. Any personnel 
handling classified information will have an appro-
priate level of security vetting by the Member State 
of which the person concerned is a national.

In addition, CIP information exchange will recog-
nize that certain CIP information, though unclassi-
fied, may still be sensitive and therefore needs to be 
treated with care.

CIP information exchange will facilitate the follow-
ing:

• Improved and accurate information and 
understanding about interdependencies, 
threats, vulnerabilities, security incidents, 
countermeasures and best practices for the 
protection of CI;

• Increased awareness of CI issues;

• Stakeholder dialogue;

• Better-focused training, research and devel-
opment.

4.5. Identification of interdependencies

The identification and analysis of interdependen-
cies, both geographic and sectoral in nature, will 
be an important element of improving critical infra-
structure protection in the EU. This ongoing proc-
ess will feed into the assessment of vulnerabilities, 
threats and risks concerning critical infrastructures 
in the EU.

5. NaTIONaL CRITICaL 
INFRaSTRUCTURES (NCI)

With due regard to existing Community compe-
tences, the responsibility for protecting National 
Critical Infrastructures falls on the NCI owners/op-
erators and on the Member States. The Commis-
sion will support the Member States in these efforts 
where requested to do so.

With a view to improving the protection of National 
Critical Infrastructures each Member State is encour-
aged to establish a National CIP Programme. The 
objective of such programmes would be to set out 
each Member State’s approach to the protection of 
National Critical Infrastructures located within its ter-
ritory. Such programmes would at a minimum ad-
dress the following issues:

• The identification and designation by the 
Member State of National Critical Infrastruc-
tures according to predefined national cri-
teria. These criteria would be developed by 
each Member State taking into account as 
a minimum the following qualitative and 
quantitative effects of the disruption or de-
struction of a particular infrastructure:

• Scope - The disruption or destruction of a 
particular critical infrastructure will be rated 
by the extent of the geographic area which 
could be affected by its loss or unavailability.

• Severity - The consequences of the disrup-
tion or destruction of a particular infrastruc-
ture will be assessed on the basis of:

• Public effect (number of population affect-
ed);

• Economic effect (significance of economic 
loss and/or degradation of products or serv-
ices);
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• Environmental effect;

• Political effects;

• Psychological effects;

• Public health consequences.

Where such criteria do not exist, the Commission 
will assist a Member State, at its request, in their de-
velopment by providing relevant methodologies.

• The establishment of a dialogue with CIP 
owners/operators.

• Identification of geographic and sectoral in-
terdependencies.

• Drawing-up NCI related contingency plans 
where deemed relevant.

• Each Member State is encouraged to base its 
National CIP Programme on the common list 
of CI sectors established for ECI.

The introduction of similar approaches to the pro-
tection of NCI in the Member States would contrib-
ute to ensuring that CI stakeholders throughout 
Europe benefit from not being subjected to varying 
frameworks resulting in additional costs and that the 
Internal Market is not distorted.

6. CONTINGENCY PLaNNING

CONTINGENCY PLANNING IS A KEY ELEMENT OF THE 
CIP PrOCESS SO AS TO MINIMIZE THE POTENTIAL 
EFFECTS OF A DISrUPTION Or DESTrUCTION OF A 
CrITICAL INFrASTrUCTUrE. THE DEvELOPMENT OF 
A COHErENT APPrOACH TO THE ELABOrATION OF 
CONTINGENCY PLANS ADDrESSING SUCH ISSUES 
AS THE PArTICIPATION OF OWNErS/OPErATOrS OF 
CrITICAL INFrASTrUCTUrE, COOPErATION WITH 
NATIONAL AUTHOrITIES AND INFOrMATION SHAr-
ING AMONG NEIGHBOUrING COUNTrIES SHOULD 
FOrM AN IMPOrTANT ELEMENT OF THE IMPLEMEN-
TATION OF THE EUrOPEAN PrOGrAMME FOr CrITI-
CAL INFrASTrUCTUrE PrOTECTION.

7. ExTERNaL DImENSION

Terrorism, other criminal activities, natural hazards 
and other causes of accidents are not constrained 
by international borders. Threats cannot be seen in a 
purely national context. Consequently, the external 
dimension of Critical Infrastructure Protection needs 
to be fully taken in to account in the implementa-
tion of EPCIP. The interconnected and interdepend-
ent nature of today’s economy and society means 
that even a disruption outside of the EU’s borders 

may have a serious impact on the Community 
and its Member States. Equally true, the disruption 
or destruction of a critical infrastructure within the 
EU may have a detrimental effect on the EU’s part-
ners. Finally, working toward the goal of increasing 
the protection of critical infrastructure within the 
EU will minimize the risk of the EU economy being 
disrupted and thereby contribute to the EU’s global 
economic competitiveness.

Consequently, enhancing CIP cooperation beyond 
the EU through such measures as sector specific 
memoranda of understanding (e.g. on the develop-
ment of common standards, undertaking joint CIP 
related studies, identification of common types of 
threats and exchanging best-practices on protec-
tion measures) and encouraging the raising of CIP 
standards outside of the EU should therefore be an 
important element of EPCIP. External cooperation 
on CIP will primarily focus on the EU’s neighbours. 
Given however the global interconnectedness of 
certain sectors including ICT and financial markets, 
a more global approach would be warranted. Dia-
logue and the exchange of best practices should 
nevertheless involve all relevant EU partners and 
international organizations. The Commission will 
also continue promoting improvements in the 
protection of critical infrastructures in non-EU coun-
tries by working with G8, Euromed and European 
Neighbourhood Policy partners through existing 
structures and policies, including the “Instrument 
for Stability”.

8. aCCOmPaNYING FINaNCIaL 
mEaSURES

The Community programme “Prevention, Prepar-
edness and Consequence Management of Terror-
ism and other Security related risks” for the period 
2007-2013 will contribute to the implementation of 
EPCIP.

Within the general objectives, and unless covered 
by other financial instruments, the programme will 
stimulate, promote and develop measures on pre-
vention, preparedness and consequence manage-
ment aimed at preventing or reducing all security 
risks, in particular risks linked with terrorism, where 
appropriate based on comprehensive threat and 
risk assessments.

Funding under the programme, by way of grants 
and Commission initiated actions, will be used in 
particular toward the development of instruments, 
strategies, methodologies, studies, assessments and 
activities/measures in the field of the effective pro-
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tection of critical infrastructure (at both EU and MS 
levels).

anneX

EPCIP Action Plan

Work Stream 1. Consecutive EPCIP strategies

Work stream 1 will serve as the strategic platform for 
overall EPCIP coordination and cooperation through 
the EU CIP Contact Group.

Phase 1

Action | Actor | Timeframe |

Identification of priority sectors for action (The trans-
port and energy sectors will be among the first pri-
orities) | Commission | As soon as possible and there-
after on an annual basis |

Development of common CI sector-based working 
definitions and terminology | Commission, MS and 
other stakeholders where relevant | at the latest one 
year following the entry into force of the ECI Direc-
tive |

Elaboration of general criteria to be used in identi-
fying ECI | Commission, MS and other stakeholders 
where relevant | at the latest one year following the 
entry into force of the ECI Directive |

Creation of an inventory of existing national, bilat-
eral and EU critical infrastructure protection pro-
grammes | Commission, MS | ongoing |

Creation and agreement on guidelines on collec-
tion and use of sensitive data between stakehold-
ers | Commission, MS, and other stakeholders where 
relevant | ongoing |

Collection of CIP related best practices, risk assess-
ment tools and methodologies | Commission, MS 
and other stakeholders where relevant | ongoing |

Commissioning studies concerning interdependen-
cies | Commission, MS and other stakeholders where 
relevant | ongoing |

Phase 2

Action | Actor | Timeframe |

Identification of gaps where Community initiatives 
would have added-value | Commission, MS and 
other stakeholders where relevant | ongoing |

Where relevant, setting up of CIP sector based ex-
pert groups at EU level | Commission, MS and other 
stakeholders where relevant | ongoing |

Identification of proposals for CIP actions that could 
be funded at EU level | Commission, MS | ongoing |

Initiation of EU funding for CIP actions | Commission 
| ongoing |

Phase 3

Action | Actor | Timeframe |

Initiation of cooperation with 3rd countries and in-
ternational organisations; | Commission, MS | ongo-
ing |

Work Stream 2. Protection of European critical 
infrastructure (ECI)

Work stream 2 will focus on reducing the vulnerabil-
ity of ECI.

Phase 1

Action | Actor | Timeframe |

Elaboration of sector specific criteria to be used in 
identifying ECI | Commission, MS and other stake-
holders where relevant | at the latest one year fol-
lowing the entry into force of the ECI Directive |

Phase 2

Action | Actor | Timeframe |

Identification and verification on a sector-by-sector 
basis of CI likely to qualify as ECI | Commission, MS 
| at the latest one year after the adoption of the rel-
evant criteria and thereafter on an ongoing basis |

Designation of ECI | Commission, MS | ongoing |

Identification of vulnerabilities, threats and risks to 
particular ECI including the establishment of Opera-
tor Security Plans (OSPs) | Commission, MS, ECI own-
ers/operators (generic report to Commission) | at 
the latest one year after designation as ECI |

Assessment of whether protection measures are 
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needed and whether EU level measures are required 
| Commission, MS and other stakeholders where rel-
evant | at the latest 18 months after designation as 
ECI |

Assessment of the approach of each Member State 
to alert levels concerning infrastructure designated 
as ECI. Launching of a feasibility study on calibrat-
ing or harmonizing such alerts. | Commission, MS | 
ongoing |

Phase 3

Action | Actor | Timeframe |

Development and adoption of proposals for mini-
mum protection measures concerning ECI | Com-
mission, MS, ECI owners/operators | following the 
assessment of whether protection measures are 
needed and whether EU level measures are required 
|

Implementation of minimum protection measures | 
MS, ECI owners/operators | ongoing |

Work Stream 3. Support concerning NCI

Work Stream 3 is an intra-Member State work stream 
to assist the Member States in the protection of NCI.

Phase 1

Action | Actor | Timeframe |

Exchange of information on the criteria used to 
identify NCI | MS (Commission may assist where re-
quested) | ongoing |

Phase 2

Action | Actor | Timeframe |

Identification and verification on a sector-by-sector 
basis of CI likely to qualify as NCI | MS and other 
stakeholders where relevant | ongoing |

Designation of particular CI as NCI | MS | ongoing |

Analysis of existing security gaps in relation to NCI 
on a sector-by-sector basis | MS and other stake-
holders where relevant (Commission may assist 
where requested) | ongoing |

Phase 3

Action | Actor | Timeframe |

Establishment and development of National CIP 
Programmes | MS (Commission may assist where 
requested) | ongoing |

Development of specific protection measures for 
each NCI | MS, NCI (Commission may assist where 
requested) | ongoing |

Monitoring that owners/operators carry out the 
necessary implementation measures | MS | ongo-
ing |

[1] The Commission intends to put forward a Com-
munication on Protecting Europe’s Critical Energy 
and Transport Infrastructure.
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Communication from 
the Commission to the 
European Parliament, 
the Council and the 
Committee of the Regions 
- Towards a general policy 
on the fight against cyber 
crime 

1. INTRODUCTION

1.1. What is cyber crime?

The security of the increasingly important informa-
tion systems in our societies covers many aspects, 
of which the fight against cyber crime is a core ele-
ment. Without an agreed definition of cyber crime, 
the terms “cyber crime”, “computer crime”, “com-
puter-related crime” or “high-tech crime” are often 
used interchangeably. For the purpose of this Com-
munication, ‘cyber crime’ is understood as “criminal 
acts committed using electronic communications 
networks and information systems or against such 
networks and systems”. cyber crime

In practice, the term cyber crime is applied to three 
categories of criminal activities. The first covers 
traditional forms of crime such as fraud or forgery, 
though in a cyber crime context relates specifically 
to crimes committed over electronic communica-
tion networks and information systems (hereafter: 
electronic networks). The second concerns the 
publication of illegal content over electronic me-
dia (i.a. child sexual abuse material or incitement 
to racial hatred). The third includes crimes unique 
to electronic networks , i.e. attacks against informa-
tion systems, denial of service and hacking. These 
types of attacks can also be directed against the 
crucial critical infrastructures in Europe and affect 
existing rapid alert systems in many areas, with 
potentially disastrous consequences for the whole 
society. Common to each category of crime is that 
they may be committed on a mass-scale and with 
a great geographical distance between the crimi-
nal act and its effects. Consequently the technical 
aspects of applied investigative methods are often 
the same. These commonalities will form the focus 
of this Communication.

1.2. Latest developments in cyber crime

1.2.1.  In general

The combination of constantly evolving criminal 
activities and a lack of reliable information makes 
it difficult to obtain an exact picture of the current 
situation. Nevertheless, some general trends can be 
discerned:

• The number of cyber crimes is growing and 
criminal activities are becoming increasingly 
sophisticated and internationalised[1]

• Clear indications point to a growing involve-
ment of organised crime groups in cyber 
crime

• However, the number of European pros-
ecutions on the basis of cross-border law en-
forcement cooperation do not increase

1.2.2.  Traditional crime on electronic networks

Most crimes can be committed with the use of 
electronic networks, and different types of fraud 
and attempted fraud are particularly common and 
growing forms of crime on electronic networks. In-
struments such as identity theft, phishing[2], spams 
and malicious codes may be used to commit large 
scale fraud. Illegal national and international Inter-
net-based trade has also emerged as a growing 
problem. This includes trade in drugs, endangered 
species and arms.

1.2.3.  Illegal content

A growing number of illegal content sites are acces-
sible in Europe, covering child sexual abuse mate-
rial, incitement to terrorist acts, illegal glorification 
of violence, terrorism, racism and xenophobia. Law 
enforcement action against such sites is extremely 
difficult, as site owners and administrators are often 
situated in countries other than the target country, 
and often outside the EU. The sites can be moved 
very quickly, also outside the territory of the EU, and 
the definition of illegality varies considerably from 
one state to another.

1.2.4.  Crimes unique to electronic networks

Large scale attacks against information systems or 
organisations and individuals (often through so 
called botnets[3]) appear to have become increas-
ingly prevalent. Also, incidents with systematic, well 
co-ordinated and large-scale direct attacks against 
the critical information infrastructure of a state have 
recently been observed. This has been compound-
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ed by the merging technologies and accelerated 
interlinking of information systems, which rendered 
those systems more vulnerable. Attacks are often 
well organised and used for purposes of extortion. It 
can be assumed that the extent of reporting is mini-
mised, in part due to the business disadvantages 
which may be the result if security problems were 
to become public.

1.3. Objectives

In the light of this changing environment, there is 
an urgent need to take action – at national as well 
as European level – against all forms of cyber crime, 
which are increasingly significant threats to critical 
infrastructures, society, business and citizens. Pro-
tection of individuals against cyber crime is often 
exacerbated by issues related to the determination 
of the competent jurisdiction, applicable law, cross-
border enforcement or the recognition and use of 
electronic evidence. The essentially cross-border 
dimension of cyber crime highlights such difficul-
ties. In addressing these threats, the Commission is 
launching a general policy initiative to improve Eu-
ropean and international level coordination in the 
fight against cyber crime.

The objective is to strengthen the fight against cy-
ber crime at national, European and international 
level. Further development of a specific EU policy, in 
particular, has long been recognised as a priority by 
the Member States and the Commission. The focus 
of the initiative will be on the law enforcement and 
criminal law dimensions of this fight and the policy 
will complement other EU actions to improve secu-
rity in cyber space in general. The policy will eventu-
ally include: improved operational law enforcement 
cooperation; better political cooperation and coor-
dination between Member States; political and legal 
cooperation with third countries; awareness raising; 
training; research; a reinforced dialogue with indus-
try and possible legislative action.

The policy on the fight and prosecution of cyber 
crime will be defined and implemented in a man-
ner fully respecting fundamental rights, in particular 
those of freedom of expression, respect for private 
and family life and the protection of personal data. 
Any legislative action taken in the context of this 
policy will be first scrutinised for compatibility with 
such rights, in particular the EU Charter of Funda-
mental rights. It should also be noted that all such 
policy initiatives will be carried out in full considera-
tion of Articles 12 to 15 of the so called e-commerce 
Directive[4], where this legal instrument applies.

The objective of this Communication can be divid-
ed into three main operational strands, which can 
be summarised as follows:

• To improve and facilitate coordination and 
cooperation between cyber crime units, 
other relevant authorities and other experts 
in the European Union

• To develop, in coordination with Member 
States, relevant EU and international organi-
sations and other stakeholders, a coherent 
EU Policy framework on the fight against cy-
ber crime

• To raise awareness of costs and dangers 
posed by cyber crime

2. ExISTING LEGaL INSTRUmENTS IN THE 
FIGHT aGaINST CYbER CRImE

2.1. Existing instruments and actions at EU level

The present Communication on cyber crime policy 
consolidates and develops the 2001 Communica-
tion on Creating a Safer Information Society by 
Improving the Security of Information Infrastruc-
tures and Combating Computer-related Crime[5] 
(hereafter: the 2001 Communication). The 2001 
Communication proposed appropriate substantive 
and procedural legislative provisions to deal with 
both domestic and trans-national criminal activities. 
From this, several important proposals followed. In 
particular, these include the proposal leading to 
the Framework Decision 2005/222/JHA on attacks 
against information systems[6]. In this context, it 
should also be noted that other, more general, leg-
islation covering also aspects of the fight against cy-
ber crime has been adopted, such as the Framework 
Decision 2001/413/JHA on combating fraud and 
counterfeiting of non-cash means of payment[7].

The Framework Decision 2004/68/JHA on sexual 
exploitation of children[8] is a good example of 
the particular focus put by the Commission on the 
protection of children , especially in relation to the 
fight against all forms of child sexual abuse material 
illegally published using information systems, a hori-
zontal priority which will be kept in the future.

To tackle security challenges for the information 
society, the European Community has developed a 
three-pronged approach for network and informa-
tion security: specific network and information se-
curity measures, the regulatory framework for elec-
tronic communications and the fight against cyber 
crime. Although these three aspects can, to a certain 
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extent, be developed separately, the numerous in-
terdependencies call for tight coordination. In the 
related field of Network and Information security, a 
2001 Commission Communication on Network and 
Information Security: A proposal for an EU policy ap-
proach[9], was adopted in parallel to the 2001 com-
munication on cyber crime. The ePrivacy directive 
2002/58/EC lays down an obligation for providers 
of publicly available electronic communication serv-
ices to safeguard the security of their services. Provi-
sions against spam and spyware are also laid down 
there. The Network and Information security policy 
has since been developed through a number of ac-
tions, most recently in Communications on a Strat-
egy for a secure Information society[10] that sets out 
the revitalized strategy and provides the framework 
to carry forward and refine a coherent approach to 
Network and Information security, and on Fighting 
spam, spyware and malicious software[11], and in 
the 2004 creation of ENISA[12]. The main objective 
of ENISA is to develop expertise to stimulate coop-
eration between the public and private sectors, and 
provide assistance to the Commission and Member 
States. research results in the area of technologies to 
secure information systems will also play an impor-
tant role in the fight against cyber crime. According-
ly, Information and Communication Technologies 
as well as Security are all mentioned as objectives 
in the EU Seventh research Framework Programme 
(FP 7), which will be operational during the period 
2007-2013[13]. The review of the regulatory frame-
work for electronic communications might result in 
amendments to to enhance the effectiveness of the 
security-related provisions of the ePrivacy Directive 
and the Universal Service Directive 2002/22/EC[14].

2.2. Existing international instruments

Due to the global nature of information networks, 
no policy on cyber crime can be effective if efforts 
are confined within the EU. Criminals can not only 
attack information systems or commit crimes from 
one Member State to another, but can easily do so 
from outside the EU’s jurisdiction. Accordingly, the 
Commission has actively participated in interna-
tional discussions and cooperation structures, i.a. 
the G 8 Lyon-roma High-Tech Crime Group and In-
terpol-administered projects. The Commission is in 
particular closely following the work of the network 
for 24-hour contacts for International High-Tech 
Crime (the 24/7 network)[15], of which a consider-
able number of states worldwide, including most 
EU Member States, are members. The G8 network 
constitutes a mechanism to expedite contacts be-
tween participating states, with 24-hour points of 
contact for cases involving electronic evidence, and 
those requiring urgent assistance from foreign law 

enforcement authorities.

Arguably, the predominant European and inter-
national instrument in this field is the Council of 
Europe’s 2001 Convention on cyber crime[16]. The 
Convention, which was adopted and entered into 
force in 2004, contains common definitions of dif-
ferent types of cyber crime and lays the foundation 
for a functioning judicial cooperation between con-
tracting states. It has been signed by many states, 
including the United States of America and other 
non-European states, and by all Member States. A 
number of Member States have however not yet 
ratified the Convention or the additional protocol 
to the Convention dealing with acts of racist and 
xenophobic nature committed through computer 
systems. Considering the agreed importance of the 
Convention, the Commission will encourage Mem-
ber States and relevant third countries to ratify the 
Convention and consider the possibility for the Eu-
ropean Community to become a party to the Con-
vention.

3. FURTHER DEVELOPmENT OF SPECIFIC 
INSTRUmENTS IN THE FIGHT aGaINST 
CYbER CRImE

3.1. Strengthening operational law 
enforcement cooperation and EU-level training 
efforts

The lack, or underutilisation, of immediate structures 
for cross-border operational cooperation remains 
a major weakness in the area of Justice, Freedom 
and Security. Traditional mutual assistance when 
confronted with urgent cyber crime cases has 
proven slow and ineffective, and new cooperation 
structures have not yet been sufficiently developed. 
While national judicial and law enforcement authori-
ties in Europe cooperate closely via Europol, Eurojust 
and other structures, there remains an obvious need 
to strengthen and clarify responsibilities. Consulta-
tions undertaken by the Commission indicate that 
these crucial channels are not used in an optimal 
way. A more coordinated European approach must 
be both operational and strategic and also cover the 
exchange of information and best practices.

The Commission will in the near future lay particu-
lar emphasis on training needs. It is an established 
fact that the technological developments produce 
a need for continuous training on cyber crime is-
sues for law enforcement and judicial authorities. 
A reinforced and better coordinated financial sup-
port from the EU to multinational training programs 
is therefore envisaged. The Commission will also, in 
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close cooperation with Member States and other 
competent organs such as Europol, Eurojust, the 
European Police College (CEPOL) and the European 
Judicial Training Network (EJNT), work to achieve an 
EU level coordination and interlinking of all relevant 
training programmes.

The Commission will organise a meeting of law en-
forcement experts from Member States, as well as 
from Europol, CEPOL and the EJTN, to discuss how 
to improve strategic and operational cooperation 
as well as cyber crime training in Europe in 2007. 
Among other things, the creation of both a perma-
nent EU contact point for information exchange 
and an EU cyber crime training platform will be con-
sidered. The 2007 meeting will be the first in a series 
of meetings planned for the near future.

3.2. Strengthen the dialogue with industry

Both private and public sectors have an interest in 
jointly developing methods to identify and prevent 
harm resulting from the activities of crime. Shared 
private and public sector participation, based on 
mutual trust and a common objective of harm re-
duction, promises to be an effective way of enhanc-
ing security, also in the fight against cyber crime. The 
public-private aspects of the Commission’s cyber 
crime policy will in time be part of a planned glo-
bal EU policy on dialogue between the public and 
the private sector, covering the whole area of Euro-
pean security. This policy will in particular be taken 
forward by the European Security research and In-
novation Forum, which the Commission plans to 
create shortly and which will regroup relevant stake-
holders from the public and the private sector.

The development of modern information technolo-
gies and electronic communication systems is large-
ly controlled by private operators. Private companies 
carry out threat assessments, establish programmes 
for the fight against crime and develop technical 
solutions to prevent crime. Industry has displayed a 
very positive attitude to assisting public authorities 
in the fight against cyber crime, especially in efforts 
to counter child pornography[17] and other types of 
illegal content on the Internet.

Another issue concerns the apparent lack of ex-
change of information, expertise and best practices 
between the public and the private sector. Private 
sector operators are often, in order to protect busi-
ness models and secrets, reluctant, or are under no 
clear legal obligation, to report or share relevant 
information on crime incidences with law enforce-
ment authorities. However, such information may 

be needed if public authorities are to formulate 
an efficient and appropriate anti-crime policy. The 
possibilities to improve cross-sector information ex-
change will be considered also in the light of exist-
ing rules on protection of personal data.

The Commission already plays an important role 
in various public-private structures dealing with 
cyber crime, such as the Fraud Prevention Expert 
Group[18]. The Commission is convinced that an 
effective general policy for the fight against cyber 
crime must also include a strategy for cooperation 
between the public sector and private sector opera-
tors, including civil society organisations.

To achieve broader public-private cooperation in 
this field, the Commission will in 2007 organise a 
conference for law enforcement experts and private 
sector representatives, especially Internet Service 
Providers, to discuss how to improve public-private 
operational cooperation in Europe[19]. The confer-
ence will touch upon all subjects deemed to add 
value for both sectors, but especially:

• Improving operational cooperation in the 
fight against illegal activities and content on 
the Internet, specifically in the areas of ter-
rorism, child sexual abuse material and other 
illegal activities particularly sensitive from a 
child protection perspective

• Initiating public-private agreements aiming 
at the EU-wide blocking of sites containing 
illegal content, especially child sexual abuse 
material

• Devising a European model for the sharing 
of necessary and relevant information across 
the private and public sectors, one consid-
eration being to cultivate an atmosphere of 
mutual confidence and take the interests of 
all parties into account

• Establishing a network of law enforcement 
contact points in both private and public 
sectors

3.3. Legislation

General harmonisation of crime definitions and na-
tional penal laws in the field of cyber crime, is not 
yet appropriate, due to the variety of the types of 
offences covered by this notion. Since effective 
cooperation between law enforcement authorities 
often depends on having at least partly harmonised 
crime definitions, it remains a long-term objective 
to continue harmonising Member States’ legisla-
tion[20]. With regard to certain key crime definitions, 
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an important step has already been taken with the 
Framework Decision on attacks against information 
systems. As described above, new threats have sub-
sequently appeared and the Commission is closely 
following this evolution given the importance of 
continuously assessing the need for additional leg-
islation. The monitoring of the evolving threats is 
closely coordinated with the European Programme 
for Critical Infrastructure Protection.

Targeted legislation against cyber crime should 
however also be considered now. A particular issue 
which may require legislation relates to a situation 
where cyber crime is committed in conjunction 
with identity theft . Generally, “identity theft” is un-
derstood as the use of personal identifying infor-
mation, e.g. a credit card number, as an instrument 
to commit other crimes. In most Member States, a 
criminal would most likely be prosecuted for the 
fraud, or another potential crime, rather than for the 
identity theft; the former being considered a more 
serious crime. Identity theft as such is not criminal-
ised across all Member States. It is often easier to 
prove the crime of identity theft than that of fraud, 
so that EU law enforcement cooperation would be 
better served were identity theft criminalised in all 
Member States. The Commission will in 2007 com-
mence consultations to assess if legislation is ap-
propriate.

3.4. Development of statistical data

It is generally agreed that the current state of in-
formation concerning the prevalence of crime is 
largely inadequate, and in particular that much 
improvement is needed to compare data between 
Member States. An ambitious five-year plan to tack-
le this problem was set out in the Communication 
from the Commission on Developing a compre-
hensive and coherent EU strategy to measure crime 
and criminal justice: An EU Action Plan 2006 – 2010 
[21]. The Expert Group set up under this Action Plan 
would provide a suitable forum for developing rel-
evant indicators for measuring the extent of cyber 
crime.

4. THE waY FORwaRD

The Commission will now take the general policy 
for the fight against cyber crime forward. Due to 
the limited powers of the Commission in the field of 
criminal law, this policy can only be a complement 
to the actions undertaken by Member States and 
other bodies. The most important actions – each of 
which will imply the use of one, several or all of the 
instruments presented in Chapter 3 – will also be 

supported through the Financial Programme “Pre-
vention of and Fight against Crime”:

4.1.  The fight against cyber crime in general

• Establish a strengthened operational coop-
eration between Member States’ law en-
forcement and judicial authorities, an action 
which will begin with the organisation of a 
dedicated expert meeting in 2007 and which 
may include the setting up of a central EU cy-
ber crime contact point

• Increase financial support to initiatives for im-
proved training of law enforcement and judi-
cial authorities vis-à-vis the handling of cyber 
crime cases and take action to coordinate all 
multinational training efforts in this field by 
the setting up of an EU training platform

• Promote a stronger commitment from Mem-
ber States and all public authorities to take ef-
fective measures against cyber crime and to 
allocate sufficient resources to combat such 
crimes

• Support research beneficial to the fight 
against cyber crime

• Organise at least one major conference (in 
2007) with law enforcement authorities and 
private operators, especially to initiate coop-
eration in the fight against illegal Internet ac-
tivities in and against electronic networks and 
to promote a more effective non-personal in-
formation exchange, and to follow-up on the 
conclusions from this 2007 conference with 
concrete public-private cooperation projects

• Take the initiative for and participate in pub-
lic-private actions aimed at raising aware-
ness, especially among consumers, of the 
cost of and dangers posed by cyber crime, 
while avoiding the undermining of the trust 
and confidence of consumers and users by 
focusing only on negative aspects of security

• Actively participate in and promote global 
international cooperation in the fight against 
cyber crime

• Initiate, contribute to and support interna-
tional projects which are in line with the 
Commission policy in this field, e.g. projects 
run by the G 8 and consistent with the Coun-
try and regional Strategy Papers (regarding 
cooperation with third countries)

• Take concrete action to encourage all Mem-
ber States and relevant third countries to 
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ratify the Council of Europe’s Cyber Crime 
Convention and its additional protocol and 
consider the possibility for the Community 
to become a party to the Convention

• Examine, together with the Member States, 
the phenomenon of co-ordinated and 
large scale attacks against the information 
infrastructure of member states in view of 
preventing and combating these, including 
co-ordinating responses, and sharing infor-
mation and best practices

4.2. Fight against traditional crime in electronic 
networks

• Initiate an in-depth analysis with a view to 
preparing a proposal for specific EU legisla-
tion against identity theft

• Promote the development of technical 
methods and procedures to fight fraud and 
illegal trade on the Internet, also through 
public-private cooperation projects

• Continue and develop work in specific tar-
geted areas, such as in the Fraud Prevention 
Expert Group on the fight against fraud with 
non-cash means of payment in electronic 
networks

4.3. Illegal content

• Continue to develop actions against specific 
illegal content, especially regarding child sex-
ual abuse material and incitement to terror-
ism and notably through the follow-up of the 
implementation of the Framework Decision 
on sexual exploitation of children

• Invite the Member States to allocate suf-
ficient financial resources to strengthen the 
work of law enforcement agencies with spe-
cial attention to identifying the victims of sex-
ual abuse material which is distributed online

• Initiate and support actions against illegal 
content that may incite minors to violent 
and other serious illegal behaviour, i.a. cer-
tain types of extremely violent on-line video 
games

• Initiate and promote dialogue between 
Member States and with third countries on 
technical methods to fight illegal content as 
well as on procedures to shut down illegal 
websites, also with a view to the possible de-
velopment of formal agreements with neigh-
bouring and other countries on this issue

• Develop EU-level voluntary agreements and 
conventions between public authorities and 
private operators, especially Internet service 
providers, regarding procedures to block and 
close down illegal Internet sites

4.4. Follow-up

In this Communication, a number of actions aimed 
at improving cooperation structures in the EU have 
been outlined as next steps. The Commission will 
take these actions forward, assess progress on the 
implementation of the activities, and report to the 
Council and Parliament.

[1] The majority of this Communication’s statements on cur-
rent trends have been taken from the Study to assess the 
impact of a communication on cyber crime, ordered by the 
Commission in 2006 (Contract No JLS/2006/A1/003).

[2] Phishing describes attempts to fraudulently acquire sensi-
tive information, such as passwords and credit card details, 
by masquerading as a trustworthy person in an electronic 
communication.

[3] Botnet refers to a collection of compromised machines run-
ning programs under a common command.

[4] Directive 2000/31/EC of the European Parliament and of the 
Council of 8 June 2000 on certain legal aspects of informa-
tion society services, in particular electronic commerce, in 
the Internal Market (OJ L 178, 17.7.2000, p. 1).

[5] COM(2000) 890, 26.1.2001.

[6] OJ L 69, 16.3.2005, p. 67.

[7] OJ L 149, 2.6.2001, p. 1.

[8] OJ L 13, 20.1.2004, p. 44.

[9] COM(2001) 298.

[10] COM(2006) 251.

[11] COM(2006) 688.

[12] regulation (EC) No 460/2004 establishing the Euro-
pean Network and Information Security Agency (OJ L 77, 
13.3.2004, p. 1).

[13] The European Union has already under the 6th Framework 
Programme for research and and Technological develop-
ment supported a number of relevant, and successful, re-
search projects.

[14] COM(2006) 334, SEC(2006)816, SEC(2006) 817.

[15] See Article 35 in the Council of Europe Convention on cyber 
crime.

[16] http://conventions.coe.int/Treaty/en/Treaties/Html/185.
htm

[17] One recent example of cooperation in this field is the co-
operation between law enforcement and credit-card com-
panies, through which the latter have assisted the police in 
tracking down purchasers of online child pornography.

[18] See http://ec.europa.eu/internal_market/payments/fraud/
index_en.htm
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[19] The Conference could be regarded as the continuation of 
the EU Forum presented in Section 6.4 in the computer-
crime communication.

[20] This longer-term objective has already been mentioned on 
page 3 of the 2001 Communication.

[21] COM(2006) 437, 7.8.2006.

Communication from 
the Commission to the 
European Parliament, the 
Council, the European 
Economic and Social 
Committee and the 
Committee of the Regions 
on Critical Information 
Infrastructure Protection 
- “Protecting Europe 
from large scale cyber-
attacks and disruptions: 
enhancing preparedness, 
security and resilience” 

1. INTRODUCTION critical information infrastructure

Information and Communication Technologies 
(ICTs) are increasingly intertwined in our daily activi-
ties. Some of these ICT systems, services, networks 
and infrastructures (in short, ICT infrastructures) form 
a vital part of European economy and society, either 
providing essential goods and services or constitut-
ing the underpinning platform of other critical in-
frastructures. They are typically regarded as critical 
information infrastructures (CIIs)[1] as their disrup-
tion or destruction would have a serious impact on 
vital societal functions. recent examples include the 
large-scale cyber-attacks targeting Estonia in 2007 
and the breaks of transcontinental cables in 2008. 

The World Economic Forum estimated in 2008 that 
there is a 10 to 20% probability of a major CII break-
down in the next 10 years, with a potential global 
economic cost of approximately 250 billion US$.[2]

This Communication focuses on prevention, pre-
paredness and awareness and defines a plan of 
immediate actions to strengthen the security and 
resilience of CIIs. This focus is consistent with the de-
bate launched at the request of the Council and the 
European Parliament to addresses the challenges 
and priorities for network and information security 
(NIS) policy and the most appropriate instruments 
needed at EU level to tackle them. The proposed ac-
tions are also complementary to those to prevent, 
fight and prosecute criminal and terrorist activities 
targeting CIIs and synergetic with current and pro-
spective EU research efforts in the field of network 
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and information security, as well as with internation-
al initiatives in this area.

2. THE POLICY CONTExT

This Communication develops the European policy 
to strengthen the security of and the trust in the 
information society. Already in 2005, the Commis-
sion[3] highlighted the urgent need to coordinate 
efforts to build trust and confidence of stakeholders 
in electronic communications and services. To this 
end a strategy for a secure information society[4] 
was adopted in 2006. Its main elements, including 
the security and resilience of ICT infrastructures, 
were endorsed in Council resolution 2007/068/01. 
However, ownership and implementation by 
stakeholders appear insufficient. This strategy also 
strengthens the role, on tactical and operational 
levels, of the European Network and Information 
Security Agency (ENISA), established in 2004 to con-
tribute to the goals of ensuring a high and effective 
level of NIS within the Community and developing a 
culture of NIS for the benefit of EU citizens, consum-
ers, enterprises and administrations.

In 2008 ENISA’s mandate was extended ‘à 
l’identique’ until March 2012.[5] At the same time, 
the Council and the European Parliament called for 
“further discussion on the future of ENISA and on the 
general direction of the European efforts towards 
an increased network and information security.” To 
support this debate, the Commission launched last 
November an on-line public consultation,[6] the 
analysis of which will be made available shortly.

The activities planned in this Communication are 
conducted under and in parallel to the European 
Programme for Critical Infrastructure Protection 
(EPCIP)[7]. A key element of EPCIP is the Directive[8] 
on the identification and designation of European 
Critical Infrastructures,[9] which identifies the ICT 
sector as a future priority sector. Another important 
element of EPCIP is the Critical Infrastructure Warn-
ing Information Network (CIWIN).[10]

On the regulatory side, the Commission proposal 
to reform the regulatory Framework for electronic 
communications networks and services[11] con-
tains new provisions on security and integrity, in 
particular to strengthen operators’ obligations to 
ensure that appropriate measures are taken to meet 
identified risks, guarantee the continuity of supply 
of services and notify security breaches.[12] This 
approach is conducive to the general objective of 
enhancing the security and resilience of CIIs. The Eu-
ropean Parliament and the Council broadly support 

these provisions.

The actions proposed in this Communication com-
plement existing and prospective measures in the 
area of police and judicial cooperation to prevent, 
fight and prosecute criminal and terrorist activi-
ties targeting ICT infrastructures, as envisaged inter 
alia by the Council Framework Decision on attacks 
against information systems[13] and its planned up-
date.[14]

This initiative takes into account NATO activities on 
common policy on cyber defence, i.e. the Cyber De-
fence Management Authority and the Cooperative 
Cyber Defence Centre of Excellence.

Lastly, due account is given to international policy 
developments, in particular to the G8 principles 
on CIIP[15]; the UN General Assembly resolution 
58/199 Creation of a global culture of cybersecurity 
and the protection of critical information infrastruc-
tures and the recent OECD recommendation on 
the Protection of Critical Information Infrastructures.

3. wHaT IS aT STakE

3.1. Critical information infrastructures are vital 
for the economy and societal growth of the EU

The economic and societal role of the ICT sector and 
ICT infrastructures is highlighted in recent reports 
on innovation and economic growth. This includes 
the Communication on i2010 mid-term review[16], 
the Aho Group report[17] and the European Union 
yearly economic reports.[18] The OECD underlines 
the importance of ICTs and the Internet “ to boost 
economic performance and social well-being, and 
to strengthen societies’ capacity to improve the 
quality of life for citizens worldwide “[19]. It further 
recommends policies that strengthen confidence in 
the Internet infrastructure.

The ICT sector is vital for all segments of society. Busi-
nesses rely on the ICT sector both in terms of direct 
sales and for the efficiency of internal processes. ICTs 
are a critical component of innovation and are re-
sponsible for nearly 40% of productivity growth.[20] 
ICTs are also pervasive for the work of governments 
and public administrations: the uptake of eGovern-
ment services at all levels, as well as new applica-
tions such as innovative solutions related to health, 
energy and political participation, make the public 
sector heavily dependent on ICTs. Last, not least, citi-
zens increasingly rely on and use ICTs in their daily 
activities: strengthening CII security would increase 
citizens’ trust in ICTs, not least thanks to a better pro-
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tection of personal data and privacy.

3.2. The risks to critical information 
infrastructures

The risks due to man-made attacks, natural disasters 
or technical failures are often not fully understood 
and/or sufficiently analysed. Consequently, the level 
of awareness across stakeholders is insufficient to 
devise effective safeguards and countermeasures.

Cyber-attacks have risen to an unprecedented level 
of sophistication. Simple experiments are now turn-
ing into sophisticated activities performed for profit 
or political reasons. The recent large scale cyber-at-
tacks on Estonia, Lithuania and Georgia are the most 
widely covered examples of a general trend. The 
huge number of viruses, worms and other forms of 
malware, the expansion of botnets and the continu-
ous rise of spam confirm the severity of the problem.
[21]

The high dependence on CIIs, their cross-border 
interconnectedness and interdependencies with 
other infrastructures, as well as the vulnerabilities 
and threats they face raise the need to address their 
security and resilience in a systemic perspective as 
the frontline of defence against failures and attacks.

3.3. Security and resilience of critical 
information infrastructures to boost confidence 
in the information society

In order to ensure that ICT infrastructures are used 
to their maximum extent, thus fully realising the 
economic and social opportunities of the informa-
tion society, all stakeholders must have a high level 
of confidence and trust in them. This depends on 
various elements, the most important of which is 
ensuring their high level of security and resilience. 
Diversity, openness, interoperability, usability, trans-
parency, accountability, auditability of the different 
components and competition are key drivers for se-
curity development and stimulate the deployment 
of security-enhancing products, processes and serv-
ices. As the Commission already highlighted[22], 
this is a shared responsibility: no single stakeholder 
has the means to ensure the security and resilience 
of all ICT infrastructures and to carry all the related 
responsibilities.

Taking up such responsibilities calls for a risk man-
agement approach and culture, able to respond to 
known threats and anticipate unknown future ones, 
without over-reacting and stifling the emergence of 
innovative services and applications.

3.4. The challenges for Europe

In addition and complementarily to all the activi-
ties related to the implementation of the Directive 
on the identification and designation of the Euro-
pean Critical Infrastructures, in particular the iden-
tification of ICT sector-specific criteria, a number of 
broader challenges need to be addressed in order 
to strengthen the security and resilience of CIIs.

3.4.1.  Uneven and uncoordinated national 
approaches

Although there are commonalities among the chal-
lenges and the issues faced, measures and regimes 
to ensure the security and resilience of CIIs, as well as 
the level of expertise and preparedness, differ across 
Member States.

A purely national approach runs the risk of produc-
ing a fragmentation and inefficiency across Europe. 
Differences in national approaches and the lack of 
systematic cross-border co-operation substantially 
reduce the effectiveness of domestic countermeas-
ures, inter alia because, due to the interconnected-
ness of CIIs, a low level of security and resilience of 
CIIs in a country has the potential to increase vulner-
abilities and risks in other ones.

To overcome this situation a European effort is 
needed to bring added value to national policies 
and programmes by fostering the development of 
awareness and common understanding of the chal-
lenges; stimulating the adoption of shared policy 
objectives and priorities; reinforcing cooperation 
between Member States and integrating national 
policies in a more European and global dimension.

3.4.2.  Need for a new European governance 
model for CIIs

Enhancing the security and the resilience of CIIs 
poses peculiar governance challenges. While 
Member States remain ultimately responsible for 
defining CII-related policies, their implementation 
depends on the involvement of the private sector, 
which owns or controls a large number of CIIs. On 
the other hand, markets do not always provide suf-
ficient incentives for the private sector to invest in 
the protection of CIIs at the level that governments 
would normally demand.

To address this governance problem public-private 
partnerships (PPPs) have emerged at the national 
level as the reference model. However, despite the 
consensus that PPPs would also be desirable on a 
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European level, European PPPs have not material-
ised so far. A Europe-wide multi-stakeholder govern-
ance framework, which may include an enhanced 
role of ENISA, could foster the involvement of the 
private sector in the definition of strategic public 
policy objectives as well as operational priorities and 
measures. This framework would bridge the gap be-
tween national policy-making and operational real-
ity on the ground.

3.4.3.  Limited European early warning and 
incident response capability

Governance mechanisms will be truly effective only 
if all participants have reliable information to act 
upon. This is particularly relevant for governments 
that have the ultimate responsibility to ensure the 
security and well-being of citizens.

However, processes and practices for monitoring 
and reporting network security incidents differ sig-
nificantly across Member States. Some do not have a 
reference organisation as a monitoring point. More 
importantly, cooperation and information sharing 
between Member States of reliable and actionable 
data on security incidents appears underdeveloped, 
being either informal or limited to bilateral or limit-
edly multilateral exchanges. In addition, simulating 
incidents and running exercises to test response 
capabilities are strategic in enhancing the security 
and resilience of CIIs, in particular by focusing on 
flexible strategies and processes for dealing with the 
unpredictability of potential crises. In the EU, cyber-
security exercises are still in an embryonic state. Ex-
ercises running across national boundaries are very 
limited. As recent events[23] showed, mutual aid is 
an essential element of a proper response to large-
scale threats and attacks to CIIs.

A strong European early warning and incident re-
sponse capability has to rely on well-functioning 
National/Governmental Computer Emergency re-
sponse Teams (CErTs), i.e. having a common base-
line in terms of capabilities. These bodies need to act 
as national catalysers of stakeholders’ interests and 
capacity for public policy activities (including those 
related to information and alert sharing systems 
reaching out to citizens and SMEs) and to engage 
in effective cross-border cooperation and informa-
tion exchange, possibly leveraging existing organi-
sations such as the European Governmental CErTs 
Group (EGC).[24]

3.4.4.  International cooperation

The rise of the Internet as a key CII requires particu-

lar attention to its resilience and stability. The Inter-
net, thanks to its distributed, redundant design has 
proven to be a very robust infrastructure. However, 
its phenomenal growth produced a rising physical 
and logical complexity and the emergence of new 
services and uses: it is fair to question the capabil-
ity of the Internet to withstand the rising number of 
disruptions and cyber-attacks.

The divergence of views on the criticality of the el-
ements making up the Internet partly explains the 
diversity of governmental positions expressed in 
international fora and the often contradicting per-
ceptions of the importance of this matter. This could 
hinder a proper prevention of, preparedness for and 
ability to recover from threats affecting the Internet. 
For example, the consequences of the transition 
from IPv4 to IPv6 should also be assessed in terms 
of CII security.

The Internet is a global and highly distributed net-
work of networks, with control centres not neces-
sarily following national boundaries. This calls for 
a specific, targeted approach in order to ensure its 
resilience and stability, based on two converging 
measures. First, achieving a common consensus on 
the European priorities for the resilience and stability 
of the Internet, in terms of public policy and of oper-
ational deployment. Secondly, engaging the global 
community to develop a set of principles, reflecting 
European core values, for Internet resilience and sta-
bility, in the framework of our strategic dialogue and 
cooperation with third countries and international 
organisations. These activities would build upon the 
recognition by the World Summit on Information 
Society[25] of the key importance of the stability of 
the Internet.

4. THE waY FORwaRD: TOwaRDS mORE 
EU COORDINaTION aND COOPERaTION

Because of the Community and international di-
mension of the problem an integrated EU approach 
to enhance the security and resilience of CIIs would 
complement and add value to national programmes 
as well as to the existing bilateral and multilateral co-
operation schemes between Member States.

Public policy discussions in the aftermath of the 
events in Estonia suggest that the effects of similar 
attacks can be limited by preventive measures and 
by coordinated action during the actual crisis. A 
more structured exchange of information and good 
practices across the EU could considerably facilitate 
fighting cross-border threats.
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It is necessary to strengthen the existing instruments 
for cooperation, including ENISA, and, if necessary, 
create new tools. A multi-stakeholder, multi-level 
approach is essential, taking place at the European 
level while fully respecting and complementing na-
tional responsibilities.

A thorough understanding of the environment 
and constraints is necessary. For example, the dis-
tributed nature of the Internet, where edge nodes 
can be used as vectors of attack, e.g. botnets, is a 
concern. However, this distributed nature is a key 
component of stability and resilience and can help 
a faster recovery than would normally be the case 
with over-formalised, top-down procedures. This 
calls for a cautious, case-by-case analysis of public 
policies and operational procedures to put in place.

The time horizon is also important. There is a clear 
need to act now and put rapidly in place the neces-
sary elements to build a framework that will enable 
us to respond to current challenges and that will 
feed into the future strategy for network and infor-
mation security.

Five pillars are proposed to tackle these challenges:

1. Preparedness and prevention: to ensure prepar-
edness at all levels;

2. Detection and response: to provide adequate 
early warning mechanisms;

3. Mitigation and recovery: to reinforce EU de-
fence mechanisms for CII;

4. International cooperation: to promote EU priori-
ties internationally;

5. Criteria for the ICT sector: to support the imple-
mentation of the Directive on the Identification 
and Designation of European Critical Infrastruc-
tures[26].

5. THE aCTION PLaN

5.1. Preparedness and prevention

Baseline of capabilities and services for pan-European 
cooperation. The Commission invites Member States 
and concerned stakeholders to

• define, with the support of ENISA, a minimum 
level of capabilities and services for National/
Governmental CErTs and incident response 
operations in support to pan-European co-
operation.

• make sure National/Governmental CErTs act 

as the key component of national capability 
for preparedness, information sharing, coor-
dination and response.

Target: end of 2010 for agreeing on minimum stand-
ards; end of 2011 for establishing well functioning 
National/Governmental CErTs in all Member States.

European Public Private Partnership for Resilience 
(EP3R). The Commission will

• foster the cooperation between the public 
and the private sector on security and re-
silience objectives, baseline requirements, 
good policy practices and measures. The pri-
mary focus of the EP3r would be on the Eu-
ropean dimension from strategic (e.g. good 
policy practices) and tactical/operational 
(e.g. industrial deployment) perspectives. 
EP3r should build upon and complement 
existing national initiatives and the opera-
tional activities of ENISA.

Target: end of 2009 for a roadmap and plan for EP3r; 
mid of 2010 for establishing EP3r; end of 2010 for 
EP3r to produce its first results.

European Forum for information sharing between 
Member States. The Commission will

• establish a European Forum for Member 
States to share information and good policy 
practices on security and resilience of CIIs. 
This would benefit from the results of the 
activities of other organisations, in particular 
ENISA.

Target: end of 2009 for launching the Forum; end of 
2010 for delivering the first results.

5.2. Detection and response

European Information Sharing and Alert System (EI-
SAS). The Commission supports

the development and deployment of EISAS, reach-
ing out to citizens and SMEs and being based on 
national and private sector information and alert 
sharing systems. The Commission financially sup-
ports two complementary prototyping projects.
[27] ENISA is called upon to take stock of the results 
of these projects and other national initiatives and 
produce a roadmap to further the development and 
deployment of EISAS.

Target: end of 2010 for completing the prototyping 
projects; end of 2010 for the roadmap towards a Eu-
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ropean- system.

5.3. Mitigation and recovery

National contingency planning and exercises. The 
Commission invites Member States to

• develop national contingency plans and or-
ganise regular exercises for large scale net-
works security incident response and disaster 
recovery, as a step towards closer pan-Euro-
pean coordination. National/Governmental 
CErTs/CSIrTs may be tasked to lead national 
contingency planning exercises and testing, 
involving private and public sector stake-
holders. The involvement of ENISA is called 
upon to support the exchange of good prac-
tices between Member States.

Target: end of 2010 for running at least one national 
exercise in every Member State.

Pan-European exercises on large-scale network secu-
rity incidents. The Commission will

• financially support the development of pan-
European exercises on Internet security in-
cidents,[28] which may also constitute the 
operational platform for pan-European par-
ticipation in international network security 
incidents exercises, like the US Cyber Storm.

Target: end of 2010 for the design and run of the first 
pan-European exercise; end of 2010 for pan-Europe-
an participation in international exercises.

Reinforced cooperation between National/Govern-
mental CERTs. The Commission invites Member 
States to

• strengthen the cooperation between Na-
tional/Governmental CErTs, also by lever-
aging and expanding existing cooperation 
mechanisms like the EGC.[29] The active role 
of ENISA is called upon to stimulate and sup-
port pan-European cooperation between 
National/Governmental CErTs that should 
lead to enhanced preparedness; reinforced 
European capacity to react and respond to 
incidents; pan-European (and/or regional) 
exercises.

Target: end of 2010 for doubling the number of na-
tional bodies participating in ECG; end of 2010 for 
ENISA to develop reference materials to support 
pan-European cooperation.

5.4. International cooperation

Internet resilience and stability. Three complementary 
activities are envisaged

• European priorities on long term Internet resil-
ience and stability. The Commission will drive 
a Europe-wide debate, involving all relevant 
public and private stakeholders, to define EU 
priorities for the long term resilience and sta-
bility of the Internet.

Target: end of 2010 for EU priorities on critical Inter-
net components and issues.

• Principles and guidelines for Internet resilience 
and stability (European level). The Commis-
sion will work with Member States to define 
guidelines for the resilience and stability of 
the Internet, focusing inter alia on regional 
remedial actions, mutual assistance agree-
ments, coordinated recovery and continu-
ity strategies, geographical distribution of 
critical Internet resources, technological 
safeguards in the architecture and protocols 
of the Internet, replication and diversity of 
services and data. The Commission is already 
funding a task force for DNS resiliency that, 
together with other relevant projects, will 
help build the consensus.[30]

Target: end of 2009 for a European roadmap towards 
principles and guidelines for Internet resilience and 
stability; end of 2010 for agreeing on the first draft of 
such principles and guidelines.

• Principles and guidelines for Internet resilience 
and stability (global level). The Commission 
will work with Member States on a roadmap 
to promote principles and guidelines at the 
global level. Strategic cooperation with third 
countries will be developed, notably in In-
formation Society dialogues, as a vehicle to 
build global consensus.[31]

Target: beginning of 2010 for a roadmap for inter-
national cooperation on principles and guidelines 
for security and resilience; end of 2010 for the first 
draft of internationally recognised principles and 
guidelines to be discussed with third countries and 
in relevant fora, including the Internet Governance 
Forum.

Global exercises on recovery and mitigation of large 
scale Internet incidents. The Commission invites Eu-
ropean stakeholders to

• reflect on a practical way to extend at the 
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global level the exercises being conducted 
under the mitigation and recovery pillar, 
building upon regional contingency plans 
and capabilities.

Target: end of 2010 for the Commission to propose a 
framework and a roadmap to support the European 
involvement and participation in global exercises 
on recovery and mitigation of large-scale Internet 
incidents.

5.5. Criteria for European Critical Infrastructures 
in the ICT sector

ICT sector specific criteria. By building on the initial ac-
tivity carried out in 2008, the Commission will

• continue to develop, in cooperation with 
Member States and all relevant stakeholders, 
the criteria for identifying European critical 
infrastructures for the ICT sector. To this end, 
relevant information will be drawn from a 
specific study being launched.[32]

Target: first half of 2010 for the Commission to de-
fine the criteria for the European critical infrastruc-
tures for the ICT sector.

6. CONCLUSIONS

Security and resilience of CIIs are the frontline of 
defence against failures and attacks. Their enhance-
ment across the EU is essential to reap the full 
benefits of the information society. To achieve this 
ambitious objective an action plan is proposed to 
reinforce the tactical and operational cooperation 
at the European level. The success of these actions 
depends on their effectiveness to build upon and 
benefit public and private sector’s activities, on 
the commitment and full participation of Member 
States, European Institutions and stakeholders.

To this end, a Ministerial Conference will take place 
on 27-28 April 2009 to discuss the proposed initia-
tives with Member States and to mark their commit-
ment to the debate on a modernised and reinforced 
NIS policy in Europe.

Lastly, enhancing the security and resilience of CIIs is 
a long term objective, whose strategy and measures 
need regular assessments. Therefore, since this goal 
is consistent with the general debate on the future 
of network and information security policy in the 
EU after 2012, the Commission will initiate a stock-
taking exercise toward the end of 2010, in order to 
evaluate the first phase of actions and to identify 
and propose further measures, as appropriate.

[1] A definition of CIIs was proposed in COM(2005) 576 final

[2] Global risks 2008

[3] COM(2005) 229

[4] COM(2006) 251

[5] regulation (EC) No 1007/2008

[6] http://ec.europa.eu/information_society/newsroom/cf/
itemlongdetail.cfm?item_id=4464

[7] COM(2006) 786 final

[8] 2008/114/EC

[9] http://www.consilium.europa.eu/ueDocs/cms_Data/docs/
pressData/en/gena/104617.pdf

[10] COM(2008) 676 final

[11] COM(2007) 697, COM(2007) 698, COM(2007) 699

[12] Art. 13 Framework Directive

[13] 2005/222/JHA

[14] COM(2008) 712

[15] http://www.usdoj.gov/criminal/cybercrime/g82004/G8_
CIIP_Principles.pdf

[16] COM(2008) 199 final

[17] http://ec.europa.eu/invest-in-research/action/2006_aho-
group_en.htm

[18] EU Economy 2007 review http://ec.europa.eu/economy_fi-
nance/publications/publication10130_en.pdf

[19] http://www.oecd.org/dataoecd/1/29/40821707.pdf

[20] http://epp.eurostat.ec.europa.eu/ - Science and Technol-
ogy/Information Society

[21] COM(2006) 688 final

[22] COM(2006) 251 final

[23] http://ec.europa.eu/information_society/policy/nis/strat-
egy/activities/ciip/large_scale/

[24] http://www.egc-group.org/

[25] Tunis Agenda for the Information Society, http://www.itu.
int/wsis/docs2/tunis/off/6rev1.html

[26] Council Directive 2008/114/EC

[27] Under the EC Programme “ Prevention, Preparedness and 
Consequence Management of terrorism and other Security 
related risks “ http://ec.europa.eu/justice_home/funding/
cips/funding_cips_en.htm

[28] Supra 27

[29] Supra 24

[30] Supra 27

[31] COM(2008)588 final

[32] Supra 27
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Communication from 
the Commission to the 
European Parliament, the 
Council, the European 
Economic and Social 
Committee and the 
Committee of the Regions 
- Final evaluation of the 
implementation of the 
multiannual Community 
Programme on promoting 
safer use of the Internet 
and new online 
technologies 

1. INTRODUCTION

This Communication concerns the final evaluation 
of the multiannual Safer Internet plus programme 
(2005-2008) referred to in this communication as 
“the programme”. cyber security in general

The objective of the programme, as specified in the 
European Parliament and Council Decision[1], was 
promoting safer use of the Internet and new online 
technologies, particularly for children, and to fight 
against illegal content and content unwanted by 
the end-user.

The programme ran over a four-year period from 1 
January 2005 to 31 December 2008 with a reference 
budget of 45 million euro.

The programme was implemented through four 
main action lines:

• fighting against illegal content;

• tackling unwanted and harmful content;

• promoting a safer environment;

• awareness-raising.

By comparison with the preceding Safer Internet 
Action Plan, the coverage was extended to include 
online technologies, including mobile and broad-
band content, online games, peer-to-peer file trans-
fer, and all forms of real-time communications such 
as chat rooms and instant messages primarily with 

the aim of improving the protection of children and 
minors. A broader range of areas of illegal and harm-
ful content and conduct of concern were covered, 
including racism and violence.

The main mechanism for implementing the pro-
gramme has been the co-financing of projects se-
lected on the basis of public calls for proposals. This 
has resulted in a wide range of projects being fund-
ed under the various action lines, complemented by 
non-funded activities as appropriate.

The programme co-funds the INSAFE network of 
awareness nodes for carrying out awareness actions 
designed to reach children, families and schools, 
and helplines where children can raise concerns 
related to their use of online technologies, and the 
INHOPE network of hotlines allowing internet users 
to report illegal content[2].

The programme further supports thematic networks 
bringing together different stakeholders such as re-
searchers, non-governmental organisations (NGOs) 
and law enforcement agencies in order to facilitate 
dialogue and exchange of best practice, targeted 
projects aiming at enhancing the analysis of illegal 
material by law enforcement agencies and projects 
for knowledge enhancement on various aspects of 
children’s, parents and offenders’ use of the Internet. 
The EU Kids Online project provides new knowledge 
about children’s and parent’s experiences of risk and 
safety, and a successor project will address the lack 
of comparative data which this has identified. A 
second project will enhance the knowledge of on-
line-related sexual abuse of children by conducting 
qualitative research into adult offending.[3]

Two Eurobarometer surveys, with the purpose of 
exploring the attitude of EU citizens towards illegal 
and harmful content and their knowledge of how 
to protect themselves, were conducted under the 
auspices of the programme and a further survey will 
be carried out during autumn 2008.

In addition, the Commission has carried out a study 
into the effectiveness of filtering software. Among 
other results of the Programme, Safer Internet Day is 
celebrated world-wide in February and 56 countries 
took part in 2008. The Commission has instituted 
a dialogue with industry and civil society to foster 
self-regulation. The mobile phone industry adopt-
ed a European Framework for Safer Mobile use by 
younger teenagers and children in 2007. The annual 
Safer Internet Forum is a recognised meeting-point 
for all stakeholders, with discussion of topical issues.
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According to Article 5 of the Programme Decision, 
the Commission shall submit to the European Parlia-
ment and the Council, at the end of the programme, 
a final evaluation report on the results obtained in 
implementing the programme.

The evaluation was conducted by a panel of three 
independent experts[4] during the period May to 
July 2008, in close collaboration with the Commis-
sion services concerned[5].

2. EVaLUaTION ObJECTIVES

The evaluation assessed the following specific is-
sues: relevance of the programme’s objectives, pri-
orities and means of implementation, the effective-
ness of the programme, its achievements, its impact, 
its sustainability and its complementarity with other 
initiatives within and external to the European Un-
ion, as well as with national initiatives.

3. EVaLUaTION FINDINGS

The evaluators found that the programme has been 
successful in achieving the stated objectives as set 
out in the original Programme Decision and in sub-
sequent annual work programmes. It has contrib-
uted to achieving a safer Internet through a range 
of interventions and produced a significant impact 
and influence. Feedback from stakeholders shows 
clear appreciation of the programme, particularly 
the knowledge sharing opportunities which it pro-
vides, and in emphasizing the importance of the 
work continuing.

More specifically it was concluded that:

The Commission has been able to adapt the pri-
orities of the programme to respond to changing 
challenges and needs and that the programme has 
managed successfully to ensure that the themes 
and actions are relevant to the dynamic social and 
technological environment within which it oper-
ates.

The geographical scope of the programme is an-
other area where the programme has responded 
in a timely and effective way. The rapid geographic 
growth of the EU has been mirrored quickly to in-
clude new member states in its activities.

The programme has further a high degree of rele-
vance in its recent focus on consulting children and 
young people and ensuring that both their rights 
and their opinions are a priority within all aspects of 
the programme.

The management of the programme has been ef-
ficient and effective. There are hotlines and aware-
ness nodes in almost all members states, a number 
of thematic networks have been established, and 
work is continuing on developing technical solu-
tions in areas such as image recognition. However, 
the detailed level of effectiveness within the broad 
programme objectives has been more difficult to 
quantify, and it is important to collect and analyse 
more measurable data in follow-up initiatives in 
order to ensure the effectiveness and impact of 
funded activities.

The programme demonstrates considerable 
achievements . Not only has it continued to keep 
the issue of safer Internet high on the agenda of 
policy makers across Europe and beyond, but it has 
also become a driver for action outside the Europe-
an context. The programme’s experiences and best 
practices are seen as very helpful and stimulating 
by other countries which are confronted by similar 
challenges. The very broad international member-
ship of INHOPE is also a testament to the standing 
of the programme in the wider internet community.

The networking opportunity provided by the pro-
gramme is highly valued by many stakeholders, 
who emphasize the fact that the programme ena-
bles sectors to work together who would otherwise 
not have joined forces, for example major telecoms 
providers and NGOs.

The expansion of the two networks to cover virtually 
the whole European area as well as countries further 
afield is an undoubted achievement. The INSAFE 
network has grown from a coverage of 21 countries 
in 2006 to 34 countries in 2008. The INHOPE network 
has had a similar growth, with 13 members joining 
during the period of the programme, bringing the 
total membership to 33.

Another achievement is the extent to which the 
programme has encouraged collection and analysis 
of a huge body of research of safer Internet issues by 
the EU Kids Online network.

Successful work has been undertaken in the area 
of fostering dialogue within and between different 
sectors, and in encouraging the mobile phone in-
dustry in its efforts to adopt effective self-regulatory 
mechanisms on protecting minors.

As regards the awareness activities, the Safer Inter-
net Day has been an undoubted success – the event 
has grown in terms of numbers and geographical 
scope year on year, with an increasingly interna-
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tional focus and impressive level press and media 
coverage.

In terms of the impact of the programme the con-
sistent approach and messages across Europe are 
an important factor for the high level of success of 
the programme.

However, the visibility of the programme would be 
enhanced by greater online and offline presence 
and promotion. A greater consistency in branding 
would assist in establishing the identity and cred-
ibility of the programme within different sectors, 
countries and regions.

The sustainability of the programme itself is robust 
. It is, however, important to monitor the function 
of the networks to ensure that the model is still the 
most appropriate one. In particular, the requirement 
for hotlines, awareness nodes and helplines to form 
combined nodes at the national level in order to 
increase effectiveness and efficiency also raises the 
question of whether the two networks should be 
required to combine in a single organisation to co-
ordinate all activities across Europe.

The programme offers complementarity with a 
range of initiatives within and external to the EU as 
well as with national initiatives within most member 
states , particularly with regard to fighting illegal 
content, promoting media literacy and affirming 
children’s rights.

There is a clear emphasis among stakeholders on 
the importance of the programme as a catalyst for 
international and national involvement. Where there 
was no previous national engagement, it helped to 
put the issues on the agenda and bring stakeholders 
to the table. In countries where organisations had 
already started working on these issues, the pro-
gramme helped to co-ordinate the approach and 
gave credibility to organisations that might other-
wise have found it difficult to get the attention of 
national authorities and industry.

4. EVaLUaTION RECOmmENDaTIONS

The evaluation report makes a number of recom-
mendations to be taken into account for future 
work:

1. The rights and privacy of children, young peo-
ple and other legitimate Internet users should 
be protected and promoted within all activities 
of the Programme. The involvement of young 
people themselves in discussion, design and 

delivery of solutions could be further intensified.

2. Continued efforts could be made to achieve 
active support and involvement for the Pro-
gramme and individual projects on a national 
level from all relevant sectors. This should be 
reflected in the creation of multi-stakeholder 
networks at the European level in order to bring 
together different constituencies.

3. Co-operation and collaboration with third 
countries, both within and outside Europe, on 
a policy and operational level should be given a 
high priority, particularly with regard to identify-
ing, tracing and eradicating illegal child abuse 
images.

4. Enhanced dialogue and cooperation should 
be established among the various EU initiatives 
with an intersection of interests or the poten-
tial for collaboration with the Safer Internet plus 
programme in order to identify new areas of 
synergy and innovation and to improve the ef-
fectiveness of the individual programmes.

5. Future solutions should continue to take into 
account national, cultural, linguistic and socio-
demographic factors, particularly for new, can-
didate and accession countries, to ensure that 
interventions are relevant and valid.

6. The technical knowledge base of the Pro-
gramme should be further strengthened in or-
der to retain a high level of current knowledge 
and credibility.

7. The Programme would probably benefit from 
a more consistent ‘brand’ with quality control 
measures in place for internal and partner web-
sites and other resources. More proactive use 
should be made of the press and media across 
Europe.

8. Further knowledge enhancement activity could 
be conducted in two key areas: problematic, 
risky and criminal online behaviours on the part 
of children and young people themselves; the 
underlying reasons for the trends identified by 
INHOPE in respect of illegal content.

9. The roles of the two networks (INHOPE and IN-
SAFE) should be re-visited to ensure they offer 
the most appropriate mechanism for co-ordi-
nating the work of national nodes. Considera-
tion should be given to the question of whether 
the two networks should be merged to reflect 
the emphasis on combined hotline, awareness 
and helpline activity and to deal adequately 
with the planned extension of the scope of 
the programme to include cyber-bullying and 
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grooming.

10. A high priority should be given to raising the 
visibility of hotlines, which still suffer from low 
levels of public awareness. The visibility of hel-
plines also needs attention in order to provide 
European citizens with appropriate contact 
points, and to complement the work of the hot-
lines by dealing with issues of a broader nature.

11. The Programme could engage more actively 
with industry. Priority should be given to es-
tablishing a common code of practice among 
Internet Service Providers throughout Europe, 
along the lines of the Framework Agreement 
signed by mobile network operators.

5. COmmISSION COmmENTS aND 
CONCLUSION

The Commission takes full note of the findings of the 
final evaluation of the programme and will take the 
recommendations into account when implement-
ing the follow-up programme. Progress already 
made in areas mentioned by the recommendations 
will be reinforced.

In the light of the Commission’s responses to the 
evaluators’ report, it invites the European Parliament, 
the Council, the European Economic and Social 
Committee and the Committee of the regions to:

12. Take note that the programme has been suc-
cessfully implemented;

13. Assist the Commission in its work of increasing 
the visibility of the Safer Internet programme 
and stimulate a continued dialogue on safer 
Internet issues.

[1] Decision No. 854/2005/EC of 11 May 2005 of the Europe-
an Parliament and of the Council published in OJ L149 of 
11.6.2005, p. 1

[2] By the end of 2008, taking account of projects under ne-
gotiation, there will be 27 awareness nodes in 25 Member 
States and Iceland and Norway, 21 helplines and 24 hotlines.

[3] A full list of projects co-funded by the programme can be 
found at http://ec.euroapa.eu/saferinternet

[4] The experts were appointed on the basis of a restricted call 
for tenders launched in spring 2008.

[5] DG INFSO Units C3 and E6
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Meeting of Justice and 
Interior Ministers of The 
Eight (December 9-10, 
1997). COMMUNIQUÉ, 
WASHINGTON, D.C., 
DECEMBER 10

At the Summit of The Eight in Denver, our Heads of 
State and Government directed us to intensify our 
efforts to implement the forty recommendations 
of the Summit of Lyon, in order to combat 
transnational organized criminal activity posing an 
ever-greater threat to the individual and collective 
security of our citizens.  With increased international 
movement by organized criminal groups and their 
use of new global communications technologies, 
the protection of our citizens’ safety, traditionally a 
domestic concern, requires unprecedented levels 
of international cooperation.  Our responsibility 
is not only to react to the activities of organized 
criminal groups, but also to anticipate and prevent 
their growth. Cyber crime

We meet today at the Ministerial level to agree 
upon a program of specific actions designed to ac-
complish two critical tasks:  enhancing our abilities 
to investigate and prosecute high-tech crimes and 
strengthening international legal regimes for extra-
dition and mutual legal assistance to ensure that no 
criminal receives safe haven anywhere in the world.

With regard to high-tech crime, we must start by 
recognizing that new computer and telecommu-
nications technologies offer unprecedented oppor-
tunities for global communication.  As nations be-
come increasingly reliant upon these technologies, 
including wireless communications, their exploita-
tion by high-tech criminals poses an ever-greater 
threat to public safety.  This threat takes at least two 
forms.  First, sophisticated criminals are targeting 
computer and telecommunications systems to ob-
tain or alter valuable information without authority 
and may attempt to disrupt critical commercial and 
public systems.  Second, criminals, including mem-
bers of organized crime groups and terrorists, are us-
ing these new technologies to facilitate traditional 
offenses.  Clearly, the misuse of information systems 
in these ways poses a serious threat to public safety.

National laws apply to the Internet and other glo-
bal networks.  But while the enactment and en-
forcement of criminal laws have been, and remain, 
a national responsibility, the nature of modern 

communications networks makes it impossible for 
any country acting alone to address this emerging 
high-tech crime problem.  A common approach 
addressing the unique, borderless nature of global 
networks is needed and must have several distinct 
components.  

Each country must have in place domestic laws that 
ensure that the improper use of computer networks 
is appropriately criminalized and that evidence of 
high-tech crimes can be preserved and collected in 
a timely fashion.  Countries must also ensure that a 
sufficient number of technically-literate, appropri-
ately-equipped personnel are available to address 
high-tech crimes.

Such domestic efforts must be complemented by 
a new level of international cooperation, especially 
since global networks facilitate the commission of 
transborder offenses.  Therefore, consistent with 
principles of sovereignty and the protection of hu-
man rights, democratic freedoms and privacy, na-
tions must be able to collect and exchange informa-
tion internationally, especially within the short time 
frame so often required when investigating interna-
tional high-tech crimes.

The development of effective solutions will also 
require unprecedented cooperation between gov-
ernment and industry.  It is the industrial sector 
that is designing, deploying and maintaining these 
global networks and is primarily responsible for the 
development of technical standards.  Thus, it is in-
cumbent on the industrial sector to play its part in 
developing and distributing secure systems that, 
when accompanied by adherence to good com-
puter and personnel security practices, serve to pre-
vent computer abuse.  Such systems should also be 
designed to help detect computer abuse, preserve 
electronic evidence, and assist in ascertaining the 
location and identity of criminals.

To meet the challenges of the information age, we 
have agreed to ten Principles and a ten-point Action 
Plan, annexed to this Communiqué.  We direct our 
experts to promote these Principles throughout the 
international community and take forward the Ac-
tion Plan without delay.

Another core area of concern is mutual legal assist-
ance and extradition.  We reiterate the fundamental 
importance of either returning our nationals for trial 
in the country in which the crime was committed 
or, where that is not possible, conducting effective 
domestic prosecutions in lieu thereof.  Those of us 
that conduct domestic prosecution of our nationals 
in lieu of extradition agree to pursue such prosecu-
tions with the same commitment of time, person-
nel and financial resources as are devoted to the 
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prosecution of serious crimes committed within our 
own territory. 

We recognize that the need for enhanced coop-
eration in extradition and mutual assistance is par-
ticularly acute with respect to high-tech crime and 
other areas of emerging significance.  We commit 
to remove impediments in existing cooperation 
regimes by such means as approaching issues of 
dual criminality with flexibility, and we will ensure 
that serious computer abuses have criminal penal-
ties sufficient to make them extraditable.  We also 
commit to enhance coordination among States in 
multi-jurisdictional cases, so as to minimize conflicts 
and duplications in investigations and prosecutions, 
consult as to where best to prosecute, and allocate 
responsibility for gathering and sharing evidence.

We are also convinced that we must further en-
hance our abilities to obtain testimony from wit-
nesses located abroad for use in criminal proceed-
ings in our States.  We agree to intensify our efforts 
to use video-link technology as a means of secur-
ing testimony or statements from a witness located 
abroad.  Where possible, we will locate or establish 
facilities with technical video-link capability, allow 
the use of video-link as a form of mutual assistance 
to other States and provide for the punishment of 
perjury committed during video-link transmissions.

We emphasize that these agreed-upon cooperation 
measures can be used by all countries to enhance 
international cooperation in combating transna-
tional organized crime.  Our experts will review an-
nually our implementation at the national level of 
these international legal cooperation measures.  We 
also urge all States to adopt the recommendations 
of the Summit of  Lyon pertaining to international le-
gal cooperation and the best practices agreed upon 
by our experts to implement them.

We direct our experts to focus their future work on 
the following areas: Continued examination of the 
use of video-link technology and confiscation and 
sharing of assets obtained through criminal activ-
ity; identification of additional measures that would 
enhance cooperation in areas of emerging signifi-
cance; ways to further promote acceptance by oth-
er members of the international community of the 
principles set forth in the above recommendations 
and practical actions; and coordination among The 
Eight on the possible elaboration of a U.N. organized 
crime convention.

In addition to taking action on high-tech crime and 
mutual legal assistance, we further direct our experts 
to pursue their work in implementing comprehen-
sive action against transnational organized crime, 
as mandated by the Denver Summit.  Therefore, we 
welcome the continued efforts of our experts to de-
velop cooperative strategies and policies to combat 
major transnational criminal organizations and to 
implement joint operational projects to target such 
organizations and their criminal activities.  We will 
continue to work together to combat international 
firearms trafficking and other forms of cross-border 
crime and smuggling and to address the financial 
aspects of organized crime.

In conclusion, we recognize the urgent need to 
make rapid progress in these areas and will take 
the steps necessary to ensure protection from the 
physical and financial predation of transnational or-
ganized crime.  Our task is daunting, but we expect 
to report substantial progress in this endeavor to the 
Birmingham Summit in May of 1998.

COMMUNIQUÉ ANNEX:
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Principles and Action Plan 
to Combat High-Tech 
Crime
Statement of Principles

We hereby endorse the following PrINCIPLES, which 
should be supported by all countries:

1. There must be no safe havens for those who 
abuse information technologies.

2. Investigation and prosecution of international 
high-tech crimes must be coordinated among 
all concerned States, regardless of where harm 
has occurred.

3. Law enforcement personnel must be trained 
and equipped to address high-tech crimes. 

4. Legal systems must protect the confidentiality, 
integrity, and availability of data and systems 
from unauthorized impairment and ensure that 
serious abuse is penalized.

5. Legal systems should permit the preservation of 
and quick access to electronic data, which are 
often critical to the successful investigation of 
crime.

6. Mutual assistance regimes must ensure the 
timely gathering and exchange of evidence in 
cases involving international high-tech crime.

7. Transborder electronic access by law enforce-
ment to publicly available (open source) infor-
mation does not require authorization from the 
State where the data resides.

8. Forensic standards for retrieving and authenti-
cating electronic data for use in criminal inves-
tigations and prosecutions must be developed 
and employed.

9. To the extent practicable, information and tel-
ecommunications systems should be designed 
to help prevent and detect network abuse, and 
should also facilitate the tracing of criminals and 
the collection of evidence.

10. Work in this area should be coordinated with 
the work of other relevant international fora to 
ensure against duplication of efforts.

Action Plan

In support of these PrINCIPLES, we are directing our 
officials to:

1. Use our established network of knowledgeable 

personnel to ensure a timely, effective response 
to transnational high-tech cases and designate 
a point-of-contact who is available on a twenty-
four hour basis.

2. Take appropriate steps to ensure that a suffi-
cient number of trained and equipped law en-
forcement personnel are allocated to the task of 
combating high-tech crime and assisting law 
enforcement agencies of other States.

3. review our legal systems to ensure that they 
appropriately criminalize abuses of telecommu-
nications and computer systems and promote 
the investigation of high-tech crimes.

4. Consider issues raised by high-tech crimes, 
where relevant, when negotiating mutual as-
sistance agreements or arrangements.

5. Continue to examine and develop workable so-
lutions regarding:  the preservation of evidence 
prior to the execution of a request for mutual 
assistance; transborder searches; and computer 
searches of data where the location of that data 
is unknown.

6. Develop expedited procedures for obtaining 
traffic data from all communications carriers 
in the chain of a communication and to study 
ways to expedite the passing of this data inter-
nationally.

7. Work jointly with industry to ensure that new 
technologies facilitate our effort to combat 
high-tech crime by preserving and collecting 
critical evidence.

8. Ensure that we can, in urgent and appropriate 
cases, accept and respond to mutual assistance 
requests relating to high-tech crime by expe-
dited but reliable means of communications, 
including voice, fax, or e-mail, with written con-
firmation to follow where required.

9. Encourage internationally-recognized stand-
ards-making bodies in the fields of telecommu-
nications and information technologies to con-
tinue providing the public and private sectors 
with standards for reliable and secure telecom-
munications and data processing technologies.

10. Develop and employ compatible forensic 
standards for retrieving and authenticating 
electronic data for use in criminal investigations 
and prosecutions.
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Principles on Trans-
Border Access to Stored 
Computer Data (1999)
Principles on Accessing Data Stored in a Foreign State

The G8 agree that the following principles should 
apply when law enforcement agents employed by 
law enforcement agencies are investigating criminal 
matters and require transborder access to, copying 
of, or search and seizure of electronic data (includ-
ing historical traffic data, but not including intercep-
tions), and such principles should be implemented 
through treaties, and through national laws and 
policies:

Preservation of Data Stored in a Computer System

Each State shall ensure its ability to secure rapid 
preservation of data that is stored in a computer sys-
tem, in particular data held by third .parties such as 
service providers, and that is subject to short reten-
tion practices or is otherwise particularly vulnerable 
to loss or modification, for the purpose of seeking 
its access, search, copying, seizure or disclosure, and 
ensure that preservation is possible even if neces-
sary only to assist another State.

A State may request another State to secure rapid 
preservation of data stored in a computer system 
located in that other State. Upon receiving a request 
from another State, the requested State shall take all 
appropriate means, in accordance with its national 
law, to preserve such data expeditiously. Such pres-
ervation shall be for a reasonable time to permit the 
making of a formal request for the access, search, 
copying, seizure or disclosure of such data.

Expedited Mutual Legal Assistance

Upon receiving a formal request for access, search, 
copying, seizure or disclosure of data, including data 
that has been preserved, the requested State shall, 
in accordance with its national law, execute the re-
quest as expeditiously as possible, by:

• responding pursuant to traditional legal as-
sistance procedures, or

• ratifying or endorsing any judicial or other 
legal authorization that was granted in the 
requesting State and, pursuant to traditional 
legal assistance procedures, disclosing any 
data seized to the requesting State; or

• Using any other method of assistance per-
mitted by the law of the requested State,

Each State shall, in appropriate circumstances, ac-

cept and respond to legal assistance requests made 
under these Principles by expedited but reliable 
means of communications, including voice, fax or 
email, with written confirmation to follow where 
required. 

Transborder Access to Stored Data Not Requiring Legal 
Assistance

Notwithstanding anything in these Principles, a 
State need not obtain authorization from another 
State when it is acting in accordance with its na-
tional law for the purpose of:

• accessing publicly available (open source) 
data, regardless of where the data is geo-
graphically located

• accessing, searching, copying, or seizing data 
stored in a computer system located in an-
other State, if acting in accordance with the 
lawful and voluntary consent of a person 
who has the lawful authority to disclose to 
it that data. The searching State should con-
sider notifying the searched State, if such 
notification is permitted by national law and 
the data reveals a violation of criminal law or 
otherwise appears to be of interest to the 
searched State.

data preservatIon 
CheCklIsts

ISSUES TO bE CONSIDERED IN a LEGaL 
FRamEwORk FOR DaTa PRESERVaTION
Purpose: The purpose of this document is to set forth 
a series of questions that could be considered in any 
current or possible future legal framework for data 
preservation.

Note: For purposes of this document, the term “Pres-
ervation” shall mean that (a) upon lawful request by 
a competent authority, (b) based on the facts of a 
specific case, (c) specific historical data can be pre-
served to prevent its deletion, (d) pending issuance 
of a lawful demand from a competent authority to 
disclose the data. “Preservation” does not include 
prospective collection of data and does not obli-
gate a service provider to generate data not already 
in existence.

1. Source of Law

1.1 What is the basis in procedural law for a Pres-
ervation Order?

1.2 Are there substantive legal predicates for is-
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suance of a Preservation Order?

1.3 Are there substantive legal predicates for a 
Preservation Order to cover specific types of 
data (e.g. traffic data vs. content)?

2. Scope

What records should be subject to a Preserva-
tion Order?

3. Duration of Preservation Order

For how long should the records by pre  
served?

4. Form of Preservation Order

4.1 Should there be a standardized form for 
Preservation Orders?

4.2 Should the form of delivery for Preservation 
Orders be:

• Written only

• verbal

• verbal, followed by written confirma-
tion

• E-mail

5. Authorized Issuers

5.1 What competent authorities (“Issuers”) can 
issue a Preservation Order?

5.2 Should there be authentication measures 
to identify communications initiated by an 
Issuer?

6. Geographic Scope

Can a Preservation Order apply to:

6.1 records located outside jurisdiction of Is-
suer?

6.2 recipients located outside jurisdiction of Is-
suer?

7. Confidentiality

7.1 Can the Issuer require that the recipient (a) 
maintain the confidentiality of the Preserva-
tion Order and/or (b) keep the Preservation 
Order confidential from the subject of the 
investigation?

7.2 What is the penalty for such unauthorized 
disclosure?

7.3 Should there be a deadline or expiration 
point for any confidentiality requirement?

8. reimbursement of recipient

Is reimbursement available to a recipient? What 
costs can be recovered by the recipient?

9. Class of recipients

9.1 What entities (“recipients”) can be served 
with a Preservation Order?

9.2 What individuals or departments within a 
recipient entity should receive the Preserva-
tion Order?

9.3 Can a single Preservation Order apply to 
multiple recipients within a single jurisdic-
tion? Can it apply to multiple recipients in 
different jurisdictions within the same coun-
try?

10. Immunity of recipient

Is immunity from legal action available to a re-
cipient in connection with its compliance with 
a lawful Preservation Order? Specifically, is this 
immunity:

10.1  Criminal immunity?

10.2  Civil immunity?

10.3  Foreign immunity?

11. Penalty for Non-Compliance

What penalty (if any) would be imposed on a 
recipient who does not undertake an author-
ized Preservation Order?

12. recipient’s right of refusal

Under what circumstances is a recipient justi-
fied in seeking clarification, modification, or 
otherwise not complying with a Preservation 
Order?

13. Duty to revoke

Does the Issuer have a duty to revoke the Pres-
ervation Order when the Issuer no longer be-
lieves that a related disclosure order will follow?

14. Scope of Use

Can preserved data be disclosed and used pur-
suant to other legal process (e.g. civil subpoena) 
or is disclosure and use limited to the specific 
criminal investigation forming the basis for the 
Preservation Order?

15. Interaction with Mutual Legal Assistance Obli-
gations

15.1 Is the Preservation Order process consistent 
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with the MLA process?

15.2 What criteria (if any) should be considered 
when deciding whether to issue a Preserva-
tion Order at the request of a foreign com-
petent authority?

15.3 Is a Preservation Order appropriate or pos-
sible when preservation is sought by a for-
eign competent authority and the recipient 
competent authority considers that there 
may be no apparent dual criminality for the 
underlying incident under investigation?

16. Partial Disclosure

Should some form of partial disclosure be au-
thorized or required in order to identify other 
potential recipients who may possess data rel-
evant to the investigation?

17. Potential Abuses

What practices or outcomes would be consid-
ered an abuse of the preservation process?

18. Potential Conflicting Laws

What laws may conflict with the requirements 
of a Preservation Order?

19. Disclosure Standards

What standards govern disclosure of data pre-
served pursuant to a lawful Preservation Order?

20. Dispute resolution

What authority (court, commission, etc.) can re-
solve disputes relating to the validity or scope of 
a Preservation Order?

Law ENFORCEmENT RECORD 
PRESERVaTION CHECkLIST
Purpose: This checklist is intended to be used by in-
dividuals working for a competent authority, when 
issuance of a Preservation Order is possible, in the 
context of a specific criminal investigation.

Note: For purposes of this checklist, the term “Pres-
ervation” shall mean that (a) upon lawful request by 
a competent authority, (b) based on the facts of a 
specific case, (c) specific historical data can be pre-
served to prevent its deletion, (d) pending issuance 
of a lawful demand from a competent authority to 
disclose the data. “Preservation” does not include 
prospective collection of data and does not obli-
gate a service provider to generate data not already 
in existence.

1. Identify Source of Preservation request

1.1 Domestic

1.2 Foreign

2. Identify Legal Basis for Preservation Order

2.1 Law authorizing issuance of the Preservation 
Order

2.2 Underlying criminal offence forming basis 
for the Preservation Order

3. Identify Appropriateness and Extent of Preser-
vation Order

3.1 Is the issuance of the Preservation Order, 
and the extent of the Order, appropriate? 
For example, are the Preservation Order and 
the records requested to be preserved (a) 
proportional; (b) relevant to the investiga-
tion; or (c) not unreasonably burdensome 
on the recipient?

3.2 Are the records publicly available?

4. Identify What Information Law Enforcement Al-
ready Possesses

4.1 Individual’s identity (e.g. name)

4.2 Account name (e.g. joe@internetmail.com)

4.3 Communication (e.g. E-mail from A to B)

4.4 File (e.g. graphic, text etc.)

5. Identify recipient(s) of Preservation Order

5.1 What entity (“recipient”) should receive the 
Preservation Order?

5.2 What department or individual within the 
recipient entity should receive a copy of the 
Preservation Order?

6. Identify records to be Preserved

The following types of records may be avail-
able from a typical Internet service. It should 
be noted that not all of the following types of 
data elements will be available from every re-
cipient, and that actual records available will de-
pend upon the recipient’s business model and 
record retention practices.

6.1 Subscriber records (e.g. subscriber name, 
physical address)

6.2 Traffic Data (e.g. Userid, assigned IP address) 
Note: The Council of Europe  Cybercrime 
Convention contains a definition of Traffic 
Data.

6.3 Stored Content (e.g. stored E-mail, stored 
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FTP files)

6.4 Other relevant Information

7. Define Scope of Preservation Order

7.1 Time Period for Preservation by recipient

7.2 Time Span for relevant records

8. reimbursement for recipient

Are there any laws, policies, or arrangements for 
the reimbursement of costs?

9. Identify Proper Means for Service of Preserva-
tion Order on recipient

9.1 Written

9.2 verbal

9.3 verbal, followed by written confirmation

9.4 E-mail

Prepare Follow-up Plan to Obtain Disclosure 
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Principles on the 
Availability of Public Data 
Essential to Protecting 
Public Safety (2002)
To investigate, so as to prevent or prosecute, crimes 
and terrorist activities, law enforcement authorities 
require lawful access to traffic data and subscriber 
information held by communications service pro-
viders. However, criminal and terrorist investigations 
are increasingly being hampered by a lack of avail-
able data and information. Data & Privacy

For this reason States should examine their poli-
cies concerning the availability of traffic data and 
subscriber information so that a balance is struck 
between the protection of privacy, industry’s con-
siderations and law enforcement’s fulfillment of the 
public safety mandate. Specifically, in developing a 
balanced approach, States should uphold human 
rights, including the protection of personal data.

Data protection policies should strike a balance be-
tween the protection of personal data, industry’s 
considerations such as network security and fraud 
prevention, and law enforcement’s needs to con-
duct investigations to combat crime and terrorist 
activities.

Governments and industry should recognize that 
the advancement of technology and electronic 
commerce includes the safety of the public in its 
use. Ensuring that the public and businesses are safe 
and secure is essential for the continued health of 
national economies and the growth of consumer 
confidence in doing business on the Internet.

In order to facilitate a balanced approach when 
developing policies regarding the availability of traf-
fic data and subscriber information, consultations 
should be conducted with all relevant stakeholders 
including data protection and privacy authorities, 
industry, law enforcement agencies and users.

Governments and industry should recognize that 
there are economic implications to the collection 
and retention of data, which are dependent on a 
number of factors including the amount of avail-
able data (e.g., which fields in which logs), the time 
period for storage, and different business modules. 
Therefore, governments should specify the types of 
data that would be useful for public safety purposes. 
Some logs, for example network access logs, are 
particularly useful for lawful investigations. Annex A 
contains a list of logs that may be available.

Governments should seek to avoid unreasonable 

operational and financial burdens on different ISP 
business models with respect to ensuring the avail-
ability of traffic data and subscriber information.

States should develop cooperative approaches 
regarding the availability of data in order to avoid 
undue burden on service providers that supply serv-
ices across borders, taking into account any applica-
ble international trade obligations.

Policies developed at the domestic level regarding 
the availability of traffic data and subscriber infor-
mation should take into account the need for inter-
national cooperation to enable the rapid tracing of 
criminal and terrorist networked communications 
across national borders.

The following is a list of log details related to some 
services that may be available to an Internet serv-
ice provider. It should be noted that the content of 
these logs might be subject to relevant business, 
technical and legal conditions; not all of the follow-
ing data elements will be available in all logs.

1. Network Access Systems (NAS)

• access logs specific to authentication and 
authorization servers such as TACAS+ or 
rADIUS (remote Authentication Dial in 
User Service) used to control access to IP 
routers or network access servers

• date and time of connection of client to 
server1

• userid

• assigned IP address

• NAS IP address

• number of bytes transmitted and re-
ceived

• Caller Line Identification (CLI2).

2. E-mail servers

• SMTP (Simple Mail Transfer Protocol) log

• date and time of connection of client 
to server

1 Reliable time records among different computers and 
networks is essential for investigation and prosecution. The 
use of the Network Time Protocol (NTP) for synchronization 
should be an ISP Best Practice

2 CLI provides the number from which a telephone call is 
made and may or may not be available to ISPs. CLI retrieval 
is specific to the given combination of software and hard-
ware. See “LINX Best Current Practice - Traceability”, section 
10.2.
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• IP address of sending computer

• ID Message (msgid)

• sender (login@domain)

• receiver (login@domain)

• status indicator

• POP (Post Office Protocol) log or IMAP (In-
ternet Message Access Protocol) log

• date and time of connection of client 
to server

• IP address of client connected to server

• userid

• In some cases identifying information of 
E-mail retrieved

3. File upload and download servers

• FTP (File Transfer Protocol) log

• date and time of connection of client 
to server

• IP source address

• userid

• path and filename of data object up-
loaded or downloaded

4. Web servers

• HTTP (HyperText Transfer Protocol) log

• date and time of connection of client 
to server

• IP source address

• operation (i.e., GET command)

• path of the operation (to retrieve html 
page or image file)

• “last visited page”

• response codes

5. Usenet

• NNTP (Network News Transfer Protocol) 
log

• date and time of connection of client 
to server

• protocol process ID (nnrpd[NNN……N])

• hostname (DNS name of assigned dy-
namic IP address)

• basic client activity (no content)

• posted message ID

6. Internet relay Chat

• IrC log

• date and time of connection of client 
to server

• duration of session

• nickname used during IrC connection

• hostname and/or IP address
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Recommendations for 
Tracing Networked 
Communications Across 
National Borders in 
Terrorist and Criminal 
Investigations (2002)
Governments should consider the following meas-
ures, which enhance the ability of law enforcement 
agencies to prevent and investigate terrorism and 
other criminal acts:

1. Allow service providers to retain identified cat-
egories of traffic data and/or subscriber data for 
legitimate business or public safety purposes, 
perhaps by supporting the adoption of best 
practice codes by service providers and service 
provider associations.3 

2. Ensure data protection legislation, as imple-
mented, takes into account public safety and 
other social values, in particular by allowing re-
tention and preservation of data important for 
network security requirements or law enforce-
ment investigations or prosecutions, and par-
ticularly with respect to the Internet and other 
emerging technologies.

3. Permit domestic law enforcement to serve 
foreign preservation instructions to domestic 
service providers after expedited approval, with 
substantive review if required by domestic law, 
through a domestic judicial or similar order.

4. Ensure the expeditious preservation of existing 
traffic data regarding a specific communication 
whether one or more service providers were in-
volved in its transmission, and the expeditious 
disclosure of a sufficient amount of traffic data 
to enable identification of the service providers 
and path through which the communication 
was transmitted, through the execution of a 
single domestic judicial or similar order where 
permitted by domestic law.

5. Authorize domestic law enforcement to use the 
mechanisms described in the prior paragraph 
to respond to a foreign request, through expe-
dited mutual assistance, even if there is no viola-

3 The category or categories of data would be determined 
by each State.

tion of the domestic law of the requested State.4

6. Upon receiving a request from another State to 
trace a specific communication, authorize com-
petent authorities, even if there is no violation 
of the domestic law of the requested State, to 
use mechanisms available under domestic law 
expeditiously to preserve all existing domestic 
data necessary to trace the communication, no-
tify the requesting State if the communication 
appears to come from a third State, and provide 
sufficient data to the requesting State so that it 
may request assistance from the third State.

7. Authorize domestic law enforcement to trace in 
real-time specified communications in order to 
determine their path, origin or destination, in-
cluding through multiple providers in a country, 
using a single domestic judicial or similar order 
if permitted under domestic law.

8. Authorize domestic law enforcement to use the 
mechanisms described in the prior paragraph 
to respond to a foreign request, through expe-
dited mutual assistance, even if there is no viola-
tion of the domestic law of the requested State.

9. Encourage network architecture that improves 
security and allows, in appropriate cases, trac-
ing of network abuses with due regard for the 
privacy of network users.

10. Encourage strong user-level authentication for 
appropriate applications, with due regard for 
technological neutrality and users’ freedom of 
choice.

4 The phrase “even if there is no violation of the domestic 
law of the requested State” is intended to signify that the 
requested State should provide assistance even if the 
conduct at issue does not meet all the conditions to qualify 
as a crime or cannot otherwise by prosecuted as a crime 
in that State. The phrase and these Recommendations 
generally, are not intended to limit the possible imposition 
of other requirements for providing assistance that may be 
imposed by a requested State, including dual criminality 
requirements or exceptions for the essential interests of the 
requested State.
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Principles for Protecting 
Critical Information 
Infrastructure (2003)
Information infrastructures form an essential part of 
critical infrastructures. In order effectively to protect 
critical infrastructures, therefore, countries must 
protect critical information infrastructures from 
damage and secure them against attack. Effective 
critical infrastructure protection includes identifying 
threats to and reducing the vulnerability of such in-
frastructures to damage or attack, minimizing dam-
age and recovery time in the event that damage or 
attack occurs, and identifying the cause of damage 
or the source of attack for analysis by experts and/
or investigation by law enforcement. Effective pro-
tection also requires communication, coordina-
tion, and cooperation nationally and internationally 
among all stakeholders – industry, academia, the 
private sector, and government entities, includ-
ing infrastructure protection and law enforcement 
agencies. Such efforts should be undertaken with 
due regard for the security of information and ap-
plicable law concerning mutual legal assistance and 
privacy protection. To further these goals, we adopt 
the following PrINCIPLES and encourage countries 
to consider them in developing a strategy for reduc-
ing risks to critical information infrastructures:

1. Countries should have emergency warning net-
works regarding cyber vulnerabilities, threats, 
and incidents.

2. Countries should raise awareness to facilitate 
stakeholders’ understanding of the nature and 
extent of their critical information infrastruc-
tures, and the role each must play in protecting 
them.

3. Countries should examine their infrastructures 
and identify interdependencies among them, 
thereby enhancing protection of such infra-
structures.

4. Countries should promote partnerships among 
stakeholders, both public and private, to share 
and analyze critical infrastructure information 
in order to prevent, investigate, and respond to 
damage to or attacks on such infrastructures.

5. Countries should create and maintain crisis 
communication networks and test them to en-
sure that they will remain secure and stable in 
emergency situations.

6. Countries should ensure that data availability 
policies take into account the need to protect 

critical information infrastructures.

7. Countries should facilitate tracing attacks on 
critical information infrastructures and, where 
appropriate, the disclosure of tracing informa-
tion to other countries.

8. Countries should conduct training and exer-
cises to enhance their response capabilities and 
to test continuity and contingency plans in the 
event of an information infrastructure attack 
and should encourage stakeholders to engage 
in similar activities.

9. Countries should ensure that they have ade-
quate substantive and procedural laws, such as 
those outlined in the Council of Europe Cyber-
crime Convention of 23 November 2001, and 
trained personnel to enable them to investigate 
and prosecute attacks on critical information in-
frastructures, and to coordinate such investiga-
tions with other countries as appropriate.

10. Countries should engage in international co-
operation, when appropriate, to secure critical 
information infrastructures, including by devel-
oping and coordinating emergency warning 
systems, sharing and analyzing information 
regarding vulnerabilities, threats, and incidents, 
and coordinating investigations of attacks on 
such infrastructures in accordance with domes-
tic laws.

11. Countries should promote national and interna-
tional research and development and encour-
age the application of security technologies 
that are certified according to international 
standards.
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Best Practices for Network 
Security, Incident 
Response and Reporting 
to Law Enforcement 
(2004)

bEFORE CONFRONTING a COmPUTER 
INCIDENT:
1. Be Familiar With Established Procedures, Practices, 

and Points of Contact. Your organization should 
have procedures in place to handle computer 
incidents. Find these procedures, review them, 
and make them available to all personnel who 
have system security responsibilities. The pro-
cedures should provide specific guidance for 
you to follow. Procedures should specify: who 
in your organization has lead responsibility for 
internal incident response; who is the point-of-
contact for inside and outside contacts; who 
inside and outside the organization requires 
immediate notification; and at which point law 
enforcement should be notified. If your organi-
zation does not have such plans, do not wait 
until an incident to start developing them.

Also, determine and review which logs, if any, 
your system routinely captures and stores, and 
the period for which they are stored, and see if 
this practice is most suitable and appropriate to 
your needs.

Finally, some legal systems will allow real-time 
monitoring of attacks if prior notice of this mon-
itoring is given to all users. For this reason, con-
sider deploying written warnings, or “banners,” 
on the ports through which an intruder is likely 
to access your organization’s system and on 
which you may attempt to monitor a hacker’s 
communications and traffic. If you already have 
banners in place, review them to ensure that 
they are appropriate for the type of monitor-
ing you anticipate conducting in response to a 
cyber-attack.

wHILE RESPONDING TO a COmPUTER 
INCIDENT:
2. Make Initial Identification and Assessment of Inci-

dent. Make an initial identification of the type of 
incident, and take steps to confirm that it is, in 
fact, an incident. Using network topology and 
trusted relationships, determine how many 
and which systems were affected, and I which 
way(s) they were affected, even if it is not read-

ily apparent that certain systems have been af-
fected. Good indicators will include evidence 
that files or logs were accessed, created, modi-
fied, deleted or copied, or that user accounts or 
permissions have been added or altered. In the 
case of a root-level intrusion, watch carefully for 
any signs that the intruder is in multiple areas 
of your system and possibly still undetected. 
Using your log information, attempt to deter-
mine (a) the immediate origin of the attack; (b) 
the identity of servers to which the data were 
sent (if information was transferred); and (c) 
the identity of any other victims. remember, 
an intruder may have installed several paths 
into your organization’s system, some of which 
you may not have discovered, some of which 
you may not be able to discover until you have 
engaged in painstaking analysis, and some of 
which you may never discover.

Initial identification and assessment may not be 
an easy task; a system may have been Trojan-
ized in such a way that it is difficult to detect cer-
tain file or configuration changes. Since it is like-
ly that you will not know all of the implications 
of a particular incident when first detected, it is 
also likely that you will not know the extent to 
which other systems have been affected. Take 
care to ensure that any actions you undertake 
do not modify system operations or stored data 
in a way that could compromise your response.

3. Take Steps to Minimize Continuing Damage. You 
may need to take certain steps to stop continu-
ing damage from an ongoing assault on your 
organization’s network, such as installing filters 
to block a denial-of-service attack, or isolating all 
or parts of your system. In the case of unauthor-
ized access or access that exceeds user authori-
zation, you may decide either to block further 
illegal access or to watch the illegal activity in 
order to identify the source of the attack and/or 
learn the scope of the compromise.

In reviewing your options, consider that (at least 
in the case of a remote intruder) isolating the 
network from other networks and cutting off 
outside access may alert the attacker that you 
have seen his activity and thereby eliminate 
any chance of identifying the attacker. Further, 
if your attempt to cut off access is detected but 
ineffective, the attacker may inflict damage in 
retribution or take other steps to destroy evi-
dence or otherwise hide his activities. If you do 
decide to block access to the intruder, install 
all appropriate system patches that address 
known vulnerabilities, look for and remove any 
back-doors or Trojanized programs, and watch 
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your organization’s system vigilantly. Alterna-
tively, you may decide to maintain overall out-
side connectivity but isolate (or segment-off) 
particularly infected systems from the remain-
ing network and/or the Internet.

Consult with others in your organization to de-
termine if disconnecting the network is feasible 
and appropriate as a business and legal matter. 
Also consult to determine the best technical 
method for proceeding.

remember to keep detailed records of the 
costs imposed on your organization as a result 
of steps taken to mitigate the damage flowing 
from the attack, and keep records of the spe-
cific processes used to mitigate the attack. Such 
information may be important for recovery of 
damages from responsible parties and for any 
subsequent criminal investigation.

4. Do Not Hack Into or Damage Source Computer. 
Although you may be tempted to do so (espe-
cially if the attack is ongoing), do not take of-
fensive measures on your own, such as “hacking 
back” into the attacker’s computer. 

Doing so may be illegal, regardless of the mo-
tive. As most attacks are launched from com-
promised systems of unwitting third parties, 
“hacking back” can damage the system of an 
innocent party. If appropriate, however, you can 
contact the system administrator from the at-
tacking computer to request assistance in stop-
ping the attack or in determining the source of 
the attack.

5. Record and Collect Information. 

A. Consider Making a Complete Copy (a “Mirrored 
Image”) of the Affected Systems. Consider mak-
ing an immediate identical copy of the affected 
system, which will preserve a record of the sys-
tem at the time of the incident for later analysis. 
This can be particularly helpful if an incident oc-
curs before your organization has procedures 
in place. In many instances, mirrored backups 
prove invaluable in later attempts to identify 
vulnerabilities exploited, data removed, and 
sniffers installed, as well as to aid efforts to track 
the attacker. In addition, locate and obtain pre-
viously generated backup files.

Bit-by-bit and file-by-file backups both have ad-
vantages and disadvantages. Bit-by-bit copies 
will capture hidden files and directories, swap 
data, deleted data and information in slack 
space, all of which may provide critical clues 
for an investigator. However, bit-by-bit copying 
may be overly burdensome or otherwise im-

practical, necessitating more efficient methods 
of file or system-wide back-up.

New or sanitized media, which is subsequently 
protected from alteration should be used to 
store copies of any data which is retrieved and 
stored, and access to this media should be con-
trolled, in order to maintain the integrity of the 
copy’s authenticity, to keep undetected insiders 
away from it, and to help establish the chain of 
custody of any media. 

These steps will enhance the value of any back-
ups as evidence in any later internal investiga-
tions, civil suits or criminal prosecutions.

B. Make Notes / Keep records / Preserve Data. As 
the investigation progresses, information that 
was collected at earlier stages of the investiga-
tion may have great significance. You should 
take immediate steps to preserve relevant logs 
that already exist and you should keep an on-
going written record of all steps undertaken so 
that you will not need to rely on your memory 
and the memory of others. The types of infor-
mation that you should try to record include:

• A description of all incident-related 
events;

• Dates and times (and time zone, prefera-
bly in GMT) when incident-related events 
were discovered or occurred;

• Information (names, dates, times) con-
cerning incident-related phone calls, e-
mails and other contacts;

• Identity of persons working on incident-
related tasks, a description of those tasks 
and amount of time spent on tasks;

• Identity of the systems, accounts, serv-
ices, data and networks affected by the 
incident, and how these network compo-
nents were affected; and

• Information relating to the amount and 
type of damage inflicted by the incident, 
which can be important if your organi-
zation decides to take action to recover 
these costs from responsible parties or if 
prosecution of responsible parties is un-
dertaken.

Include in these records copies of all audit in-
formation (e.g., system log files and root history 
files), and secure process/status information 
and suspicious files. remember that logs may 
be in several locations (e.g., logs may be stored 
locally as well as with a centralized syslog host); 
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get as many as possible. Time and date informa-
tion in logs will be very important in tracing an 
attacker and, later, in proving his responsibility if 
he is caught. Therefore, be sure that log entries 
accurately reflect this information. Because logs 
may be stored on servers in various time zones, 
take care to identify the respective time zone for 
each log.

As mentioned above, keep information you 
record and collect in a location and on a medi-
um which cannot easily be altered or destroyed 
by others. For this reason, you may want to keep 
handwritten notes and print out all logs, instead 
of keeping them in a digital format.

Designate one person to be responsible for 
maintaining control and possession of any 
records, logs, and backup files. It may be im-
portant at a later date to establish the chain of 
custody of these records in order to show that 
the records have not been altered. (“Chain of 
custody” refers to the means by which evidence 
was handled from the time of collection to the 
time it is used as evidence in a judicial proceed-
ing, and to the identities of all individuals who 
had access to this evidence.) Usually, it is easier 
to show a secure chain of custody if only one 
person is needed to testify about the storage of 
the data.

C. Make Sure You record and Log Continuing At-
tacks. When an attack is on-going or when your 
system has been infected by a virus or worm, 
make sure you are recording or logging this 
continuing activity. If you were not logging, be-
gin immediately. Logging can be done both on 
a system or on an affected server; decide which 
is better.

You may be able to use a “sniffer” or other moni-
toring device to record communications be-
tween the intruder and any server that is under 
attack. Such activity usually is permissible if it is 
done to protect the rights and property of the 
system under attack, if a user consents to such 
monitoring, or if you obtain implied consent 
from the intruder (e.g., by means of notice or 
a “banner”). Where monitoring is permissible 
with explicit or implied consent, determine if 
your system has deployed banners on the ports 
through which the intruder is accessing your 
organization’s system and on which you intend 
to monitor the traffic. (Warning banners can be 
a useful method to obtain implied consent to 
monitor from authorized and unauthorized us-
ers.) A banner should notify users or intruders as 
they access or log into the system that their use 

of the system constitutes their consent to moni-
toring and the results of monitoring may be dis-
closed to law enforcement and others. (Banner-
ing a high-numbered or unusual port through 
which the intruder is entering the system may 
be difficult; likewise, a banner may also put the 
intruder on notice that he is being observed.) 
 
Consult with your organization’s legal counsel 
to make sure such monitoring is consistent with 
employment agreements, privacy policies, and 
legal authorities and obligations in your coun-
try, and to receive guidance with respect to the 
deployment of banners.

6. Share Information

A. Do Not Use Compromised System(s) to Com-
municate About Incident. Do not use a system 
that you suspect has been compromised to 
communicate about an incident or to dis-
cuss incident response. If the system has been 
compromised, using the system to discuss 
incident handling may compromise the inves-
tigation and thwart chances to block or catch 
the culprit. Preferably, use out-of-band modes 
to communicate, such as telephones and fax 
machines. If you must use the compromised 
system to communicate, encrypt all relevant 
communications. To avoid being the victim of 
social engineering and risking further damage 
to your organization’s network, do not disclose 
incident-specific information to callers who are 
not known points-of-contact, unless you can 
verify the identity and authority of those per-
sons. Treat suspicious calls, e-mails and other 
attempts to get information as part of the inci-
dent investigation.

B. Notify Appropriate People in Your Organization. 
Let appropriate people in your organization 
know immediately about the incident and any 
results of your preliminary investigation. This 
may include security coordinators, managers 
and legal counsel. (Your written policy for inci-
dent response should set out points of contact 
within your organization; thresholds for con-
tacting them will be extremely useful.) When 
making these contacts, use only protected or 
reliable channels of communication. If you sus-
pect that the perpetrator of an attack is an in-
sider, or may have insider information, you may 
wish to strictly limit incident information to a 
need-to-know basis.

C. Contact Appropriate Computer Incident-re-
porting Organization or CErT. Contacting an 
incident-reporting organization, such as a CErT, 
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to report the incident and identify the means 
of attack may help to prevent the attack from 
happening again and may prevent the attacker 
from finding other targets. This not only helps 
protect your system from further damage; it 
also helps to alert other actual or potential vic-
tims who otherwise might not be aware of the 
suspect activity.

D. Consider Notifying Other victims or vendors. 
If you learn of another victim, or you learn of a 
vulnerability in a vendor’s product which is be-
ing exploited, you may want to notify the victim 
or vendor or see that an incident-reporting or-
ganization or CErT alerts the victim or vendor. 
They may be able to provide information about 
the incident of which you are not aware (e.g., 
hidden code, ongoing investigations in other 
areas, network configuration techniques). In ad-
dition, you may be able to prevent further dam-
age to other systems.

E. report Criminal Activity to Law Enforcement. If, 
at any point during your response or investiga-
tion, you suspect that the incident constitutes 
criminal activity, contact law enforcement im-
mediately. Some indications that the incident 
involves criminal conduct include:

• An unauthorized user logged into or us-
ing the system;

• Abnormal processes running on the sys-
tem which use abnormally high amounts 
of system resources;

• A virus or worm infecting the system;

• A user from a remote site trying to pene-
trate the system through unusual means 
of access, such as through a high-num-
bered port or suspicious port scanning; 
and

• A heavy volume of packets reaching the 
system in a short period of time (from the 
same or varied sources).

If you see such activity, follow the procedures you 
have in place, which may direct you to contact your 
organization’s attorney, local law enforcement, or 
other criminal investigative entity. To the extent 
permitted by law, share the information you have 
gathered with law enforcement. Based on the tech-
nical nature of these investigations, many law en-
forcement agencies have limited capabilities in the 
area of cybercrime investigations. Therefore, prior 
contact with the various law enforcement agencies 
in your area is recommended to identify a techni-
cally-proficient point of contact. If you have a prior 

relationship with law enforcement in your area, the 
transfer of information can occur more quickly and 
efficiently. Explain to your law enforcement contact 
any confidentiality concerns and potential disrup-
tions to business that may occur due to law enforce-
ment activities.

Although, as system administrator, you may take 
certain steps to protect your organization’s system, 
you should consult with legal counsel to determine 
what information you may collect and disclose to 
law enforcement and any other steps you may take 
to aid in a criminal investigation – both with and in 
the absence of legal processes.

Law enforcement has legal tools that are typically 
unavailable to victims of attack, and these tools 
can greatly increase the chances of identifying and 
apprehending the attacker. For example, law en-
forcement often can require upstream and down-
stream providers to preserve transactional logs and 
other evidence, can seek court orders or other legal 
means to require disclosure of those logs and other 
evidence, can search and seize evidence, and can 
require electronic surveillance.

When law enforcement arrests and successfully 
prosecutes an intruder, that intruder is deterred 
from future assaults on the victim. This is a result that 
technical fixes to the network cannot duplicate with 
the same effectiveness. Intrusion victims may try to 
block out an intruder by fixing the exploited vulner-
ability, only to find that the intruder has built in a 
back door and is able to continue to access the sys-
tem. Catching and prosecuting the intruder may be 
the only method to truly secure your organization’s 
system from future attacks by the culprit. In addition, 
by using the criminal justice system to punish the 
intruder, other would-be hackers may be deterred 
from attacking your organization’s networks. Crimi-
nal law enforcement can thus play a significant and 
long-term role in network security.

aFTER a COmPUTER INCIDENT:
7. Take Steps to Prevent Similar Attacks from Hap-

pening Again. In order to keep similar incidents 
from occurring, do an “after action” report, i.e., 
a post-incident review of your organization’s 
response to the attack and assessment of the 
strengths and weaknesses of this response. 
Also, be familiar with ongoing risk assessments 
made by your organization and by outside ex-
perts.
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Best Practices for Law 
Enforcement Interaction 
with Victim-Companies 
During a Cyber-Crime 
Investigation (2005)
When conducting a cybercrime investigation in-
volving a victim-company, law enforcement should 
consider the measures outlined below, while being 
mindful that victim-companies may themselves be 
involved in related criminality. These procedures are 
intended to: 

a. Improve the likelihood of conducting a success-
ful investigation by helping to establish a trust-
ed relationship with victim-companies, thereby 
improving the quality of cooperation provided 
by victim-companies;

b. Help investigators to better safeguard victim-
companies by reducing the likelihood that an 
investigation will exacerbate the damage al-
ready suffered by victim-companies; and

c. Help law enforcement establish procedures for ob-
taining efficient and timely assistance from victim-
companies.

1. Minimize the disruption to a victim-company’s 
normal business operations. Law enforcement 
should weigh countervailing considerations as 
it plans to implement investigative measures 
that may disrupt business operations. Where 
there is a choice between disruptive investiga-
tive measures and equally effective, less disrup-
tive measures, law enforcement should always 
opt for the latter. Law enforcement should make 
every effort to use investigative measures that 
minimize computer downtime and displace-
ment of a victim-company’s employees. While 
some investigative measures that may incon-
venience a victim-company are unavoidable, 
some less important measures may needlessly 
aggravate or prolong the damage already suf-
fered by a victim-company. For example, rather 
than seizing compromised computers and de-
priving a victim-company of their use, law en-
forcement should consider creating a “mirror 
image” of the system or part of the system and 
leaving the original computers in place.

2. Coordinate the release of any information to the 
news media about the investigation. Investiga-
tions and prosecutions of cybercrime cases 
may entail the voluntary release of information 
to the news media by law enforcement (e.g., in 

a press release or at a press conference). Where 
possible, public statements to the news media 
should be coordinated with victim-companies 
where information that is potentially harmful 
to that victim-company may be released. Of 
course, law enforcement and justice officials 
should take all possible measures to prevent 
unauthorized releases of information about a 
pending investigation and to seek sanctions 
against those who make unauthorized disclo-
sures.

3. Work closely with victim-companies on issues 
that will have an impact on sentencing. In many 
instances, it will be important to quantify the 
damage suffered by the victim-company as 
a result of a cybercrime. An accurate assess-
ment of damages may be needed to satisfy the 
legal elements of an offense or to ensure that 
the punishment meted out at sentencing ad-
equately reflects the damage suffered by the 
victim-company. It will be difficult to obtain a 
realistic assessment of the damage caused to a 
business and its productivity and to quantify the 
company’s costs of remediating the damage 
without receiving significant assistance from 
the victim-company.

4. To the extent possible, regularly update the 
victim-company on the progress of the investi-
gation. After the initial onsite investigation is 
conducted, law enforcement may have little 
direct contact with a victim-company. To the 
extent possible (and without jeopardizing any 
aspect of the investigation), law enforcement 
should inform victim-companies of the general 
progress of the investigation. If an arrest is made 
that results in court proceedings, notify the vic-
tim-company of all significant court dates, so it 
has the opportunity to attend.

5. Consult with the victim-company’s information 
technology staff about network architecture be-
fore implementing investigative measures on the 
network. It is difficult to implement some inves-
tigative measures on a victim-company’s net-
work without first consulting with individuals 
in the company who are knowledgeable about 
the architecture of the company’s network. It is 
usually advantageous to work closely with the 
information technology staff at a victim-com-
pany to obtain critical information about net-
work topology, the type and version of software 
being run on the network, and any vagaries of 
the network, in order to minimize disruption 
of or damage to the company’s network. Be 
mindful, however, that victim-companies can 
themselves be involved in the criminality un-
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der investigation; before government officials 
coordinate investigative activities with a victim-
company, they should have confidence that the 
company is not a culpable party.

6. Be aware that you may need to consult with a 
victim-company’s senior management before 
undertaking intrusive investigative measures on 
the company’s network. It is not always appar-
ent who within a company has the authority 
to make binding commitments to law enforce-
ment or to consent on behalf of the company 
to investigative measures that will affect the op-
eration of the company’s network. Law enforce-
ment will often deal directly with a company’s 
system administrator following a report of a 
cybercrime incident. However, system adminis-
trators may lack the authority to give the com-
pany’s consent to law enforcement activity on 
the company’s network that will affect business 
operations. Be aware that some decisions may 
require the authorization of a company’s senior 
management and be prepared to consult with 
the appropriate persons at the appropriate level 
within the company’s management structure.

7. Encourage ongoing relationships with businesses 
before an incident occurs. While a strong work-
ing relationship can be built between a victim-
company and investigators during the course 
of a cybercrime investigation, it is preferable to 
have already established a relationship with a 
company before it is the victim of a cybercrime. 
Many companies are reluctant to report cyber-
crime incidents to law enforcement because 
they are fearful that law enforcement will con-
duct an investigation in a manner harmful to 
their business interests or because they have 
misconceptions about how law enforcement 
will conduct an investigation. Such fears and 
misconceptions can more easily be dispelled 
if law enforcement has a pre-existing relation-
ship with a victim-company. For example, con-
ducting presentations for trade associations 
on investigative procedures or forming liaison 
groups comprised of law enforcement and pri-
vate industry representatives can help bridge 
the gap of mistrust or unfamiliarity and increase 
cybercrime reporting by private industry.
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Resolution on Non-
Discriminatory Access 
and Use of Internet 
Resources (2008)
The World Telecommunication Standardization As-
sembly (Johannesburg, 2008), cyber security in general

Considering that one of the purposes of ITU laid 
down in Article 1 of the ITU Constitution is “to main-
tain and extend international cooperation among all 
its Member States for the improvement and rational 
use of telecommunications of all kinds”,

Considering further approved documents of the 
World Summit on the Information Society (WSIS), 
Geneva 2003 and Tunis 2005, in its Declaration 
of Principles, especially §§ 11, 19, 20, 21 and 49 
thereof,

Noting that § 48 of the WSIS Declaration of Princi-
ples recognized that: “The Internet has evolved into 
a global facility available to the public and its govern-
ance should constitute a core issue of the Informa-
tion Society agenda. The international management 
of the Internet should be multilateral, transparent 
and democratic, with the full involvement of gov-
ernments, the private sector, civil society and inter-
national organizations. It should ensure an equitable 
distribution of resources, facilitate access for all and 
ensure a stable and secure functioning of the Inter-
net, taking into account multilingualism”,

Recognizing a) that the second phase of WSIS (Tu-
nis, November 2005) identified ITU as the possible 
moderator/facilitator for the following WSIS Action 
Lines from the Plan of Action: C2 (Information and 
communication infrastructure) and C5 (Building 
confidence and security in use of the ICTs); b) that 
the Plenipotentiary Conference (Antalya, 2006) en-
trusted the ITU Telecommunication Standardiza-
tion Sector (ITU-T) with a range of activities aimed 
at implementing the WSIS (Tunis, 2005) outcomes, 
a number of those activities having to do with In-
ternet-related issues; c) resolution 102 (rev. Antalya, 
2006) of the Plenipotentiary Conference on ITU’s 
role with regard to international public policy issues 
pertaining to the Internet and the management of 
Internet resources, including domain names and ad-
dresses; d) that management of the registration and 
allocation of Internet domain names and addresses 
must fully reflect the geographical nature of the In-
ternet, taking into account an equitable balance of 
interests of all stakeholders,

Taking into account a) that ITU-T is dealing with 
technical and policy issues related to IP-based net-

works, including the Internet and next-generation 
networks; b) that a number of the resolutions of this 
assembly deal with Internet-related issues,

Resolves to invite Member States

1. to refrain from taking any unilateral and/or dis-
criminatory actions that could impede another 
Member State from accessing public Internet 
sites, within the spirit of Article 1 of the Consti-
tution and the WSIS principles;

2. to report to the Director of the Telecommuni-
cation Standardization Bureau on any incident 
referred to in 1 above,

Instructs the Director of the Telecommunication 
Standardization Bureau

1. to integrate and analyse the information on in-
cidents reported from Member States;

2. to report this information to Member States, 
through an appropriate mechanism,

Invites Member States and Sector Members to sub-
mit contributions to the ITU-T study groups that 
contribute to the prevention and avoidance of such 
practices.
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Sample Legislative 
Language for Cyber Crime 

Preamble

This Law is necessary and based upon the com-
mon understanding of this country and the global 
community of nation states that the security and 
economic well being of all is dependent upon a 
harmonized global framework that counters cyber-
crime. Therefore:

Having regard to UN General Assembly resolutions 
45/121, 55/63, 56/121, 57/239, and 58/199 with re-
spect to countering cybercrimes and the misuse 
of computers and creating cultures of security, and 
with respect to the extensive work advancing cyber 
security that has been performed by numerous mul-
tilateral organizations, such as the Organization for 
Economic Cooperation and Development, the Asia-
Pacific Economic Cooperation forum, the Group of 
Eight, and the Council of Europe, with particular re-
gard to the Convention on Cybercrime;

Believing that globalization and the use of cyber-
space continues to spawn both positive and nega-
tive social impacts, resulting in legitimate trade and 
criminal activities that co-exist in the same network 
commons;

Realizing that positive impacts of the Internet and 
ICTs include a limitless possibility for improving hu-
man conditions in this and all nations by providing 
new mechanisms for education, facilitating global 
trade, meeting the basic needs of people, improving 
communication and health care, enabling econom-
ic benefits, and offering opportunities for upward 
mobility to underserved populations;

Acknowledging the negative impacts of global con-
nectivity – such as interference with networks and 
data, theft and/or disclosure of private or protected 
information, fraud, identity theft, money laundering, 
phishing, spam, and disruptions to critical infrastruc-
ture or cyber warfare – work to prevent many from 
participating in or realizing the full benefits of the 
new global community;

Admitting that resources for addressing the problem 
of cybercrime and assuring the safety and security of 
networks vary within enterprises and across nations, 
and that even in the best of circumstances, system 
administrators are overtaxed and under-prepared to 
deal with the continuous barrage and evolution of 
threats;

Understanding that deterring cybercrime is neces-
sary to enabling the benefits of cyberspace for the 

global population, and that such deterrence re-
quires international cooperation, information shar-
ing, and investigative assistance among all nations 
and global harmony in legal systems;

Considering that it is necessary to define the behav-
iors, actions, and activities that can be consistently 
described as unacceptable, along with the proce-
dures to be followed when these behaviors are ob-
served or investigated;

Realizing that the ability to effectively prosecute cy-
ber criminals—and cyber terrorists—requires com-
mon approaches to the criminality of such acts as 
well as consistency with respect to jurisdictional is-
sues, such as cooperation in investigations, search 
and seizure of digital evidence, and extradition;

Understanding that harmonizing laws will help 
to eliminate safe havens for attackers and estab-
lish a uniform risk to which they place themselves 
through their actions;

Desiring to further secure the benefits of cyberspace 
and a globally connected society for this country 
through our collaboration, cooperation, and coordi-
nation in the investigation and prosecution of cyber 
criminal acts that occur domestically and across in-
ternational borders;

Acknowledging that cyberspace requires a frame-
work that can adapt and extend existing legal re-
sponses that have been effective in deterring crimes 
committed offline into the realm of cyberspace; in 
other cases, new rules must address crimes that 
have no existing offline counterpart, and thus re-
quire a completely new legislative effort;

Concluding that this Law is required in order to en-
able the people of this country the opportunity to 
enjoy the benefits of cyberspace and to deter and 
to punish those who would inflict harm by the use 
of its networks. crime

TITLE 1 
DEFINITIONS

Section 1 
Definitions

For purposes of this Law:

(a) Access

Access means to make use of; to gain entry to; 
to view, display, instruct, or communicate with; 
to store data in or retrieve data from; to copy, 
move, add, change, or remove data; or other-
wise make use of, configure, or reconfigure any 
resources of a computer program, computer, 
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computer system, network, or their accessories 
or components, whether in whole or in part, in-
cluding the logical, arithmetical, memory, trans-
mission, data storage, processor, or memory 
functions of a computer, computer system, or 
network, whether by physical, virtual, direct, or 
indirect means or by electronic, magnetic, au-
dio, optical, or other means.

(b) Computer

Computer means an electronic, magnetic, op-
tical, electrochemical, or other data processing 
or communications device, or grouping or such 
devices, capable of performing logical, arith-
metic, routing, or storage functions and which 
includes any storage facility or equipment or 
communications facility or equipment directly 
related to or operating in conjunction with such 
device(s), but such term does not include an 
automated typewriter or typesetter, a portable 
hand held calculator, or other similar device.

(c) Computer Data

Computer data means any representation of 
facts, information, concepts, elements, state, or 
instructions in a form suitable for communica-
tions, interpretation, or processing in a compu-
ter program or part of a program, computer, or 
computer system, suitable to cause a computer 
program, computer, computer system, or net-
work to perform a function, process, and/or 
operation.

(d) Computer Program

Computer program means a set of coded in-
structions, whether in machine readable or hu-
man readable formats, that enables a computer, 
computer system, and/or network to process 
computer data, traffic data, and/or content data 
to cause such computer, computer system, 
and/or network to perform a function and/or 
operation.

(e) Computer System

Computer System means a computer, physical 
or virtual, or collection of such computers and 
any components and/or accessories, temporar-
ily or permanently interconnected or related, 
and one or more of which contain computer 
programs, computer data, content data, and/
or traffic data, in whatever form, that perform 
functions, including, but not limited to: logic, 
arithmetic, information creation, storage, sort-
ing, copying, changing, retrieval, destruction, 
routing, communications, and/or control.

(f ) Content Data

Content Data means any data whether in dig-
ital, optical, or other form, including metadata, 
that conveys essence, substance, information, 
meaning, purpose, intent, or intelligence, either 
singularly or when in a combined form, in either 
its unprocessed or processed form.

(g) Critical Infrastructure

Critical infrastructure means the computers, 
computer systems, and/or networks, whether 
physical or virtual, and/or the computer pro-
grams, computer data, content data and/or 
traffic data so vital to this country that the in-
capacity or destruction of or interference with 
such systems and assets would have a debilitat-
ing impact on security, national or economic se-
curity, national public health and safety, or any 
combination of those matters.

(h) Cyberspace

The physical and non-physical terrain created 
by and/or composed of some or all of the fol-
lowing: computers, computer systems, net-
works, and their computer programs, computer 
data, content data, traffic data, and users.

(i) Damage

Damage means any disruption, interception, 
interference, and/or destruction of computer 
data, content data, traffic data, a computer pro-
gram, computer, computer system, or network, 
including the transmission and/or receipt of 
computer data, content data, or traffic data by 
a computer program, computer, computer sys-
tem, or network.

(j) Disruption

An event that causes a computer program, 
computer, computer system, network, or com-
ponent thereof, to be inoperable, or operate 
in an unintended manner, for a length of time 
due to destruction of and/or interference with 
a computer program, computer, computer 
system, network, computer data, content data, 
and/or traffic data.

(k) Interception

Interception means the acquisition, viewing, 
capture, or copying of the contents or a por-
tion thereof, of any communication, including 
content data, computer data, traffic data, and/
or electronic emissions thereof, whether by 
wire, wireless, electronic, optical, magnetic, oral, 
or other means, during transmission through the 
use of any electronic, mechanical, optical, wave, 
electromechanical, or other device.
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(l) Interference

Interference means (i) hindering, blocking, im-
peding, interrupting, or impairing the process-
ing of, functioning of, access to, or confiden-
tiality, integrity, or availability of a computer 
program, computer, computer system, net-
work, computer data, content data, or traffic 
data by inputting, transmitting, damaging, 
deleting, destroying, deteriorating, altering, or 
suppressing computer data, content data, traf-
fic data, a computer program, computer, com-
puter system, or network, and/or (ii) corrupting, 
damaging, deleting, deteriorating, altering, or 
suppressing a computer program, computer 
data, content data, or traffic data.

(m) Loss

Loss means any reasonable costs, including, but 
not limited to, the cost of responding to an of-
fense under this

Law, conducting an investigation or damage as-
sessment, and/or the cost of analyzing, restor-
ing, replacing, or reproducing computer data, 
content data, traffic data, a computer program, 
computer, computer system, or network to its 
condition prior to the offense, and/or other 
consequential damages incurred by an individ-
ual or entity arising from damage, interference, 
disruption, interception and/or the destruction 
of computer data, content data, traffic data, a 
computer program, computer, computer sys-
tem, network, and/or other information.

(n) Malware

A program that is inserted into a computer 
program, computer, or computer system, usu-
ally covertly or without authorization, with the 
intent of compromising the confidentiality, in-
tegrity, or availability of the computer program, 
computer, computer system, network, compu-
ter data, content data, or traffic data or of other-
wise disrupting the beneficial use thereof.

(o) Network

A group of computers or computer systems of 
whatever form, topology, or functionality that 
is connected at points (nodes) which have the 
capability to transmit, receive, share, or forward 
information, communication signals, and op-
erational instructions.

(p) Service Provider

Service provider means:

(i) any public or private entity that provides 

to users of its service the ability to commu-
nicate by means of a computer program, 
computer, computer system, or network, 
including the services that support the de-
velopment or utilization of computer pro-
grams and/or the creation, storage, retrieval, 
processing, management, and deletion of 
computer data, traffic data, and content 
data; and/or

(ii) any other entity that processes or stores 
computer data, content data, or traffic data 
on behalf of such service (as set forth in (i) of 
this paragraph) or users of such service.

(q) Subscriber Information

Subscriber information means any information 
contained in the form of computer data or any 
other form that is held by a service provider, re-
lating to subscribers of its services, other than 
traffic data or content data, and by which can 
be established: (i) the type of communication 
service used, the technical provisions taken 
thereto, and the period of service; (ii) the sub-
scriber’s identity, postal or geographic address, 
telephone and other access number, billing and 
payment information, as it is available on the 
basis of the service agreement or arrangement; 
and/or (iii) any information regarding the loca-
tion of installed communications equipment as 
disclosed in the service agreement or arrange-
ment.

(r) Traffic Data

Traffic data means any computer or other data 
relating to a communication by means of a 
computer program, computer, computer sys-
tem, or network, generated by a computer pro-
gram, computer, computer system, or network 
that formed a part in the chain of communica-
tion, indicating the communication’s origin, 
destination, route, format, intent, time, date, 
size, duration, or type of underlying service.
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TITLE 2 
SUbSTaNTIVE PROVISIONS; aCTS 
aGaINST COmPUTERS, COmPUTER 
SYSTEmS, NETwORkS, COmPUTER DaTa, 
CONTENT DaTa, aND TRaFFIC DaTa

Section 2 
Unauthorized Access to Computers, Computer 
Systems, and Networks

(a) Unauthorized Access to Computers, Computer 
Systems, and Networks

Whoever knowingly accesses in whole or in 
part, without authorization or in excess of au-
thorization or by infringement of security meas-
ures, (i) a computer, (ii) a computer system and/
or connected system, or (iii) a network, with the 
intention of conducting any activity within the 
definition of “Access” in this Title and which is 
prohibited under this Law shall have commit-
ted a criminal offense punishable by a fine of 
[amount]______ and/or imprisonment for a 
period of ________.

(b) Unauthorized Access to Government Computers, 
Computer Systems, and Networks

Whoever commits unauthorized access pursu-
ant to paragraph (a) of this Section to a com-
puter, computer system and/or connected sys-
tem, or network that is exclusively for the use of 
the Government of this country, or in the case 
which such is not exclusively for the use of the 
Government but is used by or on behalf of the

Government of this country and such conduct 
affects that use or impacts the operations of the 
Government of this country, a criminal offense 
shall have committed a criminal offense punish-
able by a fine of [amount]_______ and/or im-
prisonment for a period of _________. 

(c) Unauthorized Access to Critical Infrastructure

Whoever commits unauthorized access pursu-
ant to paragraph (a) of this Section to a com-
puter, computer system and/or connected sys-
tem, or network that is exclusively for the use of 
critical infrastructure operations, or in the case 
which such is not exclusively for the use of criti-
cal infrastructure operations but the computer, 
computer system and/or connected system, or 
network is used for critical infrastructure opera-
tions and such conduct affects that use or im-
pacts the operations of critical infrastructure, 
shall have committed a criminal offense pun-
ishable by a fine of [amount]_______ and/or 
imprisonment for a period of ________.

(d) Unauthorized Access for Purposes of Terrorism

Whoever commits unauthorized access pur-
suant to paragraph (a) of this Section with the 
intent of developing, formulating, planning, 
facilitating, assisting, informing, conspiring, 
or committing acts of terrorism, not limited 
to acts of cyber terrorism, shall have commit-
ted a criminal offense punishable by a fine of 
[amount]_______ and imprisonment for a pe-
riod of ___________.

Section 3 
Unauthorized Access to or Acquisition of 
Computer Data, Content Data, Traffic Data

(a) Unauthorized Access to or Acquisition of Compu-
ter Program, Computer Data, Content Data, Traffic 
Data

Whoever knowingly accesses and/or acquires, 
in whole or in part, without authorization or in 
excess of

authorization or by infringement of security 
measures (i) a computer program, (ii) computer 
data, (iii) content data, or (iv) traffic data, with 
the intention of conducting any activity within 
the definition of “Access” in this

Title and which is prohibited under this Law 
shall have committed a criminal offense pun-
ishable by a fine of [amount]_______ and/or 
imprisonment for a period of ______________.

(b) Unauthorized Access to or Acquisition of Protect-
ed Government Computer Program or Data

Whoever commits unauthorized access and/
or acquisition pursuant to paragraph (a) of this 
Section with the intent to access and/or acquire 
a computer program, computer data, content 
data, or traffic data that has been determined 
by the Government of this country, pursuant 
to law or decree, to require protection against 
unauthorized disclosure for reasons of national 
defense or foreign relations, or any other reason 
pertaining to national or economic security, a 
criminal offense shall have been committed, 
punishable by a fine of [amount]______ and 
imprisonment for a period of __________, ir-
respective of whether or not such program or 
data was communicated, delivered, or transmit-
ted to any person not entitled to receive it or 
retained by the person who accessed it.

(c) Unauthorized Access to or Acquisition of Govern-
ment Computer Program or Data

Whoever commits unauthorized access and/
or acquisition pursuant to paragraph (a) of this 
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Section with the intent to access and/or acquire 
a computer program, computer data, content 
data, or traffic data that is used, processed, or 
stored by any ministry, agency, department, of-
fice, or entity of the Government of this country 
and such data or program is exclusively for the 
use of the Government of this country, or in the 
case in which such data or program is not ex-
clusively for the use of the Government but it is 
used by or on behalf of the

Government and such conduct affects that use 
or impacts the operations of the Government of 
this country, a criminal offense shall have been 
committed, punishable by a fine of [amount] 
_____ and/or imprisonment of _________.

(d) Unauthorized Access to or Acquisition of Critical 
Infrastructure Program or Data

Whoever commits unauthorized access and/or 
acquisition pursuant to paragraph (a) of this Sec-
tion with the intent of accessing and/or acquir-
ing a computer program, content data, com-
puter data, or traffic data that is exclusively for 
the use of critical infrastructure operations, or in 
the case in which such is not exclusively for the 
use of critical infrastructure operations, but the 
program or data is used in critical infrastructure 
operations and such conduct affects that use or 
impacts the operations of critical infrastructure, 
a criminal offense shall have been committed, 
punishable by a fine of [amount]_______ and 
imprisonment of _______.

(e) Unauthorized Access to or Acquisition of Compu-
ter Programs or Data for Financial Data or Illegal 
Acts

Whoever commits unauthorized access and/
or acquisition pursuant to paragraph (a) of this 
Section with the intent of (i) accessing or acquir-
ing financial data of a financial institution, or (ii) 
facilitating, advancing, assisting, conspiring, or 
committing extortion, identity theft, or any oth-
er illegal act not covered by provisions within 
this Law, whether or not via a computer pro-
gram, computer, computer system, or network, 
a criminal offense shall have been committed, 
punishable by a fine of [amount]_______ and/
or imprisonment of ______________.

(f ) Unauthorized Access to or Acquisition of Compu-
ter Programs or Data for Purposes of Terrorism

Whoever commits unauthorized access and/
or acquisition pursuant to paragraph (a) of this 
Section with the intent of developing, formulat-
ing, planning, facilitating, assisting, informing, 
conspiring, or committing acts of terrorism, not 

limited to acts of cyber terrorism, a criminal of-
fense shall have been committed, punishable 
by a [amount]_______ fine and imprisonment 
for a period of ______________.

Section 4 
Interference and Disruption

(a) Interference and Disruption of Computers, Com-
puter Systems, Networks

Whoever, without authorization or in excess 
of authorization or by infringement of secu-
rity measures, intentionally causes interference 
and/or disruption of a computer, computer sys-
tem and/or connected systems,

or networks shall have committed a criminal of-
fense punishable by a fine of [amount]_______ 
and/or imprisonment for a period of 
__________.

(b) Interference and Disruption of Computer Pro-
gram, Computer Data, Content Data, Traffic Data

Whoever, without authorization or in excess 
of authorization or by infringement of secu-
rity measures, intentionally causes interference 
and/or disruption of a computer program, 
computer data, content data, or traffic data shall 
have committed a criminal offense punishable 
by a fine of [amount]_________ and/or impris-
onment for a period of _____________.

(c) Interference or Disruption With Knowledge of or 
Intent to Cause Serious Harm or Threaten Public 
Safety

Whoever commits interference and/or dis-
ruption pursuant to paragraphs (a) or (b) of 
this Section with the intent to cause or with 
knowledge that such conduct could cause seri-
ous harm to life, limb, or property or threaten 
public health and/or safety, shall have commit-
ted a criminal offense punishable by a fine of 
[amount]________ and/or imprisonment for a 
period of ____________.

(d) Knowledge of or Intent to Cause Interference or 
Disruption of Government Computers, Systems, 
Networks, Data

Whoever commits interference and/or disrup-
tion pursuant to paragraphs (a) or (b) of this Sec-
tion with the intent to cause or with knowledge 
that such conduct could cause interference 
and/or disruption of computers, computer 
systems and/or connected systems, networks, 
computer programs, computer data, content 
data, or traffic data used by the Government 
in furtherance of the administration of justice, 
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national security, or national defense shall have 
committed a criminal offense punishable by a 
fine of [amount]_______ and imprisonment for 
a period of ______________.

(e) Knowledge of or Intent to Cause Interference or 
Disruption of Critical Infrastructure

Whoever commits interference and/or dis-
ruption pursuant to paragraphs (a) and (b) of 
this Section with the intent to cause or with 
knowledge that such conduct could cause in-
terference and/or disruption of the computers, 
computer systems and/or connected systems, 
computer programs, computer data, content 
data, or traffic data used by critical infrastructure, 
shall have committed a criminal offense punish-
able by a fine of [amount]_________ and im-
prisonment for a period of ________________.

(f ) Intent to Cause Interference or Disruption for Pur-
poses of Terrorism

Whoever commits interference and/or disrup-
tion pursuant to paragraphs (a) and (b) of this 
Section with the intent of developing, formulat-
ing, planning, facilitating, assisting, informing, 
conspiring, or committing acts of terrorism, 
not limited to acts of cyber terrorism, shall have 
committed a criminal offense punishable by a 
fine of

[amount]_______ and imprisonment for a pe-
riod of ______________.

Section 5 
Interception

Whoever intentionally and without authorization 
pursuant to the rules of criminal procedure and 
any other laws of this country, intercepts, by tech-
nical means, non-public transmissions of computer 
data, content data, or traffic data, including elec-
tromagnetic emissions or signals from a computer, 
computer system, or network carrying or emitting 
such, to or from a computer, computer system and/
or connected system, or network shall have com-
mitted a criminal offense punishable by a fine of 
[amount]__________ and/or imprisonment for a 
period of ___________.

Section 6 
Misuse and Malware

(a) Transmission of Malware and Misuse

Whoever intentionally and without authoriza-
tion causes the transmission of a computer 
program, information, code, or command with 
the intent of causing damage to a computer, 

computer system and/or connected system, 
network, computer program, content data, 
computer data, or traffic data shall have com-
mitted a criminal offense punishable by a fine of 
[amount]_________ and/or imprisonment for 
a period of ___________.

(b) Production, Sale, Procurement, Distribution of 
Computer or Computer Program for Access to 
Data and Misuse

Whoever intentionally and without authoriza-
tion engages in the production, sale, or pro-
curement for use, import, distribution, or other-
wise makes available:

(i) a computer or computer program, designed 
or adapted primarily for the purpose of com-
mitting any of the offenses established in 
Sections 2 through 5; and/or

(ii) a computer password, access code, or 
similar data by which the whole or part of 
any computer, computer system, network, 
computer program, computer data, content 
data, or traffic data may be accessed, with 
the intent that it be used for the purpose of 
committing any of the offenses established 
in

Sections 2 through 5; shall have commit-
ted a criminal offense punishable by a fine of 
[amount]________ and/or imprisonment for a 
period of ____________.

(c) Possession of Computer or Computer Program for 
Access to Data or Misuse

Whoever is in possession of one or more items 
referenced in (i) and (ii) of paragraph (b) of this 
Section with the intent that they be used for 
the purpose of committing any of the offenses 
established in Sections 2 through 5 shall have 
committed a criminal offense punishable by a 
fine of [amount]________ and/or imprison-
ment for a period of ____________.

(d) No Penalty Without Intent to Commit Offense

Notwithstanding the foregoing, this Section 
shall not be interpreted to impose criminal li-
ability where the production, sale, procurement 
for use, import, distribution, or otherwise mak-
ing available or possession of the items refer-
enced in (i) and (ii) of paragraph (b) of this Sec-
tion is not for the purpose of committing any of 
the offenses established in Sections 2 through 
5, such as for the authorized testing or protec-
tion of computer systems and data.
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(e) Knowledge of or Intent to Cause Physical Injury

Whoever commits an offense under paragraphs 
(a) or (b) of this Section with the intent to cause 
or with the knowledge that such conduct could 
cause physical injury to any person shall be pun-
ished by a fine of [amount]___________ and/
or imprisonment for a period of __________.

(f ) Knowledge of or Intent to Cause Modification or 
Impairment of Medical Care

Whoever commits an offense under paragraphs 
(a) or (b) of this Section with the intent to cause 
or with the knowledge that such conduct could 
cause the modification or impairment, or po-
tential modification or impairment, of the medi-
cal examination, diagnosis, treatment, or care of 
one or more individuals shall be punished by a 
fine of [amount]___________ and/or imprison-
ment for a period of _____________.

(g) Knowledge or Intent to Cause Threat to Public 
Safety or Public Health

Whoever commits an offense under para-
graph (a) of this Section with the intent to 
cause or with the knowledge that such con-
duct could cause a threat to public safety or 
public health shall be punished by a fine of 
[amount]___________ and/or imprisonment 
for a period of _____________.

(h) Intent to Furtherance of Terrorism

Whoever commits an offense under para-
graph (a) of this Section with the intent of 
developing, formulating, planning, facilitat-
ing, assisting, informing, conspiring, or com-
mitting acts of terrorism, not limited to cy-
ber terrorism, shall be punished by a fine of 
[amount]___________ and imprisonment for a 
period of _____________.

Section 7 
Digital Forgery

Whoever intentionally and without authorization 
or legal right, engages in the input, acquisition, al-
teration, deletion, or suppression of a computer 
program, computer data, content data, or traffic 
data or otherwise alters the authenticity or integ-
rity of such program or data, with the intent that it 
be considered or acted upon for legal purposes as 
though it were authentic or with integrity, regard-
less of whether or not the program or data is directly 
readable or intelligible, for any unlawful purpose, 
shall have committed a criminal offense punishable 
by a fine of [amount]______ and/or imprisonment 
for a period of ___________.

Section 8 
Digital Fraud, Procure Economic Benefit

(a) Intent to Defraud

Whoever knowingly and with intent to defraud, 
transfers, or otherwise disposes of, to another, or 
obtains control of with the intent to transfer or 
dispose of a computer password, access code, 
or similar data by which the whole or part of 
any computer program, computer, computer 
system, network, computer data, content data, 
or traffic data may be accessed shall have com-
mitted a criminal offense punishable by a fine 
of [amount]______ and/or imprisonment for a 
period of ___________.

(b) Loss of Property to Procure Economic Benefit

Whoever intentionally and without authoriza-
tion or legal right causes the loss of property to 
another person through:

(i) the input, acquisition, alteration, deletion, or 
suppression of a computer program, com-
puter data, content data, or traffic data; or 

(ii) the interference with the functioning of a 
computer, computer system and/or con-
nected system, or network; with the fraudu-
lent or dishonest intent to procure an eco-
nomic benefit for oneself or another shall 
have committed a criminal offense punish-
able by a fine of [amount] ________ and/
or imprisonment for a period of ________.

Section 9 
Extortion

(a) Acts With Intent to Extort

Whoever knowingly transmits any communi-
cation containing any threat to cause damage 
to a computer, computer system and/or con-
nected system, network, computer program, 
computer data, content data, or traffic data 
with the intent to extort from any person any 
money or other thing of value shall have com-
mitted a criminal offense punishable by a fine of 
[amount]_________ and/or imprisonment for 
a period of ______________.

(b) Acts With Intent to Extort and Damage Govern-
ment Computers, Data

Whoever commits an offense under paragraph 
(a) of this Section and such action damages or 
could damage a

Government computer, computer system and/
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or connected system, network, computer pro-
gram, computer data, content data, or traffic 
data, shall have committed a criminal offense 
punishable by a fine of [amount]_________ 
and/or imprisonment for a period of 
______________.

(c) Acts With Intent to Extort and Damage Critical In-
frastructure Computers, Data

Whoever commits an offense under paragraph 
(a)  of this Section and such action damages 
or could damage a computer, computer system 
and/or connected system, network, computer 
program, computer data, content data, or traf-
fic data of critical infrastructure shall have com-
mitted a criminal offense punishable by a fine 
of [amount]_________ and imprisonment for a 
period of ______________. 

Section 10 
Aiding, Abetting, and Attempting

(a) Whoever intentionally aids or abets the com-
mission of any of the offenses established in 
Sections 2 thorough 9 shall have commit-
ted a criminal offense punishable by a fine of 
[amount]_________ and imprisonment for a 
period of ________________.

(b) Whoever intentionally attempts to com-
mit any of the offenses established in Sec-
tions 2 thorough 9 shall have committed 
a criminal offense punishable by a fine of 
[amount]_________ and imprisonment for a 
period of ________________.

Section 11 
Corporate Liability

(a) Acts Committed by Person in Senior or Leading 
Position

Any legal person (corporation, association, or 
other legal entity) may be subject to civil, crimi-
nal, or administrative penalties for any offense 
established in Sections 2 through 10 if: (i) the 
offense was committed by a person holding a 
senior or leading position in the legal person; (ii) 
the senior or leading person acted (A) on his/
her authority to represent the legal person, (B) 
on the authority vested in him/her to make de-
cisions on behalf of the legal person, or (C) his/
her authority to exercise control within the legal 
person; and (iii) the offense was committed for 
the benefit of the legal person.

(b) Acts Committed by Employee or Agent Through 
Negligence of Senior or Leading Person

Any legal person may be subject to civil, crimi-
nal, or administrative penalties for any offense 
established in Sections 2 through 10 if: (i) the of-
fense was committed by an employee or agent 
of the legal person who was acting within the 
scope of his authority; (ii) the offense was com-
mitted for the benefit of the legal person; and 
(iii) the commission of the offense was made 
possible by the negligence of a senior or lead-
ing person that resulted in the failure to super-
vise the employee or agent through appro-
priate and reasonable measures intended to 
prevent employees or agents from committing 
criminal activities on behalf of the legal person. 
(c) Liability under paragraphs (a) and (b) of this 
Section shall be without prejudice to the crimi-
nal liability of the natural person who has com-
mitted the offense.

TITLE 3 
PROCEDURaL PROVISIONS FOR 
CRImINaL INVESTIGaTIONS aND 
PROCEEDINGS FOR OFFENSES wITHIN 
THIS Law

Section 12 
Scope of Procedural Provisions

(a) The scope of the procedural provisions herein 
are for the purpose of specific criminal investi-
gations or proceedings arising from offenses 
prohibited by Title 2 and the Substantive Provi-
sions of this Law (Sections 2 through 10) and/or 
the laws of other jurisdictions that prohibit the 
same or similar actions. Except as provided oth-
erwise in Section 5, pertaining to the intercep-
tion of computer data, content data, or traffic 
data, these provisions apply to: 

(i) the criminal offenses established in Section 
2 through 10 of this Law; 

(ii) other criminal offenses committed by 
means of a computer, computer system, or 
network; and 

(iii) the collection of evidence in electronic form 
relating to such offenses.

Section 13 
Conditions and Safeguards

(a) Procedural Provisions

The procedural provisions set forth in Title 3 of 
this Law are subject to the conditions and safe-
guards provided elsewhere in the Laws of this 
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country, including, but not limited to, judicial or 
other independent supervision, grounds justify-
ing application, and limitation on the scope and 
duration of such power or procedure. These 
procedural provisions are also subject to the 
conditions and safeguards concerning human 
rights and liberties guaranteed under the laws 
of this country and international instruments, 
treaties, and laws, including the 1966 United 
Nations International Covenant on Civil and Po-
litical rights.

(b) Principle of Proportionality

The procedural provisions set forth in Title 3 of 
this Law shall be conducted in compliance with 
the principal of proportionality, which shall be 
abided by in all criminal investigation activities 
performed by competent law enforcement 
bodies whenever evidence is to be gathered 
on and/or by means of electronic tools. Such 
criminal investigation activities include, but are 
not limited to, inspections, searches, seizure, 
custody, urgent inquiries, and searches for evi-
dence. The impact of these procedural powers 
upon the rights, responsibilities, and legitimate 
interests of third parties alien to the facts inves-
tigated shall be considered when conducting 
such investigative activities.

Section 14 
Preservation of Stored Computer Data, Content 
Data, Traffic Data

(a) The rules of criminal procedure for this country 
shall enable competent authorities to order or 
similarly obtain the expeditious preservation of 
specified computer data, content data, and/or 
traffic data that has been stored by means of 
a computer or computer system, particularly 
when there are grounds to believe that such 
data is particularly vulnerable to loss or modifi-
cation.

(b) Where an order is issued to a person to pre-
serve specified stored computer data, content 
data, or traffic data in a person’s possession or 
control, that person shall preserve and maintain 
the integrity of such data for a period of time as 
long as necessary, up to a maximum of ninety 
days, to enable the competent authorities of 
this country or of another jurisdiction to seek 
its disclosure. The integrity of such preserved 
data shall be documented by means of a math-
ematical algorithm and such record maintained 
along with the preserved data. Competent au-
thorities may request that the preservation or-
der be renewed.

(c) The custodian and any other person ordered 
to preserve such data shall keep confidential all 
information regarding such order for the period 
of time specified by the order or required under 
the Laws of this country.

(d) The provisions of this Section are subject to the 
provisions of Sections 12 and 13 of this Law.

Section 15 
Expedited Preservation and Partial Disclosure 
of Traffic Data

(a) The rules of criminal procedure for this country 
shall provide: (i) for the expedited preservation 
of specified traffic data by a competent author-
ity in this country, irrespective of whether one 
or more service providers are involved in the 
transmission of the subject communications; 
and (ii) the disclosure to competent authorities, 
or a designate of such authority, of a sufficient 
amount of traffic data to enable the identifi-
cation of the service providers and the path 
through which the communication was trans-
mitted.

(b) The provisions of this Section are subject to the 
provisions of Sections 12 and 13 of this Law.

Section 16 
Expedited Preservation of Computers or 
Storage Media

(a) The rules of criminal procedure for this country 
shall enable competent authorities to order or 
similarly obtain the expeditious preservation of 
specified computers or storage media in situa-
tions in which there is an investigative, forensic, 
or practical necessity to do so to protect and 
preserve the computing environment to en-
able the extraction and examination of data 
and computing instructions, particularly when 
there are grounds to believe that such data is 
particularly vulnerable to loss or modification or 
when the preserving entity lacks the requisite 
capability to safely and effectively preserve the 
computing and/or content data external to the 
computer or storage media.

(b) Where an order is issued to a person to preserve 
specified computers and/or storage media in 
the person’s possession or control, that person 
shall preserve and maintain the integrity of such 
computers and/or storage media for a period of 
time as long as necessary, up to a maximum of 
ninety days, to enable the competent authori-
ties of this country or of another jurisdiction to 
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seek its disclosure. Competent authorities may 
request that the preservation order be renewed.

(c) The person and custodian ordered to preserve 
such computers and/or storage media shall 
keep confidential all information regarding 
such order for the period of time specified by 
the order.

(d) The provisions of this Section are subject to the 
provisions of Sections 12 and 13 of this Law.

Section 17 
Production Order

Except as provided in Sections 19 and 20 of this Title, 
the rules of criminal procedure for this country shall 
enable a competent authority to order:

(a) a person to submit specified computer data, 
content data, and/or traffic data in that person’s 
possession or control, which is stored in a com-
puter, computer system, or a computer data 
storage medium; and

(b) a service provider providing services in this 
country to submit specified subscriber informa-
tion relating to such services that is in that serv-
ice provider’s possession or control.

(c) The provisions of this Section are subject to the 
provisions of Sections 12 and 13.

Section 18 
Search and Seizure of Stored Data

(a) Search for Data

The rules of criminal procedure for this coun-
try shall enable competent authorities, upon 
adequate reason and within the scope of legal 
approval, to search or similarly access: (i) a speci-
fied computer, computer system, computer 
program, or parts thereof, and/or the computer 
data, content data, and/or traffic data stored 
therein; and (ii) a computer data storage me-
dium on which computer data, content data, or 
traffic data may be stored in this country.

(b) Search in Connected Systems

When the authorities seeking approval to con-
duct a search pursuant to paragraph (a) of this 
Section have grounds to believe that the data 
sought is stored in another computer system, 
or part of another system in this country, which 
is owned by or under the control of the same 
entity for which the scope of legal approval was 
granted, and such data is lawfully accessible 
from or available to the initial system, the rules 
of criminal procedure shall enable the authori-

ties to expeditiously extend the search or similar 
accessing to the other system.

(c) Seizure of Data

The rules of criminal procedure for this country 
shall enable competent authorities to seize or 
similarly secure computer data, content data, or 
traffic data accessed pursuant to paragraphs (a) 
and (b) of this Section, including the power to: 
(i) seize or similarly secure a computer or com-
puter system, or part of it, or a computer data 
storage medium; (ii) make and retain an image 
or copy of the computer data, content data, or 
traffic data; (iii) maintain the integrity of the rel-
evant stored data and document such integrity 
by means of a mathematical algorithm which 
shall be maintained along with the stored 
computer data; and (iv) render inaccessible or 
remove those computer data in the accessed 
computer system.

(d) Protection of Data

The competent authorities in this country may 
order any person who has knowledge about 
the functioning of the computer system or 
measures applied to protect the computer data 
therein to provide, as is reasonable, the neces-
sary information, to enable the undertaking of 
the measures referred to in paragraphs (a) and 
(b) of this Section.

(e) The provisions of this Section are subject to the 
provisions of Sections 12 and 13 of this Law.

Section 19 
Interception (Real-Time Collection) of Traffic 
Data

(a) The competent authorities of this country may, 
upon adequate reason and within the scope of 
legal approval: (i) collect or record traffic data in 
real-time through technical means; (ii) compel a 
service provider, within its existing capability, to 
collect or record such traffic data in realtime or 
to cooperate and assist the competent authori-
ties in the collection and recording of traffic 
data; associated with the specified communica-
tions in this country transmitted by means of a 
computer system and/or network.

(b) Any service provider requested to collect and 
record such traffic data in real-time or to coop-
erate or assist with such shall keep confidential 
the fact of the request and any information re-
lated to it.

(c) The provisions of this Section are subject to the 
provisions of Sections 12 and 13 of this Law.
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Section 20 
Interception (Real-Time Collection) of Content 
Data

(a) The competent authorities of this country may, 
upon adequate reason and within the scope of 
legal approval, collect or record through techni-
cal means, or compel a service provider, within 
its existing technical capability, to collect or 
record or to cooperate and assist the compe-
tent authorities in the collection and recording 
of content data, in real-time, of specified com-
munications transmitted by means of a compu-
ter system.

(b) Any service provider requested to collect and 
record such content data in real-time or to co-
operate or assist with such shall keep confiden-
tial the fact of the request and any information 
related to it.

(c) The provisions of this Section are subject to the 
provisions of Sections 12 and 13 of this Law.

TITLE 4 
JURISDICTIONaL PROVISIONS

Section 21 
Jurisdiction

(a) Jurisdiction Over Persons and Domestic Acts

This country shall have jurisdiction over any per-
son, irrespective of his nationality or citizenship, 
who commits any offense established pursuant 
to Sections 2 through 10 of this Law when the 
offense is committed (i) within the territory of 
this country; (ii) using equipment, software, or 
data located within this country, regardless of 
the location of the perpetrator, or (iii) directed 
against equipment, software, or data located 
in this country, regardless of the location of the 
perpetrator.

(b) Applicability to Acts on Ships and Aircrafts

This country shall have jurisdiction over offenses 
committed pursuant to Sections 2 through 10 
of this Law if the offense was committed (i) on 
board a ship flying the flag of this country; or (ii) 
on board an aircraft registered under the Laws 
of this country.

(c) Applicability to Acts By Nationals Outside of Coun-
try

This country shall have jurisdiction over offenses 
committed pursuant to Sections 2 through 10 
of this Law if the offense was committed by a 
citizen or resident of this country and (i) if the 

offense is punishable under criminal law where 
it was committed; or (ii) if the offense is com-
mitted outside the territorial jurisdiction of any 
country.

(d) Jurisdiction Where Extradition Refused

In instances where an alleged offender is 
present in this country and this country elects 
to refuse a request for extradition of the alleged 
offender to another country on the basis of his 
or her nationality, jurisdiction over the stated of-
fences shall be established in this country.

(e) Concurrent Jurisdiction

When another country claims jurisdiction over 
an offense within Sections 2 through 10 of this 
Law, the officials of the countries involved shall, 
where appropriate, consult with a view to deter-
mining the most appropriate jurisdiction for the 
prosecution of the offense.

(f ) The Place Where the Offenses Occurred

An offense is committed at every place the 
perpetrator acted (i) via his or her physical 
presence;1 (ii) via the intentional use of equip-
ment, software, or data,2 or (iii) at any location 
which the resulting action is an element of an 
offense pursuant to Sections 2 through 10 of 
this Law occurred or would have occurred ac-
cording to the understanding of the perpetra-
tor.3

(g) Reservation

In specific cases, this country may reserve the 
right to apply or not to apply the jurisdictional 
rules in paragraphs (b) and (c) of this Section.

1 This includes, for example, the place where the perpetrator 
physically typed the command on a computer.

2 This would include, for example, the place where equip-
ment or software intentionally used or attacked by the 
perpetrator is located, and thus would cover acts by 
foreign perpetrators located in another country but using 
attack servers or botnets located in another country.

3 This would include locations where the perpetrator 
thought the attack or action would impact. (i) interna-
tional legal assistance in criminal matters; (ii) extradition; 
(iii) the identification, blocking, seizing or confiscation of 
the evidence, products, and instruments of the criminal 
offence; (iv) the carrying out of common investigations; (v) 
the exchange of information; (vi) technical assistance or 
assistance of any other nature for the collection of informa-
tion; (vii) specialized personnel training; and (viii) other 
such activities deemed appropriate.
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TITLE 5 
INTERNaTIONaL COOPERaTION

Section 22 
International Cooperation: General Principles

(a) The legal authorities of this country shall coop-
erate directly and to the widest extent possible 
with legal authorities of another country and/
or with international organizations specializing 
in criminal matters for purposes of: (i) investi-
gations or proceedings concerning criminal 
offenses related to computer programs, com-
puters, computer systems, networks, computer 
data, content data, and/or traffic data; and/or (ii) 
the collection of evidence in electronic or any 
other form of a criminal offense. Such coopera-
tion shall take place under the conditions of this 
Law and by observing: (i) the obligations that 
this country has assumed under international 
legal instruments on cooperation in criminal 
matters that this country is party to; (ii) arrange-
ments agreed upon on the basis of uniform or 
reciprocal legislation in this regard; and (iii) the 
Laws of this country.

(b) The cooperation, organized and carried out ac-
cording to paragraph (a) of this Section, may 
pertain to, as appropriate:

Section 23 
Extradition Principles

(a) Application of Extradition Provisions

This Section applies to extradition between this 
country and another country, irrespective to 
whether there is an extradition treaty between 
this country and the requesting country, for the 
criminal offenses established pursuant to Sec-
tions 2 through 10 of this Law, provided that 
they are punishable under the laws of both 
countries and require deprivation of liberty for a 
maximum period of one year or longer.

(b) Exception to Application of Extradition Principles

Notwithstanding the foregoing, if the authori-
ties of this country and another country agree 
on a different minimum penalty based upon 
uniform or reciprocal legislation or an extradi-
tion treaty, including the European Convention 
on Extradition (ETS No. 24), applicable between 
the countries, the minimum penalty provided 
for under such agreement or treaty shall apply.

(c) Offenses in this Law are Extraditable

The criminal offenses established pursuant 
to Sections 2 through 10 of this Law shall be 

deemed as extraditable offenses under any 
extradition treaty or agreement to which this 
country is a party and under all future treaties 
pertaining to extradition.

d. Refusal of Extradition

If extradition for a criminal offense pursuant to 
Sections 2 through 10 of this Law is refused 
solely on the basis of the nationality of the 
person sought or because this country desires 
to have jurisdiction over the offense, the com-
petent legal authorities of this country shall 
submit the case to the appropriate authorities 
in this country for the purpose of prosecution 
and shall report the outcome to the requesting 
country in due course.

Section 24 
Mutual Assistance: General Principles

(a) Authority to Provide Mutual Assistance

The competent authorities of this country shall 
provide assistance to another country to the 
widest extent possible for the purpose of inves-
tigations or proceedings concerning the crimi-
nal offenses established pursuant to Sections 2 
through 10 of this Law and for the collection of 
evidence in electronic or other form. The rules 
of criminal procedure shall be amended to the 
extent necessary to support this requirement, 
including the procedures pertaining to mutual 
assistance requests in the absence of applicable 
international agreements.

(b) Expedited Means of Communication

requests for and responses to requests for 
expedited mutual assistance may be made to 
the authorities of this country via the most ef-
ficient means, including facsimile or electronic 
mail, provided that appropriate levels of au-
thentication and security are utilized and formal 
confirmation follows the request or response. 
The competent officials of this country shall re-
spond to such requests by any such expedited 
means of communication.

(c) Refusal to Cooperate

Mutual assistance shall be provided in accord-
ance with this Law or other Laws of this country 
or by mutual assistance treaties to which this 
country is obligated, including the grounds on 
which cooperation may be refused. Such assist-
ance shall not be refused with respect to offens-
es pursuant to Sections 2 through 10 solely on 
the grounds that the request concerns a fiscal 
offense.
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(d) Dual Criminality

Where mutual assistance from this country 
requires the existence of dual criminality, that 
condition shall be deemed fulfilled by this Law, 
irrespective of whether the offense in this coun-
try is in the same category of offenses or within 
the same terminology as the requesting coun-
try’s law, provided that the offense is a criminal 
offense under the laws of the requesting coun-
try.

Section 25 
Unsolicited Information

(a) The legal authorities of this country may for-
ward to another country information obtained 
within its own investigations when it considers 
that the disclosure of such information may

(i) assist the other country in initiating or carry-
ing out investigations or proceedings con-
cerning criminal offenses similar to those 
established pursuant to Sections 2 through 
10 of this Law, or

(ii) might lead to further cooperation with that 
country. Prior to providing such information, 
the legal authorities of this country may sub-
ject the data to confidentiality requirements 
or other conditions, but shall not forward 
such information unless such requirements 
or conditions are accepted by the other 
country.

Section 26 
Procedures for Mutual Assistance

(a) Application of this Section and Central Authority

The rules of criminal procedure for this country 
shall specify a central authority responsible for 
sending and answering requests for mutual 
assistance. Such central authority shall answer 
requests for mutual assistance, execute such 
requests, and or transmit requests to the ap-
propriate authorities competent for their ex-
ecution.

Such central authority shall communicate with 
similar authorities in requesting countries.

If there is a mutual assistance treaty or recip-
rocal or uniform law between the requesting 
country and this country, the provisions of this 
Section may apply upon mutual agreement of 
this country and the requesting country. If there 
is no such mutual assistance treaty or recipro-

cal or uniform law, the provisions of this Section 
shall apply.

(b) Rules of Procedure for Mutual Assistance

Mutual assistance requests shall be handled 
according to the procedures of the requesting 
country unless they are incompatible with the 
rules of criminal procedure of this country, in 
which case the rules of this country shall take 
precedence.

(c) Refusal to Assist

The central authority responsible for sending 
and answering requests for mutual assistance 
may refuse to provide mutual assistance if: (i) 
such request is against the laws of this country, 
except refusal shall not be allowed for offenses 
within Sections 2 through 10 of the Law on 
the grounds that they are considered a fiscal 
offense; (ii) such request concerns an offense 
which the competent authorities of this country 
consider a political offense or an offense con-
nected to a political offense; or (iii) execution of 
the request is likely to prejudice the sovereignty 
of this country, its security, public order and 
safety, or other essential interests. The central 
authority may postpone action on a mutual as-
sistance request if such action would prejudice 
criminal or investigations or proceedings within 
this country, however, the central authority shall 
first consider whether the request may be par-
tially granted or subjected to conditions.

(d) Inform of Outcome of Assistance

The rules of criminal procedure shall establish a 
process for the central authority to promptly in-
form the requesting country of the outcome of 
any requests for assistance, with reasons provid-
ed for postponement, refusal, or circumstances 
which would delay the assistance or render it 
impossible.

(e) Confidentiality of Request

The central authority shall (i) keep confidential 
the fact of the request and its subject, if so re-
quested by the requesting country, except to 
the extent necessary to execute the request, 
or (ii) provide an explanation to the requesting 
country why such confidentiality is not possible 
to enable the requesting country to determine 
if the request should be nevertheless executed.

(f ) Urgent Requests or Requests Not Involving Coer-
cive Action

Urgent requests for mutual assistance or re-
quests not involving coercive action may be 
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sent: (i) directly by judicial authorities of the 
requesting country to the competent judicial 
authority of this country, with a copy of such 
request sent to the central authorities of both 
countries, understanding that the judicial au-
thority of this country may, in its discretion, refer 
the matter to the central authority; or (ii) to the 
International Criminal Police Organization (In-
terpol), with a copy of such request sent to the 
central authority.

(g) Confidentiality of Information to be Provided

This country may supply the requested in-
formation upon the condition that it be kept 
confidential or that it shall not be used for in-
vestigations or proceedings other than those 
stated in the request. If the requesting country 
cannot comply with such conditions, the le-
gal authorities in this country shall determine 
whether the requested information shall nev-
ertheless be provided and the central author-
ity shall communicate such decision to the 
requesting country. The competent authorities 
in this country supplying any such information 
shall require the receiving party to abide by any 
confidentiality requirements and to provide an 
explanation regarding the use made of the in-
formation provided.

Section 27 
Expedited Preservation of Stored Computer 
Data, Content Data, or Traffic Data

(a) Request for Expedited Preservation

Within mutual assistance, the competent au-
thorities of a country may request the expedi-
tious preservation of specified computer data, 
content data, or traffic data located within the 
territory of this country, in respect of which the 
requesting country intends to submit a request 
for mutual assistance for the search or for ac-
cess, seizure, or similar securing or disclosure of 
the data.

(b) Content of Request for Expedited Preservation

The request for expedited preservation referred 
to in paragraph (a) of this Section shall specify:

(i) the authority requesting the preservation;

(ii) the offense that is the subject of a crimi-
nal investigation or proceeding and a brief 
statement of the related facts;

(iii) the stored computer data, content data, 
and/or traffic data to be preserved and its 

relationship to the offense;

(iv) any available information identifying the 
custodian of such stored data or the loca-
tion of the computer or computer system(s) 
containing the data;

(v) the necessity of the preservation; and

(vi) that the requesting country intends to sub-
mit a request for mutual assistance for the 
search or for access, seizure, or similar secur-
ing or disclosure of the subject data.

(c) Measures to be Taken

Upon receipt of such a request, the competent 
authorities of this country shall take all appro-
priate measures to preserve expeditiously the 
specified data in accordance with the Laws of 
this country. Dual criminality shall [or shall not] 
be required for such preservation.

(d) Refusal of Preservation

A request for preservation may only be re-
fused if the request concerns an offense that 
this country considers a political offense or an 
offense connected with such, or this country 
determines that the execution of the request is 
likely to prejudice its sovereignty, security, pub-
lic safety, or other essential interests.

(e) Where Preservation May Not Ensure Availability

Where the competent legal authorities believe 
that the requested preservation will not ensure 
the future availability of the data or will threaten 
the confidentiality or otherwise prejudice the 
other country’s investigation, the legal authori-
ties shall promptly inform the requesting coun-
try, which may then determine if the preserva-
tion should nevertheless be executed.

(f ) Duration of Preservation

No preservation effected under this Section 
shall be for a period of less than sixty (60) days 
to enable the requesting country to submit a 
request for the search or similar access, seizure 
or similar securing, or disclosure of the data. 
Following the receipt of such request, the data 
shall continue to be preserved pending a deci-
sion on the request.
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Section 28 
Expedited Disclosure of Preserved Content 
Data, Computer Data, or Traffic Data

(a) If, in executing a request for preservation ac-
cording to Section 27 of this Law, the legal au-
thorities of this country discover that a service 
provider in another country was involved in 
the transmission of the communication, the 
legal authorities shall promptly disclose to the 
requesting country a sufficient amount of traf-
fic data to identify that service provider and the 
path through which the communication was 
transmitted.

(b) Disclosure of traffic data, as prescribed by para-
graph (a) of this Section, may only be withheld 
from the requesting country if:

(i) the request concerns an offense that this 
country considers a political offense or an 
offense connected with such an offense; or

(ii) the legal authorities of this country consider 
that the execution of the request is likely to 
prejudice its sovereignty, security, public 
safety, or other essential interests.

Section 29 
Mutual Assistance Regarding Access to Stored 
Computer Data, Content Data, or Traffic Data

(a) The competent officials of another country may 
request the competent officials of this country 
to search or similarly access, seize or similarly 
secure, and disclose specified data stored by 
means of a computer or computer system 
located within the territory of this country, in-
cluding data that has been preserved pursuant 
to Section 27 of this Law. Such requests shall 
adhere to the principles pertaining to interna-
tional cooperation in Section 22 of this Law and 
shall comply with other relevant provisions of 
this Law.

(b) requests pursuant to paragraph (a) of this Sec-
tion shall be responded to on an expedited ba-
sis where

(i) there are grounds to believe that the re-
quested data is particularly vulnerable to 
loss or modification; or

(ii) expedited cooperation is provided accord-
ing the instruments, arrangements, and laws 
referred to in Section 22 of this Law.

Section 30 
Trans-Border Access to Stored Computer Data, 
Content Data, or Traffic Data

(a) A competent authority may access publicly 
available (open source) stored computer data, 
content data, or traffic data regardless of where 
the data is located geographically.

(b) A competent authority from another country 
may, without authorization of authorities of this 
country, have access to and receive, by means 
of a computer or computer system located on 
its territory, specified computer data, content 
data, or traffic data stored in this country if the 
competent authority from the other country 
obtains the lawful and voluntary consent of the 
person who has the lawful authority to disclose 
the data to such competent authority through 
that computer or computer system.

Section 31 
Mutual Assistance In Real-Time Collection of 
Traffic Data

(a) The competent authorities of this country shall 
provide mutual assistance to the competent 
authorities of another country with respect to 
the real-time collection of specified traffic data 
associated with specified communications in 
the territory of this country that were transmit-
ted by means of a computer or computer sys-
tem. Subject to the provisions of paragraph (b) 
of this Section, this assistance shall be governed 
by the Laws and rules of criminal procedure for 
this country.

(b) The competent authorities of this country shall 
provide assistance pursuant to paragraph (a) of 
this Section for criminal cases in a manner equal 
to that which would be available in a similar do-
mestic case.

Section 32 
Mutual Assistance Regarding Interception of 
Content Data or Computer Data

The competent authorities of this country shall pro-
vide mutual assistance to the competent authorities 
of another country in the real-time collection or re-
cording of specified computer data or content data 
of specified communications transmitted by means 
of a computer or computer system to the extent 
permitted under the Laws of this country and trea-
ties to which this country is bound.
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Section 33 
24/7 Points of Contact

(a) The competent authorities of this country shall 
designate points of contact available on a twen-
ty-four hour, seven-day-a-week basis, in order to 
ensure the provision of immediate assistance 
for the purpose of investigations or proceed-
ings concerning criminal offenses related to 
computers, computer systems, networks, com-
puter data, content data, and/or traffic data, or 
for the collection of other evidence in electronic 
form related to a criminal offense. Such assist-
ance shall include facilitating, or if permitted un-
der the Laws of this country and the practices of 
competent authorities, directly carrying out the 
following measures: (i) the provision of techni-
cal advice; (ii) the preservation of data pursuant 
to Sections 27 and 28; and (iii) the collection 
of evidence, the provision of legal information, 
and locating of suspects.

(b) The points of contact shall have the capacity 
to carry out communications with the points 
of contact in other countries on an expedited 
basis. If the designated points of contact are not 
responsible for international cooperation and 
mutual assistance or extradition, the points of 
contact shall ensure that they are able to coor-
dinate with such authorities on an expedited 
basis.

(c) The competent authorities of this country shall 
ensure that all points of contact are properly 
trained and equipped or that other trained per-
sonnel are available to the points of contact to 
facilitate the operation of the network and com-
pliance with the provisions of this Law.

TITLE 6 
PROVISIONS aPPLICabLE TO OTHER 
OFFENSES

Section 34 
Provisions That Apply to Other Offenses

The competent authorities of this country may, 
upon adequate reason and within the scope of legal 
approval and the Laws of this country and/or any 
legal obligations that this country may be subject 
to through 

(a) the Bern Convention for the Protection of Liter-
ary and Artistic Works, 

(b) the Agreement on Trade-related Aspects of In-
tellectual Property rights, 

(c) the WIPO Copyright Treaty, 

(d) the International Convention for the Protec-
tion of Performers, Producers, Phonograms, and 
Broadcasting Organization, 

(e) the WIPO Performance and Phonograms Treaty, 
and/or 

(f ) any international agreements or treaties per-
taining to child pornography may exercise the 
authority granted in Sections 12-32 of this Law 
to investigate or assist in the investigation of of-
fenses related to such Laws or legal obligations. 
The provisions of this Section are subject to the 
Provisions of Sections 12 and 13 of this Law.
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Guidelines on the 
Protection of Privacy and 
Transborder Flows of 
Personal Data (1980)
THE COUNCIL, Data & Privacy

Having regard to articles 1(c), 3(a) and 5(b) of the 
Convention on the Organisation for Economic Co-
operation and Development of 14th December, 
1960;

RECOGNISING:

that, although national laws and policies may differ, 
Member countries have a common interest in pro-
tecting privacy and individual liberties, and in recon-
ciling fundamental but competing values such as 
privacy and the free flow of information; 

that automatic processing and transborder flows 
of personal data create new forms of relationships 
among countries and require the development of 
compatible rules and practices; 

that transborder flows of personal data contribute 
to economic and social development; that domes-
tic legislation concerning privacy protection and 
transborder flows of personal data may hinder such 
transborder flows;

Determined to advance the free flow of information 
between Member countries and to avoid the crea-
tion of unjustified obstacles to the development 
of economic and social relations among Member 
countries;

RECOMMENDS:

1. That Member countries take into account in 
their domestic legislation the principles con-
cerning the protection of privacy and individual 
liberties set forth in the Guidelines contained in 
the Annex to this recommendation which is an 
integral part thereof; 

2. That Member countries endeavour to remove 
or avoid creating, in the name of privacy protec-
tion, unjustified obstacles to transborder flows 
of personal data; 

3. That Member countries co-operate in the im-
plementation of the Guidelines set forth in the 
Annex; 

4. That Member countries agree as soon as pos-
sible on specific procedures of consultation 
and co-operation for the application of these 
Guidelines. 

Annex to the 
Recommendation of 
the Council of 23rd 
September 1980 
Guidelines governing 
the protection of privacy 
and transborder flows of 
personal data 

PaRT ONE 
GENERaL DEFINITIONS
1. For the purposes of these Guidelines:

a. “data controller” means a party who, accord-
ing to domestic law, is competent to decide 
about the contents and use of personal data 
regardless of whether or not such data are 
collected, stored, processed or disseminat-
ed by that party or by an agent on its behalf;

b. “personal data” means any information relat-
ing to an identified or identifiable individual 
(data subject);

c. “transborder flows of personal data” means 
movements of personal data across national 
borders.

Scope of Guidelines 

2. These Guidelines apply to personal data, 
whether in the public or private sectors, which, 
because of the manner in which they are proc-
essed, or because of their nature or the context 
in which they are used, pose a danger to privacy 
and individual liberties.

3. These Guidelines should not be interpreted as 
preventing:

a. the application, to different categories of 
personal data, of different protective meas-
ures depending upon their nature and the 
context in which they are collected, stored, 
processed or disseminated;

b. the exclusion from the application of the 
Guidelines of personal data which obviously 
do not contain any risk to privacy and indi-
vidual liberties; or

c. the application of the Guidelines only to au-
tomatic processing of personal data.

4. Exceptions to the Principles contained in Parts 
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Two and Three of these Guidelines, including 
those relating to national sovereignty, national 
security and public policy (“ordre public”), 
should be:

a. as few as possible, and

b. made known to the public.

5. In the particular case of Federal countries the 
observance of these Guidelines may be affected 
by the division of powers in the Federation.

6. These Guidelines should be regarded as mini-
mum standards which are capable of being 
supplemented by additional measures for the 
protection of privacy and individual liberties.

PaRT TwO 
baSIC PRINCIPLES OF NaTIONaL 
aPPLICaTION
Collection Limitation Principle 

7. There should be limits to the collection of 
personal data and any such data should be 
obtained by lawful and fair means and, where 
appropriate, with the knowledge or consent of 
the data subject.

Data Quality Principle

8. Personal data should be relevant to the pur-
poses for which they are to be used, and, to the 
extent necessary for those purposes, should be 
accurate, complete and kept up-to-date.

Purpose Specification Principle 

9. The purposes for which personal data are col-
lected should be specified not later than at the 
time of data collection and the subsequent use 
limited to the fulfilment of those purposes or 
such others as are not incompatible with those 
purposes and as are specified on each occasion 
of change of purpose.

Use Limitation Principle 

10. Personal data should not be disclosed, made 
available or otherwise used for purposes other 
than those specified in accordance with Para-
graph 9 except:

a. with the consent of the data subject; or

b. by the authority of law.

Security Safeguards Principle 

11. Personal data should be protected by reason-
able security safeguards against such risks as 

loss or unauthorised access, destruction, use, 
modification or disclosure of data.

Openness Principle 

12. There should be a general policy of openness 
about developments, practices and policies 
with respect to personal data. Means should 
be readily available of establishing the exist-
ence and nature of personal data, and the main 
purposes of their use, as well as the identity and 
usual residence of the data controller.

Individual Participation Principle 

13. An individual should have the right:

a. to obtain from a data controller, or other-
wise, confirmation of whether or not the 
data controller has data relating to him;

b. to have communicated to him, data relating 
to him

• within a reasonable time; 

• at a charge, if any, that is not excessive; 

• in a reasonable manner; and 

• in a form that is readily intelligible to 
him; 

c. to be given reasons if a request made under 
subparagraphs(a) and (b) is denied, and to 
be able to challenge such denial; and

d. to challenge data relating to him and, if the 
challenge is successful to have the data 
erased, rectified, completed or amended.

Accountability Principle 

14. A data controller should be accountable for 
complying with measures which give effect to 
the principles stated above.

PaRT THREE 
baSIC PRINCIPLES OF INTERNaTIONaL 
aPPLICaTION: FREE FLOw aND 
LEGITImaTE RESTRICTIONS
15. Member countries should take into considera-

tion the implications for other Member coun-
tries of domestic processing and re-export of 
personal data.

16. Member countries should take all reasonable 
and appropriate steps to ensure that transbor-
der flows of personal data, including transit 
through a Member country, are uninterrupted 
and secure.
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17. A Member country should refrain from restrict-
ing transborder flows of personal data between 
itself and another Member country except 
where the latter does not yet substantially ob-
serve these Guidelines or where the re-export of 
such data would circumvent its domestic priva-
cy legislation. A Member country may also im-
pose restrictions in respect of certain categories 
of personal data for which its domestic privacy 
legislation includes specific regulations in view 
of the nature of those data and for which the 
other Member country provides no equivalent 
protection.

18. Member countries should avoid developing 
laws, policies and practices in the name of the 
protection of privacy and individual liberties, 
which would create obstacles to transborder 
flows of personal data that would exceed re-
quirements for such protection.

PaRT FOUR 
NaTIONaL ImPLEmENTaTION
19. In implementing domestically the principles set 

forth in Parts Two and Three, Member countries 
should establish legal, administrative or other 
procedures or institutions for the protection 
of privacy and individual liberties in respect of 
personal data. Member countries should in par-
ticular endeavour to:

a. adopt appropriate domestic legislation;

b. encourage and support self-regulation, 
whether in the form of codes of conduct or 
otherwise;

c. provide for reasonable means for individuals 
to exercise their rights;

d. provide for adequate sanctions and rem-
edies in case of failures to comply with 
measures which implement the principles 
set forth in Parts Two and Three; and

e. ensure that there is no unfair discrimination 
against data subjects.

PaRT FIVE 
INTERNaTIONaL CO-OPERaTION
20. Member countries should, where requested, 

make known to other Member countries details 
of the observance of the principles set forth in 
these Guidelines. Member countries should also 
ensure that procedures for transborder flows of 
personal data and for the protection of privacy 
and individual liberties are simple and com-

patible with those of other Member countries 
which comply with these Guidelines.

21. Member countries should establish procedures 
to facilitate information exchange related to 
these Guidelines, and mutual assistance in the 
procedural and investigative matters involved.

22. Member countries should work towards the de-
velopment of principles, domestic and interna-
tional, to govern the applicable law in the case 
of transborder flows of personal data.
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Guidelines for the Security 
of Information Systems 
and Networks (2002)
THE COUNCIL,

Having regard to the Convention on the Organisa-
tion for Economic Co-operation and Development 
of 14 December 1960, in particular, Articles 1 b), 1 c), 
3 a) and 5 b) thereof; Having regard to the recom-
mendation of the Council concerning Guidelines 
Governing the Protection of Privacy and Transbor-
der Flows of Personal Data of 23 September 1980 
[C(80)58(Final)];  cyber security in general

Having regard to the Declaration on Transborder 
Data Flows adopted by the Governments of OECD 
Member countries on 11 April 1985 [Annex to 
C(85)139]; 

Having regard to the recommendation of the Coun-
cil concerning Guidelines for Cryptography Policy of 
27 March 1997 [C(97)62/FINAL]; 

Having regard to the Ministerial Declaration on the 
Protection of Privacy on Global Networks of 7-9 De-
cember 1998 [Annex to C(98)177/FINAL]; 

Having regard to the Ministerial Declaration on Au-
thentication for Electronic Commerce of 7-9 De-
cember 1998 [Annex to C(98)177/FINAL]; 

Recognising that information systems and networks 
are of increasing use and value to governments, 
businesses, other organisations and individual users; 

Recognising that the increasingly significant role of 
information systems and networks, and the grow-
ing dependence on them for stable and efficient 
national economies and international trade and in 
social, cultural and political life call for special efforts 
to protect and foster confidence in them; 

Recognising that information systems and networks 
and their worldwide proliferation have been accom-
panied by new and increasing risks;

Recognising that data and information stored on 
and transmitted over information systems and net-
works are subject to threats from various means of 
unauthorised access, use, misappropriation, altera-
tion, malicious code transmissions, denial of service 
or destruction and require appropriate safeguards; 

Recognising that there is a need to raise awareness 
of risks to information systems and networks and 
of the policies, practices, measures and procedures 
available to respond to those risks, and to encour-
age appropriate behaviour as a crucial step towards 

the development of a culture of security; 

Recognising that there is a need to review current 
policies, practices, measures, and procedures to 
help assure that they meet the evolving challenges 
posed by threats to information systems and net-
works; 

Recognising that there is a common interest in pro-
moting the security of information systems and net-
works by means of a culture of security that fosters 
international co-ordination and co-operation to 
meet the challenges posed by the potential harm 
from security failures to national economies, inter-
national trade and participation in social, cultural 
and political life; 

And further recognising that the Guidelines for the 
Security of Information Systems and Networks: To-
wards a Culture of Security set out in the Annex to 
this recommendation are voluntary and do not af-
fect the sovereign rights of nations; 

And recognising that these Guidelines are not meant 
to suggest that any one solution exists for security or 
what policies, practices, measures and procedures 
are appropriate to any particular situation, but rather 
to provide a framework of principles to promote 
better understanding of how participants may both 
benefit from, and contribute to, the development of 
a culture of security;

COMMENDS these Guidelines for the Security of the 
Information Systems and Networks: Towards a Cul-
ture of Security to governments, businesses, other 
organisations and individual users who develop, 
own, provide, manage, service, and use information 
systems and networks;

RECOMMENDS that Member countries:

Establish new, or amend existing, policies, practices, 
measures and procedures to reflect and take into 
account the Guidelines for the Security of Informa-
tion Systems and Networks: Towards a Culture of 
Security by adopting and promoting a culture of 
security as set out in the Guidelines;

Consult, co-ordinate and co-operate at national and 
international levels to implement the Guidelines;

Disseminate the Guidelines throughout the pub-
lic and private sectors, including to governments, 
business, other organisations, and individual users 
to promote a culture of security, and to encourage 
all concerned parties to be responsible and to take 
necessary steps to implement the Guidelines in a 
manner appropriate to their individual roles;

Make the Guidelines available to non-member 
countries in a timely and appropriate manner;
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review the Guidelines every five years so as to foster 
international co-operation on issues relating to the 
security of information systems and networks;

INSTRUCTS the OECD Committee for Information, 
Computer and Communication Policy to promote 
the implementation of the Guidelines.

This recommendation replaces the recommenda-
tion of the Council concerning Guidelines for the Se-
curity of Information Systems of 26 November 1992 

[C(92)188/FINAL].

Recommendation 
on Cross-Border 
Co-operation in the 
Enforcement of Laws 
against Spam (2006) 
THE COUNCIL,

Having regard to the Convention on the Organisa-
tion for Economic Co-operation and Development 
of 14th December 1960, in particular Article 5 (b) 
thereof; spam

Recognising that spam undermines consumer con-
fidence, which is a prerequisite for the information 
society and for the success of e-commerce;

Recognising that spam can facilitate the spread 
of viruses, serve as the vehicle for traditional fraud 
and deception as well as for other Internet-related 
threats such as phishing, and that its effects can 
negatively impact the growth of the digital econ-
omy, thus resulting in important economic and so-
cial costs for Member countries and non-member 
economies;

Recognising that spam poses unique challenges 
for law enforcement in that senders can easily hide 
their identity, forge the electronic path of their email 
messages, and send their messages from anywhere 
in the world to anyone in the world, thus making 
spam a uniquely international problem that can 
only be efficiently addressed through international 
co-operation; 

Recognising the need for global co-operation to 
overcome a number of challenges to information 
gathering and sharing, for identifying enforcement 
priorities and for developing effective international 
enforcement frameworks;

Recognising that current measures, such as numer-
ous bi- and multilateral criminal law enforcement 
co-operation instruments, provide a framework for 
enforcement co-operation on criminal conduct as-
sociated with spam, such as malware and phishing; 

Having regard to the recommendation of the Coun-
cil concerning Guidelines for Protecting Consumers 
from Fraudulent and Deceptive Commercial Practic-
es Across Borders (hereinafter “Cross-border Fraud 
Guidelines”), which sets forth principles for interna-
tional co-operation among consumer protection 
enforcement agencies in combating cross-border 
fraud and deception [C(2003)116];

Having regard to the recommendation of the Coun-
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cil concerning Guidelines Governing the Protection 
of Privacy and Transborder Flows of Personal Data 
[C(80)58] (hereinafter “Privacy Guidelines”), and the 
Ministerial Declaration on the Protection of Privacy 
on Global Networks [C(98)177];

Recognising that, in some instances, the Cross-
border Fraud Guidelines and the Privacy Guidelines 
may apply directly to cross-border spam enforce-
ment co-operation and that even where this is not 
the case, many of the principles expressed in these 
Guidelines can be usefully tailored to develop ap-
propriate national frameworks and facilitate inter-
national co-operation to enforce laws against spam;

Recalling that, while cross-border enforcement co-
operation is an important element in tackling the 
global problem of spam, it is necessary in this re-
spect to adopt a comprehensive national approach 
which also addresses regulatory and policy issues, 
facilitates the development of appropriate techni-
cal solutions, improves education and awareness 
among all players and encourages industry-driven 
initiatives;

On the joint proposal of the Committee for Informa-
tion, Computer and Communications Policy and the 
Committee on Consumer Policy:

AGREES that:

For the purposes of this recommendation, and 
without prejudice to other existing co-operation 
instruments “Spam Enforcement Authorities” means 
any national public body, as determined by each 
Member country, that is responsible for enforcing 
Laws Connected with Spam and has powers to (a) 
co-ordinate or conduct investigations or (b) pursue 
enforcement proceedings, or (c) both.

For the purposes of this recommendation, “Laws 
Connected with Spam” means (a) laws specifically 
targeting electronic communications; or (b) general 
laws, such as privacy laws, consumer protection laws 
or telecommunication laws that may apply to elec-
tronic communications.

This recommendation is primarily aimed at national 
public bodies, with enforcement authority for Laws 
Connected with Spam. It is recognised that some 
Member countries have many competent bodies, 
some of which are regional or local, that can take 
or initiate action against spam. It is also recognised 
that, in some Member countries, private enforce-
ment bodies may play a very important role in en-
suring enforcement of Laws Connected with Spam, 
including in cross-border situations.

This recommendation covers cross-border spam 
enforcement co-operation only in areas where the 

conduct prohibited by the Laws Connected with 
Spam of the Member country receiving a request 
for assistance is substantially similar to conduct pro-
hibited by the Laws Connected with Spam of the 
Member country requesting assistance. Co-oper-
ation under this recommendation does not affect 
the freedom of expression as protected in laws of 
Member countries.

Co-operation under this recommendation focuses 
on those violations of Laws Connected with Spam 
that are most serious in nature, such as those that (a) 
cause or may cause injury (financial or otherwise) to 
a significant number of recipients, (b) affect particu-
larly large numbers of recipients (c) cause substan-
tial harm to recipients.

In all instances, the decision on whether to provide 
assistance under this recommendation rests with 
the Spam Enforcement Authority receiving the re-
quest for assistance.

This recommendation encourages Member coun-
tries to cooperate in this area under any other instru-
ments, agreements, or arrangements.

RECOMMENDS that:

Member countries work to develop frameworks 
for closer, faster, and more efficient co-operation 
among their Spam Enforcement Authorities that 
includes, where appropriate:

a. Establishing a domestic framework.  

Member countries should in this respect: 

(i) Introduce and maintain an effective frame-
work of laws, Spam Enforcement Authori-
ties, and practices for the enforcement of 
Laws Connected with Spam.

(ii) Take steps to ensure that Spam Enforcement 
Authorities have the necessary authority to 
obtain evidence sufficient to investigate and 
take action in a timely manner against viola-
tions of Laws Connected with Spam that are 
committed from their territory or cause ef-
fects in their territory. Such authority should 
include the ability to obtain necessary infor-
mation and relevant documents. 

(iii) Improve the ability of Spam Enforcement 
Authorities to take appropriate action 
against (a) senders of electronic communi-
cations that violate Laws Connected with 
Spam and (b) individuals or companies that 
profit from the sending of such communi-
cations. 
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(iv) review periodically their own domestic 
frameworks and take steps to ensure their 
effectiveness for cross-border co-operation 
in the enforcement of Laws Connected with 
Spam.

(v) Consider ways to improve redress for finan-
cial injury caused by spam. 

b. Improving the ability to cooperate.  

Member countries should improve the ability of 
their Spam Enforcement Authorities to cooper-
ate with foreign Spam Enforcement Authorities. 

Member countries should in this respect:

(i) Provide their Spam Enforcement Authorities 
with mechanisms to share relevant informa-
tion with foreign authorities relating to vio-
lations of their Laws Connected with Spam 
upon request, in appropriate cases and sub-
ject to appropriate safeguards. 

(ii) Enable their Spam Enforcement Authorities 
to provide investigative assistance to for-
eign authorities relating to violations of their 
Laws Connected with Spam upon request, 
in appropriate cases and subject to appro-
priate safeguards, in particular with regard 
to obtaining information from persons; ob-
taining documents or records; or locating or 
identifying persons or things.

(iii) Designate a contact point for co-operation 
under this recommendation and provide 
the OECD Secretariat with updated informa-
tion regarding their Laws Connected with 
Spam and the Spam Enforcement Authority 
designated as the contact point. The OECD 
Secretariat will keep record of this informa-
tion and make it available to interested par-
ties.

c. Improving procedures for co-operation.

Before making requests for assistance as fore-
seen in the previous paragraphs, Spam Enforce-
ment Authorities should: 

(i) Proceed to some preliminary investigative 
work to determine whether a request for as-
sistance is warranted, and is consistent with 
the scope and priorities set forth by this rec-
ommendation.

(ii) Attempt to prioritise requests for assist-

ance and, to the extent possible, make use 
of common resources such as the OECD 
Website on spam, informal channels, exist-
ing international networks and existing law 
enforcement co-operation instruments to 
implement this recommendation.  

d. Cooperating with relevant private sector entities.  

Spam Enforcement Authorities, businesses, in-
dustry groups, and consumer groups should 
cooperate in pursuing violations of Laws Con-
nected with Spam.  In particular, Spam Enforce-
ment Authorities should cooperate with these 
groups on user education, promote their refer-
ral of relevant complaint data, and encourage 
them to share with Spam Enforcement Authori-
ties investigation tools and techniques, analysis, 
data and trend information. 

Member countries should encourage co-oper-
ation between Spam Enforcement Authorities 
and the private sector to facilitate the location 
and identification of spammers.

Member countries should also encourage par-
ticipation by private sector and non-member 
economies in international enforcement co-op-
eration efforts; efforts to reduce the incidence 
of inaccurate information about holders of do-
main names; and efforts to make the Internet 
more secure. 

Where appropriate, Spam Enforcement Author-
ities and the private sector should continue to 
explore new ways to reduce spam.

INVITES non-member economies to take due 
account of this recommendation and collabo-
rate with Member countries in its implementa-
tion.

INSTRUCTS the Committee for Information, 
Computer and Communications Policy and the 
Committee on Consumer Policy to monitor the 
progress in cross-border enforcement co-oper-
ation in the context of this recommendation 
within three years of its adoption and thereafter 
as appropriate. 
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BIAC and MAAWG Best 
Practices for Internet 
Service Providers and 
Network Operators1

Background

ISPs and network operators have an important role 
in the fight against spam. cyber security in general

Given this important role, ISPs, network operators, 
technical groups and alliances continue to share 
best practices for preventing/diminishing spam 
sent from or across their networks.

Although best practices will not, in and of them-
selves, constitute a comprehensive solution to 
spam, they are part of a multi-prong strategy for 
addressing the problem of spam. The larger the 
number of entities endorsing and applying com-
mon practices, the more effective they will be.

In the vent that these voluntary Best Practices are 
taken up by ISPs and Network Operators, their posi-
tive impact will be increased if end-users also take 
necessary steps to protect the security of their com-
puters, software and networks, including the protec-
tion of their personal identity on-line.

Intent

BIAC’s Best Practices for ISPs and Network Operators 
are a set of voluntary principles developed by busi-
ness aimed at enhancing the security of network in-
frastructures in the fight against Spam. Industry will 
continue to collaborate on additional technical and 
procedural measures to further implement these 
principles.

1 BIAC was created in March 1962 as an independent 
organisation recognised by the OECD as the official 
representative of the OECD business community (http://
www.biac.org). BIAC’s members are the major industrial 
and employers’ organisations in the 30 OECD member 
countries, representing over 8 million companies. Via its 
31 standing committees and policy groups, BIAC mirrors 
all economic policy issues the OECD covers and examines 
their potential impacts on business in both member and 
an increasing number of non-member countries like Russia, 
China and India. 
The Messaging Anti-Abuse Working Group (http://www.
MAAWG.org) is a global organization focusing on preserv-
ing electronic messaging from online exploits and abuse 
with the goal of enhancing user trust and confidence, 
while ensuring the deliverability of legitimate messages.  
With a broad base of Internet Service Providers (ISPs) 
and network operators representing over 600 million 
mailboxes, key technology providers and senders, MAAWG 
works to address messaging abuse by focusing on technol-
ogy, industry collaboration and public policy initiatives.

BIAC proposes the following Best Practices for ISPs 
and Network Operators as an important tool in 
combating Spam. These Best Practices and any 
additional measures are voluntary, and in all cases 
precedence is given to applicable legal and regula-
tory frameworks.  

Implementation of these Best Practices and any 
additional measures will vary, depending on the 
technical configurations of particular providers’/op-
erators’ networks, and their specific business needs 
and challenges. We note that flexibility in the imple-
mentation of these Best Practices and any additional 
measures is the key to achieving their broad and 
meaningful adoption by service providers of all sizes. 

Given the rapid pace of technological change, the 
Best Practices will be periodically reviewed and up-
dated.2  

Best Practices 

Context/Definitions

In any given national jurisdiction, each of the Best 
Practices is understood to be recommended only if 
it is not in contradiction with existing national leg-
islation.

In the context of these Best Practices “ISPs and net-
work operators” include any entity operating a SMTP 
server connected to the Internet. 

BIAC recommends to ISPs and Network Operators 
that:

1. Within the boundaries of the appropriate legal 
framework, ISPs and network operators ad-
dress the problem of compromised end-user 
equipment by establishing timely processes to 
allow such end-user equipment and network 
elements to be managed and eliminated as 
sources of Spam;

2. ISPs and network operators utilize industry 
standard technology to authenticate their 
email and/or their sources;

3. ISPs and network operators block potentially 
infecting email file attachments. In the case of 
filtering email or email file attachments based 
on content properties, in the context of any 
required legislation prior agreement is to be at-
tained from the customer;

4. ISPs and network operators actively monitor the 
volume of inbound and outbound email traffic 
to determine unusual network activity and the 
source of such activity, and respond appropri-
ately;
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5. ISPs and network operators establish appropri-
ate inter-company processes for reacting to 
other network operators’ incident reports, also 
accepting end user complaints.

6. ISPs, network operators and enterprise email 
providers communicate their security policies 
and procedures to their subscribers;

7. ISPs and network operators attempt to send 
non-delivery notices (NDNs) only for messages 
originated by their own account holders;  

8.  ISPs and network operators take measures to 
ensure that only their account holders use their 
e-mail submit servers;

9. ISPs and network operators ensure that all 
domain names, Domain Name System (DNS) 
records and applicable Internet protocol 
(IP) address registration records (e.g. WHOIS, 
Shared WHOIS Project [SWIP] or referral WHOIS 
[rWHOIS]) are responsibly maintained with cor-
rect, complete and current information, and 
that this information includes points of contact 
for roles responsible for resolving abuse issues 
including, but not limited to, postal address, 
phone number and email address;

10. ISPs and network operators ensure that all their 
publicly routable and Internet-visible IP ad-
dresses have appropriate and up-to-date for-
ward and reverse DNS records and WHOIS and 
SWIP entries; that all local area network (LAN) 
operators are compliant with request for Com-
ments (rFCs) 1918 — “Address Allocation for 
Private Internets,” and that in particular, LANs do 
not use IP space globally registered to someone 
else, or IP space not registered to anyone, as pri-
vate IP space.

Guidelines for Protecting 
Consumers from 
Fraudulent and Deceptive 
Commercial Practices 
Across Borders (2003)
THE COUNCIL,

Having regard to the Convention on the Organisa-
tion for Economic Co-operation and Development 
of 14th December 1960, in particular, Article 5 b) 
thereof; e-commerce

Having regard to the Ministerial Declaration on Con-
sumer Protection in the Context of Electronic Com-
merce of 8 October 1998 [C(98)177(Annex 2)];

Having regard to the recommendation of the Coun-
cil concerning Guidelines for Consumer Protection 
in the Context of Electronic Commerce, adopted on 
9 December 1999 [C(99)184/FINAL], which states 
that Member countries should, through “their ju-
dicial, regulatory, and law enforcement authorities 
co-operate at the international level, as appropriate, 
through information exchange, co-ordination, com-
munication and joint action to combat cross-border 
fraudulent, misleading and unfair commercial con-
duct,” and which further states that “governments, 
businesses, consumers and their representatives 
should devote special attention to the development 
of effective cross-border redress systems”;

Recognising that fraudulent and deceptive com-
mercial practices against consumers undermine the 
integrity of both domestic and global markets to 
the detriment of all businesses and consumers, and 
undermine consumer confidence in those markets;

Recognising that most existing laws and enforce-
ment systems designed to address fraudulent and 
deceptive commercial practices against consumers 
were developed at a time when such practices were 
predominantly domestic, and that such laws and 
systems are therefore not always adequate to ad-
dress the emerging problem of cross-border fraudu-
lent and deceptive commercial practices;

Recognising that, despite differing national systems 
and laws for the protection of consumers, a con-
sensus exists on the need for a common framework 
to enable the further development of close co-op-
eration among consumer protection enforcement 
agencies, to tackle cross-border fraudulent and de-
ceptive commercial practices;

Recognising that closer co-operation in combating 
fraudulent and deceptive commercial practices can 
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lay the groundwork for enhanced international co-
operation on a larger number of consumer protec-
tion issues in the future;

RECOMMENDS:

That consumer protection enforcement agencies 
in Member countries, having a common interest in 
preventing fraudulent and deceptive commercial 
practices against consumers, co-operate with one 
another in enforcing their laws against such prac-
tices;

That Member countries work to develop a frame-
work for closer, faster, and more efficient co-oper-
ation amongst their consumer protection enforce-
ment agencies that includes where appropriate:

• Establishing a domestic system for combat-
ing cross-border fraudulent and deceptive 
commercial practices against consumers. 

• Enhancing notification, information sharing, 
and investigative assistance. 

• Improving the ability to protect foreign con-
sumers from domestic businesses engaged 
in fraudulent and deceptive commercial 
practices. 

• Improving the ability to protect domestic 
consumers from foreign businesses engaged 
in fraudulent and deceptive commercial 
practices. 

• Considering how to ensure effective redress 
for victimised consumers. And 

• Co-operating with relevant private sector 
entities.

That Member countries implement this recom-
mendation, as set forth in greater detail in the 
Guidelines contained in the Annex thereto and of 
which it forms an integral part;

That non member economies be invited to take ac-
count of this recommendation, with appropriate 
implementation assistance from Member countries;

DECIDES that the Secretary-General shall keep a 
record of the consumer protection enforcement or 
policy agency designated as a contact point, and 
advise Member countries of modifications to this 
record; and

INSTRUCTS the Committee on Consumer Policy to 
exchange information on progress and experiences 
regarding the implementation of this recommen-
dation, review that information, and report to the 
Council on this subject within three years of the 
adoption of this recommendation and thereafter as 

appropriate.
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Recommendation 
on Cross-border 
Co-operation in the 
Enforcement of Laws 
Protecting Privacy (2007)2

THE COUNCIL,

Having regard to articles 1, 3, and 5 b) of the Conven-
tion on the Organisation for Economic Co-operation 
and Development of 14th December 1960; 

Having regard to the recommendation of the Coun-
cil concerning Guidelines Governing the Protection 
of Privacy and Transborder Flows of Personal Data 
[C(80)58/FINAL], which recognizes that Member 
countries have a common interest in protecting 
individuals’ privacy without unduly impeding trans-
border data flows, and states that Member countries 
should establish procedures to facilitate “mutual as-
sistance in the procedural and investigative matters 
involved”; data & privacy

Having regard to the Declaration on the Protection 
of Privacy on Global Networks [C(98)177, Annex 1], 
which recognizes that different effective approaches 
to privacy protection can work together to achieve 
effective privacy protection on global networks and 
states that Member countries will take steps to “en-
sure that effective enforcement mechanisms” are 
available both to address non-compliance with pri-
vacy principles and to ensure access to redress; 

Having regard to the recommendation of the Coun-
cil concerning Guidelines for Protecting Consum-
ers from Fraudulent and Deceptive Commercial 
Practices Across Borders [C(2003)116)] and the rec-
ommendation of the Council on Cross-border Co-
operation in the Enforcement of Laws against Spam 
[C(2006)57], which set forth principles for interna-
tional law enforcement co-operation in combating 
cross-border fraud and deception and illegal spam, 
respectively, and which illustrate how cross-border 
co-operation among Member countries can be im-
proved; 

2 This Recommendation was developed by the OECD Com-
mittee for Information, Computer and Communications 
Policy (ICCP), through its Working Party on Information 
Security and Privacy (WPISP). The work was led by Jen-
nifer Stoddart, Privacy Commissioner of Canada, with 
the support of a number of representatives from privacy 
enforcement authorities participating as part of their coun-
try delegations. It has also benefited from a constructive 
consultation with other key stakeholders in the privacy and 
data protection community. It was adopted as a Recom-
mendation of the OECD Council on 12 June 2007.

Recognizing the benefits in terms of business ef-
ficiency and user convenience that the increase in 
transborder flows of data has brought to organiza-
tions and individuals; 

Recognizing that the increase in these flows, which 
include personal data, has also raised new chal-
lenges and concerns with respect to the protection 
of privacy;

Recognizing that, while there are differences in 
their laws and enforcement mechanisms, Member 
countries share an interest in fostering closer in-
ternational co-operation among their privacy law 
enforcement authorities as a means of better safe-
guarding personal data and minimizing disruptions 
to transborder data flows; 

Recognizing that, although there are regional instru-
ments and other arrangements under which such 
co-operation will continue to take place, a more 
global and comprehensive approach to this co-
operation is desirable; 

On the proposal of the Committee for Information, 
Computer and Communications Policy:

RECOMMENDS: 

That Member countries co-operate across borders 
in the enforcement of laws protecting privacy, tak-
ing appropriate steps to:

e. Improve their domestic frameworks for privacy 
law enforcement to better enable their authori-
ties to co-operate with foreign authorities.

f. Develop effective international mechanisms to 
facilitate cross-border privacy law enforcement 
co-operation.

g. Provide mutual assistance to one another in the 
enforcement of laws protecting privacy, includ-
ing through notification, complaint referral, in-
vestigative assistance and information sharing, 
subject to appropriate safeguards.

h. Engage relevant stakeholders in discussion and 
activities aimed at furthering co-operation in 
the enforcement of laws protecting privacy.

That Member countries implement this recom-
mendation, as set forth in greater detail in the An-
nex, of which it forms an integral part.

INVITES non-Member economies to take account of 
the recommendation and collaborate with Mem-
ber countries in its implementation. 

INSTRUCTS the Committee for Information, Compu-
ter and Communications Policy to exchange infor-
mation on progress and experiences with respect 



382

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

DATA & PrIvACY

to the implementation of this recommendation, 
review that information, and report to the Council 
within three years of its adoption and thereafter as 
appropriate.

ANNEX

I. DEFINITIONS
1. For the purposes of this recommendation:

a. “Laws Protecting Privacy” means national 
laws or regulations, the enforcement of 
which has the effect of protecting person-
al data consistent with the OECD Privacy 
Guidelines.

b. “Privacy Enforcement Authority” means any 
public body, as determined by each Mem-
ber country, that is responsible for enforcing 
Laws Protecting Privacy, and that has pow-
ers to conduct investigations or pursue en-
forcement proceedings.

II. ObJECTIVES aND SCOPE
2. This recommendation is intended to foster 

international co-operation among Privacy 
Enforcement Authorities to address the chal-
lenges of protecting the personal information 
of individuals wherever the information or in-
dividuals may be located. It reflects a commit-
ment by Member countries to improve their 
enforcement systems and laws where needed 
to increase their effectiveness in protecting pri-
vacy.

3. The main focus of this recommendation is the 
authority and enforcement activity of Privacy 
Enforcement Authorities. However, it is recog-
nised that other entities, such as criminal law 
enforcement authorities, privacy officers in pub-
lic and private organisations and private sector 
oversight groups, also play an important role in 
the effective protection of privacy across bor-
ders, and appropriate co-operation with these 
entities is encouraged.

4. Given that cross-border co-operation can be 
complex and resource-intensive, this recom-
mendation is focused on co-operation with re-
spect to those violations of Laws Protecting Pri-
vacy that are most serious in nature. Important 
factors to consider include the nature of the 
violation, the magnitude of the harms or risks as 
well as the number of individuals affected.

5. Although this recommendation is primarily 
aimed at facilitating co-operation in the en-
forcement of Laws Protecting Privacy govern-

ing the private sector, Member countries may 
also wish to co-operate on matters involving 
the processing of personal data in the public 
sector.

6. This recommendation is not intended to inter-
fere with governmental activities relating to na-
tional sovereignty, national security, and public 
policy (“ordre public”).

III. DOmESTIC mEaSURES TO ENabLE 
CO-OPERaTION
7. In order to improve cross-border co-operation 

in the enforcement of Laws Protecting Privacy, 
Member countries should work to develop 
and maintain effective domestic measures that 
enable Privacy Enforcement Authorities to co-
operate effectively both with foreign and other 
domestic Privacy Enforcement Authorities.

8. Member countries should review as needed, 
and where appropriate adjust, their domestic 
frameworks to ensure their effectiveness for 
cross-border co-operation in the enforcement 
of Laws Protecting Privacy.

9. Member countries should consider ways to 
improve remedies, including redress where 
appropriate, available to individuals who suffer 
harm from actions that violate Laws Protecting 
Privacy wherever they may be located.

10. Member countries should consider how, in 
cases of mutual concern, their own Privacy 
Enforcement Authorities might use evidence, 
judgments, and enforceable orders obtained 
by a Privacy Enforcement Authority in another 
country to improve their ability to address the 
same or related conduct in their own countries.

A. Providing effective powers and authority

11. Member countries should take steps to ensure 
that Privacy Enforcement Authorities have the 
necessary authority to prevent and act in a 
timely manner against violations of Laws Pro-
tecting Privacy that are committed from their 
territory or cause effects in their territory. In par-
ticular, such authority should include effective 
measures to:

a. Deter and sanction violations of Laws Pro-
tecting Privacy;

b. Permit effective investigations, including the 
ability to obtain access to relevant informa-
tion, relating to possible violations of Laws 
Protecting Privacy;



383

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

DATA & PrIvACY

c. Permit corrective action to be taken against 
data controllers engaged in violations of 
Laws Protecting Privacy.

B. Improving the ability to co-operate

12. Member countries should take steps to improve 
the ability of their Privacy Enforcement Authori-
ties to co-operate, upon request and subject to 
appropriate safeguards, with foreign Privacy En-
forcement Authorities, including by:

a. Providing their Privacy Enforcement Au-
thorities with mechanisms to share relevant 
information with foreign authorities relating 
to possible violations of Laws Protecting Pri-
vacy;

b. Enabling their Privacy Enforcement Authori-
ties to provide assistance to foreign authori-
ties relating to possible violations of their 
Laws Protecting Privacy, in particular with re-
gard to obtaining information from persons; 
obtaining documents or records; or locating 
or identifying organisations or persons in-
volved or things.

IV. INTERNaTIONaL CO-OPERaTION
13. Member countries and their Privacy Enforce-

ment Authorities should co-operate with each 
other, consistent with the provisions of this 
recommendation and national law, to address 
cross-border aspects arising out of the enforce-
ment of Laws Protecting Privacy. Such co-oper-
ation may be facilitated by appropriate bilateral 
or multilateral enforcement arrangements.

A. Mutual assistance

14. Privacy Enforcement Authorities requesting 
assistance from Privacy Enforcement Authori-
ties in other Member countries in procedural, 
investigative and other matters involved in the 
enforcement of Laws Protecting Privacy across 
borders should take the following into account:

a. requests for assistance should include suf-
ficient information for the requested Privacy 
Enforcement Authority to take action. Such 
information may include a description of the 
facts underlying the request and the type of 
assistance sought, as well as an indication 
of any special precautions that should be 
taken in the course of fulfilling the request.

b. requests for assistance should specify the 
purpose for which the information request-
ed will be used.

c. Prior to requesting assistance, a Privacy 
Enforcement Authority should perform a 
preliminary inquiry to ensure that the re-
quest is consistent with the scope of this 
recommendation and does not impose an 
excessive burden on the requested Privacy 
Enforcement Authority.

15. The requested Privacy Enforcement Author-
ity may exercise its discretion to decline the 
request for assistance, or limit or condition its 
co-operation, in particular where it is outside 
the scope of this recommendation, or more 
generally where it would be inconsistent with 
domestic laws, or important interests or priori-
ties. The reasons for declining or limiting assist-
ance should be communicated to the request-
ing authority.

16. Privacy Enforcement Authorities requesting and 
receiving assistance on enforcement matters 
should communicate with each other about 
matters that may assist ongoing investigations.

17. Privacy Enforcement Authorities should, as ap-
propriate, refer complaints or provide notice of 
possible violations of the Laws Protecting Pri-
vacy of other Member countries to the relevant 
Privacy Enforcement Authority.

18. In providing mutual assistance, Privacy Enforce-
ment Authorities should:

a. refrain from using non-public information 
obtained from another Privacy Enforcement 
Authority for purposes other than those 
specified in the request for assistance;

b. Take appropriate steps to maintain the 
confidentiality of non-public information 
exchanged and respect any safeguards 
requested by the Privacy Enforcement Au-
thority that provided the information;

c. Co-ordinate their investigations and en-
forcement activity with that of Privacy En-
forcement Authorities in other member 
countries to promote more effective en-
forcement and avoid interference with on-
going investigations;

d. Use their best efforts to resolve any disa-
greements related to co-operation that may 
arise.

B. Engaging in collective initiatives to support mu-
tual assistance

19. Member countries should designate a national 
contact point for co-operation and mutual 
assistance under this recommendation and 
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provide this information to the OECD Secretary-
General. The designation of the contact point is 
intended to complement rather than replace 
other channels for co-operation. Updated in-
formation regarding Laws Protecting Privacy 
should also be provided to the OECD Secretary-
General, who will maintain a record of informa-
tion about the laws and contact points for the 
benefit of all Member countries.

20. Privacy Enforcement Authorities should share 
information on enforcement outcomes to im-
prove their collective understanding of how 
privacy law enforcement is conducted.

21. Member countries should foster the establish-
ment of an informal network of Privacy En-
forcement Authorities and other appropriate 
stakeholders to discuss the practical aspects of 
privacy law enforcement co-operation, share 
best practices in addressing cross-border chal-
lenges, work to develop shared enforcement 
priorities, and support joint enforcement initia-
tives and awareness raising campaigns.

C. Co-operating with other authorities and stake-
holders

22. Member countries should encourage Privacy 
Enforcement Authorities to consult with:

a. Criminal law enforcement authorities to 
identify how best to co-operate in relation 
to privacy matters of a criminal nature for 
the purpose of protecting privacy across 
borders most effectively;

b. Privacy officers in public and private organi-
sations and private sector oversight groups 
on how they could help resolve privacy-
related complaints at an early stage with 
maximum ease and effectiveness;

c. Civil society and business on their respective 
roles in facilitating cross-border enforce-
ment of Laws Protecting Privacy, and in par-
ticular in helping raise awareness among in-
dividuals on how to submit complaints and 
obtain remedies, with special attention to 
the cross-border context. recommendation 
of the Council on the Protection of Critical 
Information Infrastructures [C(2008)35]3

Having regard to Article 5 b) of the Convention on 

3 This Recommendation was developed by the OECD 
Committee for Information, Computer and Communica-
tion Policy (ICCP Committee), and its Working Party on 
Information Security and Privacy. The Recommendation 
was adopted by the OECD Council at its 1172nd Session on 
30 April 2008.

the Organisation for Economic Co-operation and 
Development of 14 December 1960; 

Having regard to the recommendation of the Coun-
cil concerning Guidelines for the Security of Infor-
mation Systems and Networks - Towards a Culture 
of Security [C(2002)131], hereinafter the “Security 
Guidelines”;  Critical Information Infrastructure

Having regard to the resolution 58/199 adopted by 
the General Assembly of the United Nations on the 
creation of a global culture of cyber security and the 
protection of critical information infrastructures; 

Recognizing that the functioning of our economies 
and societies increasingly relies on information sys-
tems and networks that are interconnected and in-
terdependent, domestically and across borders; that 
a number of those systems and networks are of na-
tional critical importance; and that their protection 
is a priority area for national policy and international 
cooperation; 

Recognizing that in order to improve the protection 
of domestic and cross-border critical information in-
frastructures, Member countries need to share their 
knowledge and experience in developing policies 
and practices and cooperate more closely between 
themselves as well as with non Member economies; 

Recognizing that the protection of critical informa-
tion infrastructures requires coordination domesti-
cally and across borders with the private sector own-
ers and operators of such infrastructures, hereinafter 
the “private sector”; 

On the proposal of the Committee for Information, 
Computer and Communication Policy: 

AGREES that: 

For the purposes of this recommendation, critical 
information infrastructures, hereinafter “CII”, should 
be understood as referring to those interconnected 
information systems and networks, the disruption or 
destruction of which would have a serious impact 
on the health, safety, security, or economic well-
being of citizens, or on the effective functioning of 
government or the economy; 

National CII are identified through a risk assessment 
process and typically include one or more of the fol-
lowing:

• Information components supporting critical 
infrastructures, and/or

• Information infrastructures supporting es-
sential components of government business; 
and/or
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• Information infrastructures essential to the 
national economy.

RECOMMENDS that: 

Member countries introduce and maintain an ef-
fective framework to implement the OECD Security 
Guidelines in relation to the protection of CII, taking 
into account the specific policy and operational 
guidance set out herein; 

PaRT I 
PROTECTION OF CRITICaL INFORmaTION 
INFRaSTRUCTURES aT THE DOmESTIC 
LEVEL 
Member countries should: 

23. Demonstrate government leadership and com-
mitment to protect CII by:

• Adopting clear policy objectives at the 
highest level of government.

• Identifying government agencies and 
organizations with responsibility and au-
thority to implement these policy objec-
tives.

• Consulting with private sector owners 
and operators of CII to establish mutual 
cooperation for the implementation of 
these objectives.

• Ensuring transparency on the delega-
tions of responsibility to government au-
thorities and agencies to facilitate closer 
co-operation within the government and 
with the private sector.

• Systematically reviewing policy and legal 
frameworks and self-regulatory schemes 
which may apply to CII, including those 
addressing cross-border threats, to assess 
the need to enhance their implementa-
tion, to amend them or to develop new 
instruments.

• Taking steps, where appropriate, to en-
hance the security level of components 
of information system and networks that 
constitute CII.

24. Manage risks to CII by:

• Developing a national strategy that gains 
commitment from all those concerned, 
including the highest levels of govern-
ment and the private sector.

• Taking into consideration interdepend-

encies.

• Conducting a risk assessment based on 
the analysis of vulnerabilities and the 
threats to the CII, in order to protect econ-
omies and societies against the impacts 
of highest national concern.

• Developing, on the basis of the assess-
ment, and periodically reviewing a na-
tional risk management process that sets 
out the detailed organisation, tools and 
monitoring mechanisms required to im-
plement the risk management strategy at 
every level, including:

• The appropriate organizational struc-
ture to provide guidelines and promote 
good security practices at the national 
level and to manage and monitor 
progress, as well as a complete set of 
processes to ensure preparedness, 
including prevention, protection, re-
sponse and recovery from natural and 
malicious threats.

• A system of measurement to evaluate 
and appraise measures in place (includ-
ing exercises and tests as appropriate) 
and allow for feedback and continuous 
update.

• Developing an incident response capabil-
ity, such as a computer security incident 
response team (CErT/CSIrTs), in charge 
of monitoring, warning, alerting and car-
rying out recovery measures for CII; and 
mechanisms to foster closer cooperation 
and communications among those in-
volved in incident response.

25. Work in partnership with the private sector by:

• Establishing trusted public-private part-
nerships with a focus on risk manage-
ment, incident response and recovery.

• Enabling mutual and regular exchange of 
information by establishing information 
sharing arrangements that acknowledge 
the sensitivity of certain information.

• Fostering innovation through public-pri-
vate research and development projects 
focused on the improvement of the se-
curity of CII and as appropriate, sharing 
these innovations across borders.
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PaRT II 
PROTECTING CRITICaL INFORmaTION 
INFRaSTRUCTURES aCROSS bORDERS 
Member countries should cooperate among them-
selves and with the private sector at the strategy, 
policy and operational levels to ensure the protec-
tion of CII against events and circumstances beyond 
the capacity of individual countries to address alone. 

They should in particular proactively engage in bi-
lateral and multilateral cooperation at regional and 
global levels with a view to:

1. Share knowledge and experience with respect 
to the development of domestic policies and 
practices and to models for coordinating with 
private sector owners and operators of critical 
information infrastructures.

2. Develop a common understanding of:

• risk management applicable to cross-
border dependencies and inter-depend-
encies.

• Generic vulnerabilities, threats and im-
pacts on the CII, to facilitate collective ac-
tion to address those that are widespread, 
such as security flaws and malicious soft-
ware, as well as to improve risk manage-
ment strategies and policies.

3. Make available information regarding the na-
tional agencies involved in the protection of 
CII, their roles and responsibilities, to facilitate 
identification of counterparts and improve the 
timeliness of cross border action.

4. Acknowledge the value of participation in inter-
national or regional networks for watch, warn-
ing and incident response, to enable robust 
information sharing and coordination at the 
operational level, as well as to better manage 
crisis in case of an incident developing across 
borders.

5. Support cross-border collaboration for, and in-
formation sharing on, public-private research 
and development for the protection of CII.

INVITES: Member countries to disseminate this rec-
ommendation throughout the public and private 
sectors, including governments, businesses and 
other international organisations to encourage all 
relevant participants to take the necessary steps for 
the protection of CII; 

Non-Member economies to take account of this 
recommendation and collaborate with Member 

countries in its implementation; 

INSTRUCTS the OECD Committee for Information, 
Computer and Communication Policy to: 

Promote the implementation of this recommenda-
tion and review it every five years to foster interna-
tional co-operation on issues relating to the protec-
tion of CII.
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OSCE Ministerial Council 
Decision No. 3/04 
“Combating the Use of 
the Internet for Terrorist 
Purposes” (2004)
THE MINISTErIAL COUNCIL,

Recognizing United Nations Security Council reso-
lutions 1373 (2001) and 1566 (2004) as milestones 
of the international legal framework for the fight 
against terrorism, terrorist uses of internet

Determined to further intensify efforts in the im-
plementation of existing OSCE commitments on 
combating terrorism, as reflected in the OSCE Char-
ter on Preventing and Combating Terrorism, Porto 
Ministerial Council Decision No. 1 on implementing 
the OSCE commitments and activities on combat-
ing terrorism, the Bucharest Plan of Action for Com-
bating Terrorism and the OSCE Strategy to Address 
Threats to Security and Stability in the Twenty-First 
Century,

Recalling the Council of Europe Convention on 
Cybercrime (November 2001), and other relevant 
works developed in this forum, as well as the results 
of the Council of Europe Conference on the Chal-
lenge of Cybercrime,

Recalling the OSCE Meeting on the relationship Be-
tween racist, Xenophobic and Anti-Semitic Propa-
ganda on the Internet and Hate Crimes (Paris, 15 and 
16 June 2004),

Concerned by the extent of use of the Internet by 
terrorist organizations:

• To identify and to recruit potential members,

• To collect and transfer funds,

• To organize terrorist acts,

• To incite terrorist acts in particular through 
the use of propaganda,

Decides that participating States will exchange in-
formation on the use of the Internet for terrorist 
purposes and identify possible strategies to combat 
this threat, while ensuring respect for international 
human rights obligations and standards, including 
those concerning the rights to privacy and freedom 
of opinion and expression;

Tasks the Secretary General to organize in 2005, in 
co-operation with Interpol and other interested 
international organizations, an expert workshop to 

exchange information on the extent of this threat, 
as well as on the existing legal framework and insti-
tutional tools, and

to consider concrete measures to enhance interna-
tional co-operation on this issue.
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OSCE Ministerial Council 
Decision No. 7/06 
”Countering the Use of 
the Internet for Terrorist 
Purposes” (2006)
THE MINISTErIAL COUNCIL,

Recalling its previous decision on this issue (MC.
DEC/3/04),

Remaining gravely concerned with the growing use 
of the Internet for terrorist purposes as outlined in 
the aforementioned decision and beyond,

Reaffirming in this context the importance of fully 
respecting the right to freedom of opinion and 
freedom of expression, which include the freedom 
to seek, receive and impart information, which are 
vital to democracy and in fact are strengthened by 
the Internet (PC.DEC/633 of 11 November 2004) and 
the rule of law,

Recognizing that United Nations Security Coun-
cil resolution 1624 (2005) calls upon States to take 
measures that are necessary and appropriate, and 
in accordance with their obligations under interna-
tional law, to prohibit by law incitement to commit 
a terrorist act or acts and to prevent such conduct,

Reaffirming our commitments under the United 
Nations Global Counter-Terrorism Strategy, in par-
ticular “to coordinate efforts at the international and 
regional level to counter terrorism in all its forms and 
manifestations on the Internet” and “to use the Inter-
net as a tool for countering the spread of terrorism, 
while recognizing that States may require assistance 
in this regard”,

Noting the observation in the report by the UN 
Counter-Terrorism Committee (S/2006/737 of 15 
September 2006) that several States reported they 
are studying the application of the prohibition on in-
citement in their national legislation to the Internet,

Noting recent developments, in particular the Coun-
cil of Europe Convention on the Prevention of Ter-
rorism, regarding the obligations of States parties to 
this Convention to criminalize public provocation 
to commit a terrorist offence and recruitment and 
training for terrorism,

Recalling the Council of Europe’s Convention on Cy-
bercrime (2001), the only legally binding multilateral 
instrument that specifically addresses cybercrime 
by, inter alia providing for a common legal frame-
work for international co-operation between States 

parties to this Convention in combating cybercrime, 
and its Additional Protocol concerning the crimi-
nalization of acts of a racist and xenophobic nature 
committed through computer systems,

Recognizing the commitment by the G8 Summit 
(St. Petersburg, russian Federation, 16 July 2006) to 
effectively counter attempts to misuse cyberspace 
for terrorist purposes, including incitement to com-
mit terrorist acts, to communicate and plan terrorist 
acts, as well as recruitment and training of terror-
ists, and in particular noting the role of the G8 24/7 
Computer Crime Network for countering criminal 
conduct in cyberspace,

Recalling the results of the OSCE Special Meeting on 
the relationship between racist, Xenophobic and 
Anti-Semitic Propaganda on the Internet and Hate 
Crimes (Paris, 15 and 16 June 2004), as well as the 
outcomes of the OSCE Expert Workshop on Com-
bating the Use of the Internet for Terrorist Purposes 
(vienna, 13 and 14 October 2005) and the OSCE-
Council of Europe Expert Workshop on Preventing 
Terrorism: Fighting Incitement and related Terror-
ist Activities (vienna, 19 and 20 October 2006), and 
relevant work done by the OSCE Secretariat and 
institutions, in particular by the representative on 
Freedom of the Media and the ODIHr,

Taking into account different national approaches to 
defining “illegal” and “objectionable” content and 
different methods of dealing with illegal and objec-
tionable content in cyberspace, such as the possible 
use of intelligence collected from Internet traffic and 
content to closing websites of terrorist organiza-
tions and their supporters,

Concerned with continued hacker attacks, which 
though not terrorism related, still demonstrate exist-
ing expertise in the field and thus providing a pos-
sibility of terrorist cyber attacks against computer 
systems, affecting the work of critical infrastructures, 
financial institutions or other vital networks,

1. Decides to intensify action by the OSCE and its 
participating States, notably by enhancing in-
ternational co-operation on countering the use 
of the Internet for terrorist purposes;

2. Calls on participating States to consider taking 
all appropriate measures to protect vital criti-
cal information infrastructures and networks 
against the threat of cyber attacks;

3. Calls on participating States to consider becom-
ing party to and to implement their obligations 
under the existing international and regional 
legal instruments, including the Council of Eu-
rope’s Conventions on Cybercrime (2001) and 
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on the Prevention of Terrorism (2005);

4. Encourages participating States to join the G8 
24/7 Computer Crime Network and to nomi-
nate an appropriate unit/contact person for 
this network for the purpose of streamlining 
international law enforcement co-operation on 
combating the criminal misuse of cyberspace 
and in criminal cases that involve electronic evi-
dence, as appropriate;

5. Calls on participating States, when requested 
to deal with content that is illegal under their 
national legislation and is hosted within their ju-
risdiction, to take all appropriate action against 
such content and to co-operate with other 
interested States, in accordance with their na-
tional legislation and the rule of law, and in line 
with their international obligations, including 
international human rights law;

6. Invites participating States to increase their 
monitoring of websites of terrorist/violent ex-
tremist organizations and their supporters and 
to invigorate their exchange of information in 
the OSCE and other relevant fora on the use of 
the Internet for terrorist purposes and measures 
taken to counter it, in line with national legisla-
tion, while ensuring respect for international 
human rights obligations and standards, in-
cluding those concerning the rights to privacy 
and freedom of opinion and expression, and 
the rule of law. Duplication of efforts with ongo-
ing activities in other international fora should 
be avoided;

7. recommends participating States to explore 
the possibility of more active engagement of 
civil society institutions and the private sector in 
preventing and countering the use of the Inter-
net for terrorist purposes;

8. Encourages participating States to participate 
in the May 2007 “OSCE political conference on 
public-private partnership in countering terror-
ism” in vienna that will focus on the vital role the 
private sector, including businesses, civil society 
and the media, can play in co-operating with 
governments to prevent and combat terrorism;

9. Tasks the Secretary General to promote, notably 
through the OSCE Counter-Terrorism Network, 
the exchange of information on the threat 
posed by the use of the Internet for terrorist 
purposes, including incitement, recruitment, 
fund raising, training, targeting and planning 
terrorist acts, and on legislative and other meas-
ures taken to counter this threat.

Parliamentary Assembly 
“Astana” Resolution on 
Cyber Security and Cyber 
Crime (2008)
July 1, 2008 cyber security in general

10. Recalling that in the contemporary world armed 
conflicts are not the only breeding ground for 
threats against States and citizens,

11. Recognizing the essential role of co-operation 
between all governments in order to success-
fully cope with modern security risks,

12. Underlining the fact that cyber attacks have be-
come a serious security threat, which cannot be 
underestimated,

13. Recognizing that cyber attacks can be a great 
challenge to governments, because they may 
destabilize society, jeopardize the availability of 
public services and the functioning of vital state 
infrastructure,

14. Reiterating that any country which relies exten-
sively on information and communication tech-
nology may fall victim to cyber crime,

15. Welcoming the discussions in international fora 
on how to respond effectively to the abuse of 
cyber space for criminal and in particular terror-
ist purposes,

16. Recognizing that cyber security and cyber crime 
have become a matter of substantial concern to 
inter alia the Council of Europe, the EU, NATO 
and the UN General Assembly,

17. Reaffirming the role of the OSCE as a regional ar-
rangement under Chapter vIII of the UN Charter 
and a key instrument for early warning, conflict 
prevention, crisis management and post-con-
flict rehabilitation in its area,

18. Reiterating its concern over the persistence of 
cyber attacks in various places of the OSCE area,

19. Recognizing the previous work done in the 
OSCE with respect to various aspects of cyber 
security and cyber crime, and in particular re-
lated to terrorist use of the Internet,

20. Underlining the urgent need for the interna-
tional community to increase co-operation and 
information exchange in the field of cyber se-
curity and cyber crime, because only with joint 
and coordinated efforts is it possible to effec-
tively respond to the threats originating from 
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cyber space,

21. Stressing that the Council of Europe Conven-
tion on Cybercrime of 2001 is the only legally 
binding multilateral instrument specifically ad-
dressing computer-related crime, but that it has 
been ratified by only 22 States,

22. Welcoming the discussions and decisions initi-
ated by NATO, the Parliamentary Assembly of 
the Council of Europe, and elsewhere,

23. Welcoming the fact that several OSCE participat-
ing States have already developed and adopted 
countermeasures against various kinds of cyber 
threats,

24. Emphasizing the commitment of OSCE partici-
pating States to respect and foster the princi-
ples of international law,

The OSCE Parliamentary Assembly:

25. Expresses its regret that the international com-
munity has not been able to agree on specific 
countermeasures against cyber threats so far;

26. Urges the parliamentarians of the OSCE par-
ticipating States to intensify their efforts in 
convincing the parliaments and governments 
in their countries that threats originating from 
cyber space are one of the most serious security 
challenges of present time, which can jeopard-
ize the way of life of modern societies and the 
whole of civilization;

27. Urges governments to condemn cyber attacks 
on a moral basis, as analogous to trafficking in 
human beings or to intellectual property piracy, 
and to create universal rules of conduct in cyber 
space;

28. Maintains that the results of a cyber attack 
against vital state infrastructure do not differ in 
nature from those of a conventional aggressive 
act;

29. Urges OSCE participating States and all other 
members of the international community to 
consider joining the Council of Europe Conven-
tion on Cybercrime and unconditionally follow 
its provisions;

30. Urges OSCE participating States to consider 
joining also the Council of Europe Convention 
on the Prevention of Terrorism which offers 
additional instruments for preventing cyber at-
tacks by terrorist groups and use of the Internet 
for terrorist purposes;

31. Draws attention to the need to revise existing 

legal acts concerning cyber security and cyber 
crime and to find supplementary means, includ-
ing harmonisation of the relevant legislation of 
States, and to make international co-operation 
in the field of cyber security and cyber crime 
more efficient;

32. Urges all parties involved to search, in good 
faith, for negotiated solutions in the field of cy-
ber security and cyber crime in order to achieve 
a comprehensive and lasting settlement which 
shall be based on the norms and principles of 
international law;

33. Calls upon all parties to make full use of available 
mechanisms and formats for dialogue in a con-
structive spirit;

34. Supports all efforts to enhance information ex-
change on relevant experiences and best prac-
tices, involving also relevant actors from the 
private sector and civil society, and to establish 
public-private partnerships in this regard;

35. Encourages OSCE participating States to devel-
op, adopt and implement national action plans 
on cyber security and cyber crime;

36. Recommends that the OSCE could function as 
a regional mechanism supporting, coordinat-
ing and reviewing the development and im-
plementation of national activities in this field, 
building on and furthering previous activities 
related to various aspects of cyber security and 
cyber crime;

37. Urges OSCE participating States to adopt an-
ticipatory measures in order to prevent security 
incidents, to increase the security awareness of 
information and communication technology 
users;

38. Stresses the need to analyse the sufficiency of 
existing measures and to supplement them ac-
cording to the experience gained;

39. Welcomes the proposal to hold a conference or 
a round-table for OSCE parliamentarians, taking 
into account and building on previously held 
OSCE events related to various aspects of cyber 
security and cyber crime, to gain, through the 
help of experts, detailed information on all rel-
evant aspects of the issue;

40. Asks the representatives of OSCE participating 
States to forward this resolution to the govern-
ments and parliaments of their countries.
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Guidelines for 
the regulation of 
computerized personal 
data files (Regulation 
44/132 of 5 December 
1989)
The General Assembly, 

Bearing in mind Commission on Human rights 
resolu tion 1989/43 of 6 March 1989 and Economic 
and Social Council resolution 1989/78 of 24 May 
1989, entitled “Guidelines on the use of computer-
ized personal data files”, DATA & PRIVACY

1. Expresses its appreciation to the Special rappor-
teur of the Sub-Commission on Prevention of 
Discrimination and Protection of Minorities, Mr. 
Louis Joinet, for his re port on the draft guide-
lines for the regulation of comput erized per-
sonal data files;1

2. Conveys its thanks to the Governments that 
have communicated to the Secretary-General 
their comments and suggestions on the draft 
guidelines;2

3. Invites the Special rapporteur to submit to the 
Commission on Human rights at its forty-sixth 
session a revised version of the draft guidelines, 
taking into account, inter alia, those comments 
and suggestions;

4. Requests the Commission on Human rights to 
ex amine the revised draft guidelines and, once 
it has exam ined and, if necessary, modified 
them, to transmit them, through the Economic 
and Social Council, to the General Assembly at 
its forty-fifth session for final adoption.

1  E/CN.4/Sub.2/1988/22
2  See A/44/606 and Add. l

Guidelines for 
the regulation of 
computerized personal 
data tiles (Resolution 
45/95 of 14 December 
1990)
The General Assembly,

Recalling its resolution 44/132 of 15 December 1989,

Bearing in mind Commission on Human rights reso-
lution 1990/42 of 6 March 1990 and Economic and 
So cial Council resolution 1990/38 of 25 May 1990, 
entitled “Guidelines on the use of computerized 
personal files”,

1. Expresses its appreciation to the Special rappor-
teur of the Sub-Commission on Prevention of 
Discrim ination and Protection of Minorities, Mr. 
Louis Joinet, for his report containing a revised 
version of the draft guidelines for the regulation 
of computerized personal data files;3

2. Conveys its thanks to the Governments that 
have communicated to the Secretary-General 
their com ments and suggestions4 concerning 
the previous ver sion of the draft guidelines;5

3. Adopts the guidelines for the regulation of com-
puterized personal data files in their revised ver-
sion;

4. Requests Governments to take into account 
those guidelines in their legislation and admin-
istrative regu lations;

5. Requests governmental, intergovernmental and 
non-governmental organizations to respect 
those guidelines in carrying out the activities 
within their field of competence.

3  E/CN.4/1990/72
4  See A/44/606 and Add. 1.
5  E/CN.4/Sub.2/1988/22
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Developments in the 
field of information and 
telecommunications 
in the context of 
international security 
(Resolution 53/70 of 4 
December 1998)
The General Assembly,

Recalling its resolutions on the role of science and 
technology in the context of international secu-
rity, in which, inter alia, it recognized that scientific 
and technological developments could have both 
civilian and military applications and that progress 
in science and technology for civilian applications 
needed to be maintained and encouraged,

Noting that considerable progress has been 
achieved in developing and applying the latest in-
formation technologies and means of telecommu-
nication,

Affirming that it sees in this process the broadest 
positive opportunities for the further development 
of civilization, the expansion of opportunities for 
cooperation for the common good of all States, the 
enhancement of the creative potential of mankind, 
and additional improvements in the circulation of 
information in the global community,

Recalling in this connection the approaches and 
principles outlined at the Information Society and 
Development Conference, held at Midrand, South 
Africa, from 13 to 15 May 1996,

Taking note of the results of the Ministerial Confer-
ence on Terrorism, held in Paris on 30 July 1996, and 
of the recommendations it made,6

Noting that the dissemination and use of informa-
tion technologies and means affect the interests of 
the entire international community and that opti-
mum effectiveness is enhanced by broad interna-
tional cooperation,

Expressing concern that these technologies and 
means can potentially be used for purposes that are 
inconsistent with the objectives of maintaining in-
ternational stability and security and may adversely 
affect the security of States,

Considering that it is necessary to prevent the mis-
use or exploitation of information resources or tech-

6  See A/51/261, annex.

nologies for criminal or terrorist purposes,

1. Calls upon Member States to promote at mul-
tilateral levels the consideration of existing and 
potential threats in the field of information se-
curity;

2. Invites all Member States to inform the Secre-
tary-General of their views and assessments on 
the following questions:

(a) General appreciation of the issues of infor-
mation security;

(b) Definition of basic notions related to infor-
mation security, including unauthorized 
interference with or misuse of information 
and telecommunications systems and infor-
mation resources;

(c) Advisability of developing international 
principles that would enhance the security 
of global information and telecommunica-
tions systems and help to combat informa-
tion terrorism and criminality;

3. Requests the Secretary-General to submit a re-
port to the General Assembly at its fifty-fourth 
session;

4. Decides to include in the provisional agenda of 
its fifty-fourth session an item entitled

“Developments in the field of information and tel-
ecommunications in the context of international 
security”.
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Developments in the 
field of information and 
telecommunications 
in the context of 
international security 
(Resolution 54/49 of 1 
December 1999)
The General Assembly,

Recalling its resolution 53/70 of 4 December 1998,

Recalling also its resolutions on the role of science 
and technology in the context of international se-
curity, in which, inter alia, it recognized that scientific 
and technological developments could have both 
civilian and military applications and that progress 
in science and technology for civilian applications 
needed to be maintained and encouraged,

Noting that considerable progress has been 
achieved in developing and applying the latest in-
formation technologies and means of telecommu-
nication, cyber security in general

Affirming that it sees in this process the broadest 
positive opportunities for the further development 
of civilization, the expansion of opportunities for 
cooperation for the common good of all States, the 
enhancement of the creative potential of mankind 
and additional improvements in the circulation of 
information in the global community,

Recalling in this connection the approaches and 
principles outlined at the Information Society and 
Development Conference, held at Midrand, South 
Africa, from 13 to 15 May 1996,

Taking note of the results of the Ministerial Confer-
ence on Terrorism, held in Paris on 30 July 1996, and 
of the recommendations it made,7

Noting that the dissemination and use of informa-
tion technologies and means affect the interests of 
the entire international community and that opti-
mum effectiveness is enhanced by broad interna-
tional cooperation,

Expressing concern that these technologies and 
means can potentially be used for purposes that are 
inconsistent with the objectives of maintaining in-
ternational stability and security and may adversely 
affect the security of States in both civilian and mili-
tary fields,

7  A/51/261, annex.

Considering that it is necessary to prevent the mis-
use or exploitation of information resources or tech-
nologies for criminal or terrorist purposes,

Noting the contribution of those Member States 
that have submitted their assessments on issues of 
information security to the Secretary-General pursu-
ant to paragraphs 1 to 3 of resolution 53/70,

Taking note of the report of the Secretary-General 
containing those assessments,8

Welcoming the timely initiative taken by the Sec-
retariat and the United Nations Institute for Disar-
mament research in convening an international 
meeting of experts at Geneva in August 1999 on de-
velopments in the field of information and telecom-
munications in the context of international security,

Considering that the assessments of Member States 
contained in the report of the Secretary-General and 
the international meeting of experts have contrib-
uted to a better understanding of the substance of 
issues of international information security, related 
notions and possible measures to limit the threats 
emerging in this field,

1. Calls upon Member States to promote further at 
multilateral levels the consideration of existing 
and potential threats in the field of information 
security;

2. Invites all Member States to continue to inform 
the Secretary-General of their views and assess-
ments on the following questions:

(a) General appreciation of the issues of infor-
mation security;

(b) Definition of basic notions related to infor-
mation security, including unauthorized 
interference with or misuse of information 
and telecommunications systems and infor-
mation resources;

(c) Advisability of developing international 
principles that would enhance the security 
of global information and telecommunica-
tions systems and help to combat informa-
tion terrorism and criminality;

3. Requests the Secretary-General to submit a 
report to the General Assembly at its fifty-fifth 
session;

4. Decides to include in the provisional agenda of 
its 55th session the item entitled “Developments 
in the field of information and telecommunica-
tions in the context of international security”.

8  A/54/213.
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Developments in the 
field of information and 
telecommunications 
in the context of 
international security 
(Resolution 55/28 of 20 
November 2000)
The General Assembly,

Recalling its resolutions 53/70 of 4 December 1998 
and 54/49 of 1 December 1999,

Recalling also its resolutions on the role of science 
and technology in the context of international se-
curity, in which, inter alia, it recognized that scientific 
and technological developments could have both 
civilian and military applications and that progress 
in science and technology for civilian applications 
needed to be maintained and encouraged,

Noting that considerable progress has been 
achieved in developing and applying the latest in-
formation technologies and means of telecommu-
nication,

Affirming that it sees in this process the broadest 
positive opportunities for the further development 
of civilization, the expansion of opportunities for 
cooperation for the common good of all States, the 
enhancement of the creative potential of mankind 
and additional improvements in the circulation of 
information in the global community,

Recalling in this connection the approaches and 
principles outlined at the Information Society and 
Development Conference, held at Midrand, South 
Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Confer-
ence on Terrorism, held in

Paris on 30 July 1996, and the recommendations it 
made,9

Noting that the dissemination and use of informa-
tion technologies and means affect the interests of 
the entire international community and that opti-
mum effectiveness is enhanced by broad interna-
tional cooperation,

Expressing concern that these technologies and 
means can potentially be used for purposes that are 
inconsistent with the objectives of maintaining in-

9  See A/51/261, annex.

ternational stability and security and may adversely 
affect the security of States in both civil and military 
fields,

Noting the contribution of those Member States 
that have submitted their assessments on issues of 
information security to the Secretary-General pursu-
ant to paragraphs 1 to 3 of resolutions 53/70 and 
54/49,

Taking note of the reports of the Secretary-General 
containing those assessments,10

Welcoming the initiative taken by the Secretariat 
and the United Nations Institute for Disarmament 
research in convening an international meeting of 
experts at Geneva in August 1999 on developments 
in the field of information and telecommunications 
in the context of international security, as well as its 
results,

Considering that the assessments of the Member 
States contained in the reports of the Secretary-
General and the international meeting of experts 
have contributed to a better understanding of the 
substance of issues of international information se-
curity and related notions,

1. Calls upon Member States to promote further at 
multilateral levels the consideration of existing 
and potential threats in the field of information 
security, as well as possible measures to limit 
the threats emerging in this field;

2. Considers that the purpose of such measures 
could be served through the examination of rel-
evant international concepts aimed at strength-
ening the security of global information and tel-
ecommunications systems;

3. Invites all Member States to continue to inform 
the Secretary-General of their views and assess-
ments on the following questions:

(a) General appreciation of the issues of infor-
mation security;

(b) Definition of basic notions related to infor-
mation security, including unauthorized 
interference with or misuse of information 
and telecommunications systems and infor-
mation resources;

(c) The content of the concepts mentioned in 
paragraph 2 of the present resolution;

4. Requests the Secretary-General to submit a re-
port based on replies received from Member 
States to the General Assembly at its fifty-sixth 

10  A/54/213 and A/55/140 and Corr.1 and Add.1.
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session;

5. Decides to include in the provisional agenda of 
its fifty-sixth session the item entitled “Develop-
ments in the field of information and telecom-
munications in the context of international 
security”.

Combating the criminal 
misuse of information 
technologies (Resolution 
55/63 of 4 December 
2000)
The General Assembly,

Recalling the United Nations Millennium 
Declaration,11 in which Member States resolved to 
ensure that the benefits of new technologies, es-
pecially information and communication technolo-
gies, in conformity with recommendations con-
tained in the Ministerial Declaration of the high-level 
segment of the substantive session of 2000 of the 
Economic and Social Council,12 are available to all,

Recalling also its resolution 45/121 of 14 December 
1990, in which it endorsed the recommendations of 
the Eighth United Nations Congress on the Preven-
tion of Crime and the Treatment of Offenders,13 and 
noting in particular the resolution on computer-re-
lated crimes,14 in which the Eighth Congress called 
upon States to intensify their efforts to combat com-
puter-related abuses more effectively, crime

Emphasizing the contributions that the United 
Nations, in particular the Commission on Crime 
Prevention and Criminal Justice, can make in the 
promotion of more efficient and effective law en-
forcement and administration of justice and of the 
highest standards of fairness and human dignity,

Recognizing that the free flow of information can 
promote economic and social development, edu-
cation and democratic governance,

Noting significant advancements in the develop-
ment and application of information technologies 
and means of telecommunication,

Expressing concern that technological advance-
ments have created new possibilities for criminal ac-
tivity, in particular the criminal misuse of information 
technologies,

Noting that reliance on information technologies, 
while it may vary from State to State, has resulted 

11 See resolution 55/2.
12 See A/55/3, chap. III. For the final text, see Official Records 

of the General Assembly, Fifty-fifth Session, Supplement 
No. 3.

13 Eighth United Nations Congress on the Prevention of 
Crime and the Treatment of Offenders, Havana, 27 Au-
gust–7 September 1990: report prepared by the Secretariat 
(United Nations publication, Sales No. E.91.IV.2), chap I.

14 Ibid., sect. C, resolution 9.
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in a substantial increase in global cooperation and 
coordination, with the result that the criminal mis-
use of information technologies may have a grave 
impact on all States,

Recognizing that gaps in the access to and use of in-
formation technologies by States can diminish the 
effectiveness of international cooperation in com-
bating the criminal misuse of information technolo-
gies, and noting the need to facilitate the transfer of 
information technologies, in particular to develop-
ing countries,

Noting the necessity of preventing the criminal mis-
use of information technologies,

Recognizing the need for cooperation between 
States and private industry in combating the crimi-
nal misuse of information technologies,

Underlining the need for enhanced coordination 
and cooperation among States in combating the 
criminal misuse of information technologies, and, in 
this context, stressing the role that can be played by 
both the United Nations and regional organizations,

Welcoming the work of the Tenth United Nations 
Congress on the Prevention of Crime and the Treat-
ment of Offenders,15

Noting the work of the Committee of Experts on 
Crime in Cyberspace of the Council of Europe on 
a draft convention on cybercrime, the principles 
agreed to by the Ministers of Justice and the Interior 
of the Group of Eight in Washington, D.C., on 10 De-
cember 1997, which were endorsed by the heads of 
State of the Group of Eight in Birmingham, United 
Kingdom of Great Britain and Northern Ireland, on 17 
May 1998, the work of the Conference of the Group 
of Eight on a dialogue between government and 
industry on safety and confidence in cyberspace, 
held in Paris from 15 to 17 May 2000, and the recom-
mendations approved on 3 March 2000 by the Third 
Meeting of Ministers of Justice or of Ministers or At-
torneys General of the Americas, convened in San 
José, Costa rica, from 1 to 3 March 2000 within the 
framework of the Organization of American States,16

1. Notes with appreciation the efforts of the above-
mentioned bodies to prevent the criminal mis-
use of information technologies, and also notes 
the value of, inter alia, the following measures to 
combat such misuse:

15 See Tenth United Nations Congress on the Prevention of 
Crime and the Treatment of Offenders, Vienna, 10–17 April 
2000: report prepared by the Secretariat (United Nations 
publication, Sales No. E.00.IV.8).

16 See REMJA-III/doc.14/00 rev. 2, chap. IV.

(a) States should ensure that their laws and 
practice eliminate safe havens for those who 
criminally misuse information technologies;

(b) Law enforcement cooperation in the inves-
tigation and prosecution of international 
cases of criminal misuse of information 
technologies should be coordinated among 
all concerned States;

(c) Information should be exchanged between 
States regarding the problems that they 
face in combating the criminal misuse of 
information technologies;

(d) Law enforcement personnel should be 
trained and equipped to address the crimi-
nal misuse of information technologies;

(e) Legal systems should protect the confiden-
tiality, integrity and availability of data and 
computer systems from unauthorized im-
pairment and ensure that criminal abuse is 
penalized;

(f ) Legal systems should permit the preserva-
tion of and quick access to electronic data 
pertaining to particular criminal investiga-
tions;

(g) Mutual assistance regimes should ensure 
the timely investigation of the criminal mis-
use of information technologies and the 
timely gathering and exchange of evidence 
in such cases;

(h) The general public should be made aware of 
the need to prevent and combat the crimi-
nal misuse of information technologies;

(i) To the extent practicable, information tech-
nologies should be designed to help to 
prevent and detect criminal misuse, trace 
criminals and collect evidence;

(j) The fight against the criminal misuse of in-
formation technologies requires the devel-
opment of solutions taking into account 
both the protection of individual freedoms 
and privacy and the preservation of the ca-
pacity of Governments to fight such criminal 
misuse;

2. Invites States to take into account the above-
mentioned measures in their efforts to combat 
the criminal misuse of information technolo-
gies;

3. Decides to maintain the question of the crimi-
nal misuse of information technologies on the 
agenda of its fifty-sixth session, as part of the 
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item entitled “Crime prevention and criminal 
justice”. Developments in the 

field of information and 
telecommunications 
in the context of 
international security 
(Resolution 56/19 of 29 
November 2001)
The General Assembly,

Recalling its resolutions 53/70 of 4 December 1998, 
54/49 of 1 December 1999 and 55/28 of 20 Novem-
ber 2000,

Recalling  also  its resolutions on the role of science 
and technology in the context of international secu-
rity, in which, inter alia, it recognized that scientific 
and technological developments could have both 
civilian and military applications and that progress 
in science and technology for civilian applications 
needed to be maintained and encouraged,

Noting that considerable progress has been 
achieved in developing and applying the latest in-
formation technologies and means of telecommu-
nication, cyber security in general

Affirming that it sees in this process the broadest 
positive opportunities for the further development 
of civilization, the expansion of opportunities for 
cooperation for the common good of all States, the 
enhancement of the creative potential of mankind 
and additional improvements in the circulation of 
information in the global community,

Recalling, in this connection, the approaches and 
principles outlined at the

Information Society and Development Conference, 
held at Midrand, South Africa, from 13 to 15 May 
1996,

Bearing in mind the results of the Ministerial Confer-
ence on Terrorism, held in

Paris on 30 July 1996, and the recommendations 
that it made,17

Noting that the dissemination and use of informa-
tion technologies and means affect the interests of 
the entire international community and that opti-
mum effectiveness is enhanced by broad interna-
tional cooperation,

Expressing concern that these technologies and 

17 See A/51/261, annex.
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means can potentially be used for purposes that are 
inconsistent with the objectives of maintaining in-
ternational stability and security and may adversely 
affect the security of States in both civil and military 
fields,

Considering that it is necessary to prevent the use of 
information resources or technologies for criminal 
or terrorist purposes,

Noting the contribution of those Member States 
that have submitted their assessments on issues of 
information security to the Secretary-General pursu-
ant to paragraphs 1 to 3 of resolutions 53/70, 54/49 
and 55/28,

Taking note of the reports of the Secretary-General 
containing those assessments,18

Welcoming the initiative taken by the Secretariat 
and the United Nations Institute for Disarmament 
research in convening an international meeting of 
experts at Geneva in August 1999 on developments 
in the field of information and telecommunications 
in the context of international security, as well as its 
results,

Considering that the assessments of the Member 
States contained in the reports of the Secretary-
General and the international meeting of experts 
have contributed to a better understanding of the 
substance of issues of international information se-
curity and related notions,

1. Calls upon Member States to promote further at 
multilateral levels the consideration of existing 
and potential threats in the field of information 
security, as well as possible measures to limit 
the threats emerging in this field, consistent 
with the need to preserve the free flow of in-
formation;

2. Considers that the purpose of such measures 
could be served through the examination of rel-
evant international concepts aimed at strength-
ening the security of global information and tel-
ecommunications systems;

3. Invites all Member States to continue to inform 
the Secretary-General of their views and assess-
ments on the following questions:

(a) General appreciation of the issues of infor-
mation security;

(b) Definition of basic notions related to infor-
mation security, including unauthorized 
interference with or misuse of information 

18 A/54/213, A/55/140 and Corr.1 and Add.1, and A/56/164 
and Add.1.

and telecommunications systems and infor-
mation resources;

(c) The content of the concepts mentioned in 
paragraph 2 of the present resolution;

4. Requests the Secretary-General to consider 
existing and potential threats in the sphere of 
information security and possible cooperative 
measures to address them, and to conduct a 
study on the concepts referred to in paragraph 
2 of the present resolution, with the assistance 
of a group of governmental experts, to be es-
tablished in 2004, appointed by him on the 
basis of equitable geographical distribution and 
with the help of Member States in a position to 
render such assistance, and to submit a report 
on the outcome of the study to the General As-
sembly at its sixtieth session;

5. Decides to include in the provisional agenda 
of its fifty-seventh session the item entitled 
“Developments in the field of information and 
telecommunications in the context of interna-
tional security”
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Combating the criminal 
misuse of information 
technologies (Resolution 
56/121 of 19 December 
2001)
The General Assembly,

Recalling the United Nations Millennium 
Declaration,19 in which Member States resolved 
to ensure that the benefits of new technologies, 
especially information and communications tech-
nologies, in conformity with the recommendations 
contained in the ministerial declaration of the high-
level segment of the substantive session of 2000 of 
the Economic and Social Council,20 are available to 
all, and its resolution 55/63 of 4 December 2000, in 
which it invited Member States to take into account 
measures to combat the criminal misuse of informa-
tion technologies,

Recognizing that the free flow of information can 
promote economic and social development, edu-
cation and democratic governance,

Noting the significant advancements in the devel-
opment and application of information technolo-
gies and means of telecommunication,

Expressing concern that technological advance-
ments have created new possibilities for criminal ac-
tivity, in particular the criminal misuse of information 
technologies,

Noting that reliance on information technologies, 
while it may vary from State to State, has resulted 
in a substantial increase in global cooperation and 
coordination, with the result that the criminal mis-
use of information technologies may have a grave 
impact on all States,

Recognizing that gaps in the access to and use of in-
formation technologies by States can diminish the 
effectiveness of international cooperation in com-
bating the criminal misuse of information technolo-
gies, and recognizing also the need to facilitate the 
transfer of information technologies, in particular to 
developing countries,

Noting the necessity of preventing the criminal mis-
use of information technologies,

Recognizing the need for cooperation between 

19 See resolution 55/2.
20 See Official Records of the General Assembly, Fifty-fifth 

Session, Supplement No. 3 (A/55/3/Rev.1), chap. III, para. 17.

States and the private sector in combating the crim-
inal misuse of information technologies,

Underlining the need for enhanced coordination 
and cooperation among States in combating the 
criminal misuse of information technologies, and, 
in this context, stressing the role that can be played 
by the United Nations and other international and 
regional organizations,

Welcoming the work of the Tenth United Nations 
Congress on the Prevention of Crime and the Treat-
ment of Offenders,

Recognizing with appreciation the work of the Com-
mission on Crime Prevention and Criminal Justice 
at its ninth and tenth sessions and the subsequent 
preparation of a plan of action against high-technol-
ogy and computer-related crime, which recognizes, 
inter alia, the need for effective law enforcement 
and the need to maintain effective protections for 
privacy and other related basic rights, as well as the 
need to take into account ongoing work in other 
forums,21

Noting the work of international and regional or-
ganizations in combating high technology crime, 
including the work of the Council of Europe in elab-
orating the Convention on Cybercrime,22 as well as 
the work of those organizations in promoting dia-
logue between government and the private sector 
on safety and confidence in cyberspace,

1. Invites Member States, when developing na-
tional law, policy and practice to combat the 
criminal misuse of information technologies, to 
take into account, as appropriate, the work and 
achievements of the Commission on Crime Pre-
vention and Criminal Justice and of other inter-
national and regional organizations;

2. Takes note of the value of the measures set forth 
in its resolution 55/63, and again invites Mem-
ber States to take them into account in their ef-
forts to combat the criminal misuse of informa-
tion technologies;

3. Decides to defer consideration of this subject, 
pending work envisioned in the plan of action 
against high-technology and computer-related 
crime of the Commission on Crime Prevention 
and Criminal Justice.

21 See Official Records of the Economic and Social Council, 
2001, Supplement No. 10 (E/2001/30/Rev.1), part two, 
chap. I.

22 Council of Europe, European Treaty Series, No. 185.
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Developments in the 
field of information and 
telecommunications 
in the context of 
international security 
(Resolution 57/53 of 22 
November 2002)
The General Assembly,

Recalling its resolutions 53/70 of 4 December 1998, 
54/49 of 1 December 1999, 55/28 of 20 November 
2000 and 56/19 of 29 November 2001,

Recalling also its resolutions on the role of science 
and technology in the context of international se-
curity, in which, inter alia, it recognized that scientific 
and technological developments could have both 
civilian and military applications and that progress 
in science and technology for civilian applications 
needed to be maintained and encouraged,

Noting that considerable progress has been 
achieved in developing and applying the latest in-
formation technologies and means of telecommu-
nication, cyber security in general

Affirming that it sees in this process the broadest 
positive opportunities for the further development 
of civilization, the expansion of opportunities for 
cooperation for the common good of all States, the 
enhancement of the creative potential of human-
kind and additional improvements in the circulation 
of information in the global community,

Recalling, in this connection, the approaches and 
principles outlined at the Information Society and 
Development Conference, held in Midrand, South 
Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Confer-
ence on Terrorism, held in Paris on 30 July 1996, and 
the recommendations that it made,23

Noting that the dissemination and use of informa-
tion technologies and means affect the interests of 
the entire international community and that opti-
mum effectiveness is enhanced by broad interna-
tional cooperation,

Expressing concern that these technologies and 
means can potentially be used for purposes that are 
inconsistent with the objectives of maintaining in-
ternational stability and security and may adversely 

23 See A/51/261, annex.

affect the integrity of the infrastructure of States to 
the detriment of their security in both civil and mili-
tary fields,

Considering that it is necessary to prevent the use of 
information resources or technologies for criminal 
or terrorist purposes,

Noting the contribution of those Member States 
that have submitted their assessments on issues of 
information security to the Secretary-General pursu-
ant to paragraphs 1 to 3 of resolutions 53/70, 54/49, 
55/28 and 56/19,

Taking note of the reports of the Secretary-General 
containing those assessments,24

Welcoming the initiative taken by the Secretariat 
and the United Nations Institute for Disarmament 
research in convening an international meeting of 
experts in Geneva in August 1999 on developments 
in the field of information and telecommunications 
in the context of international security, as well as its 
results,

Considering that the assessments of the Member 
States contained in the reports of the Secretary-
General and the international meeting of experts 
have contributed to a better understanding of the 
substance of issues of international information se-
curity and related notions,

Confirming the request to the Secretary-General 
contained in paragraph 4 of its resolution 56/19,

1. Calls upon Member States to promote further at 
multilateral levels the consideration of existing 
and potential threats in the field of information 
security, as well as possible measures to limit 
the threats emerging in this field, consistent 
with the need to preserve the free flow of in-
formation;

2. Considers that the purpose of such measures 
could be served through the examination of rel-
evant international concepts aimed at strength-
ening the security of global information and tel-
ecommunications systems;

3. Invites all Member States to continue to inform 
the Secretary-General of their views and assess-
ments on the following questions:

(a) General appreciation of the issues of infor-
mation security;

(b) Definition of basic notions related to infor-
mation security, including unauthorized 

24 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and 
Add.1 and A/57/166 and Add.1.
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interference with or misuse of information 
and telecommunications systems and infor-
mation resources;

(c) The content of the concepts mentioned in 
paragraph 2 of the present resolution;

4. Requests the Secretary-General to consider 
existing and potential threats in the sphere of 
information security and possible cooperative 
measures to address them, and to conduct a 
study on the concepts referred to in paragraph 
2 of the present resolution, with the assistance 
of a group of governmental experts, to be es-
tablished in 2004, appointed by him on the 
basis of equitable geographical distribution and 
with the help of Member States in a position to 
render such assistance, and to submit a report 
on the outcome of the study to the General As-
sembly at its sixtieth session;

5. Decides to include in the provisional agenda of 
its fifty-eighth session the item entitled “Devel-
opments in the field of information and tele-
communications in the context of international 
security”.

Creation of a global 
culture of cyber security 
(Resolution 57/239 of 20 
December 2002)
The General Assembly,

Noting the growing dependence of Governments, 
businesses, other organizations and individual users 
on information technologies for the provision of es-
sential goods and services, the conduct of business 
and the exchange of information,

Recognizing that the need for cybersecurity increas-
es as countries increase their participation in the in-
formation society,

Recalling its resolutions 55/63 of 4 December 2000 
and 56/121 of 19 December 2001 on establishing 
the legal basis for combating the criminal misuse of 
information technologies,

Recalling also its resolutions 53/70 of 4 December 
1998, 54/49 of 1 December 1999, 55/28 of 20 No-
vember 2000, 56/19 of 29 November 2001 and 
57/53 of 22 November 2002 on developments in 
the field of information and telecommunications in 
the context of international security,

Aware that effective cybersecurity is not merely a 
matter of government or law enforcement practic-
es, but must be addressed through prevention and 
supported throughout society,

Aware also that technology alone cannot ensure 
cybersecurity and that priority must be given to cy-
bersecurity planning and management throughout 
society,

Recognizing that, in a manner appropriate to their 
roles, government, business, other organizations, 
and individual owners and users of information 
technologies must be aware of relevant cybersecu-
rity risks and preventive measures and must assume 
responsibility for and take steps to enhance the se-
curity of these information technologies,

Recognizing also that gaps in access to and the use 
of information technologies by States can diminish 
the effectiveness of international cooperation in 
combating the criminal misuse of information tech-
nology and in creating a global culture of cyberse-
curity, and noting the need to facilitate the transfer 
of information technologies, in particular to devel-
oping countries,

Recognizing further the importance of international 
cooperation for achieving cybersecurity through 
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the support of national efforts aimed at the en-
hancement of human capacity, increased learning 
and employment opportunities, improved public 
services and better quality of life by taking advan-
tage of advanced, reliable and secure information 
and communication technologies and networks 
and by promoting universal access,

Noting that, as a result of increasing interconnectiv-
ity, information systems and networks are now ex-
posed to a growing number and a wider variety of 
threats and vulnerabilities which raise new security 
issues for all,

Noting also the work of relevant international and 
regional organizations on enhancing cybersecurity 
and the security of information technologies,

1. Takes note of the elements annexed to the 
present resolution, with a view to creating a 
global culture of cybersecurity;

2. Invites all relevant international organizations 
to consider, inter alia, these elements for the 
creation of such a culture in any future work on 
cybersecurity;

3. Invites Member States to take into account 
these elements, inter alia, in their efforts to de-
velop throughout their societies a culture of 
cybersecurity in the application and use of in-
formation technologies;

4. Invites Member States and all relevant inter-
national organizations to take, inter alia, these 
elements and the need for a global culture of 
cybersecurity into account in their preparations 
for the World Summit on the Information Soci-
ety, to be held at Geneva from 10 to 12 Decem-
ber 2003 and at Tunis in 2005;

5. Stresses the necessity to facilitate the transfer of 
information technology and capacity-building 
to developing countries, in order to help them 
to take measures in cybersecurity. 78th plenary 
meeting 20 December 2002

Annex

Elements for creating a global culture of 
cybersecurity

rapid advances in information technology have 
changed the way Governments, businesses, other 
organizations and individual users who develop, 
own, provide, manage, service and use informa-
tion systems and networks (“participants”) must 
approach cybersecurity. A global culture of cyber-
security will require that all participants address the 
following nine complementary elements:

(a) Awareness. Participants should be aware of the 
need for security of information systems and 
networks and what they can do to enhance 
security;

(b) Responsibility. Participants are responsible for 
the security of information systems and net-
works in a manner appropriate to their individ-
ual roles. They should review their own policies, 
practices, measures and procedures regularly, 
and should assess whether they are appropriate 
to their environment;

(c) Response. Participants should act in a timely and 
cooperative manner to prevent, detect and re-
spond to security incidents. They should share 
information about threats and vulnerabilities, 
as appropriate, and implement procedures for 
rapid and effective cooperation to prevent, de-
tect and respond to security incidents. This may 
involve cross-border information-sharing and 
cooperation;

(d) Ethics. Given the pervasiveness of information 
systems and networks in modern societies, par-
ticipants need to respect the legitimate inter-
ests of others and recognize that their action or 
inaction may harm others;

(e) Democracy. Security should be implemented in 
a manner consistent with the values recognized 
by democratic societies, including the freedom 
to exchange thoughts and ideas, the free flow 
of information, the confidentiality of informa-
tion and communication, the appropriate pro-
tection of personal information, openness and 
transparency;

(f ) Risk assessment. All participants should conduct 
periodic risk assessments that identify threats 
and vulnerabilities; are sufficiently broad-based 
to encompass key internal and external factors, 
such as technology, physical and human fac-
tors, policies and third-party services with secu-
rity implications; allow determination of the ac-
ceptable level of risk; and assist in the selection 
of appropriate controls to manage the risk of 
potential harm to information systems and net-
works in the light of the nature and importance 
of the information to be protected;

(g) Security design and implementation. Participants 
should incorporate security as an essential ele-
ment in the planning and design, operation and 
use of information systems and networks;

(h) Security management. Participants should adopt 
a comprehensive approach to security man-
agement based on risk assessment that is dy-
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namic, encompassing all levels of participants’ 
activities and all aspects of their operations;

(i) Reassessment. Participants should review and 
reassess the security of information systems and 
networks and should make appropriate modifi-
cations to security policies, practices, measures 
and procedures that include addressing new 
and changing threats and vulnerabilities.

Developments in the 
field of information and 
telecommunications 
in the context of 
international security 
(Resolution 58/32 of 8 
December 2003)
The General Assembly,

Recalling its resolutions 53/70 of 4 December 1998, 
54/49 of 1 December 1999, 55/28 of 20 November 
2000, 56/19 of 29 November 2001 and 57/53 of 22 
November 2002,

Recalling also its resolutions on the role of science 
and technology in the context of international se-
curity, in which, inter alia, it recognized that scientific 
and technological developments could have both 
civilian and military applications and that progress 
in science and technology for civilian applications 
needed to be maintained and encouraged,

Noting that considerable progress has been 
achieved in developing and applying the latest in-
formation technologies and means of telecommu-
nication,

Affirming that it sees in this process the broadest 
positive opportunities for the further development 
of civilization, the expansion of opportunities for 
cooperation for the common good of all States, the 
enhancement of the creative potential of  human-
kind and additional improvements in the circulation 
of information in the global community,

Recalling, in this connection, the approaches and 
principles outlined at the Information Society and 
Development Conference, held in Midrand, South 
Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Confer-
ence on Terrorism, held in Paris on 30 July 1996, and 
the recommendations that it made,25

Noting that the dissemination and use of informa-
tion technologies and means affect the interests of 
the entire international community and that opti-
mum effectiveness is enhanced by broad interna-
tional cooperation,

Expressing its concern that these technologies and 
means can potentially be used for purposes that are 
inconsistent with the objectives of maintaining in-

25 See A/51/261, annex.
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ternational stability and security and may adversely 
affect the integrity of the infrastructure of States to 
the detriment of their security in both civil and mili-
tary fields,

Considering that it is necessary to prevent the use of 
information resources or technologies for criminal 
or terrorist purposes,

Noting the contribution of those Member States 
that have submitted their assessments on issues of 
information security to the Secretary-General pursu-
ant to paragraphs 1 to 3 of resolutions 53/70, 54/49, 
55/28, 56/19 and 57/53,

Taking note of the reports of the Secretary-General 
containing those assessments,26

Welcoming the initiative taken by the Secretariat 
and the United Nations Institute for Disarmament 
research in convening an international meeting of 
experts in Geneva in August 1999 on developments 
in the field of information and telecommunications 
in the context of international security, as well as its 
results,

Considering that the assessments of the Member 
States contained in the reports of the Secretary-
General and the international meeting of experts 
have contributed to a better understanding of the 
substance of issues of international information se-
curity and related notions,

Confirming the request to the Secretary-General 
contained in paragraph 4 of its resolutions 56/19 
and 57/53,

1. Calls upon Member States to promote further at 
multilateral levels the consideration of existing 
and potential threats in the field of information 
security, as well as possible measures to limit 
the threats emerging in this field, consistent 
with the need to preserve the free flow of in-
formation;

2. Considers that the purpose of such measures 
could be served through the examination of rel-
evant international concepts aimed at strength-
ening the security of global information and tel-
ecommunications systems;

3. Invites all Member States to continue to inform 
the Secretary-General of their views and assess-
ments on the following questions:

(a) General appreciation of the issues of infor-
mation security;

26 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and 
Add.1, A/57/166 and Add.1 and A/58/373.

(b) Definition of basic notions related to infor-
mation security, including unauthorized 
interference with or misuse of information 
and telecommunications systems and infor-
mation resources;

(c) The content of the concepts mentioned in 
paragraph 2 of the present resolution;

4. Requests the Secretary-General to consider 
existing and potential threats in the sphere of 
information security and possible cooperative 
measures to address them, and to conduct a 
study on the concepts referred to in paragraph 
2 of the present resolution, with the assistance 
of a group of governmental experts, to be es-
tablished in 2004, appointed by him on the 
basis of equitable geographical distribution and 
with the help of Member States in a position to 
render such assistance, and to submit a report 
on the outcome of the study to the General As-
sembly at its sixtieth session;

5. Decides to include in the provisional agenda of 
its fifty-ninth session the item entitled “Develop-
ments in the field of information and telecom-
munications in the context of international 
security”.
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Creation of a global 
culture of cyber security 
and the protection of 
critical information 
infrastructures (Resolution 
58/199 of 23 December 
2003)
The General Assembly,

Recalling its resolutions 57/239 of 20 December 
2002 on the creation of a global culture of cyberse-
curity, 55/63 of 4 December 2000 and 56/121 of 19 
December 2001 on establishing the legal basis for 
combating the criminal misuse of information tech-
nologies, and 53/70 of 4 December 1998, 54/49 of 1 
December 1999, 55/28 of 20 November 2000, 56/19 
of 29 November 2001 and 57/53 of 22 November 
2002 on developments in the field of information 
and telecommunications in the context of interna-
tional security,

Recognizing the growing importance of information 
technologies for the promotion of socio-economic 
development and the provision of essential goods 
and services, the conduct of business and the ex-
change of information for Governments, businesses, 
other organizations and individual users,

Noting the increasing links among most countries’ 
critical infrastructures — such as those used for, 
inter alia, the generation, transmission and distribu-
tion of energy, air and maritime transport, banking 
and financial services, e-commerce, water supply, 
food distribution and public health — and the criti-
cal information infrastructures that increasingly in-
terconnect and affect their operations,

Recognizing that each country will determine its 
own critical information infrastructures,

Recognizing also that this growing technological in-
terdependence relies on a complex network of criti-
cal information infrastructure components,

Noting that, as a result of increasing interconnec-
tivity, critical information infrastructures are now 
exposed to a growing number and a wider variety 
of threats and vulnerabilities that raise new security 
concerns,

Noting also that effective critical infrastructure pro-
tection includes, inter alia, identifying threats to and 
reducing the vulnerability of critical information in-
frastructures, minimizing damage and recovery time 
in the event of damage or attack, and identifying the 

cause of damage or the source of attack,

Recognizing that effective protection requires com-
munication and cooperation nationally and inter-
nationally among all stakeholders and that national 
efforts should be supported by effective, substan-
tive international and regional cooperation among 
stakeholders,Recognizing also that gaps in access to 
and the use of information technologies by States 
can diminish the effectiveness of cooperation in 
combating the criminal misuse of information tech-
nology and in creating a global culture of cyber se-
curity, and noting the need to facilitate the transfer 
of information technologies, in particular to devel-
oping countries,

Recognizing further the importance of international 
cooperation for achieving cyber security and the 
protection of critical information infrastructures 
through the support of national efforts aimed at the 
enhancement of human capacity, increased learn-
ing and employment opportunities, improved pub-
lic services and better quality of life by taking advan-
tage of advanced, reliable and secure information 
and communication technologies and networks 
and by promoting universal access,

Noting the work of relevant international and re-
gional organizations on enhancing the security of 
critical information infrastructures,

Recognizing that efforts to protect critical informa-
tion infrastructures should be undertaken with due 
regard for applicable national laws concerning pri-
vacy protection and other relevant legislation,

1. Takes note of the elements set out in the annex 
to the present resolution for protecting critical 
information infrastructures;

2. Invites all relevant international organizations, 
including relevant United Nations bodies, to 
consider, as appropriate, inter alia, these ele-
ments for protecting critical information infra-
structures in any future work on cyber security 
or critical infrastructure protection;

3. Invites Member States to consider, inter alia, 
these elements in developing their strategies 
for reducing risks to critical information infra-
structures, in accordance with national laws and 
regulations;

4. Invites Member States and all relevant inter-
national organizations to take, inter alia, these 
elements and the need for critical information 
infrastructure protection into account in their 
preparations for the second phase of the World 
Summit on the Information Society, to be held 
in Tunis from 16 to 18 November 2005;
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5. Encourages Member States and relevant re-
gional and international organizations that have 
developed strategies to deal with cyber security 
and the protection of critical information in-
frastructures to share their best practices and 
measures that could assist other Member States 
in their efforts to facilitate the achievement of 
cyber security;

6. Stresses the necessity for enhanced efforts to 
close the digital divide, to achieve universal 
access to information and communication 
technologies and to protect critical informa-
tion infrastructures by facilitating the transfer of 
information technology and capacity-building, 
in particular to developing countries, especially 
the least developed countries, so that all States 
may benefit fully from information and commu-
nication technologies for their socio-economic 
development.

Annex: Elements for protecting critical 
information infrastructures

1. Have emergency warning networks regarding 
cyber-vulnerabilities, threats and incidents.

2. raise awareness to facilitate stakeholders’ un-
derstanding of the nature and extent of their 
critical information infrastructures and the role 
each must play in protecting them.

3. Examine infrastructures and identify interde-
pendencies among them, thereby enhancing 
the protection of such infrastructures.

4. Promote partnerships among stakeholders, 
both public and private, to share and analyze 
critical infrastructure information in order to 
prevent, investigate and respond to damage to 
or attacks on such infrastructures.

5. Create and maintain crisis communication net-
works and test them to ensure that they will 
remain secure and stable in emergency situa-
tions.

6. Ensure that data availability policies take into 
account the need to protect critical information 
infrastructures.

7. Facilitate the tracing of attacks on critical infor-
mation infrastructures and, where appropriate, 
the disclosure of tracing information to other 
States.

8. Conduct training and exercises to enhance re-
sponse capabilities and to test continuity and 
contingency plans in the event of an informa-
tion infrastructure attack, and encourage stake-

holders to engage in similar activities.

9. Have adequate substantive and procedural 
laws and trained personnel to enable States 
to investigate and prosecute attacks on critical 
information infrastructures and to coordinate 
such investigations with other States, as appro-
priate.

10. Engage in international cooperation, when ap-
propriate, to secure critical information infra-
structures, including by developing and coor-
dinating emergency warning systems, sharing 
and analyzing information regarding vulner-
abilities, threats and incidents and coordinating 
investigations of attacks on such infrastructures 
in accordance with domestic laws.

11. Promote national and international research 
and development and encourage the applica-
tion of security technologies that meet interna-
tional standards.



411

EU
O

SC
E

UN
O

EC
D

CO
E

G8
IT

U

CYBEr SECUrITY IN GENErAL

Developments in the 
field of information and 
telecommunications 
in the context of 
international security 
(Resolution 59/61 of 3 
December 2004)
The General Assembly,

Recalling its resolutions 53/70 of 4 December 1998, 
54/49 of 1 December 1999, 55/28 of 20 November 
2000, 56/19 of 29 November 2001, 57/53 of 22 No-
vember 2002 and 58/32 of 8 December 2003,

Recalling also its resolutions on the role of science 
and technology in the context of international se-
curity, in which, inter alia, it recognized that scientific 
and technological developments could have both 
civilian and military applications and that progress 
in science and technology for civilian applications 
needed to be maintained and encouraged,

Noting that considerable progress has been 
achieved in developing and applying the latest in-
formation technologies and means of telecommu-
nication,

Affirming that it sees in this process the broadest 
positive opportunities for the further development 
of civilization, the expansion of opportunities for 
cooperation for the common good of all States, the 
enhancement of the creative potential of human-
kind and additional improvements in the circulation 
of information in the global community,

Recalling, in this connection, the approaches and 
principles outlined at the Information Society and 
Development Conference, held in Midrand, South 
Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Confer-
ence on Terrorism, held in Paris on 30 July 1996, and 
the recommendations that it made,27

Noting that the dissemination and use of informa-
tion technologies and means affect the interests of 
the entire international community and that opti-
mum effectiveness is enhanced by broad interna-
tional cooperation,

Expressing its concern that these technologies and 
means can potentially be used for purposes that are 
inconsistent with the objectives of maintaining in-

27 See A/51/261, annex.

ternational stability and security and may adversely 
affect the integrity of the infrastructure of States to 
the detriment of their security in both civil and mili-
tary fields,

Considering that it is necessary to prevent the use of 
information resources or technologies for criminal 
or terrorist purposes,

Noting the contribution of those Member States 
that have submitted their assessments on issues of 
information security to the Secretary-General pursu-
ant to paragraphs 1 to 3 of resolutions 53/70, 54/49, 
55/28, 56/19, 57/53 and 58/32,

Taking note of the reports of the Secretary-General 
containing those assessments,28

Welcoming the initiative taken by the Secretariat 
and the United Nations Institute for Disarmament 
research in convening an international meeting of 
experts in Geneva in August 1999 on developments 
in the field of information and telecommunications 
in the context of international security, as well as its 
results,

Considering that the assessments of the Member 
States contained in the reports of the Secretary-
General and the international meeting of experts 
have contributed to a better understanding of the 
substance of issues of international information se-
curity and related notions,

1. Calls upon Member States to promote further at 
multilateral levels the consideration of existing 
and potential threats in the field of information 
security, as well as possible measures to limit 
the threats emerging in this field, consistent 
with the need to preserve the free flow of in-
formation;

2. Considers that the purpose of such measures 
could be served through the examination of rel-
evant international concepts aimed at strength-
ening the security of global information and tel-
ecommunications systems;

3. Invites all Member States to continue to inform 
the Secretary-General of their views and assess-
ments on the following questions:  

(a) General appreciation of the issues of infor-
mation security;

(b) Definition of basic notions related to infor-
mation security, including unauthorized 
interference with or misuse of information 

28 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and 
Add.1, A/57/166 and Add.1, A/58/373 and A/59/116 and 
Add.1.
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and telecommunications systems and infor-
mation resources;

(c) The content of the concepts mentioned in 
paragraph 2 above;

4. Notes with satisfaction that the Secretary-Gener-
al is considering existing and potential threats in 
the sphere of information security and possible 
cooperative measures to address them, and is 
conducting a study on the concepts referred to 
in paragraph 2 above, with the assistance of the 
group of governmental experts, established in 
2004 pursuant to resolution 58/32, and will sub-
mit a report on the outcome of the study to the 
General Assembly at its sixtieth session;

5. Also notes with satisfaction that the group of 
governmental experts established by the Sec-
retary-General held its first session from 12 to 
16 July 2004 in New York and that it intends to 
convene two more sessions in 2005 to fulfil its 
mandate specified in resolution 58/32;

6. Decides to include in the provisional agenda of 
its sixtieth session the item entitled “Develop-
ments in the field of information and telecom-
munications in the context of international 
security”.

Developments in the 
field of information and 
telecommunications 
in the context of 
international security 
(Resolution 60/45 of 8 
December 2005)
The General Assembly,

Recalling its resolutions 53/70 of 4 December 1998, 
54/49 of 1 December 1999, 55/28 of 20 November 
2000, 56/19 of 29 November 2001, 57/53 of 22 No-
vember 2002, 58/32 of 8 December 2003, and 59/61 
of 3 December 2004,

Recalling also its resolutions on the role of science 
and technology in the context of international se-
curity, in which, inter alia, it recognized that scientific 
and technological developments could have both 
civilian and military applications and that progress 
in science and technology for civilian applications 
needed to be maintained and encouraged,

Noting that considerable progress has been 
achieved in developing and applying the latest in-
formation technologies and means of telecommu-
nication,

Affirming that it sees in this process the broadest 
positive opportunities for the further development 
of civilization, the expansion of opportunities for 
cooperation for the common good of all States, the 
enhancement of the creative potential of human-
kind and additional improvements in the circulation 
of information in the global community,

Recalling, in this connection, the approaches and 
principles outlined at the Information Society and 
Development Conference, held in Midrand, South 
Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Confer-
ence on Terrorism, held in Paris on 30 July 1996, and 
the recommendations that it made,29

Bearing in mind also the results of the first phase of 
the World Summit on the Information Society, held 
in Geneva from 10 to 12 December 2003,30

Noting that the dissemination and use of informa-
tion technologies and means affect the interests of 
the entire international community and that opti-

29  See A/51/261, annex.
30  See A/C.2/59/3.
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mum effectiveness is enhanced by broad interna-
tional cooperation,

Expressing its concern that these technologies and 
means can potentially be used for purposes that are 
inconsistent with the objectives of maintaining in-
ternational stability and security and may adversely 
affect the integrity of the infrastructure of States to 
the detriment of their security in both civil and mili-
tary fields,

Considering that it is necessary to prevent the use of 
information resources or technologies for criminal 
or terrorist purposes,

Noting the contribution of those Member States 
that have submitted their assessments on issues of 
information security to the Secretary-General pursu-
ant to paragraphs 1 to 3 of resolutions 53/70, 54/49, 
55/28, 56/19, 57/53, 58/32 and 59/61,

Taking note of the reports of the Secretary-General 
containing those assessments,31

Welcoming the initiative taken by the Secretariat 
and the United Nations Institute for Disarmament 
research in convening an international meeting of 
experts in Geneva in August 1999 on developments 
in the field of information and telecommunications 
in the context of international security, as well as its 
results,

Considering that the assessments of the Member 
States contained in the reports of the Secretary-
General and the international meeting of experts 
have contributed to a better understanding of the 
substance of issues of international information se-
curity and related notions,

Bearing in mind that the Secretary-General, in ful-
filment of resolution 58/32, established in 2004 a 
group of governmental experts, which, in accord-
ance with its mandate, considered existing and po-
tential threats in the sphere of information security 
and possible cooperative measures to address them 
and conducted a study on relevant international 
concepts aimed at strengthening the security of 
global information and telecommunications sys-
tems,

Taking note of the report of the Secretary-General 
on the Group of Governmental Experts on Devel-
opments in the Field of Information and Telecom-
munications in the Context of International Security, 
prepared on the basis of the results of the Group’s 

31 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and 
Add.1, A/57/166 and Add.1, A/58/373, A/59/116 and Add.1 
and A/60/95 and Add.1.

work,32

1. Calls upon Member States to promote further at 
multilateral levels the consideration of existing 
and potential threats in the field of information 
security, as well as possible measures to limit 
the threats emerging in this field, consistent 
with the need to preserve the free flow of in-
formation;

2. Considers that the purpose of such measures 
could be served through the examination of rel-
evant international concepts aimed at strength-
ening the security of global information and tel-
ecommunications systems;

3. Invites all Member States to continue to inform 
the Secretary-General of their views and assess-
ments on the following questions:

(a) General appreciation of the issues of infor-
mation security;

(b) Efforts taken at the national level to strength-
en information security and promote inter-
national cooperation in this field;

(c) The content of the concepts mentioned in 
paragraph 2 above;

(d) Possible measures that could be taken by 
the international community to strengthen 
information security at the global level;

4. Requests the Secretary-General, with the assist-
ance of a group of governmental experts, to be 
established in 2009 on the basis of equitable 
geographical distribution, to continue to study 
existing and potential threats in the sphere of 
information security and possible cooperative 
measures to address them, as well as the con-
cepts referred to in paragraph 2 above, and to 
submit a report on the results of this study to 
the General Assembly at its sixty-fifth session;

5. Decides to include in the provisional agenda of 
its sixty-first session the item entitled “Develop-
ments in the field of information and telecom-
munications in the context of international 
security”.

32  A/60/202.
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Developments in the 
field of information and 
telecommunications 
in the context of 
international security 
(Resolution 61/54 of 6 
December 2006)
The General Assembly,

Recalling its resolutions 53/70 of 4 December 1998, 
54/49 of 1 December 1999, 55/28 of 20 November 
2000, 56/19 of 29 November 2001, 57/53 of 22 No-
vember 2002, 58/32 of 8 December 2003, 59/61 of 
3 December 2004 and 60/45 of 8 December 2005,

Recalling also its resolutions on the role of science 
and technology in the context of international se-
curity, in which, inter alia, it recognized that scientific 
and technological developments could have both 
civilian and military applications and that progress 
in science and technology for civilian applications 
needed to be maintained and encouraged,

Noting that considerable progress has been 
achieved in developing and applying the latest in-
formation technologies and means of telecommu-
nication,

Affirming that it sees in this process the broadest 
positive opportunities for the further development 
of civilization, the expansion of opportunities for 
cooperation for the common good of all States, the 
enhancement of the creative potential of human-
kind and additional improvements in the circulation 
of information in the global community,

Recalling, in this connection, the approaches and 
principles outlined at the Information Society and 
Development Conference, held in Midrand, South 
Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Confer-
ence on Terrorism, held in Paris on 30 July 1996, and 
the recommendations that it made,33

Bearing in mind also the results of the World Summit 
on the Information Society, held in Geneva from 10 
to 12 December 2003 (first phase) and in Tunis from 
16 to 18 November 2005 (second phase),34 

Noting that the dissemination and use of informa-
tion technologies and means affect the interests of 

33  See A/51/261, annex.
34  See A/C.2/59/3 and A/60/687.

the entire international community and that opti-
mum effectiveness is enhanced by broad interna-
tional cooperation,

Expressing its concern that these technologies and 
means can potentially be used for purposes that are 
inconsistent with the objectives of maintaining in-
ternational stability and security and may adversely 
affect the integrity of the infrastructure of States to 
the detriment of their security in both civil and mili-
tary fields,

Considering that it is necessary to prevent the use of 
information resources or technologies for criminal 
or terrorist purposes,

Noting the contribution of those Member States 
that have submitted their assessments on issues of 
information security to the Secretary-General pursu-
ant to paragraphs 1 to 3 of resolutions 53/70, 54/49, 
55/28, 56/19, 57/53, 58/32, 59/61 and 60/45,

Taking note of the reports of the Secretary-General 
containing those assessments,35

Welcoming the initiative taken by the Secretariat 
and the United Nations Institute for Disarmament 
research in convening an international meeting of 
experts in Geneva in August 1999 on developments 
in the field of information and telecommunications 
in the context of international security, as well as its 
results,

Considering that the assessments of the Member 
States contained in the reports of the Secretary-
General and the international meeting of experts 
have contributed to a better understanding of the 
substance of issues of international information se-
curity and related notions,

Bearing in mind that the Secretary-General, in ful-
filment of resolution 58/32, established in 2004 a 
group of governmental experts, which, in accord-
ance with its mandate, considered existing and po-
tential threats in the sphere of information security 
and possible cooperative measures to address them 
and conducted a study on relevant international 
concepts aimed at strengthening the security of 
global information and telecommunications sys-
tems,

Taking note of the report of the Secretary-General 
on the Group of Governmental Experts on Devel-
opments in the Field of Information and Telecom-
munications in the Context of International Security, 
prepared on the basis of the results of the Group’s 

35 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and 
Add.1, A/57/166 and Add.1, A/58/373, A/59/116 and Add.1, 
A/60/95 and Add.1 and A/61/161.
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work,36

1. Calls upon Member States to promote further at 
multilateral levels the consideration of existing 
and potential threats in the field of information 
security, as well as possible measures to limit 
the threats emerging in this field, consistent 
with the need to preserve the free flow of in-
formation;

2. Considers that the purpose of such measures 
could be served through the examination of rel-
evant international concepts aimed at strength-
ening the security of global information and tel-
ecommunications systems;

3. Invites all Member States to continue to inform 
the Secretary-General of their views and assess-
ments on the following questions:

(a) General appreciation of the issues of infor-
mation security;

(b) Efforts taken at the national level to strength-
en information security and promote inter-
national cooperation in this field;

(c) The content of the concepts mentioned in 
paragraph 2 above;

(d) Possible measures that could be taken by 
the international community to strengthen 
information security at the global level;

4. Requests the Secretary-General, with the assist-
ance of a group of governmental experts, to be 
established in 2009 on the basis of equitable 
geographical distribution, to continue to study 
existing and potential threats in the sphere of 
information security and possible cooperative 
measures to address them, as well as the con-
cepts referred to in paragraph 2 above, and to 
submit a report on the results of this study to 
the General Assembly at its sixty-fifth session;

5. Decides to include in the provisional agenda 
of its sixty-second session the item entitled 
“Developments in the field of information and 
telecommunications in the context of interna-
tional security”.

36 A/60/202.

Developments in the 
field of information and 
telecommunications 
in the context of 
international security 
(Resolution 62/17 of 5 
December 2007)
The General Assembly,

Recalling its resolutions 53/70 of 4 December 1998, 
54/49 of 1 December 1999, 55/28 of 20 November 
2000, 56/19 of 29 November 2001, 57/53 of 22 No-
vember 2002, 58/32 of 8 December 2003, 59/61 of 
3 December 2004, 60/45 of 8 December 2005 and 
61/54 of 6 December 2006,

Recalling also its resolutions on the role of science 
and technology in the context of international se-
curity, in which, inter alia, it recognized that scientific 
and technological developments could have both 
civilian and military applications and that progress 
in science and technology for civilian applications 
needed to be maintained and encouraged,

Noting that considerable progress has been 
achieved in developing and applying the latest in-
formation technologies and means of telecommu-
nication,

Affirming that it sees in this process the broadest 
positive opportunities for the further development 
of civilization, the expansion of opportunities for 
cooperation for the common good of all States, the 
enhancement of the creative potential of human-
kind and additional improvements in the circulation 
of information in the global community,

Recalling, in this connection, the approaches and 
principles outlined at the Information Society and 
Development Conference, held in Midrand, South 
Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Confer-
ence on Terrorism, held in Paris on 30 July 1996, and 
the recommendations that it made,37

Bearing in mind also the results of the World Summit 
on the Information Society, held in Geneva from 10 
to 12 December 2003 (first phase) and in Tunis from 
16 to 18 November 2005 (second phase),38

Noting that the dissemination and use of informa-

37 See A/51/261, annex.
38 See A/C.2/59/3 and A/60/687.
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tion technologies and means affect the interests of 
the entire international community and that opti-
mum effectiveness is enhanced by broad interna-
tional cooperation,

Expressing its concern that these technologies and 
means can potentially be used for purposes that are 
inconsistent with the objectives of maintaining in-
ternational stability and security and may adversely 
affect the integrity of the infrastructure of States to 
the detriment of their security in both civil and mili-
tary fields,

Considering that it is necessary to prevent the use of 
information resources or technologies for criminal 
or terrorist purposes,

Noting the contribution of those Member States 
that have submitted their assessments on issues of 
information security to the Secretary-General pursu-
ant to paragraphs 1 to 3 of resolutions 53/70, 54/49, 
55/28, 56/19, 57/53, 58/32, 59/61, 60/45 and 61/54,

Taking note of the reports of the Secretary-General 
containing those assessments,39

Welcoming the initiative taken by the Secretariat 
and the United Nations Institute for Disarmament 
research in convening an international meeting of 
experts in Geneva in August 1999 on developments 
in the field of information and telecommunications 
in the context of international security, as well as its 
results,

Considering that the assessments of the Member 
States contained in the reports of the Secretary-
General and the international meeting of experts 
have contributed to a better understanding of the 
substance of issues of international information se-
curity and related notions,

Bearing in mind that the Secretary-General, in ful-
filment of resolution 58/32, established in 2004 a 
group of governmental experts, which, in accord-
ance with its mandate, considered existing and po-
tential threats in the sphere of information security 
and possible cooperative measures to address them 
and conducted a study on relevant international 
concepts aimed at strengthening the security of 
global information and telecommunications sys-
tems,

Taking note of the report of the Secretary-General 
on the Group of Governmental Experts on Devel-
opments in the Field of Information and Telecom-
munications in the Context of International Security, 

39 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and 
Add.1, A/57/166 and Add.1, A/58/373, A/59/116 and Add.1, 
A/60/95 and Add.1, and A/61/161 and Add.1.

prepared on the basis of the results of the Group’s 
work,40

1. Calls upon Member States to promote further at 
multilateral levels the consideration of existing 
and potential threats in the field of information 
security, as well as possible measures to limit 
the threats emerging in this field, consistent 
with the need to preserve the free flow of in-
formation;

2. Considers that the purpose of such measures 
could be served through the examination of rel-
evant international concepts aimed at strength-
ening the security of global information and tel-
ecommunications systems;

3. Invites all Member States to continue to inform 
the Secretary-General of their views and assess-
ments on the following questions:

(a) General appreciation of the issues of infor-
mation security;

(b) Efforts taken at the national level to strength-
en information security and promote inter-
national cooperation in this field;

(c) The content of the concepts mentioned in 
paragraph 2 above;

(d) Possible measures that could be taken by 
the international community to strengthen 
information security at the global level;

4. Requests the Secretary-General, with the assist-
ance of a group of governmental experts, to be 
established in 2009 on the basis of equitable 
geographical distribution, to continue to study 
existing and potential threats in the sphere of 
information security and possible cooperative 
measures to address them, as well as the con-
cepts referred to in paragraph 2 above, and to 
submit a report on the results of this study to 
the General Assembly at its sixty-fifth session;

5. Decides to include in the provisional agenda of 
its sixty-third session the item entitled “Devel-
opments in the field of information and tele-
communications in the context of international 
security”.

40 A/60/202.
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Developments in the 
field of information and 
telecommunications 
in the context of 
international security 
(Resolution 63/37 of 2 
December 2008)
The General Assembly,

Recalling its resolutions 53/70 of 4 December 1998, 
54/49 of 1 December 1999, 55/28 of 20 November 
2000, 56/19 of 29 November 2001, 57/53 of 22 No-
vember 2002, 58/32 of 8 December 2003, 59/61 of 3 
December 2004, 60/45 of 8 December 2005, 61/54 
of 6 December 2006 and 62/17 of 5 December 2007,

Recalling also its resolutions on the role of science 
and technology in the context of international se-
curity, in which, inter alia, it recognized that scientific 
and technological developments could have both 
civilian and military applications and that progress 
in science and technology for civilian applications 
needed to be maintained and encouraged,

Noting that considerable progress has been 
achieved in developing and applying the latest in-
formation technologies and means of telecommu-
nication,

Affirming that it sees in this process the broadest 
positive opportunities for the further development 
of civilization, the expansion of opportunities for 
cooperation for the common good of all States, the 
enhancement of the creative potential of human-
kind and additional improvements in the circulation 
of information in the global community,

Recalling, in this connection, the approaches and 
principles outlined at the Information Society and 
Development Conference, held in Midrand, South 
Africa, from 13 to 15 May 1996,

Bearing in mind the results of the Ministerial Confer-
ence on Terrorism, held in Paris on 30 July 1996, and 
the recommendations that it made,41

Bearing in mind also the results of the World Summit 
on the Information Society, held in Geneva from 10 
to 12 December 2003 (first phase) and in Tunis from 
16 to 18 November 2005 (second phase),42

Noting that the dissemination and use of informa-

41 See A/51/261, annex.
42 See A/C.2/59/3 and A/60/687.

tion technologies and means affect the interests of 
the entire international community and that opti-
mum effectiveness is enhanced by broad interna-
tional cooperation,

Expressing its concern that these technologies and 
means can potentially be used for purposes that are 
inconsistent with the objectives of maintaining in-
ternational stability and security and may adversely 
affect the integrity of the infrastructure of States to 
the detriment of their security in both civil and mili-
tary fields,

Considering that it is necessary to prevent the use of 
information resources or technologies for criminal 
or terrorist purposes,

Noting the contribution of those Member States 
that have submitted their assessments on issues of 
information security to the Secretary-General pursu-
ant to paragraphs 1 to 3 of resolutions 53/70, 54/49, 
55/28, 56/19, 57/53, 58/32, 59/61, 60/45, 61/54 and 
62/17,

Taking note of the reports of the Secretary-General 
containing those assessments,43

Welcoming the initiative taken by the Secretariat 
and the United Nations Institute for Disarmament 
research in convening international meetings of 
experts in Geneva in August 1999 and April 2008 
on developments in the field of information and 
telecommunications in the context of international 
security, as well as the results of those meetings,

Considering that the assessments of the Member 
States contained in the reports of the Secretary-
General and the international meetings of experts 
have contributed to a better understanding of the 
substance of issues of international information se-
curity and related notions,

Bearing in mind that the Secretary-General, in ful-
filment of resolution 58/32, established in 2004 a 
group of governmental experts, which, in accord-
ance with its mandate, considered existing and po-
tential threats in the sphere of information security 
and possible cooperative measures to address them 
and conducted a study on relevant international 
concepts aimed at strengthening the security of 
global information and telecommunications sys-
tems,

Taking note of the report of the Secretary-General 
on the Group of Governmental Experts on Devel-

43 A/54/213, A/55/140 and Corr.1 and Add.1, A/56/164 and 
Add.1, A/57/166 and Add.1, A/58/373, A/59/116 and Add.1, 
A/60/95 and Add.1, A/61/161 and Add.1 and A/62/98 and 
Add.1.
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opments in the Field of Information and Telecom-
munications in the Context of International Security, 
prepared on the basis of the results of the Group’s 
work,44

1. Calls upon Member States to promote further at 
multilateral levels the consideration of existing 
and potential threats in the field of information 
security, as well as possible measures to limit 
the threats emerging in this field, consistent 
with the need to preserve the free flow of in-
formation;

2. Considers that the purpose of such measures 
could be served through the examination of rel-
evant international concepts aimed at strength-
ening the security of global information and tel-
ecommunications systems;

3. Invites all Member States to continue to inform 
the Secretary-General of their views and assess-
ments on the following questions:

(a) General appreciation of the issues of infor-
mation security;

(b) Efforts taken at the national level to strength-
en information security and promote inter-
national cooperation in this field;

(c) The content of the concepts mentioned in 
paragraph 2 above;

(d) Possible measures that could be taken by 
the international community to strengthen 
information security at the global level;

4. Requests the Secretary-General, with the assist-
ance of a group of governmental experts, to be 
established in 2009 on the basis of equitable 
geographical distribution, to continue to study 
existing and potential threats in the sphere of 
information security and possible cooperative 
measures to address them, as well as the con-
cepts referred to in paragraph 2 above, and to 
submit a report on the results of this study to 
the General Assembly at its sixty-fifth session;

5. Decides to include in the provisional agenda of 
its sixty-fourth session the item entitled “Devel-
opments in the field of information and tele-
communications in the context of international 
security”.

44 A/60/202.
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